Inside view of Lyposit aka (for its friends) Lucky LOCKER

i malware.dontneedcoffee.com/2012/11/inside-view-of-lyposit-aka-for-its.html

2012-11-29 - Panel

The Lyposit Ransomware appeared wild in second week of September 3 days after this post

Lucky LOCKER advert (note the IR )

Text of the Advert (click to unfold)

1)4ucTtoin Bun Anu.

2)[MpakTnyeckasa HeybuBaemocCTb NoKepa, B TOM Yncne un Yyepes 6e30nacHbIn pexnm, n gaxe
€CIn rpy3nTCsl C 3arpy304HOro aucka.

To ecTb TOT e NoKep OT raHCTbl MOXHO OTpYbuThL Yepes ctri+alt+delete )) o ypoBHe MoxeTe
CyOuTb CaMu...
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http://malware.dontneedcoffee.com/2012/11/inside-view-of-lyposit-aka-for-its.html
https://www.botnets.fr/index.php/Lyposit
https://twitter.com/kafeine/status/245855499583647744
https://3.bp.blogspot.com/-zlPJLl8i_eQ/ULbDuME1AqI/AAAAAAAADKI/HLC-0lt6yto/s1600/screenshot_2062.png

CMbICn B YEM YTO NTIOKEP AENaeT Takne N3MEHEHNSI CUCTEMBI - YTO JaXe ecnn 13ep Kakum To
00pa3omM ymyapuTbCs yOUTb NPOLEC - eMY NPUNAETLCA PeVHCTan BMHAbI AenaTb - Tak Kak
cucTtemMa HopmarnbHO pabotaTtb He ByaeT, MMbo nepesarpy3nTbecs

N 3annaTuUTb YeK)

3)A 6epy 20% ot Bawien npmbbInmn - BM3 Unn NubepTn. TO eCcTb Yekn Bbl Hanute Camu. u yxe
camMu NepeBoanTe MHE MOWM MPOLLEHT.

4) KayeCcTBEHHO MPOMO KOTOPOE NOCTOSIHO U3MEHSIETCS - CMOTPUM KOHBEPTHI 1 BbiOMpaem
Hanbonee ontumansHoe. ctpatbl : IR CH ES AT BE FR GB PL DE DK PT

dopmat npomo html n USA - ocHoBHOWM ynop caenaH Ha Hen Kak pas

BoObGLLE MHTepecyeT 3-5 YenoBek C KOTPbIMU Ha NOCTOsSIHKE Oyay paboTaTb. NPOAYKT MOXET
ObITb M3MEHEH MO BalLMM COBETaM U Kak YyrogHO AOMMCaH.

obpawartbca B axxabep [email protected]

Quote:

YcTtaHoBKa

I'Ile 3anyckKe BbINOJIHAETCA YCTaHOBKa No cregyrLwmm HarnpaBneHnAM:

1) npn gocTtatoyHbix npasax (agmuHuctpartop ansa WinXP, Elevated Integrity Level / Admin
ana Win Vista+) ocywectenseTcs 3anuck B napametp Shell pasgena

*kkkk

obecneyeHunsi aBTo3anycka kak B 06bIMHOM, Tak 1 B 6e3o0nacHOM pexume

*hkkkk

2) Npu HeQOCTaTOYHbIX NpaBax OCYLLECTBNAETCH 3anncb B JOCTYNHbLIN pasgern

3) B ntobom cryvae ucnonb3yeTca AONOMHUTENbHbIA aBTO3anyck nyteM Moandgukaumm
HacCTpOeK KOMaHAHOro npoteccopa (He TpebyeTca ocobbIx NpuBUIIErnin)
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http://malware.dontneedcoffee.com/cdn-cgi/l/email-protection#412b2e2a243374707278012b202323282c6f223b

B pesynbrate npu 3anycke kKomaHOHOMO Npoueccopa B XoAe 06bIYHOro npolecca ycTaHoBKW/
yOaneHus nporpaMm, OCyLLECTBISIETCA aBTO3anyck

PaboTta

[MpoBepsieTca Hannume dhanna KoHdUrypauumn, KotTopbln npeacrasnseT uad cebst apxus ZIP ¢
NoKanbHOW KoNnewn CTpaHuLbl Ans oTobpa)xkeHns nonb3oBaTento, B opmaTte ***.

[Mpwn oTcyTCTBMM (haina, BbINOMHAETCA ero 3anpoc U3 naHenu ynpasneHus Yyepes
TexHonoruun BITS 1 Wininet, 4to no3sonseTt BbINONHUTL 06X04 HEKOTOPOW YacTu 3aLMTHOro
Mo.

[Mony4yeHHbIN dhann pacnakoBbIBAETCA BO BPEMEHHYIO Nariky, U BbIMOMHAETCS 3anycK CKpunTa

B nedontTHOM npumepe 1crnornb3oBaHbl HACTPOMKK CKPUMNTa, KOTOPbIE pa3BopaYnMBaoT
CTpaHULY Ha BeCb 3KpaH, OTKIOYatoT NPOKPYTKY 1 T.M. Mpn n3rotoBneHmu
cneumanuaMpoBaHHbIX

noa CTpaHbl CTpaHuL HeobxoaMmMo MCnonb30BaTb aHanorn4YHble HaCTpOVIKVI

[MapannenbHo ¢ 3anyckOM CTpaHULbl C COOBLLEHMEM, BBIMNOMHAETCA LUKIMYeckas cCMeHa
uBeToBoro ogpopmneHus OC (Bce aneMeHTbl YepHble/KpacHbIe), OTKITIOYEeHUEe BU3yarbHbIX U
NHbIX

ahPEeKTOB, a TaKKe COKPbITUE BCEX HE OTHOCSALLMXCA K NPOoLEeCCy CTpaHuLbl OKOH. B
pesynbrate, gaxe npyu HeAOCTaTOYHbIX NPUBUNErMSX, OCYLLIECTBNAETCA CyLLLECTBEHHOE
3aTpyaHeHue

AO0CTyna K anemMeHTam nHtepdenca. Hactponku LBETOBOro 0hopMneHNa COXPaHSATCS
N Wb A0 MOMeHTa Bbixoga nonb3osaTtens ns OC.

B dhopmaTte cTpaHuubl npegnonaraeTca Hanudme nons Ans Beoga koga . [Npu nx paspabotke
HeobXxo4MMO MMETL B BUAY, YTO LBeToBble HacTporkn OC 6yayT n3ameHeHbl

1 AN BUOMMOCTM MNOMsi U TEKCTA HEOOXOANUMO NPUHYAMTENBHO ONpeaenuTb UBET WwpudTa /
¢oH nons BBOAA, a Takke He UCNoNb30BaTb CTaHOAAPTHYI KHOMKY OTrpaBku hopmbl (BMECTO

Hee criefyeT UCnonb3oBaTb M3obpaxkeHue).

CKpvNT BHYTPY CTpaHWLbl AOMMKEH BbINOMHUTL 6a30Byt0 NPOBEPKY BBEAEHHOMO Koaa (AnvHa,
LUMdpbl U T.N.) U NPU NONOXUTENBHON NPOBEPKE - BbINOMHUTL BbIBOA €0 Yepes
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javascript:alert(); NpunoxeHne nepexesaTuT NOSIBUBLLEECH OKHO, CYUTAET KO, U 3aKPOET ero.

[Mony4eHHbIN Kog OyaeT oTnpaBneH U COXpaHeH Ha cepBepe. B criyuyae ycnewwHon oTnpaBku
CcTpaHuua OyaeT 3ameHeHa Ha - B KOTOPOM pPeEKOMEHAYETCH NoaroToBUTb

TEKCT O BPEMEHHOM OTKIOYEHNN BNOKMPOBKN 1 NPOCbOe OCYLLEeCTBUTb BbIXOL U3 CUCTEMBI /
nepesarpysky, ecnm oHa He npousonget bnvxkanwme 10 cekyHA.

Mo npowwecTtBumn 10 cekyHA CTpaHuLa NPUHYAUTENBHO 3aKpbIBAETCSH U UHULMUPYETCS
npoueaypa BbIXo4a Nonb3oBaTens U3 cuctembl. [1py HEAOCTATOYHbIX NPUBUIETUSX
nony4mTcs

MPOCTO NYCTOW 3KPaH UM 3KPaH C HEKOTOPbLIMU OKHAMMU.

Bbixog 13 cuctembl 1 NocreayoLnin Bxon Heobxoanumbl AN aBTOMaTU4eCcKoro
BOCCTAHOBIEHMS LIBETOBOrO 0POPMIIEHNS.

[Mepen BbIXOOOM yCTaHaBMMBaETCs crneunasrnbHbIn donar, KOTopbl CUrHanM3npyeT o
HeobX0ANMOCTM OTNOXEHNA BMU3yanbHbIX addekToB briokuposkm goctyna k OC. Mpu ero
Hanu4nm

npunoxeHne B pOHOBOM peXXMME OCYLLEECTBIISIET 3anpockl K cepBepy ¢ nHTepaanom 15
MWHYT ANS Nony4YeHns Hcopmaumm o pesyrsrate 06paboTkvM onepaTopoM AaHHbIX OT
KrnneHTa.

Onepatop 4Yepe3 aaMuH UHTepdENC MOXET AaTb KOMaHay Ha NOBTOPHOE OTOGpaXxeHune
CTpaHULbl NPU HEBEPHbIX AaHHbIX, MO0 Ha camoyaaneHne, ecrnv NpoBepKa AaHHbIX NPoLLna

yCneLLHo.

BoOGLLE NPOAYKT roToBUINCS Anst cebs.

translated by google as : (click to unfold)

Our advantages:

1) Net Win Api.

2) Practical indestructibility locker, including a safe mode, and even if the boot from the
startup disk.

That is the same locker from gangsta can cut off a ctrl + alt + delete)) on the level you can
judge for yourself ...

What is the meaning of that locker makes such changes in the system - even if the user
somehow manage to kill the process - he will have to reinstal Windows to do - because the
system does not work properly, or reboot
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and pay check)

3) | take 20% of your profits - wmz or liberty. that is, checks can nalite themselves. and
already | translate my own interest.

4) Qualitatively promo is always changing - see the envelopes and select the most optimal.
country: IR CH ES AT BE FR GB PL DE DK PT

html format promotional and USA - the main focus is on her right

3-5 people generally interested with KOTRA on postoyanke will work. product can be
changed by your advice and somehow appended.

contact Jaber [email protected]

Quote:
Installation

When you run you are installing in the following areas:
1) with sufficient privileges (administrator for WinXP, Elevated Integrity Level / Admin for Win
Vista +) writes to the parameter section Shell

ensure autorun both in normal and safe mode

2) the failure of the right of the recording available in section *****

3) In any case, the additional auto settings by modifying the shell (no special privileges)
As a result, when you start a shell in the normal course of the installation / removal of
software, by auto

Checks for a configuration file, which is a ZIP archive with a local copy of a page to display to
the user in the format. ***

In the absence of a file, it runs a query from the control panel through the BITS technology
and Wininet, that allows you to bypass some of the security software.

The resulting file is extracted to a temporary folder, and you are running a shell script
Example used in the default configuration script that deflect the page on the screen, turn off
scrolling, etc. In the manufacture of specialized

under the country pages to use the same settings

In parallel with the launch of the page message, the cyclic change colors of the OS (all the
black / red), disabling visual and other

effects, and the secrecy of the process of non-page windows. As a result, even with
insufficient privileges, is a significant difficulty

access to user interface elements. Setting color schemes remain only until the user logs out
of the OS.
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In the format of the page assumes a field to enter the code. In their development must be
borne in mind that the color settings of the OS will be changed

and visibility of the field and the text you want to force to identify the font color / background
input field, and do not use the standard submit button (instead of

She should use the image.)

Script within the page should perform basic validation code entered (length, numbers, etc.)
and with a positive test - run its output through

javascript: alert (); application intercepts the window that appears, according to the code and
close it.

The resulting code will be sent to and stored on the server. If successful, the page is
submitted will be replaced - which is recommended to prepare

text to temporarily disable blocking and request to implement logout / reboot, if it does not
happen the next 10 seconds.

After 10 seconds Page forcibly closed and the procedure is initiated logout. If there is
insufficient privileges will

just a blank screen or a screen with several windows.

The output from the system and the subsequent input required for the auto recovery color
choices.

Before the release are indicated by a flag that indicates if a pending visual effects to block
access to the OS. If available

application in the background, makes a request to the server every 15 minutes to provide
information about the result of processing the data from the client.

Operator through the admin interface can give the command to re-display the page with
incorrect data, either on samoudalenie if the test data was successfull.

all products are ready for you.

What make Lyposit different from others :
- it seems to be the first one to target Denmark,
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ADVARSEL!

Afslarede falgende overiredelser:
+ [hownilcad videa recording or overliersal of pomogratisk Meirniale der invalvenar mindredngs, barmapomografi, an hava and Vold mad fadt
Brugen AF piratiopierads audio-video-recordings and thair fardaling
Distribution and lagring of pormography strafbar handling | henhold the Adicke (Article 227 ta the 23) Jog straffeloven | Danmark. The involves fmng-
sal for an panod in 2 65 years.
» usa of soltware kreenkelse of ophaverailen. Siral | henhold the Aricle (Aricle 323-2) | straffeloy Danmark giveren fengsal for en penod in 1 1o 3
waanrs
« Owarlar madallar krankalse of ophavareiten. Stral | henhald the Article (Aricka 323-3) i strafeley Danmark greeren fmngsel Tor en paried in 1 o3
FRArs

Far al lisa computeren, skal du betals an bada. | overensstommelse moed lovgreningoen | Danmark, heilet svarer fil 100 curo far 3 dege. Straffan far
an bada ar mulg, hvis lovovarirmdalsan er bagéal lor Tarste gang. Du i Biva Dragt 11 ansvar | hanhcdd 1l kvan kriminaliserat 16nd, Danmark. Hvis
du ikke betnle baden indon for 1-3 doge, vil din computer blive konfiskeret, vil din seg bliva henviss til gennemsyn byretten

Du kan botala baden med hjsip fra voras partner Ukash voucher. Du skal keba en Ukash veerdibeyvis vesrd 100 ewna, of derofier udfylde an formular
til &t indiesta din koda og klikke pé "batela badar / OK”. Din computar vil blive 1&st aftar godkendelsa Lkesh vouchar. . Mormalt 1-4 timar

Hvor kan jeg fa Ukash?

.

maler, hanndar inhak, Kos<ar og enkstationer (VA AGIFE Essa O O )

@ Epay - Du kan keba Lkash i fusindvis af supermiarkeder og onina-out kkors, E PayPoint - Du kan weoe UKEsh, hver ol kan 8 PayPont tagn
apny der har delbe kogo

.

betale en bade pa 100 € | _enres | (Dkash

Wash kuponer kan kabes pd mane end 5.000 salgssieder | Danmark, Lan du t Ukesh pd lusindvis af steder over hehe vanden, inbsmethiosier o pengeauto-

Lyposit DK (09-2012)

- it was targeting Irish (IE) people with a poor Iranian (IR) design

- it was showing images (gathered from the browser cache?) at the bottom of the screen
- the design downloaded from the C&C was conditioned by the Regionals Settings of the

infected computer
- the Background was blinking from Black to Red
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Lyposit Design in September 2012
(The sample | used to gather design was catched by Malekal and spotted as a new
Ransomware by Slri )

Now we should talk about Ransom Casier but | think you'll get seriously bored so let's move
on.

1 week ago :

Text:

Ha OHAX TecTun Tpad:

USA 2970 6oToB
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https://4.bp.blogspot.com/-FtJra_NoLaU/ULa9T6QMOpI/AAAAAAAADIo/dqdCQ-STMFw/s1600/screenshot_2071.png
https://twitter.com/malekal_morte
https://twitter.com/Siri_urz
https://malware.dontneedcoffee.com/2012/09/ransom-casier-sharing-design-with.html
https://3.bp.blogspot.com/-Q3-oGQvs3gc/ULbECMdrZ0I/AAAAAAAADKQ/7H90_pExGlo/s1600/screenshot_2063.png

12300% - moHennaka

Habepy HOBbIX afBepPTOB
3-5 yenosek.

OcHoBHoe HanpaeneHne KOCA

Ot Bac:
OT 5K toca 60TOB B CyTKM,
CKPWH cTaTbl cnnouta Ha ¢oHe Bawuen xabbl B M. s CTykHY K Bam B gxabep.

BO3MOXHa yCTaHOBKa coddTa NMOSHOSCTbIO Ha Ball CepBep. TO eCTb HMKAKOrO LUelBa B
npuHUMNe ObITb HE MOXET.

translated by google as

recently testil cores:

USA 2970 bots

$ 12,300 - moneypaka

gathering a new adverts
3-5 people.

The main direction of JSA

From you:

Yusa bots from 5k a day
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screen sploita stats against your toad in the PM. | knock to you Jaber.

polnolstyu optional software on your server. that is, no sheyva in principle can not be.

3 days after ...here is it, pushed by ProPack :

# Ao, Frotoenl Hast LAL Doy Conient-Type Frncess| I—". -_s_-_" .r“ Wr&‘;n.__l:'.:'r-;-_ ',:,_.'_‘ “-'-:-:-_I - ";;_-' =
:_'-I 1 B2 TP hackend 100 fifredrectt pin A w=thinl Req 4
£E = pel L oLl Bl e L GET /busel? o Sy 58 ph A ] HTTFA1. 1

¥ X4 HITE racrlmmcros...  jbjmeconplor] Mcrosc % Secure .. 0 sppicatonfiix-crl

hernt

a4 M0 HTTR IRHSHAD  fukaliser e fodoigdoky. pho 172 tewt/himd) charse <UTF-8 - . - ==
o 0 HITR TRRALEY sl e e Frodowinpsky iy 217 tetphinl: charsrt=UTF 5 ::_‘m:.::_ y n ”"I = If:
ds MO HETR ITSSLED  bukliserpe S phot = k-1 spphcaionfactes-steam . H ' —
OFJ HITTR EPRALAY el ferge g php = a0k= 1 sy aaen i brtabram Comection: ks
Ha M0 HTTR resfberdef c Bppicanon aCtet-Steam Heal= 17,
_ﬂ-{ X0 HTP revutteniEel, 2 § =i v )y A, 1 testhinl

b Eintiew | Tronsformer | Meoders | Texew | ImogeWlew | Hexew
pi |

Serwer; Apache/?, 2,15 (Cent0s)
-Fower ad-Eyl FHEJL L 3L 1E

ORTENT-LENQLN! 31144

SATENT-DI1SposiTion: arrackment; Tilename=baan’dil. exe
erwwction: clede

cotent-Type: applicakion/octet-skrean

- _-"-_: ‘\*\

DOIe30000000003200000000033200000000 00D
== pIOOLEN: RasDisplay Trueated ac 128 characoess. migho-cl

ProPack pushing Lyposit with a New Design

Named few hours Adneukine by Microsoft and then renamed to Lyposit.B here are the
design
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https://malware.dontneedcoffee.com/2012/11/meet-propack-exploit-pack.html
https://3.bp.blogspot.com/-rx0w9RS6LqU/ULbFbK47VEI/AAAAAAAADKY/1vVTa0WTd5Y/s1600/screenshot_1987.png
https://www.botnets.fr/index.php/Adneukine

deirggiap AT (110010 dalirggiag H (193817 dairggiiay [ J11:301 T

it (W i e
Py g s g s g e

dirguiorm 12 (1720121 levee i iocslnaton Aecirapaiory LU (V02902 Sadraairm FL {11-20013)

Setrapaiorsy F1 {11-20127 Adrpbeg UK (11230 Refmgbra 3Ol (1120125

Lyposit.B design in November 2012.
2 new design (US, UK), reuse of Epubb design for FR, PT and DE...and it's still showing
an iranian Flag to people living in Ireland

[ v0.2

Panel Title - v0.2...
they plan a big future it seems.

Not that much to see inside :
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https://4.bp.blogspot.com/-5inq3HOiP_U/ULbGkdgW85I/AAAAAAAADKg/QKVcYwDVf8E/s1600/screenshot_2073.png
https://3.bp.blogspot.com/-lClXJ6DxEVo/ULdBIvyjCPI/AAAAAAAADME/3h-gOork-Ro/s1600/screenshot_2076.png

Loads stats

[relead] [dowaiond neve daka fromi I e

Tocales Badid gy bl pessier parzer
F— coant| [bugd | Paste here a B of parsed vouchers, cne on a ine, adding g or b at the end of the Ene,
= S id UMDY after & space, to mdicate a good or bad result
Ursted States  ||349 | . .
L -3534' Parser will set the state for all found vouchers and issue wlock command for machmes
£ - with at least ome valid voucher
10 I
i
1]
| Parsa |
Incoming data
client info added data mark recond

PRI LR, |

United Stabes

2012-11-27 -nssgiza-m [rasd]

12/14


https://2.bp.blogspot.com/-KDPGKCFWYQU/ULdA9vNkX2I/AAAAAAAADL4/n2meZiTeylY/s1600/screenshot_2024.png

LuckyLocker Control Panel v0.2

Lyposit.A

€2569d952c0c48976¢20758fd13e6155 12/09/12
da9e23912e82eaa865527cdaebefd9e5 10/09/12
c3ae37d3e970e6b7aee99b1c144cabfc 14/09/12

Lyposit.B :
€2569d952c0c48976¢20758fd13e6155 26/11/12
6d4dd63d0290b83c1f8cbd40b368b349 27/11/12
c33987e0a9043f33dae133d2586b0253 27/11/12
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https://2.bp.blogspot.com/-KDPGKCFWYQU/ULdA9vNkX2I/AAAAAAAADL4/n2meZiTeylY/s1600/screenshot_2024.png

Some C&C Call :
Lyposit.A:

windowsonlypositives .org GET /ad/?eaisx=Somebase64encodedData 91.218.231.196 -
12/09/12

orp-pro.org GET /ad/?vzos=Somebaset64encodedData 46.254.19.102 -- 14/09/12
Lyposit.B :

neufbem9jefnike .com GET /ad/?ck=Somebase64encodedData 37.143.12.145 -- 26/11/12
kiribati91 .org GET /ad/?sshe=Somebase64encodedData 37.143.12.145 -- 27/11/12

Files (private password) :
http://goo.gl/E9Qbel (Mega)
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