Inside Upas Kit (1.0.1.1) aka Rombrast C&C - Botnet
Control Panel

& malware.dontneedcoffee.com/2012/08/inside-upas-kit1.0.1.1.html

2012-08-16 - Panel

Upas

In middle of june a new botnet was advertised on underground forum as Upas Kit. (see end
of this post for advert). Bot is recognized by Microsoft in Win32/Rombrast familly

Upas

Upas - Login Screen
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https://malware.dontneedcoffee.com/2012/08/inside-upas-kit1.0.1.1.html
https://3.bp.blogspot.com/-1EicaKEcZeI/UC0lkePTdGI/AAAAAAAAAto/2nVjO0-VEZE/s1600/screenshot_1999.png
https://1.bp.blogspot.com/-fdy9JIfnLsI/UC0Q5_qKt2I/AAAAAAAAAnk/T0zM4dVZE4c/s1600/Login+Screen.png
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Upas - Statistics - Bots Online
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https://3.bp.blogspot.com/-4LF9K5sf_88/UC0R_Hh-f7I/AAAAAAAAAn8/8PfkzhTVohI/s1600/Stats+-+Bots+online.png
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Upas - Statistics - Bots Summary statistics
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Upas - Statistics - Version
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https://3.bp.blogspot.com/-HXYlEOJdk6Q/UC0Y4JRTBkI/AAAAAAAAApg/FM_NlLfvqJE/s1600/Stats+-+Version.png

re

Upas

AT

s
a5
W Wirdawx 7 1
W Wikass T
W Wirkdows 7Y
W Wawms 7
W wndama v
W s i
W Wrdawz
W Wik i
B wrdawz W
= J
|
as
W Windame ¥F
W ¥erdams
Wity
W Wiams 7
Dtaar
)
0580754 see
Copyrighi & 2012 Upas Dae
&1 raghis reserved.
. I Y

Upas - Statistics - OS
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Upas - Logs - Spreadings
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Upas - Logs - Passwords
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Upas - Logs - Injects
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Upas - Settings - Banned Users
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Upas - Settings - Blacklist
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Upas - Settings - Login logs
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Upas - Server Side Tree

Here is the initial advert on Exploit.In :
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https://4.bp.blogspot.com/-e3qeEIxOjvk/UC0lOXZKymI/AAAAAAAAAtg/NdNNC1cV--A/s1600/screenshot_1998.png
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Upas Kit 1.0.0.0
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Upas Kit 1.0.0.0 as adverted by auroras on Exploit.in on the 14th of june 2012

You'll find the Original text of this advert here :

http://pastebin.com/T8bOFMGA

And its Google Translation here :

http://pastebin.com/RCNOwYez
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https://2.bp.blogspot.com/-Oo-Ghkfmrq0/UC0fHJsmPTI/AAAAAAAAAsQ/uz0FzW4vPKY/s1600/screenshot_1977.png
https://pastebin.com/T8b0FMGA
https://pastebin.com/RCN0wYez
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AntiVM analysis by EP_XOFF:

You'll find it here :

http://www.kernelmode.info/forum/viewtopic.php?
f=16&t=1736&p=14437&hilit=upas#p14462

Auroras "reply" on this code :

atETa 850 3052, 3333

Which mean he did that fast to escape ThreatExpert. And it looks like it's pretty effective :
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Submission Summary:

@ Submissien detalls:
r  Submission recsived: 6 July 2012, 00:46:59 AM
Processing time: 9 min 30 soc
Submitted sampla:
Filesiza: 30, #bytes
Alias:
Waz2.SlllyFDC [Symantec]
Mal/Behav-010 [Sophos]

Worm.Win22 RomBrast [ Ikarus]

Technical Details:

@ The new window was created, as shown Below:

ERROH_ERAIN_TO0_SMLL “

6 Thirk: w880 yioter it ich, Syt

"y File System Modificaticns
~
@ The following file was created in the system:

#  Filzname(s) File Size File MD5 Alias § Other Info

Mal/Bahav-010 [Sophos]
Waorm, Win3 2. Rombrast [Tkarus]

fass :l Memory Modmications
B Thore was a new process crested in the systemn:

PFrocess Nama Process Fllename Main Module Size

[filename of the sample #1] [file and pathname of the sample #1] 4'3_.1-L-1-ll::,

Auroras 1 - ThreatExpert 0

For an analysis of Upas kit bot you can take a look at Onthar's post.

Here one Anubis analysis : 149fd4bdae313f2e44d86ccObe7e2453a - And here a Comodo
IMA analysis : 7847d831a191833b7b845d95daf8d0c19f42322c53882c7814a0cb2cb7d9f195

(no..these are not bots of the C&C shown here ;) )
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http://onthar.in/articles/upas-kit-analysis/
http://anubis.iseclab.org/?action=result&task_id=149fd4bdae313f2e44d86cc9be7e2453a&format=html
http://camas.comodo.com/cgi-bin/submit?file=7847d831a191833b7b845d95daf8d0c19f42322c53882c7814a0cb2cb7d9f195

