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We received an email with an invoice from Apple (in french).

Of course we never bought something from Apple!!!!

The link of the invoice seems to be :
http://www.apple.com/clients/download/facture50522231823v.zip

But when we put our mouse on the link we can see the real link:
http://editionslabonte.com/plugins/Facture147778.zip

We think that the Website “editionslabonte.com” was compromised and the attacker puts the
malware on it. We sent an email to the administrator and we do not have a feedback for the

moment.
Le message du mail :

Subject: Suivi de votre commande : Colis remis au transporteur
Date: Sat, 14 Jul 2012 06:11:44 +0100

Chére Client(e),
Pour faire suite 4 nofre précédent mail, nous avons le plaisir de vous informer que votre commande est validée.
suite a votre commande n"EO202608527 passée sur le site apple.com et expédice. Nous vous transmettons la facture correspondante.

Vous trouverez votre facture 50522231823V en téléréglement concernant votre commande EO202608527 du 3 jan 2012 sur le lien suivant :

http:/'www.apple.com/clients/download/facture5052223 1823 v.zip

Ce message confirme que vous avez acheté les articles suivants :
Apple - Macbook - Ordinateur portable 13" - Intel Core 2 Duo - 250 Go - RAM 2048 Mo - MacOS X 10.6 - Jusqu'a 10h d'utilisation - NVII

Montant total de la commande : EUR 995,11

Infos livraison : Commande expédice en | colis
Made de livraison : Prinritaire
Tools

» A debugger for dynamic analysis (in our case OllyDbg)
e LordPE in order to dump a memory page
» Volatility in order to analyse memory dump

Zip archive

The md5 of the archive is e0aa33dc57aa3eee43cb61933eb3241c.
Virustotal score : 5/42

So we downloaded the .zip file.
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https://malware.lu/articles/2012/07/22/xtreme-rat-analysis.html
http://www.ollydbg.de/
http://www.woodmann.com/collaborative/tools/index.php/LordPE
https://www.volatilesystems.com/default/volatility.html
https://www.virustotal.com/file/d897f2b82615af1173a97ba21f90a6be1d19d13643afecc29bcd0d7999e3d6ea/analysis/1342816045/

rootbsd@alien:~/Samples$ unzip -1 Facturel47778.zip
Archive: Facturel47778.zip

Length Date Time Name
176128 2012-07-14 03:05 Facturel147778.pdf .scr
176128 1 file

The .zip contains one file. To trick the user, the attacker adds several space before the
extension .scr, some users may thought that the file is really a .pdf.

First binary

rootbsd@alien:~/Samples$ yara -r packer.yara Facture1l47778.pdf\ N N N\ VNV L\ \ \ \
.scr

java Facturel47778.pdf .scr

NETexecutableMicrosoft Facturel47778.pdf .scr

The file is a .NET binary.
With the strings command, we find somethink that looks like a base64.

We extract the baseb64 :

rootbsd@alien:~/Samples$ cat base64.dmp

TVQQAAMAAAAEAAAA/ / 8BAALGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAATUgQ4AtANNIDbgBTMOhVGhpcyBwemOncmFt IGNhbm5vdCBiZSBydwWw4gaW4gREQTIG1vV
ZGUUDQOKJAAAAAAAAACZtmjHQtcGIN3XBpTdiwaUpssKINzXBpReywiU3NcG1DXIDJITWiwaUNcgC
INNXBpQe2FuU1NcGIN3XB5TglwaUNCcgNINzXBpR1OQCU3NCG1FJIpY2jdiwaUAAAAAAAAAABQRQAA
TAEEAKYPCOOAAAAAAAAAAOAADWELAQYAAEIAAACUAAAAAAAAJESBAAAAQAAAAYAAAAABAAAAQAAAA
AgAABAAAAAAAAAAEAAAAAAAAAAAQAQAABAAAAAAAAATAAAAAABAAABAAAAAAEAAAEAAAAAAAABAA
[...]
W1EPUlAAAATAAQAgAEAAAQABADQBAAAFAAAAAQAEACAGEAABAAQAGATIAAAEAEBAQAAEABAAOAQAA
AgAgIAAAAQAgAKgQAAADABAQAAABACAAAAQAAAMAUEEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAA=

We decode this file.
rootbsd@alien:~/Samples$ cat base64.dmp | base64 -d > base64.out
rootbsd@alien:~/Samples$ file base64.out

base64.out: PE32 executable for MS Windows (GUI) Intel 80386 32-bit

This baseb4 is a PE32 executable.

Second binary

We use yara to identify the binary:

rootbsd@alien:~/Samples$ yara -r packer.yara base64.out
rootbsd@alien:~/Samples$
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This binary doesn’t use a well-known packer. So we decided to unpack it manually.

To unpack it, we use OllyDBG.

We are suprised by a lot of exception when we tried to debug the sample.
In fact this malware volontary uses and traps exceptions to be unpacked.

So as usual, we add breakpoint on VirtualAlloc & VirtualAllocEx calls:

View

Executable modules

right click on kernel32.dll -> View names

F2 on VirtualAlloc & VirtualAllocEx

Now we run the malware with F9

A lot of exception must be pass. Use shift+F9 to pass it.

AE4E4FFE 5]5] DE @& |

AoEAGACE’ Lo OF £o CHOE *h'*
0S: [BE489354 1-EE2A2020

Hddress |Hex dump HSCII

BE4EFEAE| B8 00 08 88| B8 10 48 88| 23 10 48 88| 45 10 48 88(,.... ME, g HE.FRE,
AE4E7FALIA) 69 16 48 88 SC 16 48 88 AF 16 48 88 D2 16 48 88| [ ke, MR, M, T e,
BE4EFAZE| FE 16 48 @88 18 11 46 68 3B 11 468 68 SE 11 468 83| po, t40, 4@, 4@,
BE4EFAIE) 21 11 46 68 A4 11 46 B8 CF 11 46 B8 EA 11 40 O8] 4@, n40, f4E, o4@,

Accesz vinlation when writing to [00409384] - uze Shift+F7/F3/F9 to pass exception to program
— -~ ]

Now the application is break at kernel32.VirtualAllocEXx :
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@ - 0 windows clean (Snapshot 1) [Running] - Oracle VM VirtualBox

U - main thread, module kernel32]

@ File Wiew Debug Plugins Options ‘Window Help -8 X
Blx] »[n] w3 #1 ] =+ L]E[M[T[w[E]c]/[K[B[R]-]5] 2
_ SEFF ou E0I,EOT Registers (FPL £ £ £ £ £ £
7CEB9AFS| S PUSH_EEF e StciE rooil e
7CEA3AFY|  ZBEC Mol EER, ESF EFY oR4OBE1E ASCIT "PEY
PCERSAFE|  FF7E 14 PUSH DWORD FTR 55: [EEP+141 B0V BEmLEaES
PCERSAFS|  FF7E 18 PUSH DWORD PTR SS: [EEP+1@] EEV BEMBEERE basetd. AR4REEEE
FCERSAFC|  FF7E 8C PUSH DWORD PTR S%: [EEP+C] ~ | EcF mmizeErem -
CESGSPE] FECS B PUSH DUORD PTR S5: [EBP+2] EEF BRLSFEFS
© i ks CALL UirtualAl lockx o FE, e Eal A
> Al E2 1eoo RETH % EIF 7CEB9AFL kernel32.UirtualAlloc
R C @ ES 8823 S2bit BIFFFFFFFF)
e =" hok F 1 CS BBIE 32bit GFFFFFFFF]
gekdr| o A @ S5 BBZ3 32bit BIFFFFFFFF)
M B o Z @ DOF BBZ3 22bit BIF FF
S B FS BRZE Z2bit 7 FFF1
TCERSELIZ|  BA 18 PUSH 18 8 Ge ames monL
TEdncRid EO BEERRREL | RARY' ThERARRR Dyo
dEEEE| R R ERDAGAD TR S5:[EBP+CI 0 & LastErc ERROR_INUALID_WINDOW_HANDLE (G8EEESTE)
7CEA3E21|  85CA TEST EAX, EAX EFL @@0@B2B5 [ NO,NE,NE,A, NS, PE, GE, G
PCERSEES|v 76 47 JNZ SHDRT PCERIBEC _
LR MSE - o Rl i BP-41, 518 snoty SUNORH BCEC @18SB164 BDBOGGGD
7C FF75 18 PlISH BHRRD TR St LEEBP+18] ET2 ompty 8
PCERSEEC|  FF7E 14 PUSH_DWORD PTR 55: E15 Emety B
PCERSEZF|  S04E 19 LER A, DUDRD PR i eatlie v Ly
L £ ETE empty 8.
STE empty ©.OERODEREOO0EEHE5TIE
ET7 empty ©.BERODERBEOGEEHEETHE
3218 ESPUDZDOI
EST 4Gon Cend TG B G o G Al A G E (oo
Address A Address |Ualue Comment s
LR G 40 B0| 23 10 48 06 46 18 BE4BZZ5H| [CALL to UirtualAlloc -
BE4ETE1E| £3 B 48 B0|0F 10 46 08 D2 1@ 0012EF 24| BooEEEEE| | Address = HULL
BAETEEE 148 BE| 36 11 40 BB[SE 11 oo1zEFEs| eoaieann| | Size = 160086 (9B112.)
BEETEIE 148 BE|C7 11 40 BB[EA 11 B012EFEC| BEea1608|| Allocat ionType = MEM_COMMIT
BAETAIE 248 BO|E3 12 48 0@ 76 12 0017EFSE| BoaEEa4E| LProtect = PAGE_EXECUTE_READW
BAETESE 2 4@ B0|0F 12 46 0@ B2 13 BO1ZEFSd| BEBRODE| hazetd. DO4BBHGE
457 EE 4 3 48 80| EE 13 46 0@ SE ZEF3E
4 4 3 48 80|F7 13 46 0@ 1A 14 ZEFSC
4 4 4 48 50|53 14 46 00 A6 14 ZEF46 basetd.
4 4 4 48 B3| GF 15 48 5@ 32 ZEF44 Fii| bazedd.
4 4 S 4@ 80| 9E 15 46 0@ BE ZEF4E
4 4 £ 4B 80|27 16 48 0@ 4A ZEF4C
4 4 £ 4B B3B3 16 48 08 D6 = ZEFEE
4 4 7 48 B0|3F 17 48 0862 ZEFE4
4 4 v 48 B8|CE 17 46 9@ EE 17 ZEFES
4 4 R e o e | T ZEFEC
4 EE 2@ £9 63|12 IF 66 63|04 EB ZEFEG
4 ] 3E|OS BE A4 AE| 35 F9 ZEFE4
4 C 75| 4B FA &F FL B2 @l ZEFES
4 2 DF| 20 7A 2C 17 AE C ZEFEC| DE4821A4|basetd. BE4ES1AY
4 ] 37|AC C5 BD EB|BF ZEFTE
4 ! EE|CF 41 B4 1| BE ZEFT4 —
4 C E1|49 AE E& D1|EE ZEF7E| BEd bazefd. BE4HE1A1
4 = 1A|C1 OO 60 44|FE 3C ZEF7C
4 4 E7|B& EC 80 2F D3 D2 ZEFSE 43
4 2 75|11 B€ BE 1480 SA ZEFS4 45
4 E Ei E 49| 26 D4 58 EZ|EA FE ZEFSE
4 45 B8 £4|4C 69 &2 72|61 72 ZEFSC 2FE7E
4 a1 8a Sa|72 &F &3 41|64 £4 v2 &5 199, GetProchddie Z ZEFSE 3
174 i F CreateProce: A6 ] AR]ZFATE]

Execute the binary until the next RET with Ctrl+F9.

| Pauzed

Now we can see the allocated address of the memory in the EAX register: 0x40B61B.

2BFF
FCEEIAF2 )
FLEEIAF4 SBEC
FLEEIAFE FFFE 14
FCEEIAFD FFFS 1@
FLEEIAFC FF?PE HC
FLEEFAFF FFFS _Bg
FCEEIBEZ A FF
FCEEIEESG ES 898008668
FLEEIEAS
FCEEIBERA c2 1@8a
FCEEIEE0 98
FLEEIEEE L]
FLOBIEAF 28
FCEEIE1E 98
FLEEIE1] L]

&R 18
YCEEIE14 68 EASBIAFC
FCEEIE1D E2 BEE9FFFF
FLEEIELE SB45 BC
FLEEIE2] gECE
FCEEIE w TS 47
creaceae| gdes e e

HDU EOI, EOT

oy EBP, ESP

PUSH OWORD FTR SS:[EBP+14]
DWORD PTR SS:[EEP+161
CWORD PTR SS: [EEF+C]
DUJDRD FTR 55: [EEF+8]

5]
889868

Moy EF!X Dll.IDRD FTR SS: [EEP+C]
TEST EAR, EAR

JNZ SHORT 7Coea

AND DWORD PTR SS [EBP 41,8

Fegisters [(FPUI k3 4 4
— | ERX BR4BECIE ASCII "PE™

ECK BB4EBE1E ASCII "PE™

ED¥ BB616000

EEX DR400000 bascdd, DA4A0EEE
— | ESF B@1ZEFD4

EEF BBE1ZEFIC

ESI 88480101 basedd. BA4AE1A1

EDI BE81Z2EFFE

EIF 7PCE@9B12 kernel32.UirtualAl locEx

C 8 EZ @@22 22hit BIFFFFFFFF]

P 1 CZ @ale 22bit BIFFFFFFFF]

A B S5 G223 3Zbit B(FFFEFFFF)

£ B DS 8923 3Zbit ALFFFFFFFE)

£ 8 FZ Ba3E 22bit FFFOFEEAIFFF)

E S GS GREE HULL

0 8 LastEry ERROR_IMUALID_WIMDOW _HAMDLE (BE8EA572)

EFL BB@sazes (HO,ME,HE,A, M5, PE, GE, &)

STE empty —UNDRH ECEC 91050164 DOOHEGEE

ST1 emoty

Right click on the EAX value, and click on “Follow in dump”

We can see a PE value in the bottom left. If we scroll we can see the complete MZ :
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Address |Hex dump

BE4EEEHE| AR BE B8 BA AR BB 88 B8
BE4EEE1E) 40 SR 58 BA B2 BB 88 88
BE4EEEZE) BE BE B8 BA BE BB 88 B8
BE4EEESE) BE BB A BA AR BB A8 B8
BE4EES4E) BE BE A8 BA AR BB A8 B8
BE4EESEE| BH 1B 88 BE IF B4 82 CD
BE4BESEE| 54 68 62 3 20 YB 72 6F
HE4EESTE| 74 2B 62 65 28 Y2 V5 G6E
BE4EEEEE| 69 6E 23 32 B0 BR 24 27
BE4EEESE) BR BE A8 BA AR BB 88 B8
BE4EEEAE| BB BE B8 BA BE BB 88 B8
BE4EEEEE) BB BE B BA AR GG A8 B8
BE4EEECE| BE BE A BA AR BB A8 B8
EE4EEC0E) B8 0O 88 88 B0 00 88 88
BE4EESEE| BR BB A8 B8R AR BB 88 88
HE4EESFE| BB BB 88 BA B8R BB 88 88
BE4EEEHE) BE BE B8 BA AR BB 88 B8
BE4EEE1E| 5@ 45 B8 BA 4C B1 @3 88
BE4EBEZE| BE BE B BA EQ GG 2F 21
BE4EEBESE) BE 16 A8 BA AR FG 68 88
BE4EBE4E| BB SEB A1 BA AR BE C2 88
HE4EECCE| B4 DO A8 B8 B0 00 88 88

Now we can use lordPE to make a partial dump: - launch LordPE

« right click on the proce

e Dump partial

SS

¢ set the start address to 40B51B

o set the size to 411000 - 40B51B = 5AE5

| ». A¥{ =17 EL=tEE
This program mus
t be run under W

22,57 .. oaus
Al ... o noo

FE..LBw, 4 E#....

|5 R Y : T 5] EA S
Rl LS pHAL L LA,
PELLLE LR LB
LI LI

Now we have a binary with the md5: 18e5ff1d0610341257f33e6fefe4f9a7

Third binary

We used yara to identify the

rootbsd@alien:~/Samples$ yara -r packer.yara base64.stage2.dmp

binary:

UPXv20MarkusLaszloReiser base64.stage2.dmp
UPXV200V290MarkusOberhumerLaszloMolnarJohnReiser base64.stage2.dmp

UPX20030XMarkusOberhumerLaszloMolnarJohnReiser base64.stage2.dmp

The binary is simply pack with UPX.

rootbsd@alien:~/Samples$ upx -0 base64.stage2.exe -d base64.stage2.dmp
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2010

UPX 3.07 Markus Obe

File size

46821 <- 23269

Unpacked 1 file.

rhumer,

49.70%

Laszlo Molnar & John Reiser

win32/pe

Sep 08th 2010

base64.stage2.exe

rootbsd@alien:~/Samples$ file base64.stage2.exe
base64.stage2.exe: PE32 executable for MS Windows (GUI) Intel 80386 32-bit

We have got the final binary.
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Fourth binary

We easily identify a well-known RAT:

rootbsd@alien:~/Samples$ strings -el base64.stage2.exe | grep RAT
Xtreme RAT SOFTWARE\XtremeRAT

After a quick search on Google, we discovered that the RAT could be buy here:
https://sites.google.com/site/nxtremerat/.

The second interesting think is that fact that the RAT is used in Syria :
https://www.eff.org/deeplinks/2012/03/how-find-syrian-government-malware-your-computer-
and-remove-it/

We can use 3 methods to analyse the binary: the simple, the semi talented method and the
full talented method.

Simple

We execute it, and launch netstat.exe on Windows. The IP of the C&C is 41.103.186.12 and
port 2013.

It's an IP from Alger:

rootbsd@alien:~/Samples$ whois 41.103.186.12
% This is the AfriNIC Whois server.

% Note: this output has been filtered.

%Information related to '41.103.0.0 - 41.103.255.255"'

inetnum: 41.103.0.0 - 41.103.255.255
netname: RegAlgl

descr: Region Alger 1

country: Dz

admin-c: SD6-AFRINIC

tech-c: SD6-AFRINIC

status: ASSIGNED PA

mnt-by: DJAWEB-MNT

source: AFRINIC # Filtered

parent: 41.96.0.0 - 41.111.255.255
person: Security Departement
address: Alger

phone: +21321922004

fax-no: +21321922004

e-mail: security@djaweb.dz
nic-hdl: SD6-AFRINIC

source: AFRINIC # Filtered
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To be persitent, the malware adds a value (antivirus) in the registry:

Software\Microsoft\Windows\CurrentVersion\Run

The malware is stored in the directory: C:\Windows\Browser\Web.exe

A configuration file is available here: C:\Documents and Settings\rootbsd\Application

Data\Microsoft\Windows\S5tVn.cfg

Semi talented

We can use a memory dump to analyse the binary. We use volatility to analyse the binary:

rootbsd@alien:~/Samples$ volatility/vol.py -f output pslist
Volatile Systems Volatility Framework 2.0

Offset (V)
0x812ed020
Oxffbaebl10
0x811248e0
0x81197248
0x811275a8
0x8112d7e0
Oxffbd7a78
0x81180c30
0x811a6b28
Oxffac4218
Oxffabbdo8
0x8116cda0
Ox8112eca8
Oxffa93boo
0x8112fda0
Oxffb95da0
Oxffa01a98
0x81178278
0x81188da0
0x811323c0O
0x8119ada0
0x8118b888

Name

System
smss.exe
csrss.ex

winlogon.exe
services.exe

lsass.ex

VBoxService.exe

svchost.
svchost.
svchost.
svchost.
svchost.
spoolsv.

explorer.exe
VBoxTray.exe

svchost.
alg.exe

wscntfy.
wuauclt.
wuauclt.
svchost.
svchost.

e

e

exe
exe
exe
exe
exe
exe

exe

exe
exe
exe
exe
exe

PID

952
1044
1092
1132
1544
1556
1700
1904
1076
1188
1956

248
2000
1404

PPID

652
1044
1044
1044
1488
1488

Thds

17

ONDS_OORE O~

The 2 last svchost.exe are stange. The date is not logic.

Hnds

Time

1970-01-01
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-05-21
2012-07-20
2012-07-20

When you list the dll you can see that the malware change his name to svchost.exe:
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rootbsd@alien:~/Samples$ ../Pentest/volatility/vol.py -f output -p 2000 dlllist
Volatile Systems Volatility Framework 2.0

ER R S S S I S I S R I I I I S R I I I b I I I S S R R I I S
svchost.exe pid: 2000

Command line : svchost.exe

Service Pack 3

Base Size Path

0Xx00400000 0x038000 E:\essai\svchost.exe
0X7c900000 0x0b2000 C:\WINXP\system32\ntdll.dll
OX7c800000 Ox0f6000 C:\WINXP\system32\kernel32.d1l1l

0X7e410000 0x091000 C:\WINXP\system32\user32.dll

Ox77f10000 0x049000 C:\WINXP\system32\GDI32.d1l1l

0X76390000  Ox01dOOO C:\WINXP\system32\IMM32.DLL

0Xx77ddooOO  OXxO9bOOO C:\WINXP\system32\ADVAPI32.d1ll

OX77e70000 Ox093000 C:\WINXP\system32\RPCRT4.d1l1l

OX77fe0000 0x011000 C:\WINXP\system32\Secur32.dll

0X7c9cO000 0x818000 C:\WINXP\system32\shell32.dll

OX77c10000 0x058000 C:\WINXP\system32\msvcrt.dll

Ox77f60000 Ox076000 C:\WINXP\system32\SHLWAPI.d1ll

0X773d0000 0x103000 C:\WINXP\WinSxS\x86_Microsoft.wWindows.Common-
Controls_6595b64144ccf1df_6.0.2600.6028_x-ww_61e65202\comct132.d11l
0x5d090000  0x09a000 C:\WINXP\system32\comct132.d1ll

We make a memory dump of the process 1404 :

rootbsd@alien:~/Samples$ volatility/vol.py -f output -p 1404 memdump -D .
Volatile Systems Volatility Framework 2.0

LR R R R R R R R R R R R RS R R R RS E RS R RS E R R EEE R R EE R EEEEEEREEEREE SR EEEREEEEEEE

Writing svchost.exe [ 1404] to 1404.dmp

In the .dmp we have got all necessary information:

rootbsd@alien:~/Samples$ strings -a 1404.dmp | grep http://

[...]
http://baloobadjamel.hopto.org:2013/1234567890.functions
[...]

rootbsd@alien:~/Samples$ nslookup baloobadjamel.hopto.org
Server: 192.168.0.254

Address: 192.168.0.254#53

Non-authoritative answer:
Name: baloobadjamel.hopto.org
Address: 41.103.186.12

And we find the IP.

We hope that Djamel Baloodad is not the real name of the owner of the C&C ;)

Talented

We open the final binary on IDA.
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To help us you can find the .idb here

At loc_C889C9, we find two functions sub_C93B1C (loadConfigResource) and sub_C82914
(decondeConfig).

vy |

EANLY

log C885CI: ; hObject
push edi

call CloseHandle

oW eax, offset configlOffset
mowv edx, TFOh

call sub_C8ZED3

lea edx, [ebp+var_ 804]

Xxor eax, eax

call loadConfigFesource

lea esi, [ebp+var 304]

mowv edi, offset configlffset
oW ec®, 1FCh

rep movad

mov ecx, offset aConfig ; "CONFIG"
mov eax, offset configlOffset
mow edx, TFOh

call decodeContfig

push offset pszSubKey ; "SOFTWAERE' ' XtremsRAT"
push 2000000Lh ; hkey
call SHDeleteKevyW

mall ank CRTFOC

The fisrt function extracts a resource. This resource is the config file (in this case S5tVn.cfg).

The second function decode the configuration file. Two interesting arguments are passed ton
the function: the offset of the config file & the word “CONFIG” (in unicode).

This function is composed of 3 loops. This kind of layout looks like RC4 (RC4) :
e 2 loops KSA (KSA)
e 1loop for PRGA (PRGA).

The first loop:

v
EAN L
loc CBIY9SF: ; ESA part 1
mov [gax], edi ; for (edi=0; edi <I55; ++edi) {box[edit] = edil
inc edi
acdd eax, 4
cmp edi, 100h
inz short loc CBZG8F : ESA part 1

+ Tor (edi=0; edi <IZ55; ++edi) {box[edit] = edi}

|
¥
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https://malware.lu/assets/files/articles/0010-xtreme_rat/idb/xtreme.idb
http://en.wikipedia.org/wiki/RC4
http://en.wikipedia.org/wiki/RC4#The_key-scheduling_algorithm
http://en.wikipedia.org/wiki/RC4#The_pseudo-random_generation_algorithm

The second loop:

loc CBISET: ; ESP part Z
lea eax, [ebp+pStringKevy]

mow edx, [ebp+pkevy]

call CharZString

mow eax, [ebp+p3StringKevy]

call StringLen

Push eax

mow eax, edi

pop edx

hiilety eox, edx

ol

idiw eCX

XOor eax, eax

mow al, byte ptr [ebp+edx+var 510]
add esi, [=hx]

add eax, esi

and eax, S00000FFh

Jns short loc CBISF4

ERN L

dec eax
or eax, OFFFFFFOOh
i eax

loc CBISF4:

mow egi, eax |

mow al, [=hkx]

mowv edx, [ebpt+esi*d+hbox]
mowv [ebx], edx

anc eax, OFFh

mowv [ebp+esi*d+hox], eax
inc edi

acd ebx. 4

And the final loop:
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v

EAN Ll

inc
and
in=

loc CBIAIC: ; RCa

esi
esi, B00000FFh
short loc CBIA3D

L*I—

EAN L

dec
or
inc

esi
esi, OFFFFFFOOh
esi

' —

EAN Ll

acdd
and
in=

loc CBIA3D:

edx, [ebhptesi*d+box]
edx, S00000FFh
short loc CBIAS4G

%I—

EAN L

dec
or
inec

edx
edx, OFFFFFFOOh
edx

' —

[ m

So the config file is crypted with RC4 with the key “CONFIG”.

To perform a RC4 encryption we need the length of the key. To have this size the developer

h

mades his own function sub_C81AF8 (StringLen) but this function does not support unicode,

it returns 6 and not 12. So we must implemente this bug in our tool to decrypt the config file.

A script to decode the config file is available here
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https://malware.lu/assets/files/articles/0010-xtreme_rat/code/xtremerat_config.py

rootbsd@alien:~/Samples$ ./xtremerat_config.py xtreme.exe | strings -el

baloobadjamel.hopto.org

Spam2013

teSpam2013

Web.exe

Browser

svchost.exe

Antivirus

Antivirus
P8CWY65J-GY7I-CD3S-7K6Q-BD3A6ORO37L3

Server

3.5 Private

S5tVn

S5tVnEXIT

S5tVnPERSIST
ftp.ftpserver.com
pDatal\Local

ftpuser

ftppass

Error

ivateAn unexpected error occurred when starting the program.

Please try again later.

We can already see the C&C, the port, etc...

We are working on the format on the configuration file, for the moment we identify this

format:

rootbsd@alien:~/Samples$ ./xtremerat_config.py -d xtreme.exe

namel®: 3.5 PrivateS5tV
namell: st85tVnEXI

name6: Antivirus

name7: Antivirus

host: baloobadjamel.hopto.org
num: 101

name2: teSpam2013

name3: Web.exe

port: 2013

name8: P8CWY65J-GY7I-CD3S-7K6Q-BD3A6ORO37L3
name9: Server

name: Spam2013

name4: Browser

name5: svchost.exe

12/12



