RAT samples from Syrian Targeted attacks - Blackshades
RAT, XTreme RAT, Dark Comet RAT used by Syrian
Electronic Army
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Today Wednesday, June 06, 2012
[16:39:22] [ 2~ 12> 12> pl@ 008
hHA - a TLAT LA .-.-.-—;-'-.-;I_-:..-.\. download rkm? PR ETAAn

[18:23:33] [ : <<

[13:23:51] I 1 56 s e a5>i1s gllS
(18:23:52] NG . . o0 0550

[13:24:05] NG Y

[13:24:27] . < iec Vs ol Ll slos
[e:2e:09] N - - =

[18:26:43] I *

[18:26:56] - - =)

[12:27:03] I - w0 5o

[18:27:27] [ 5| <lio J5 Sls il o0 gl
[123:27:34] [ 5 o= o

Today Wednesday, June 06, 20

| 11| I
I
| OWCANRLT
I il 2l
]

CitizenLab

The CitizenLab published their report of the Blackshades RAT used by Syrian Electronic
Army against activists. No need repeat their excellent analysis but you wish to analyze
Blackshades and other RAT that were used in the Syrian attacks, here are the samples for
Looks like they are changing their RAT monthly.

File information

Blackshades RAT

File: Blackshades_new_new .pif_0d1bd081974a4dcdeee55f025423a72b
Size: 395776

MD5: 0D1BD081974A4DCDEEES5F025423A72B
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XTreme RAT

File: XTremeRAT _silvia.exe

Size: 233825

MDS5: FB6E419EOFD9C2F39BE43BCADBD2879F
File: XtremeRAT_svhost2.exe

Size: 69632

MD5: 41A2159B94C6883F03D2D901428A5891

Dark Comet RAT

File: 33l (ulae Jsa 48,5 asrcs.pdf

Size: 860608

MD5: 8C9F9CCFFBD2C888B9B5300412F8E580
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