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Hi, firstly: sorry for my bad English. It's not my native language (I'M FRENCH)

Well, I've wanted to make a post about that a long time ago but | was really bored to have a look at it.
Finally | did it because no one seem done it before (or no one have the sample to work at it?)

So let's start directly, if you want to know more about GpCode story, have a look at this post:
http://www.securelist.com/en/blog/333/GpCode_like_Ransomware_I|s_Back

.‘. GpCode.exe
|_|F| System

Some technical informations about the file:

CRC32: CCDFBD05

MD5: b14c45c1792038fd69b5c75e604242a3

SHA1: 54ab323053f1138e5ccaa8f8afaa38cabca9491f

Packer: UPX 0.89.6 - 1.02 / 1.05 - 2.90 -> Markus & Laszlo

Compiler: MASM/TASM

File size: 10,5 Kb (10 752 bytes)

OEP: 00011790

Also known as: Trojan.Gpcoder.G (Symantec), GPcoder.j (McAfee), Trojan:Win32/Ransom.BQ (Microsoft), TROJ_RANSOM.EWQ
(TrendMicro), Troj/Ransom-U (Sophos)

"Main place" in Ollydbg:
OEP: 0x401990 (When unpacked)
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Text version:

00401990 >/$ E8 48FCFFFF CALL 004015DD ; 1.004015DD
00401995 |. 85C0 TEST EAX,EAX

00401997 |. OF84 80000000 JE 00401A1D ; 1.00401A1D
0040199D |. 68 2E304000 PUSH 40302E ; IMutexName = "ilold"
004019A2 |. 6A 00 PUSH 0 ; [Inheritable = FALSE
004019A4 |. 68 01001FO0 PUSH 1F0001 ; |Access = 1F0001
004019A9 |. E8 12010000 CALL 00401ACO ; \OpenMutexA
004019AE |. 85C0 TEST EAX,EAX

004019B0 |. 756B JNZ SHORT 00401A1D ; 1.00401A1D
004019B2 |. 68 2E304000 PUSH 40302E ; IMutexName = "ilold"
004019B7 |. 6A 00 PUSH 0 ; [InitialOwner = FALSE
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004019B9 |. 6A 00 PUSH 0 ; |pSecurity = NULL
004019BB |. E8 9A000000 CALL 00401A5A ; \CreateMutexA
004019C0 |. E8 3BF6FFFF CALL 00401000 ; 1.00401000
004019C5 |. 85C0 TEST EAX,EAX

004019C7 |. 74 54 JE SHORT 00401A1D ; 1.00401A1D
004019C9 |. E8 A3F8FFFF CALL 00401271 ; 1.00401271
004019CE |. 33CO XOR EAX,EAX

004019D0 |. 50 PUSH EAX ; IpThreadld => NULL
004019D1 |. 50 PUSH EAX ; |CreationFlags => 0
004019D2 |. 50 PUSH EAX ; [pThreadParm => NULL
004019D3 |. 68 35134000 PUSH 401335 ; |ThreadFunction = 1.00401335
004019D8 |. 50 PUSH EAX ; |StackSize => 0
004019D9 |. 50 PUSH EAX ; |[pSecurity => NULL
004019DA |. E8 81000000 CALL 00401A60 ; \CreateThread
004019DF |. 6A 01 PUSH 1 ; [ErrorMode = SEM_FAILCRITICALERRORS
004019E1 |. E8 EC000000 CALL 00401AD2 ; \SetErrorMode
004019E6 |. E8 A5000000 CALL 00401A90 ; [GetLogicalDrives
004019EB |. B9 19000000 MOV ECX,19

004019F0 |> BB 01000000 /MOV EBX,1

004019F5 |. D3E3 |SHL EBX,CL

004019F7 |. 23D8 |AND EBX,EAX

004019F9 |. 74 1F |JE SHORT 00401A1A ; 1.00401A1A
004019FB |. 80C1 41 |ADD CL,41

004019FE |. 880D 70304000 |[MOV BYTE PTR DS:[403070],CL

00401A04 |. 80E9 41 |SUB CL,41

00401A07 |. C705 71304000>|MOV DWORD PTR DS:[403071],2A5C3A
00401A11 |. 50 |[PUSH EAX

00401A12 |. 51 |PUSH ECX

00401A13 |. E8 EEFDFFFF |CALL 00401806 ; 1.00401806
00401A18 |. 59 |POP ECX

00401A19 |. 58 |POP EAX

00401A1A |> 49 |DEC ECX

00401A1B |.» 7D D3 \JGE SHORT 004019F0 ; 1.004019F0

00401A1D |> 68 F4010000 PUSH 1F4

00401A22 |.

E8 BD0O00000 CALL 00401AE4

; [Timeout = 500. ms

; \Sleep

00401A27 |. 833D 34304000>CMP DWORD PTR DS:[403034],1

00401A2E |.A 75 ED JNZ SHORT 00401A1D ; 1.00401A1D
00401A30 |. E8 90F6FFFF CALL 004010C5 ; 1.004010C5
00401A35 |. E8 33FDFFFF CALL 0040176D ; 1.0040176D
00401A3A |. 6A 00 PUSH 0 ; /[ExitCode = 0
00401A3C \. E8 25000000 CALL 00401A66 ; \ExitProcess

In the first call, GpCode will load, and lock a resource.
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l—m:— source

004015F4 |. 6A 0A PUSH 0A ; IResourceType = RT_RCDATA
004015F6 |. 68 65304000 PUSH 403065 ; |ResourceName = "cfg"
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004015FB |. 6A 00 PUSH 0 ; [hModule = NULL
004015FD |. E8 7C040000 CALL 00401A7E ; \FindResourceA

Screenshot of grabbed data:

8 Resoaarce ncker - Ci\Dscuments and Gettings! Administrabeor Burs s Glode.exe

According to the first bytes this is not a valid PE file (So, why moving this?).
Well:

0040160D |. 50 PUSH EAX ; IhResource

0040160E |. 6A 00 PUSH 0 ; [hModule = NULL
00401610 |. E8 C9040000 CALL 00401ADE ; \SizeofResource
00401615 |. 0BCO OR EAX,EAX

00401617 |. 7504 JNZ SHORT 0040161D ; GpCode.0040161D
00401619 |. 33C0O XOR EAX,EAX

0040161B |. C9 LEAVE

0040161C |. C3 RETN

Here it grabs the size of the resource, eax will contain 0000055D (1373)
Note: The screenshot of resource hacker also indicate the size.

When it's done, it gets free memory by GlobalAlloc (at eax: 00175158)
With the specified size: 55D

00401646 |. FF75F0  PUSH DWORD PTR SS:[EBP-10] . IMemSize
00401649 |. 6A40  PUSH 40 : |Flags = GPTR
0040164B |. E8 52040000 CALL 00401AA2 :\GlobalAlloc

00401650 |. 0BCO OR EAX,EAX

Then, it does a copy to the following memory (00175158)

0040165D |. FF75FO PUSH DWORD PTR SS:[EBP-10] ; IlLength = 55D (1373.)
00401660 |. FF75FC PUSH DWORD PTR SS:[EBP-4] ; |Source = GpCode.0040F474
00401663 |. FF75 EC PUSH DWORD PTR SS:[EBP-14] ; |Destination = 00175158
00401666 |. E8 61040000 CALL 00401ACC ; \RtIMoveMemory

0040166B |. FF75F8 PUSH DWORD PTR SS:[EBP-8] ; InResource = 0040F474
0040166E |. E8 11040000 CALL 00401A84 ; \FreeResource

00401673 |. 8B5D EC MOV EBX,DWORD PTR SS:[EBP-14]

00401676 |. 6A 10 PUSH 10 : lLength = 10 (16.)

00401678 |. 53 PUSH EBX ; |[Source = 00175158

00401679 |. 68 70444000 PUSH 404470 ; |[Destination = GpCode.00404470
0040167E |. E8 49040000 CALL 00401ACC ; \RtIMoveMemory

fiddress |Hen cunp

GE17E 165/ G0 00 @0 0E|o8 00 00 G0 @0 06 0o 00| @0 00 @@ 00|

CEh R TR T e e ) T el [ T BT

BALFEIVE| G0 80 20 0022 02 22 B899 B2 29 0623 08 @2 68| ..

BE1TEIES| @0 60 90 0090 0F 90 OF| 90 00 99 0098 00 98 06| ..

BE17519S| @0 B0 ©0 00| E0 00 ©0 GO(90 00 o0 Q|60 00 OO 0f|

BOLTEIRE| 90 02 99 BR| 90 02 99 02|99 08 99 00|99 00 99 00|

£017E16S| @0 B9 @0 99|90 09 90 00|90 08 99 08|93 00 99 0G|

BEIFEICS| @0 6B GR GG(@A GE @0 GE) 9 06 BB 00| @8 00 &3 00|

BALTEIDS| a0 Be 90 B0 90 08 00 Bl 00 Be a0 el ea B oa o)

BA1FEIES| 20 90 90 0093 02 92 08|99 02 99 0093 02 93 06| .. wa

BE1FEIFE| A0 BE A0 GG( 80 GF 80 BE) 60 06 80 06|68 60 58 66| .. sss

Rddress [Hex dunp |FBSCII -

Ba175158| 79 FD A5 B1|2A 58 19 AE(CO 78 Bl 6% A4 OR 98 70|y hi@eia3nl (R.o}

80175163| 78 RS AB B1|2A 55 51 AS|CO 78 BB GB|S4 2R BB 3C|xidlleHiis Sp0" kg

GE17E17E|@D DS CO DF|SE 31 76 CB|E1 61 98 48|84 20 B8 70| . ==~1u=s0clisp

BOLPEISS| 73 EC C4 DO(@A 21 76 DI B2 58 C1 BC| D6 79 F4 13]=d-:. huERP, iyt

ealvsiss| 18 C1 88 D743 34 7C DE|ED B8 Cl 81(CB 7E F4 B1| t-2ic4l'G2ay~ 18

B@1FEIRS| 59 C9 CF D2[(SF 36 7C CE|B4 83 9D 49/ D8 6F E3 89| YWrke_E!={edIizd.

BEIPSIES| @A &1 85 5|48 2C 78 C4[Al B3 D4 1R 58 2R F3 18] .0&" K, #—(wE+sust

BalvzICs 96 DF CL DO7(43 3B 75 DE|AT 83 20 43| CF 7D F& 59| d“'"!CiHEﬁ!I!I!_:EJfF_I

EE17EIDE| IF 4 C4 D4|S9 74 39 DE|A? 14 D4 06|80 2R F3 10| TVt Tamlie iwi

BEIFEIES|(@F C2 82 DS 4F 30 77 86|05 IE 02 1B[00 VA EF 18| #=él=wdiaé+iz"t

BOLFEIFES| 1D S0 CA CE[8A 59 39 DR|AS5 02 C3 45|07 TE E9 12| #iS=.$56a0=11708 [«
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Just after doing this, it goes to another call

[ e —

In this call it will decrypt the data contained at 00175158 (seems interesting now)

WJHZ SHMORT @248 1750

At the end of loop:

JHZ SHORT B84 7SC

JHZ SHORT 0348175

We got a clear text with also a list of extensions which will be encrypted:
- jpg

- .jpeg
- .psd
-.cdr
-.dwg
-.max
-.mov
-.m2v
-.3gp
- .doc
- .docx
- Xls

- Xlsx
- .ppt
- .pptx
-.rar

- .Zip
-.mdb
-.mp3
- .cer
-.p12
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- . ixt

- .pdf
-.avi

- flv

- .Ink

- .bmp
-.1cd
-.md

- .mdf
- .dbf
-.mdb
- .odt
- .vob
- .ifo

- .mpeg
- .mpg
- .doc
- .docx
- xls

- xlsx

.bat .sys .exe .ini files will not be attacked because the system uses all of them.
And the goal of GpCode is not to crash the system.

So, he returns to the call and move again the memory to another place.
With selecting this time a block of bytes (398) and move it to 00175BB8

004016CD |. 57 PUSH EDI  [Length = 398 (920.)
004016CE |. 53 PUSH EBX ; |Source = 00175172

004016CF |. FF35 88444000 PUSH DWORD PTR DS:[404488]  |Destination = 00175BB8
004016D5 |. E8 F2030000 CALL 00401ACC : \RtIMoveMemory

Block of 398 bytes:

00175BA8 Attention!!! . All your personal files (

00175BE8 photo, documents, texts, databases, certificates, kwm-files, vid
00175C28 eo) have been encrypted by a very strong cypher RSA-1024. The or
00175C68 iginal files are deleted. You can check this by yourself - just
00175CA8 look for files in all folders... There is no possibility to dec
00175CES8 rypt these files without a special decrypt program! Nobody can h
00175D28 elp you - even don't try to find another method or tell anybody.
00175D68 Also after n days all encrypted files will be completely delete
00175DA8 d and you will have no chance to get it back. .. We can help to
00175DES8 solve this task for 120$ via wire transfer (bank transfer SWIFT/
00175E28 IBAN). And remember: any harmful or bad words to our side will b
00175E68 e a reason for ingoring your message and nothing will be done...
00175EA8 For details you have to send your request on this e-mail (attach
00175EE8 to message a full serial key shown below in this 'how to.." fil
00175F28 e on desktop): datafinder@fastmail.fm

After, another block is moved (271 bytes)

0040170A |. FF35 80444000 PUSH DWORD PTR DS:[404480] ; IlLength = 10F (271.)
00401710 |. 53 PUSH EBX ; |[Source = 00175512

00401711 |. FF35 8C444000 PUSH DWORD PTR DS:[40448C] ; |Destination = 001756C0
00401717 |. E8 BO030000 CALL 00401ACC ; \RtIMoveMemory

The block of bytes moved, you guessed it?:

001756C0 *.jpg.*.jpeg.*.psd.*.cdr.*.dwg.*.max.*.mov.*.m2v.*.3gp.*.doc.*.d
00175700 ocx.*.xls.*.xIsx.*.ppt.*.pptx.*.rar.*.zip.*.mdb.*.mp3.*.cer.*.p1
00175740 2.*.pfx.*.kwm.*.pwm.*txt.*.pdf.*.avi.* flv.*.Ink.*.bmp.*.1cd.*.
00175780 md.*.mdf.*.dbf.*.mdb.*.odt.*.vob.*.ifo,.*.mpeg.*.mpg.*.doc.*.doc
001757C0 x.*.xls.*.xIsx

After that he returns to the "Main place" (screenshot 1)
And Create the mutex "ilold"
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004019B2 |. 68 2E304000 PUSH 40302E ; IMutexName = "ilold"

004019B7 |. AO0  PUSH 0 : |InitialOwner = FALSE
004019B9 |. AO0  PUSH 0  |pSecurity = NULL
004019BB |. E8 9A000000 CALL 00401A5A : \CreateMutexA

Then it goes to a call.. a crypto procedure
004019C0 |. E8 3BF6FFFF CALL 00401000 ; GpCode.00401000

Well I'm not very good to explain crypto stuff

So | will make it simple: it generate a key then it store it and use GlobalAlloc to set a free memory place.

| will give you some screenshot if you have a better level than me you will surely understand

00401050 |. E8 DDOAOOOO CALL 00401B32 ; <JMP.&advapi32.CryptExportKey>
00401055 |. FF35 A2444000 PUSH DWORD PTR DS:[4044A2] ; IMemSize = 2C (44.)
0040105B |. 6A 40 PUSH 40 ; |[Flags = GPTR

0040105D |. E8 400A0000 CALL 00401AA2 ; \GlobalAlloc

Hex dump of address 4044A2:

fiddrezs |ASCIT cump -
cedaianz| §

BBABAES| G,  =Hral (%, AkaSdweinl [=aiu] -HIRDE
404522 ( 3 .5 )Ly . ABODSP R BEE-HkS"
ee4a4562| 7.

CGE4B4ERZ] ...
BO4a45EZ| ...

Then it also gets free memory at 0017CD30:

004010A0 |. E8 AS0A0000 CALL 00401B4A ; <JMP.&advapi32.CryptSetKeyParam>
004010A5 |. 68 00000100 PUSH 10000 ; IMemSize = 10000 (65536.)

004010AA |. 6A 40 PUSH 40 ; |[Flags = GPTR

004010AC |. E8 F1090000 CALL 00401AA2 ; \GlobalAlloc

004010B1 |. 0BCO OR EAX,EAX

Take 44 from 0017B928 and move it 008F0020

004012D2 |. FF35 A2444000 PUSH DWORD PTR DS:[4044A2] ; IlLength = 2C (44.)
004012D8 |. FF35 A6444000 PUSH DWORD PTR DS:[4044A6] ; |[Source = 0017B928
004012DE |. FF35 C8444000 PUSH DWORD PTR DS:[4044C8] ; |Destination = 008F0020
004012E4 |. E8 E3070000 CALL 00401ACC ; \RtIMoveMemory

And what we see in the source?

Call CryptEncrypt, used for RSA:
0040130C |. E8 1B080000 CALL 00401B2C ; <JMP.&advapi32.CryptEncrypt>

After it creates a thread and retrieves a bitmask representing the currently available disk drives.
Then we enter in a loop.

Crear Lo lags =+ ©
20401 02 FUEH ERY CTheeadPacm =+ ML
20401202 FUEH 481335 ThresdFanat isn = 1,8R4B1335
D401 02 FUEK R SrackSlze => @
D401 ! FUEH ERY cSecur ity =3 MLL
L] CRLL ERamaid
00403 506 1 Exroctiode = SETLFALLCRITICALERRORS
40156 CRLL @401802 [
401 %L CALL 20421333 C
90401 B HOU ECH. 19
oaso1sFo| Hou EEX. 1
90401 SHL EBY.OL
20401 5T FD EEH.EAY
omarsrs|| .. E SHORT Da<a1AIF L. BR4RIAIA
4a) OO CL.41
B4 WL U BYTE PTR OF: (4600700, CL
2 A S L3
0401 RGT oU DRORD PTR O3t [465671). 2ASC3A
@asaIAL FLZH ER%
Pas01ALZ] FUZH ECH
B4R CRLL BR4B1505 1, BE4B1505
Pad0IALE FOF ECH
Da401ALP| FOF ER
oasaiAiAll > CEC EEH
DasalALE| GE SHOHT 9401951 1. Beamara
adsininn|| - PN 174 Tireour = &89 e
s CRLL £840 [
0401 T CIF DRORD PTR O5: [4050241,1
0401 RCE T SKOAT 03231010 £, 20484740
i Az CALL ER4B1805 1, BE4E1B05
a1 Az CRLL £R4R1750 1.80481750
i FLEH B [Elll'.l'odc- =9
il ERLL ERAR1AGE

The return value from GetlLogicalDrives is a bitmask representing the currently available disk drives.
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Bit position 0 (the least-significant bit) is drive A, bit position 1 is drive B, bit position 2 is drive C, and so on.
On the loop, we will start from 25 (Drive Z) and when a number is found for example 'D' (who have the position 3)
You will not take the "jump if equal”, enter in a call *do something* and then return in the loop for continue, next letters position 2: "C"

Lecteurs de disques dur

l::;ﬁ Disque local {C:)

Périphériques utilisant des supports amovibles

Disquette 314 (A .- Leckeur D (D)
=

| name this place "Core" because all will be decided inside this procedure for data.
Let's see what he is doing to 'D'

00401806 /$ 55 PUSH EBP

00401807 |. 8BEC MOV EBP,ESP

00401809 |. 81EC 44010000 SUB ESP,144

0040180F |. 8D85 BCFEFFFF LEA EAX,DWORD PTR SS:[EBP-144]

00401815 |. 50 PUSH EAX ; IpFindFileData
00401816 |. 68 70304000 PUSH 403070 ; |[FileName = "D:\*"
0040181B |. E8 52020000 CALL 00401A72 ; \FindFirstFileA
00401820 |. 40 INC EAX

00401821 |. OF84 67010000 JE 0040198E ; 1.0040198E

He does... NOTHING.

'D' was my CD drive and there is no CD inside (FindFirstFileA is an explicit API right?) so eax return FFFFFFFF

He take the jump which leave the procedure.
0040198E |>\C9 LEAVE
0040198F \. C3 RETN

But what's about my local disk 'C' who is the next ?

SMBIB0E |0 B PUEH EEP
ompreer|| . smen (L
ome1ens || . BIEC H4018RA|SUB ESF, 144
aqe100F || . SCEE BCFEFFF|LER E50, DUOSD PTR S3: LESP-1441
oniais||. = FUSH B2 oF indF i lalara
amelais|| . 65 7RIMERR |FUSH 45e7R [rllenw = g
emeine|| . E2 Eraxes |CRLL ebamar:
ompaz|l. 4@ IhC B
0e1821 || .. OFE4 ETOLBE o0l S6E 188401 7
ammr|| . 42 DEE B
ompieze||. FE FR ROl DWORD TR §58 [EEF=61, ER
oglazE|| »  SESE BCFEFFF|CHOU ERCC DWIRD FTR 551 CEEF-1441
amnram || . see 18 RO EFE, 18
|E SHORT @MOLA5F]
ooiglaas ||, S090 EFEFFF|| LER EESDWORD FTR 551 CEEF-1131
amniss|| . £ i BB String®
emeiezn|| . 65 easoacen || Fusd desess [swinn =
mEl EE RFamaen
eyl . eEce TEET EFs, Bt
oaqeraes || . oFed eoteanl| £ odanries 100401 %6F
osmimE|l. == FUSH B Srringz
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There is a blacklisted file "HOW TO DECRYPT FILES.txt"
If the ransomware found this file, he will quit the routine:

004018CF |. 53 |PUSH EBX : /String2

004018D0 |. 68 38304000 |PUSH 403038 :|String1 = "HOW TO DECRYPT FILES.txt"
004018D5 |. E8 22020000 |CALL 00401AFC : \IstrempiA

004018DA |. 85C0 [TEST EAX,EAX

004018DC |. OF84 8D000000 |JE 0040196F : 1.0040196F

It does another check after, but we dont know wich file for the moment.

004018CF |. 53 |PUSH EBX ; 1String2

004018D0 |. 68 38304000 |PUSH 403038 ; IString1 = "HOW TO DECRYPT FILES.txt"
004018D5 |. E8 22020000 |CALL 00401AFC ; \IstrcmpiA

004018DA |. 85C0 |[TEST EAX,EAX
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004018DC |. OF84 8D000000 |JE 0040196F ; 1.0040196F

004018E8 |. 53 |PUSH EBX ; 1String2
004018E9 |. 68 644F4000 |PUSH 404F64 ; |String1 ="
004018EE |. E8 09020000 |CALL 00401AFC ; \IstrempiA

That will be bad if the ransomware encode it's own stuff -.* (to be continued)
After this check, the ransomware 'create’ a path to the file

004018FD |. 50 |PUSH EAX ; IStringToAdd = "AUTOEXEC.BAT"
004018FE |. 68 70354000 |PUSH 403570 ; |ConcatString = "C:\AUTOEXEC.BAT"
00401903 |. E8 EB010000 |CALL 00401AFO ; \IstrcatA

And then it check the extention of the file:

00401914 |> /51 [/PUSH ECX
00401915 |. |53 [IPUSH EBX  /Wildcard

00401916 |. |68 70354000 ||PUSH 403570 : |Path = "C:\AUTOEXEC.BAT"
0040191B |. |[E8 36020000 ||CALL 00401B56 ; \PathMatchSpecA
00401920 |. [83F8 01  |[CMP EAX,1

00401923 |.[7503  [lJNZ SHORT 00401928 : 1.00401928

00401925 |. 59 IPOP ECX

00401926 |.[EB10  |[JMP SHORT 00401938 : 1.00401938

00401928 |> |53 IPUSH EBX ; String

00401929 |. [E8 E0010000 ||CALL 00401BOE  \IstrlenA

0040192E |. |03D8 IADD EBX,EAX

00401930 |.[83C301  ||ADD EBX,1

00401933 |. 59 IPOP ECX

00401934 |ME2DE  |[\LOOPD SHORT 00401914 © 1.00401914

e

o tie
1 b 10T
[P = mteesa e ~cr-cune e

The ".bat" extension is not in the 'list' of extension to crypt so he simply leave with this line.
00401936 |./EB 37 |[JMP SHORT 0040196F ; 1.0040196F

And proceed to the next file:

00401975 |. 50 [PUSH EAX ; IpFindFileData
00401976 |. FF75 FA |PUSH DWORD PTR SS:[EBP-6] ; |nFile
00401979 |. E8 FAOO0000 |CALL 00401A78 ; \FindNextFileA
0040197E |. 85C0 |TEST EAX,EAX

00401980 |. OF85 ASFEFFFF \UNZ 0040182B ; 1.0040182B
0040197E |. 85C0 |TEST EAX,EAX

00401986 |. FF75 FA PUSH DWORD PTR SS:[EBP-6] ; IhSearch
00401989 |. E8 DEO00000 CALL 00401A6C ; \FindClose
0040198E |> C9 LEAVE

0040198F \. C3 RETN

To test the procedure i've made a txt file called "AUTOEXEC.txt"
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~inix

Fichier Edition Format Affichage  ?

test|
1

2

| tnt,cos 4

SRS AUTOEREC BAT
¢y | 11y11j2010 19:09
A | Fichier de commands M5-DOS

AUTOEXEC, Ext
29/01/2011 01:37
Document bexke

i “1 1]

This time it detects the extension .txt and dont take the conditional jump:

00401923 |. /7503 |[JNZ SHORT 00401928
00401925 |. |59 ||POP ECX

00401926 |. [EB 10 [[JMP SHORT 00401938
it jump here:

00401938 |>\68 70354000 |PUSH 403570
0040193D |. E8 9CF7FFFF |CALL 004010DE
00401942 |. 68 70354000 |PUSH 403570
00401947 |. 68 703A4000 |PUSH 403A70
0040194C |. E8 B1010000 |CALL 00401B02
00401951 |. 68 00304000 |PUSH 403000
00401956 |. 68 703A4000 |PUSH 403A70
0040195B |. E8 90010000 |CALL 00401AFO
00401960 |. 68 703A4000 |PUSH 403A70
00401965 |. 68 70354000 |PUSH 403570
0040196A |. E8 4B010000 |CALL 00401ABA

ik 8|

¥ &8 PUSH EBY [suiu

i g o SENEIE

StringE 3 0 AUTOERED, THe™
Strisal = 1,0040EATH

SrpisaTodd = ".EMCODED
Concatfteing = "5 AUTORKEC. txe. ENCOOITr

Pheatiane = 01 AUTOEHEC, T, ENCODEDF

Eint inghiame = 55 BUTCENEE, tue®
LER EREC, TMORD FTR: 553 (EBP-1441
eF indFi Lellata
FUSH DMORD FTR S%1 CESF-6] [nnu
AT
1, @401 528

PUSH CWORD PTR 555 (E0P=61 htench
WAL [

What do we see ?
He takes the full patch to the file, then it enters to a procedure and do something
After the return, it renames the file with the extension ".ENCODED"

And continue to check for other files.
Let's enter inside the call now.

; 1.00401928

; 1.00401938

; /Arg1 = 00403570 ASCII "C:\AUTOEXEC.txt"
;\1.004010DE

; 1String2 = "C:\AUTOEXEC..txt"

; |String1 = 1.00403A70
; \IstrcpyA

; IStringToAdd = ".ENCODED"

; |ConcatString ="
; \IstrcatA

; INewName =

; |ExistingName = "C:\AUTOEXEC..txt"
; \MoveFileA

: g;ﬁ ig:“:m &5 [EBF—41, B

e i e i
00401109 |. 6A00  PUSHO : IpFileSizeHigh = NULL
0040110B |. FF75FC  PUSH DWORD PTR SSI[EBP-4] ; |hFile

0040110E |. E8 77090000 CALL 00401A8A

; \GetFileSize

00401113 |. 8945 F8 MOV DWORD PTR SS:[EBP-8],EAX

00401116 |. 83F8 10 CMP EAX,10

00401119 |.

O0F8C 41010000 JL 00401260 ; 1.00401260

Interesting thing is this size check, files under 11 bytes are not crypted
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like my AUTOEXEC.txt which have 4 bytes "test"
He takes the conditional jump and we are here:

00401260 |>\FF75FC PUSH DWORD PTR SS:[EBP-4] ; InObject = 00000054
00401263 |. E8 E6070000 CALL 00401A4E ; \CloseHandle

00401268 |. B8 01000000 MOV EAX;1

0040126D |. C9 LEAVE

0040126E \. C2 0400 RETN 4

It closes the handle and returns to the "core" nothing was encoded inside the txt

| think it doesn't crypt files under 10 bytes for win time, 10 bytes files are useless.

And it needs to crypt datas as fast as possible.

It adds anyway to the files under 10 bytes the extension .ENCODED [iS THAT A BUG??7?7?]
(A basic victim will think all is crypted right?)

So it will continue to proceed next files and finally after some attempt the 2nd thread start

Threads

00401335 /$ FF35 92444000 PUSH DWORD PTR DS:[404492] ; [Time =0,
0040133B |. E8 A4070000 CALL <JMP.&KERNEL32.Sleep> ; \KERNEL32.Sleep
00401340 |. E8 0BOO0000 CALL 00401350

00401345 |. C705 34304000 MOV DWORD PTR DS:[403034],1

0040134F \. C3 RETN

00401350 /$ 55 PUSH EBP

GpCode will create a TXT file on your desktop
Using SHGetSpecialFolderPathA api to find the desktop path.

LHE SHORT BB38L3 1

CraateFilen

It create and write inside a file called “HOW TO DECRYPT FILES.txt”
Then it goes to a loop for the RSA key, and write it at the end of file (HOW TO DECRYPT FILES.txt)
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Example of file maked:
Attention!!!

All your personal files (photo, documents, texts, databases, certificates, kwm-files, video) have been encrypted by a very strong cypher RSA-
1024. The original files are deleted. You can check this by yourself - just look for files in all folders.

There is no possibility to decrypt these files without a special decrypt program! Nobody can help you - even don't try to find another method or
tell anybody. Also after n days all encrypted files will be completely deleted and you will have no chance to get it back.

We can help to solve this task for 120$ via wire transfer (bank transfer SWIFT/IBAN). And remember: any harmful or bad words to our side
will be a reason for ingoring your message and nothing will be done.

For details you have to send your request on this e-mail (attach to message a full serial key shown below in this 'how to.." file on desktop):
datafinder@fastmail.fm

2334CC172CFE6F6CCEAS5F1090E2B2990FA2A933CD099B9295B0E3750A9CA26D89E18B2143E1899B761AE81C44DD164F6B36C81340A894

6CE8BE3590ED19C04969F7C4FE074D0C3976788135781AE889A72FA349A8FFOAE749E26E77FC065D251C389115C4AA98D4C4554CA2FFI

After it changes your wallpaper

vl Sattings' Admisistrabeur)

ATTEMTIONIIN

123 RCData

-0 leun Crawp AL YOUR PERSONAL FILES WERE ENCRYPTED
£ 0 Mersion Irifa WITH & STRONG ALGOFYTHM REA 1024

=5 AN YOU CANT GET AN ACCESS TO THEM

SHITHOLT MARING OF WHAT WE HEFD!

RAEAD HOW TO DECRYPT TXT-TILE
ONYOUR DESKTOP FOR DETAILS

JUST DO 1T AS FAST AS YOU CANY

REMEMEER: DON'T THY TO TELL SOMEONE
ABOUT THIE MESSAGE IF vOU WANT 10 GET

SYOUR IS DACKLIUST 00 ALL WIE TOLD,

Searching the bitmap resource and drop it in %temp% folder with a random name.
Then it calls an API to set it as wallpaper, with stretch option to fill your entire screen.
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Desktop:

& &
e ATTENTIONININ
B OE W

AL YOUR PERSONAL FILES WERE ENCRYFTED
W ‘WETH A STRONG ALGORYTHM RSA-1024
“AMD YOU CAN'T GET AN ACCESS TO THEM
 WTHOUT MAKING OF WHAT WWE NEED!

rﬂ"rEAD '"HOW TO DECRYPT' TXT-FILE
ON YOUR DESKTOP FOR DETAILS

JUST DO IT AS FAST AS YOU CAN!

8w B e w
3=

|

““REMEMBER: DON'T TRY TO TELL SOMEONE
4. zABOUT THIS MESSAGE IF YOU WANT TO GET
o YOURFILES BACK! JUST DO ALL WE TOLD.

U

&)

f

Then it continue to search for other files to crypt
And now we know the dropped bitmap is the second blacklisted file.

Let's follow this "brndlog.txt" located in:

C:\Documents and Settings\Administrateur\Application Data\Microsoft\Internet Explorer

It create a handle to the file with GENERIC_READ and use GetFileSize to check if we should encrypt it or not.
After the size check, it use SetFilePointer Function to stores the file pointer in two LONG values

Then it reads the file and store data in a buffer, then it calls CryptEncrypt on the data stored.

After it writes the file (brndlog.txt) with new data.
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SetFilefointer

e ieaFile

Now it returns to the core, to add the extention . ENCODED and proceed to the next file.
|, ST i

SarF i lePainter

MrlteFile

© lostHand e

=8| %]

fpogooooooDoODODOZDOEODOOODOODOODOOCDOGDOEDOODOODDD
SONEO0&T N0ONOONOaN0SnNL: N0ONOONOSNNEN0EnN0nnoono:
CoOSoooDOooOo00on0ES 00000000000 002 00000500000
coosoooooooooooooLtonoEl

Once all drives are “crypted”, it quit the "core" and return to the "main place"
It will enter in two procedures and call an API to close the program

SHORT GeailsFi
MHZ SHORT @8421A10

ExitProcess

The first procedure:

It destroys the key and releases the handle of CSP
Second procedure:
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CreaveFiien

SarFilaPeinter

Vrinarile

Lazland

MelnaFils

It creates a file called "ntfs_system.bat" (in the same folder as the ransomware)
which contains:

del "C:\Documents and Settings\Administrateur\Bureau\1.exe"

del %0

And execute it, then it Calls the ExitPocess API to close the program

a
S
S
aF
S
P
ar
S
S
ar
S
e
ar
S
S
ar
S

And "ntfs_system.bat" will delete GpCode from our system

All your data are crypted with an executable of 25Kb and there is no possibility to recover them until paying the ransom...

The malware author claim on the txt file:

"after n days all encrypted files will be completely deleted and you will have no chance to get it back."

Like we have see, there is absolutely nothing inside the code for do such action.

It says that just to scare users, pushing them into buying the 'special decrypt program’

Also, people who are not should be aware of the problem and should recognize GpCode from the first and second when the “warnings”
appears on your screen.

Pushing Reset/Power button of your PC can save a significant amount of your valuable data

And GpCode dont create a startup key so you can boot safe after an infection.

Conclusion: Backup your data from time to time in a safe place, and dont forget to unplug the storage device which contains these saved
data.

Bonus, a tiny app useless who read the cfg file from gpcode :)

Atkerition!1!
All yaur personal files (photo, documents, bests, databases, certificates, kwm-files,
wided) have been encryoted by & very strang cypher R3&-1024, The ananal filss
are deleted. Voo can check this by wourself - just ek for Fles in all foloers,

There is no possibility to decrypt these files without 2 special decryot program!
Moboidy can help vou - even San't bry b Fnd another method ar tell anvbody. flso
after n days &l encryptad fies will ba cornpletaly detsted and you will have no
chance to get it back.

We can heln to solve this bask for 1204 wia wrre bransher (bank transfer
SWIFT/IBAN). And remerber: any harmful or bad words ta our side will be a reasan
For ingoring ywouwr message end nathing wil be done,

For debails you have b send your request on this e-mail (attach bo message & full
serial key shovn below nthis 'how to File on desktop): datafinder@fastmel frn

<
| Read RC_DATA > cfg |

| it |

.486
.modelflat,stdcall
optioncasemap:none; case sensitive
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include windows.inc

uselib MACRO libname
include libname.inc
includelib libname.lib
ENDM

uselib user32
uselib kernel32

DigProc  PROTO:DWORD,:DWORD,:DWORD,:DWORD

IDC_OK equ 1003
IDC_IDCANCEL equ 1004
cfg equ 1

.data?

hinstance dd ? ;dd can be written as dword
buffer1 db9999dup(?)

buffer2 db9999dup(?)

buffer3 db256dup(?)

buffer4 db256dup(?)

nSizedd ?

pM dd ?

.code

start:

invoke GetModuleHandle, NULL

mov hinstance,eax

invoke DialogBoxParam, hinstance,101,0,ADDR DIgProc,0
invoke EXxitProcess,eax

DIgProc proc  hWin :DWORD,
uMsg :DWORD,
wParam :DWORD,

IParam :DWORD

.if uMsg == WM_COMMAND
.if wParam == IDC_OK
INVOKE FindResource,0, cfg, RT_RCDATA
push eax
INVOKE SizeofResource,0, eax
mov nSize, eax
pop eax
INVOKE LoadResource,0, eax
INVOKE LockResource, eax
mov esi, eax
mov eax, nSize
add eax, SIZEOF nSize
INVOKE GlobalAlloc, GPTR, eax
mov pM, eax
mov ecx, nSize
mov dword ptr [eax], ecx
add eax, SIZEOF nSize
mov edi, eax
rep movsb
PUSH 55Dh
PUSH eax
PUSH offset buffer1
CALL RtIMoveMemory
invoke FreeResource,eax
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mov ebx,offset buffer1
PUSH 10h
PUSH ebx
PUSH offset buffer2
CALL RtIMoveMemory
ADD EBX,010h
MOV EAX,nSize
SUB EAX,010h
PUSH EAX
PUSH EBX
CALL decrypt
MOV AL,BYTE PTR DS:[EBX]
MOV BYTE PTR DS:[buffer3],AL
ADD EBX,1
MOV AL,BYTE PTR DS:[EBX]
MOV BYTE PTR DS:[buffer3+1],AL
ADD EBX,1
MOV EAX,DWORD PTR DS:[EBX]
MOV DWORD PTR DS:[buffer3+2],EAX
ADD EBX,8
MOV ECX,DWORD PTR DS:[EBX]
invoke SetDlgltemText,hWin,1002,ebx
pop esi
.elseif wParam == IDC_IDCANCEL
invoke EndDialog,hWin,0
.endif
.elseif uMsg == WM_CLOSE
invoke EndDialog,hWin,0
.endif
XOr eax,eax
ret
DIgProc endp
decrypt proc
PUSHAD
MOV ESI,EBX
MOV EDILESI
XOR EDX,EDX
MOV ECX,EAX
@gpcode_00401755:
CMP EDX,010h
JNZ @gpcode_0040175C
XOR EDX,EDX
@gpcode_0040175C:
LODS BYTE PTR DS:[ESI]
XOR AL,BYTE PTR DS:[EDX+buffer2]
STOS BYTE PTR ES:[EDI]
INC EDX
DEC ECX
JNZ @gpcode 00401755
POPAD
RET
decrypt endp
end start

Resource file:
;This Resource Script was generated by WinAsm Studio.

#define IDC_OK 1003
#define IDC_CANCEL 1004

1 RCDATA DISCARDABLE "gpcode.data";this is your cfg file ripped from GpCode

101 DIALOGEX 0,0,294,170
CAPTION "GpCode..."
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FONT 8,"Tahoma"

STYLE 0x80c80880

EXSTYLE 0x00000000

BEGIN
CONTROL "Read RC_DATA > cfg",IDC_OK,"Button",0x10000001,3,135,287,14,0x00000000
CONTROL "Quit",IDC_CANCEL,"Button",0x10000000,3,154,287,14,0x00000000
CONTROL ",1002,"Edit",0x10200044,3,3,287,130,0x00000200

END
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