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1 Introduction

This is a continuation of A Hitch-hacker's Guide to DACL-Based Detections (Part 1).

In this post, we will continue to explore Active Directory (AD) attributes that an attacker or
adversary may modify within a target environment to gain further access. As the first part of
this series walked through the attacks and built detections for the DACL abuse mind-map
from The Hacker Recipes, this post will explore additional attributes, with a focus on those
that can be modified via Kevin Robertson’s PowerMad tool. It should be noted that the tool
attack techniques are important, but we are more focused on the underlying techniques of
modifiable attributes and the detections surrounding them.

Just as Part 1 established, a couple of key reminders:

» We are operating under the assumption that the adversary already has a foothold
within the domain and has acquired the appropriate access they need to make
modifications to the objects we will discuss.

o Post-exploitation is not a focus.

« Intelligence applied to adversary attribution has not been mapped.

» A subset of Windows Event logging has been used, and not all the possible telemetry
data points within this data set have been analyzed.

2 Logging Setup

We will make use of our Imposter-Granola machine account, which was created via Kevin
Robertson's PowerMad in Part 1. Additionally, for telemetry purposes, we will rely on setting
an 'Auditing' SACL on each of these attributes and the following Windows Event IDs:

Configuring a SACL is an additional step that must be taken even if the above listed
Windows Events are currently being ingested.

Please refer to Part 1A and Part 1B on how to enable and configure the logging setup of the
SACL and how to enable/ingest the above Windows Event IDs.
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3 Blog Format

Due to the length of this post and the number of attributes covered, it is important to
remember a couple of key formatting guidelines from Part 1 as we step through this post.

Each section will contain the following headings:

o Name of the Attribute (CN of the attribute)

e Background
Will cover a brief overview of what the attribute (LDAP-Display-Name) is and the
relevant links to Microsoft documentation

» Modifying the Attribute (Attack)

o Will cover how the “attack” was performed, including relevant setup for modifying
the attribute in question, screenshots/commands, and tools used

o If additional auditing was enabled for building the detection, it will also likely be
covered here-- or, if additional set up was more complex, will be broken out into a
preceding or subsequent heading.

 Building the Detections

o Will cover a variety of detections that will include a range of complexity

o As was stated in the introduction, not all the possible telemetry data points within
this data set have been analyzed. However, we have tried our best to cover the
Event IDs that are most accessible and prominent for building out detections.

o Where necessary, we will provide a flow of logic for detections that involve more
complexity or additional information to interpret what is being shown. However,
most detections will follow a similar format, and will not be explained in further
detail.

4 Write Attributes and PowerMad

The following sections all leverage the tool PowerMad, and more specifically will use the Set-
MachineAccountAttribute cmdlet to modify AD a computer object within AD.

Per the ReadME.md file on the PowerMad GitHub, the Set-MachineAccountAttribute
cmdlet allows us to modify the following attributes:

e AccountDisabled (ADS_UF_ACCOUNTDISABLE (0x00000002)
o Description

e Display-Name

o DNS-Host-Name

o SAM-Account-Name

e ServicePrincipalName (covered in Part 1A)

o User-Account-Control

o User-Parameters
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However, although not specified in the documentation, PowerMad can modify most attributes

for a Machine account.

As such, we will also be building detections for the following attributes:

4.1

Alt-Security-Identities

ms-DS-Additional-Dns-Host-Name

ms-DS-Allowed-To-Delegate-To (covered in Part 1A)

MSMQ-Sign-Certificates

MSMQ-Digests

MsTSInitalProgram (covered in Part 1A)

ntSecurityDescriptor

ScriptPath (covered in Part 1A)

SAM-Account-Name

411

Background

The SamAccountName is generated upon account creation, and should not be frequently

changed within an AD domain. A change to SamAccountName could indicate that an
attacker is present on the network and may be attempting to hide their presence or mimic
another legitimate account.

The original SamAccountName for the IMPOSTER-GRANOLA$ Machine account:
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Figure 1 - SamAccountName Before Modification

4.1.2

Modifying the Attribute (Attack)

IMPOSTER-GRANCLA Properties

General Cipersting System Member Of Delegation

Location Managed By Object Securty Diiglin

Aftributes:
Attribute Walue ”
riDSetReferences <not set>
roomMNumber enot sets
sAMAccourtMame IMPOSTER-GRANDLAS
sAMAccourt Type 805306369 = ( MACHIME_ACCOUNT )
scriptPath <not set>
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The PowerMad command we will run for the modification looks like the following:

Set-MachineAccountAttribute -MachineName IMPOSTER-GRANOLA -Attribute SamAccountName -
Value VERYEVILMACHINE

Note: The 'MachineName parameter didn’t work properly. If you receive an error, remove the
“MachineName IMPOSTER-GRANOLA' portion of the command and simply type in the
account name at the prompt.

P5 C:%Powermad-master> Set-MachineAccountAttribute -Attribute SamAccountMame -Value VERYEVILMACHINES
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRANDLA attribute SamAccountMame updated

Figure 2 - PowerMad Modification SamAccountName

Using PowerShell to query the attributes of the IMPOSTER-GRANOLA$ machine account,
we can see that the query will error out because it can no longer find a computer name with
the specified SamAccountName. However, if we look within ADUC, we can see that the
display name has stayed the same, but the SamAccountName has been successfully
changed.
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Figure 3 - SamAccountName Post Modification
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Now that the modification/attack is completed, we should have the logs within Splunk.

41.3 Building the Detections

4.1.3.1 Detection With Event ID 5136

index=main EventCode=5136 Class=computer LDAP_Display_Name=sAMAccountName
| table time, EventCode, Class, DN, LogonID, Type, LDAP_Display_Name, Value

_time = EventCode = ~ Class = ~ DN =

2023-85-30 13:00:33 5136 computer CN=IMPOSTER-GRANOLA, CN=Computers, DC=BREAKFASTLAND, DC=LOCAL

Figure 4 - Basic Detection for SamAccountName (1)

Logon_ID = & Type = 4 LDAF_Display_Name = < Value =

Bx9FSFA Information sAMAccountName VERYEVILMACHINES
Active Directory Domain Services
Value Added

Figure 5 - Basic Detection for SamAccountName (2)

4.1.3.2 Detection with Event ID 4742

index=main AND EventCode=4742 SAM_Account_Name!="-"

| rex field=Message " (?<Changed_Account>(?ms)Account\s+Name.*?(Account\s+Name:\s+)
(\WHeo. oo )"

| table time, ChangedAccount, SAM_Account_Name, Logon_ID

_time = Changed_Account = . SAM_Account_Name =~ Logon_ID =
2023-85-30 13:00:27 Account Name: head. chef VERYEVILMACHINES Bx9F5FA
Account Domain: BREAKFASTLAND
Logon ID: Bx9F5FA

Computer Account That Was Changed:
Security ID: 5-1-5-21-1865600711-3446354287-3882071624-1113
Account Name: VERYEVILMACHINE

Figure 6 - Basic Detection with Event ID 4742

4.1.3.3 Detection with Event IDs 4781 and 4624

5/41



Index=main ((EventCode=4781) OR (EventCode=4624 AND Account_Name!="*3$" AND
Account_Name!="ANONYMOUS LOGON" AND Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval
0l1d_Account=if (EventCode==4781, mvindex(01ld_Account_Name, -1),mvindex(0ld_Account_Name,
-1))
| eval
New_Account=if (EventCode==4781, mvindex(New_Account_Name, -1),mvindex(New_Account_Name,
-1))
| join type=outer Logon_ID
[ search (EventCode=4781) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, 0ld_Account_Name,
New_Account_Name, Source_Network_Address]
| table time, ModAccount, Logon_ID, 0ld_Account, New_Account,
Source_Network_Address
| where len(New_Account)>0 and len(0ld_Account)>0

_time 5 Mod_Account = # Lagon_ID = & Old_Account = Fa Mew_Account = i Source_Metwork_Address 5

2023-83-30 12:09:27 head. chef BxIFSFA IMPOSTER-GRAMNOLAS VERYEVILMACHIMES 18.8.2.8

Figure 7 - Detection Using Event IDs 4781 and 4624

4.1.3.4 Detection With Event IDs 5136, 4624 and 4662

index=main ((EventCode=5136 AND LDAP_Display_ Name=samAccountName) OR (EventCode=4624
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20 ))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Account=if(EventCode==5136, mvindex(Value, -1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0Object_Type
| eval ObjectName=0Object_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additionall\s+))"
| table Account_Name,Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table time, ModAccount, Source_Network_ Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Account, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by time, ChangedAccount
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& values|LDAP_Display.

N=Computars, DC=BREAKFASTLAND, DC=LOCAL sAMACCountName

Figure 9 - Detection with Event IDs 5136, 4624 and 4662 (2)

4.2 Description

421 Background

The description attribute contains a displayed description for an object that is set by AD
administrators. Although less common in today’s more security conscious environment,
attackers have sometimes been able to leverage passwords or other sensitive data that were
either mistakenly or intentionally stored in the description field by administrators.

As a supplemental note, we understand that it is unlikely that attackers will modify the
description attribute of computers or accounts. However, we believe that tracking this
attribute may have benefits in environmental baselining, as well as ensuring the auditing and
tracking of sensitive information potentially added to descriptions by Administrators.

4.2.2 Modifying the Attribute (Attack)

Like SamAccountName, changing the description utilizes the same PowerMad cmdlet. The
only two (2) values that we are changing are the Attribute parameter and the Value.

Set-MachineAccountAttribute -MachineName IMPOSTER-GRANOLA -Attribute Description -
Value "Breakfast Time!”

P5 C:\Powermad-master> Set-MachineAccountAttribute -Attribute Description -Value 'Breakfast Time!'
cmdlet Set-MachineAccountAttribute at command pipeline position 1

Supply values for the following parameters:
MachineAccount : ITMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRANOLA attribute Description updated
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Figure 10 - Modifying the Description Object

Flipping back to ADUC we can quickly confirm that the changes were successfully made to
the description field.

IMPOSTER-GRAMOLA Properties 7 X

Location Managed By Ohlect Security Dialdn Attribute Editor
Genera | Cperating System Member Of Dfﬁgatian Paszaword Replication

-iﬁ IMPOSTER-GRANOLA

Computer name {pre-Windows 2000): Ir-a'IPCJS'I'EFHSFIAHULA |

DNS name: |IMPOSTER-GRANOLA breakfastiand Jocal |
DC Type: | Workstation or server |
Site: | |
Description- |Breakdast Time! |

Figure 11 - Description Field Post Modification

4.2.3 Building the Detections

4.2.3.1 Detection with Event ID 5136

index=main EventCode=5136 Class=computer LDAP_Display_Name=description
| table time, EventCode, Class, DN, LogonID, Type, LDAP_Display_Name, Value

time & EveniCode ¢ #  Class DN 3 logonJD ¢  Type LDAP_Display_Name ¢ Value 3

OCAL xBB2E0 Informatior Jescriptior Breakfast Time

Figure 12 - Basic Query Using Event ID 5136

4.2.3.2 Detection with Event IDs 5136 and 4624
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index=main EventCode=5136 Class=computer LDAP_Display_Name=description
| table time, EventCode, Class, DN, LogonID, Type, LDAP_Display_Name, Value
index=main ((EventCode=5136 AND LDAP_Display Name=description) OR (EventCode=4624
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address]
| table time, EventCode, ModAccount, Source_Network_Address, Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0

_time EventCode & #  Mod_Accounts #  Source_Network_Address 3 # Classs # DN3 7 logonDE # #  LDAP_ Display_Name & #  Value s

2023-05-30 16:40:05 5136 head.chef 0.0.2.6 computer CN=IHPOSTER-CRANOLA, CK=Computers, DE=BREAKFASTLAND, DC=LOCAL 0xBEZER

Figure 13 - Complex Query Using Event IDs 5136 and 4624

Note: This can also be detected through Event ID 4742 as with the SamAccountName
detections. However, because 'description’ is not included in the list of attributes contained
within the Event ID natively, the only way to identify the change is by correlating it with its
respective logon ID and Event 5136.

4.2.3.3 Detection with Event IDs 5136, 4624 and 4662
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index=main ((EventCode=5136 AND LDAP_Display_Name=description) OR (EventCode=4624
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Account=if(EventCode==5136, mvindex(Value, -1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0bject_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additionall\s+))"
| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table time, ModAccount, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Account, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by time, ChangedAccount

Figure 14 - Detection with Event IDs 5136, 4662, 4624 (1)

valuesMod_Account) =~ valuesObjecl_Properiies) = s values(Props) = # values(Source_Metwork_Address) = # values[Type) =

head. chef Properties: Directory Domain Sery

Figure 15 - Detection with Event IDs 5136, 4662, 4624 (2)

4.3 Display-Name

The_displayName attribute shows the display name of the object. Typically, this differs from
the format of the username.

As with the description attribute, we recognize that this attribute may not necessarily be
modified by an attacker during compromise. However, once again, we believe that tracking
this attribute may have benefits in environmental baselining, as well as ensuring the auditing
and tracking of sensitive information potentially added to descriptions by Administrators.

4.3.1 Modifying the Attribute (Attack)

10/41


https://learn.microsoft.com/en-us/windows/win32/adschema/a-displayname

Set-MachineAccountAttribute -MachineName IMPOSTER-GRANOLA -Attribute DisplayName -
Value IMPOSTER-AIRFRYER

PS C:%Powermad-master> Set-MachineAccountAttribute -Attribute DisplayName -Value IMPOSTER-AIRFRYER
cmdlet Set-MachineAccountAttribute at command pipeline position 1

Supply wvalues for the following parameters:
MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRANOLA attribute DisplayName updated

Figure 16 - Modifying the DisplayName Object

IMPOSTER-GRANCLA Properties L\\)

General Operating System Member Of Delegation Pass

tySupported Location Managed By Object Security Dialin
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Attribute Value
departmentNumber <not set>
description Breakfast Time!
desktop Profile <nat set>
= destinationndicator <not set>
File Action View Help displayMame IMPOSTER-AIRFRYER
+ = B i = | R g e SR displayMNameFPrintable  <not set>
es nE 0Bz Hm A8aTas distinguishedName ~ CN=IMPOSTER-GRANOLACN=Computers,
| Active Directory Users and Com|| Name Type Description division <not set>
= ;:V:K?:;'SND locaL || PEIMPOSTER-GRANOLA Computer Breakfast Time! :22;;?;323 '::;iimﬁRANOLA'““HG“'E”“”“'
v F I >
" Builtin d5CorePropagationD...  5/30/2023 12:51:09 PM Pacfiic Daylight Tir
— hmmmind PADC i ame b b

Figure 17 - DisplayName Attribute After Modification

4.3.2 Building The Detections

4.3.2.1 Detection with Event ID 5136

index=main EventCode=5136 Class=computer LDAP_Display_Name=DisplayName
| table time, EventCode, Class, DN, LogonID, Type, LDAP_Display_Name, Value

Figure 18 - Basic Detection with Event ID 5136

4.3.2.2 Detection with Event IDs 5136 and 4624

index=main ((EventCode=5136 AND LDAP_Display_Name=DisplayName) OR (EventCode=4624
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address]
| table time, EventCode, ModAccount, Source_Network_Address, Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0
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_time & Logon_ID ¢ values(Class) ¢ ./ values(DN) & # values(EventCode) ¢ #  values(LDAP_Display_Name) ¢ .# values(Mod_Account) ¢  values(Type) & #  values(Value) ¢

2023-05-30 17:32:09  Qx1F508A computer CN=IMPOSTER-GRANOLA, CN=Computers, DC=BREAKFASTLAND, DC=LOCAL 5136  displayName head. chef Active Directory Domain Services — IMPOSTER-AIRFRYER

Information
value Added

Figure 19 - Detection with Event IDs 5136 and 4624

4.3.2.3 Detection with Event IDs 5136, 4624 and 4662

index=main ((EventCode=5136 AND LDAP_Display_Name=displayName) OR (EventCode=4624
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Account=if(EventCode==5136, mvindex(Value, -1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
eval Props=Properties
eval AccessMask=Access_Mask
eval ObjectType=0bject_Type
eval ObjectName=0Object_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additionall\s+))"
| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table time, ModAccount, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Account, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by time, ChangedAccount

) A

. values[LDAP_Display_Mame) =~

5, DC=BREAKFASTLAND , DC=LOCAL displayNans

Figure 20 - Detection with Event IDs 5136, 4624 and 4662 (1)

valuesMod_Account) = & walues[Object_Properties) g walues[Props) =~ values(Solnce_Matwork_Address) = & values[Type) =

nead . chef Praparties:

2 Directory Damain Serv

Information
Value Added

Figure 21 - Detection with Event IDs 5136, 4624 and 4662 (2)

4.3.2.4 Detection with Event ID 4742

12/41



index=main AND EventCode=4742 Display_Name!="-" | rex field=Message "(?
<Changed_Account>(?ms)Account\s+Name. *?(Account\s+Name:\s+)(\w+.......... )"
| table time, ChangedAccount, Logon_ID, Display_Name

_time ¢ Changed_Account 3 / Logon_ID = 7 Display_Name $

Figure 22 - Detection with Event ID 4742

44 User-Account-Control and AccountDisabled
(ADS_UF_ACCOUNTDISABLE (0x00000002))

441 Background

The userAccountControl attribute stores the flags that control the behavior of the object.

These two (2) objects have been grouped together because the object changes we make to
disable the computer account are stored within the userAccountControl attribute; thus, we
are by proxy making a change to the userAccountControl attribute itself.

44.2 Modifying the Attributes (Attack)

P5 C:%Powermad-master> Set-MachineAccountAttribute -Attribute AccountDisabled -Value True
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRANOLA attribute AccountDisabled updated

Figure 23 - Disabling the Machine Account

| Active Directory Users and Computers —

File Action View Help

] Active Directory Users and Com|| Name Type Description
i Sewed Quierges 1% IMPOSTER-GRANOLA Comphter Breakfast Time!
w i BREAKFASTLAND.LOCAL
| Builtin
| Computers
2 | Domain Controllers

- = - .ot L

Figure 24 - AccountDisabled Attribute After Modification

4.4.3 Building the Detections

4.4.3.1 Detection with Event ID 5136
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index=main EventCode=5136 Class=computer
| table time, EventCode, Class, DN, LogonID, Type, LDAP_Display_Name, Value

_time 2 EveriCode 3 # Classs # DN = s logonD: #  Types #  LDAP Display_Name s # \alues

2023-05-31 80:50:29 5136 computer CH=IMPOSTER-CRAMOLA, Ch=Computers, DO=BREAKFASTLAND, DC=LOCAL ox1TCBCE Informstion userAccountControl 4114
c Directory Domain Services

2023-95-31 89:58:29 5136 computer CN=IHPOSTER-GRAMOLA, CN=Computers , DC=BREAKFASTLAND,DC=LOCAL 8x17CBC3 userAccountControl 4036

Figure 25 - Basic Object Modification Detection Query

*Note: The previous and current queries are all looking for modifications to a computer
object. If the account for which you are seeking to build a detection is a user object, make
sure to modify the 'Class’ parameter within the detections so it will pick up the changes made
to user objects. This will apply to all detections built that specify a ‘class’.

Reviewing the change in ADUC within the Attribute Editor mode, we can confirm that
disabling the account was applied to the userAccessControl attribute.

General Operating System Member Of Delegation Password Replics
Location Managed By Object Securty Diialn Atribute Eo

Attributes:
Atribute Value L
uid Mumber <ot set
unicodePwd <ot sets
] unixHome Directany <not st
) urix|serPassword <not sets
url ¢not set
userAccourtCaontrol 1002 = { ACCOUNTDISABLE | WORKSTS
uzerCer <not st
userCertificate <not set
§ userParameters <not set’
userPasawornd <ot sets
userPKCS12 <not sets
userPrincipalMame <not st
userSharedFolder ¢not set
userSharedFolderOther  <not sets -
L4 >
Edit Filter

Figure 26 - userAccountControl/AccountDisabled Post Modification

4.4.3.2 Detection with Event IDs 5136 and 4624
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index=main ((EventCode=5136 AND LDAP_Display_Name=userAccountControl) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address]
| table time, EventCode, ModAccount, Source_Network_Address, Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0

_time = EvertCode & 7 Mod_Account ¥ # Source_Metwork_Address = Class = Fd DN &
2023-95-31 89:50:29 5136  head.chef 16.8.2.6 computer CN=IMPOSTER-GRAMNOLA , CN=Computers, DC=BREAXFASTLAND, DC=LOCAL
2823-05-31 09:50:29 5136  head.chef 18.8.2.6 computar CN=IMPOSTER-GRANOLA, CN=Conputers , DC=BREAKFASTLAND , DC=LOCAL
Figure 27 - Detection with Event IDs 4624 and 5136 (1)
Logor_I = a4 Type = F LDAP_Display_Mame = Fd Walue = 4
B 17CBC3 Information serAccountControl 4114
Active Directory Domain Services
Value Added
@ 17CBC3 Information userAccountControl 4096

Active Directory Domain Services

Value Deleted

Figure 28 - Detection with Event IDs 4624 and 5136 (2)

4.4.3.3 Detection with Event IDs 5136, 4624 and 4662
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index=main ((EventCode=5136 AND LDAP_Display_Name=userAccountControl) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Account=if(EventCode==5136, mvindex(Value, -1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0bject_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additionall\s+))"
| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table time, ModAccount, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Account, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by time, ChangedAccount

Changed_Account  # waluesfAocessM ask) #

values(DN) = v welues{L DAP_Display_Name) =~

31 98:50:20 409G

userccountlontrol

puters, DC=BREAKFASTLAND  DC=LOCAL

2923-05-31 90:50:20 4114 Bx20 computar

puters, DC=BREAKFASTLAND, DC=LOCAL

2023-05-31 13:00:26 E computer uzerhccountlontrol

puters, DC=BREAKFASTLAND DC=L0CAL

Figure 29 - Detection with Event IDs 5136, 4662, 4624 (1)

Be17CBC3

userAccountContral Bx17CBC3

valuesiLagen_ID}
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walues{Props) #
valussiMod_Account) = # walues{Objecl_Properiies) 5 e E values|Source_MNelwark_Address) = values(Type) =

head. chef
Information
¥alue Deleted

hesd . chef iva Di
Information
¥alue Added

head. chef ive Di
Information

Figure 30 - Detection with Event IDs 5136, 4662, 4624 (2)

4.4.3.4 Detection with Event IDs 4725, 4742, and 4624

index=main ((EventCode=4742) OR (EventCode=4725) OR (EventCode=4624 AND
Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Account_Status=if(EventCode==4725,mvindex(Message, -1), mvindex(Message, -1))
| eval Account_Info=if(EventCode==4742,mvindex(Message, -1), mvindex(Message,-1))
| rex field=Account_Status "(?<Status>(A user account was disabled.))"
| rex field=Account_Info "(?<Changed_Account>(?
1117 Account\
s+Name. *? (Account\s+Name:\s+)(\w+.......... )"
| join type=outer Logon_ID

[ search (EventCode=4742)

| stats count by Logon_ID, 0ld_UAC_Value, New_UAC_Value

| table Account_Name, Logon_ID,Message, 0ld_UAC_Value, New_UAC_Value ]
| join type=outer Logon_ID

[ search (EventCode=4725)

| stats count by Logon_ID

| table Account_Name, Logon_ID, Message ]
| join type=outer Logon_ID

[ search (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address, ]
| table time, ChangedAccount, Source_Network_Address, Logon_ID, 0Old_UAC_Value,
New_UAC_Value, Status
| stats values by time, ChangedAccount,Source_Network_Address, Logon_ID, Status,
0ld_UAC_Value, New_UAC_Value
| table time, ChangedAccount, Source_Network_Address, Logon_ID, Old_UAC_Value,
New_UAC_Value, Status

Write Progerty 18.8.2.8 Active Directory Domain Services

Write Property 19.8.2.E Active Directory Domain Services

Write Property 18.9.2.6 Active Directory Domain Services
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time + Changed_Account + Source_MNetwork_Address +  Logor_ID + Old_UAC_Malue + Mew_UAC Walue = Status =

2023-03-31 @0:38:236 Subject 10.8.2.6 Bx17CBC3 0xE0 0xE1 A user account was disabled

Figure 31 - Detection with Event IDs 4725, 4742 and 4624

444 Modifying the User-Account-Control Attribute

Now, using PowerMad again, let's make a change to the userAccountControl attribute
directly.

Modifying the userAccountControl attribute requires a little work to understand how to
modify it correctly. You must use the Microsoft defined 'property flag' value in hexadecimal to
apply the change. If you attempt to modify via the property flag name, you will receive an
error message.

PS C:\Powermad-master> Set-MachineAccountAttribute -Attribute userAccountControl -Value PASSWD_NOTREQD
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the Tollowing parameters:

MachineAccount: IMPOSTER-GRANOLA
[-] Exception calling "SetInfo” with "0" argument(s): "The attribute syntax specified to the
directory service 15 invalid.

Figure 32 - Failed userAccountControl Modification Example
Microsoft provides a list of most property flags and their hexadecimal values here.

For this experiment, we will make a change to PASSWD_NOTREQD, using hexadecimal flag
0x0020 to correctly apply the change to theuserAccountControl attribute.

PS C:%Powermad-master> Set-MachinsAccountAttribute -Attribute userAccountControl -Value Ox0020
omdlet Set-MachineAccountAttribute at command pipeline position 1

Supply values for the following parameters:
MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRAMOLA attribute wserAccountControl updated

Figure 33 - Modification to userAccountControl Attribute (Success)

Looking back at ADUC, we can see the userAccountControl value has been changed
successfully.

Note: The change made to UAC also by default reenabled the account and applied the
NORMAL_ACCOUNT UAC property flags to the Machine Account.
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""" Users and Computers

File Action View Help

a2 F FBIXEdz HE| P aETER

= ﬁ!..r:tive Directory Users and Com|| Mame Type Description
> M Saved Queries 8 [MPOSTER-... Computer Breakfast Timel
v G5 BREAKFASTLAMD.LOCAL
% || Builtin
| Computers IMPUSTEF‘.-GHANDL:TgrupertiE 7 X
s |2 Domain Controllers
» [ ForeignSecurityPrincipal: General Operating System Member Of Delegation Password Replication
S Location Managed By Object  Securty Dialin Attribute Editor
L] Keys
s (2] KitchenDevices Attributes:
s | Lost&ndFound _ R
» [ Managed Service Accou Mo Ve
» || Program Data uid <nat set>
5 ] System uid Mumber <not set>
1 3 \forrs unicodePwd <not set>
: _I NTDS Quotas urixHome Directory <not set>
= i urixUserPassword <not et
» | TPM Devices ; ok ik
u not s
userAccountContral 0220 = [ PASSWD_NOTREQD | NORMAL,
userCert <not get>

Figure 34 - userAccountControl Post Modification

445 Confirming the Detections

Back in Splunk, we can see that our previous query relying on 5136 still picks up this change

without any additional modifications.

_time 2 EventCode ¢ Mod_Account & Source_MNetwork_Address ¢ #  Class® 7  DN# / logonlD® 4 Value ¢ .
023-05-31 13:00 ead. chef 10.9.2 compute CN=IMPOSTER-GRANOLA , CN=Conputer s, DC=BREAKFASTLAND, DE=LOCAL. xC1905 3z
2023-05-31 13:00:26 ead chef Wwez2s  computer CN=TMPOSTER-GRANDLA, CN=Conputers, DC=BREAKFASTLAND, DC=LOCAL. 8xC1905 4098
2023-05- 2 2. chaf we26  computer CN=IMPOSTER-GRANDLA , CN=Conputer s, DC=BREAKFASTLAND, DC=LOCAL. a3 ana
2823-95-31 89:50:29 ead chef 19.8.2 pute CN=TMPOSTER-GRANDLA, CN=Conputers, DC=BREAFASTLAND, DC=LOCAL. 8x1708C3 4896

Figure 35 - userAccountControl Detection Post Modification Confirmation

4.4 5.1Detection with Event IDs 4738 and 4624
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index=main AND Logon_ID=0xC19D5 EventCode=4738
| rex field=Message " (?<Account_Control>(?ms)\s+User\s+Account\s+Control.*?

.................................... )"

| rex field=Message "(?<Changed_Account>(?

1117 Account\
s+Name. *? (Account\s+Name:\s+)(\w+.......... )"

| table time,LogonID,01d_UAC_Value, New_UAC_Value, Account_Control, Changed_Account
| join type=outer Logon_ID

[ search (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address, ]
| table time, ChangedAccount, Source_Network_Address, Logon_ID, 0ld_UAC_Value,
New_UAC_Value, Account_Control

#  Source_Network_Address ¢ #  logon D3~  Old_UAC Value 3 #  New _UAC Value 3~  Account_Control 3

10.0.2.6 exC1805 axs1 ox14

Figure 36 - Detection with Event IDs 4738 and 4624

4.4.6 Understanding the 'Value' Field

There is another important call-out for this section that, at first glance, tends to make the
detections that utilize Event ID 5136 less specific. To more plainly understand what changes
are being made, we must identify and interpret the UAC property flags.

If we take another look back at our query that picks up our changes to the UAC attribute, we
can see the 'Value' column:

_time 3 EveniCode 3 »#  Mod Account? #  Source_Network_Address ¢ #  Class  # DN 7/ logonD: # Value & 4
2023-05-31 13:09:26 5136 head.chef 8.0.26 computer CN=THPOSTER-GRANOLA, CH=Conputers, DC=SREAKFASTLAND, BC=LOCAL oxC1905 12
2023-05-31 13:00:26 5136 head.chef 8.0.2.6 computer CN=IMPOSTER-GRANOLA, CH=Conputers, DC=BREAKF ASTLAND, DC=LOCAL 21905 4098
2023-05-31 99:30:29 5136 head.chef 0.6.2.6 computer CH=IMPOSTER-GRANOLA, CH=Conputers, DC=BREAKF ASTLAND, DC=LOCAL x17C8C3 14
0230 esd_chef 8.0.26 computer CN=THPOSTER-GRANOL A, Ch=Computers, DC=BREAKFASTLAND, DC=LOCAL Bx17CEC3 4095

Figure 37 - Value Field Call-Out
In this case, the 'Value' field directly pertains to the UAC property flag 'Value in Decimal'.

For example, if we look at the original UAC property, we can see that the 'Value" is equal to
4096, which maps to the first value deleted in our 'Value' column within our query.

2023-85-31 00:58:29 5136 head.chef 18.8.2.6 computer CN=IMPOSTER-GRANOLA, CH=Conputers , DC=BREAKFASTLAND , DC=LOCAL Bx17C2C3  Information userAccountControl 4096
Act Directory Domsin Services

Value Delete:

Figure 38 - UAC 4096
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Thus, we can read through the 'Value' field of this detection like so:

WORKSTATION_TRUST_ACCOUNT (4096)

WORKSTATION_TRUST_ACCOUNT (4096) ‘
& ACCOUNTDISABLE (2) = 4098 + A ONE
TIME APPLICATION OF LOCKOUT (16),
FOR ATOTAL ONE TIME VALUE OF 4114

WORKSTATION_TRUST_ACCOUNT (4096)
& ACCOUNTDISABLE (2) = 4098

ADDING PASSWD_NOTREQD (32)

4.5 DNS-Host-Name

451 Background

The dNSHostName attribute stores the registered DNS name of a computer object.

4.5.2 Modifying the Attribute (Attack)

Set-MachineAccountAttribute -Attribute DnsHostName -Value IMPOSTER-
DEVICE.IMPOSTERDOMAIN.LOCAL

P5 C:\Powermad-master> Set-MachineAccountAttribute -Attribute DnsHostName -Value IMPOSTER-DEVICE.IMPOSTERDOMAIN.LOCAL
omdlet Set-MachineAccountAtiribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRANOLA attribute DnsHostName updated

Figure 39 - Modifying the DnsHostName Attribute

We can confirm the change was successfully made in AD by checking the Attribute Editor
panel of ADUC.
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General Operating System Member Of Delegation Password Replicatic
Location Managed By Object Security Dial+n Atribute Bdit

Attributes:
Attribute Value -
department Number anot set
description Brealkfast Time!
. desktopProfile ¢not sets
,-l destinationIndicator <not st
[ dizplayMame IMPOSTER-AIRFRYER
displayMamePrintable  <not st
divigion <niot set>
dN5HostName IMPOSTER-DEVICE IMPOSTERDOMAIN L
4
String Attribute Editor ~
Attribute: dMSHostMame
Value:

IMPOSTER-DEVICE IMPOSTERDOMAIN LOCAL T

x| Cacs

Figure 40 - DnsHostName Post Modification

4.5.3 Building The Detections

4.5.3.1 Detection with Event IDs 5136 and 4624

index=main ((EventCode=5136 AND LDAP_Display_Name=dNSHostName) OR (EventCode=4624

AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address]
| table time, EventCode, ModAccount, Source_Network_Address, Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0

_tirme = EventCode 5/ Mod_Account = Source_Network_Address =~ Clasz = Fd DM =

20823-03-31 153:12:56 3126 head. chef 10.2.2.6 computer CN=IMPOSTER-GRANOLA, CN=Computers , DC=SREAXFASTLAND, DC=LOCAL

2023-83-31 15:12:36 3136 head. chef 10.8.2.6 computer CN=IMPOSTER-GRANOLA, CN=Computers , DC=BREAXFASTLAND  DC=LOCAL

Figure 41 - Detection with Event IDs 5136 and 4624 (1)
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Lagan_ID = 4 Type =

Bx27404D0 Information

Active Directory

Valus Added

Bx274040 Information

Active Direct

Value Deleta

d

ory

Fa LOAP_Display_Mame =

dM5Hos tName

Domain Services

diSHos tName

Domain Services

Figure 42 - Detection with Event IDs 5136 and 4624 (2)

4.5.3.2 Detection with Event IDs 5136, 4624, and 4662

index=main ((EventCode=5136 AND LDAP_Display_Name=dnsHostName)

#

Vialue =

IMPOSTER-DEVICE. IMPOSTERDOMAIN. LOCAL

IMPOSTER-GRANOLA breakfastland. local

AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))

| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Account=if(EventCode==5136,mvindex(Value, -1), mvindex(Value,-1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0Object_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?

=Additional\s+))"

| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,

Object_Properties]

| table time, ModAccount, Source_Network_Address ,

Class,

DN, Logon_ID, Type,

LDAP_Display_Name, Changed_Account, AccessMask, Props, Object_Properties

| where len(Class)>0

| stats values by time, ChangedAccount

_time 3 Changed_Account 3

waluesAccesshask) » valuesiClass) «

valuesiDN) =

computar

£

dNSHostHame Bx 274040

Computers, DC=BREAKFASTLAND, DC=L0CAL

Figure 43 - Detection with Event IDs 5136, 4662, and 4624 (1)

dhSHosthame B 274040

OR (EventCode=4624

values[LDAP_Display_Mame) waluesflogon_ID) ~
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valuesMod_Account) & valuesProps) & walues{Source_Mebdwork_Addiess) &

uesdObjec_Properiie i
haad. ct ite el 2 Domain
hzad. chef ite =1 A Domail
Figure 44 - Detection with Event IDs 5136, 4662, and 4624 (2)
4.5.3.3 Detection with Event ID 4742
index=main EventCode=4742 DNS_Host_Name!="-"
| rex field=Message "(?<Account>(?
1117 Account\

s+Name. *? (Account\s+Name:\s+)(\w+.......... )"
| table time, Account, LogonID, DNS_Host_Name

_tlime 7 Account ¥ Fd Logon_ID s DNS_Hosl_MName =

5:12:54 Subject Bx274940 IMPOSTER-DEVICE . IMPOSTERDOMAIN. LOCAL
5 I 5-1-5-21-1365 11-3446354287-3882071624-1183

Figure 45 - Detection With Event ID 4742

4.6 ms-DS-Additional-Dns-Host-Name

4.6.1 Background

The msDS-AddtionalDnsHostName attribute stores an additional DNS host name of a
computer object, if present. This attribute should only be legitimately updated when a
computer object is renamed.

4.6.2 Modifying the Attribute (Attack)

Set-MachineAccountAttribute -Attribute msDS-AdditionalDnsHostName -Value IMPOSTER-
MICROWAVE .IMPOSTERDOMAIN.LOCAL

P5 C:\Powermad-master> Set-MachineAccountAttribute -Attribute msD5-AdditionalDnsHostName -Value IMPOSTER-MICROWAVE. IMPOSTERDOMATIN. LOCAL
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRANOLA attribute msD5S-AdditionalDnsHostName updated

Figure 46 - Modifying the msDS-AdditionalDnsHostName Attribute
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We can confirm the modification was appropriately applied by viewing the Attribute Editor for

the object within ADUC.
H ; :
| General Operating System Member Of Delegation Pasaword R
L Location Managed By Object Security Chialn Attrib
5| Aftributes:
1 Attribute Value "
middlieMame ot et
muobile <not st
” msCOM-UserPartition... <not set>
[ msDRM-ldentityCertifi... <not set>
B maDS-AddiionalDns... IMPOSTER-MICROW: IMPOSTER-MICROV
a1 Allaed T Mlel P R
Multi-valued String Editor b X
Attribute: mzD5-AdditionalDnsHost Name
Walue to add:
[ Add
Walues: ”
IMPOSTER-MICROW HEraTE L
IMPOSTER-MICROWAVE IMPOSTERDOMAIN.LO!

Figure 47 - msDS-AdditionalDnsHostName Post Modification

4.6.3 Building the Detections

4.6.3.1 Detection with Event IDs 5136 and 4624

index=main ((EventCode=5136 AND LDAP_Display_Name=msDS-AdditionalDnsHostName) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))

| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))

| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))

| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address]
| table time, EventCode, ModAccount, Source_Network_ Address, Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0

_lime & EventCode = & Mod_Accourt 5 & Source_Network_Address 5 # Class = rd DN =

2023-03-31 15:48:32 5136 head. chef

18.8.2.6 computer CH=IMPOSTER-GRAMOLA  CH=Computers  DC=SREAKFASTLAND ,DC=LOCAL
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Figure 48 - Detection with Event IDs 5136 and 4624 (1)

Lagon_ID = F4 Type = ) LOAP_Display_Mame =
BxBOOBF Information m=05-AdditionalinzHostMame
Active Directory Domain Services
Value Added

Figure 49 - Detection with Event IDs 5136 and 4624 (2)

4.6.3.2 Detection with Event IDs 5136, 4624 and 4662

ra

Value

THPOSTER-HICROWAVE . IMPOSTERDOMAIMN . LOCAL

index=main ((EventCode=5136 AND LDAP_Display_Name=msDS-AdditionalDnsHostName) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))

| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))

| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),

mvindex(Account_Name, -1))

| eval Changed_Account=if(EventCode==5136,mvindex(Value,-1), mvindex(Value,-1))

| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_ Address
| table Account_Name, Logon_ID, Source_Network_Address ]

| join type=outer Logon_ID

[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20

| eval Props=Properties

| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0Object_Name

| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?

=Additional\s+))"

| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,

Object_Properties]

| table time, ModAccount, Source_Network_Address , Class,
LDAP_Display_Name, Changed_Account, AccessMask, Props, Object_Properties

| where len(Class)>0
| stats values by time, ChangedAccount

Figure 50 - Detection with Event IDs 5136, 4662, and 4624 (1)

waluesMod_Account) & valvesiProps)

head. chaf Progerties Write Property Write Property

DN, Logon_ID, Type,

rs, DC=BREAKFASTLAND, DC=LOCAL

values(Source_Nebwork_Address) &

waluesType) =

Directory Domain
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Figure 51 - Detection with Event IDs 5136, 4662, and 4624 (2)

4.7 User-Parameters

4.7.1 Background

The userParameters attribute stores a Unicode string that is utilized by applications to
retrieve user session configuration data.

4.7.2 Modifying the Attribute (Attack)

Set-MachineAccountAttribute -Attribute userParameters -Value ‘Some Application String
Here’

P5 C:\Powermad-master> Set-MachineAccountAttribute -Attribute userParameters -Value "Some Application 5tring Here'
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[+]1 Machine account IMPOSTER-GRANOLA attribute userParameters updated

Figure 52 - Modifying the userParameters Attribute

IMPOSTER-GRAMNOLA Properties ? H
General Operating System Member Of Delegation Password Replication
Location Managed By Ohject Security Dialn Attribute Editor
Attributes:

Atribute Value "
unicode Pwd <not set:

unixHome Directary «not et

unix serFassword <rot st

ur <not et

userAccourtControl (1000 = ( WORKSTATION_TRUST_ACCC
userCert <not sets

user_erificate <not set>

userParameters Some Application String Here

userPassword <not set>

userPKC512 «not et

Figure 53 - userParameters Post Modification

4.7.3 Building the Detections

4.7.3.1 Detection with Event IDs 5136 and 4624
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index=main ((EventCode=5136 AND LDAP_Display_Name=userParameters) OR (EventCode=4624

AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address]
| table time, EventCode, ModAccount, Source_Network_Address, Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0

_tirne = EventCode = # Mod_Account = # Source_Network_Address = 4 Class = s DN =

20231-06-81 11:33:54 5136 head. chef

Figure 54 - Detection with Event IDs 5136 and 4624 (1)

Lagarn_ID = i Type = 4 LOwaP_Display_Mame = Fad Value =

d=FBADS Information uzerParametersz Some Application String Here
Active Directory Domainm Services
Value Added

Figure 55 - Detection with Event IDs 5136 and 4624 (2)

4.7.3.2 Detection with Event IDs 5136, 4624 and 4662

18.8.2.6 computer CN=IMPOSTER-GRAMOLA, CH=Computers, DC=SREAXFASTLAND  DC=LOCA
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index=main ((EventCode=5136 AND LDAP_Display_Name=userParameters) OR (EventCode=4624

AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Value=if(EventCode==5136, mvindex(Value, -1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0bject_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additionall\s+))"
| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table time, ModAccount, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Value, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by time, ChangedVvalue

userParameters

Figure 56 - Detection with Event IDs 5136, 4662, 4624 (1)

values{Mad_Account) -’ wvalues[Props) Fd values{Source_MNetwork_Address) F
E values[Object_Properiies) - & S E

head chef

Figure 57 - Detection with Event IDs 5136, 4662, 4624 (2)

4.7.3.3 Detection with Event ID 4742

This can also be detected with Event ID 4742, but in this case, it’s rather unhelpful, given
that it tracks an object that has been changed, but the change to userParameters is not

displayed.

values{AcoesshMask) £ walues{Class) < welues{LDAP_Display_Name) ra waluesLogon_ID)
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index=main EventCode=4742 User_Parameters!="-"

| rex field=Message "(?<Account>(?

1117 Account\
s+Name. *? (Account\s+Name:\s+) (\w+.......... )"

| table time, Account, LogonID, User_Parameters

_time 7 Account = ’ Logon_ID = & User_Paramelers 5

Figure 58 - Detection with Event ID 4742

4.8 Alt-Security-ldentities

4.8.1 Background

The altSecurityldentities attribute stores mappings for X.509 certificates/external Kerberos
user accounts to an object, allowing an alternate means of authentication.

4.8.2 Modifying the Attribute (Attack)

Set-MachineAccountAttribute -Attribute altSecurityIdentities -Value ‘{X509:<I>
DC=LOCAL, DC=BREAKFASTLAND, CN=BREAKFASTLAND-CA-01<S>DC-LOCAL, DC=BREAKFASTLAND,
CN=Users, CN=dacled.egg}”

Note: the above command is not a functional attack within the lab environment. A change
was made in this case to specifically trigger a modification to the attribute, and like most
sections within this blog series, our focus is on building detections for the attribute
modifications and not on the attacks themselves.

-Attribute altSecurityIdentities —Value "[X509:<I> DC-LOCAL, DC-BREAKFASTLAND, CN-BREAKFASTLAND-CA-01x5>DC-LOCAL, DC-BREAKFASTLAND,CN-Users, CN-dacled.eng})”
Gon 1

altSecurityIdentities updated

Figure 59 - Modifying the altSecurityldentities Object
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APOSTER-GRAMOLA Properties . - O

i
m
e

General Operating System Member Of Delegation Password Replication
Location Managed By Object Security Dialin Attribute Editor

Attributes:
Attribute Value 2
account Bxpires {never)
accourtNameHistary <not st
] aC5PolicyName <not set>
) adminCourt <not set>
adminDescription <not set>

adminDisplayMame <not set>
alt Securityldentities {%509:<|> DC=LOCAL, DC=BREAKFASTLAI

assistant <not set
1 attributeCertificatefti... <not sat>

audio <not sets

badPassword Time Inever)| multi-valued String Editor et

badPwdCourt 0

businessCategory <ot sl Attribute: alt Securityldentities

C <niot sed

< Value to add:

- [ | Add

Walues:
{¥50%:<|> DC=LOCAL, DC=BREAKFASTLAMD, CN- Femove

Figure 60 - Object Post Modification

4.8.3 Building the Detections

4.8.3.1 Detection with Event IDs 5136 and 4624

index=main ((EventCode=5136 AND LDAP_Display_Name=altSecurityIdentities) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address ]

| table time, EventCode, ModAccount, Source_Network_ Address , Class, DN, Logon_ID,

Type, LDAP_Display_Name, Value
| where len(Class)>0

EveniCode Mod_sccount # Source_NMetwork_Address # Class o~
_time B = 3 = CM =

2023-06-02 14:18:36 5136 head. chef 16.8.2.6 computer

V'

Logon_ID

Bx1E3AIC
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Figure 61 - Detection with Event IDs 5136 and 4624 (1)

LOAP_Displiay_Mame Fd
Iypa = Fd = Value =

Information altSecurityldentities {K390:<I> DC=LOCAL, DC=BREAKFASTLAND, CN-BREAKFASTLAMD-CA-81=3>DC-LOCAL, DC=BREAKFASTLAND,CM=Users,

Directory Domain CN=dacled.egg})

Figure 62 - Detection with Event IDs 5136 and 4624 (2)

4.8.3.2 Detection with Event IDs 5136, 4624, and 4662

index=main ((EventCode=5136 AND LDAP_Display Name=altSecurityIdentities) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Value=if(EventCode==5136,mvindex(Value, -1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0Object_Type
| eval ObjectName=0Object_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additional\s+))"
| table Account_Name,Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table _time, Mod_Account, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Value, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by _time, Changed_Value, Logon_ID

Figure 63 - Detection with Event IDs 5136, 4662, and 4624 (1)

32/41



Fa # .
values|LDAP_Display _MName) 2 waluesiMod_fccount) = = & valuesProps) = values{Source _Metwork_Address) values[Type) =

urityIdentities

Figure 64 - Detection with Event IDs 5136, 4662, and 4624 (2)

4.9 MSMQ-Sign-Certificates

4.9.1 Background

mSMQSignCertificates is a blob type attribute that stores certificate values.

4.9.2 Modifying the Attribute (Attack)

For this attribute, it is important to note that we will be 'attacking' the objects attribute two (2)
different ways. The first method will leverage PowerMad to modify the object to the Boolean
value of True. The second method will leverage a proof-of-concept script written by Will
Schroeder (@harmjOy) in this blog.

As before, we will modify the mSMQSignCertificates attribute with the following PowerMad
command:

Set-MachineAccountAttribute -Attribute mSMQSignCertificates -Value $true

P5 C:'\> Set—MachineAccountAttribute -Attribute mSMQSignCertiticates —Value $true
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[+] Machine account IMPOSTER-GRAMNOLA attribute m&SMQ51gnCertificates updated

Figure 65 - Modifying the mSMQSignCertificates Object
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IMPOSTER-GRAMOLA Properties 4 X

General Operating System Member Of Delegation Pazsword Replication
4 Location Managed By Obiject Security Diakin Mtrbute Editor

Attributes:
Attribute Value iy
|| msExchisbeledURI  enot sets
msl|5-FTFDir <not set>
mell5-FTPRoat <not set>

mslmaging-HashAlgor... <not set:
mslmaging-Thumbprin... <not set

me-Mes-AdmPwd <not set>
: ms-Mcs-AdmPwdBspi... <not set>
mSMGDigests anot set>
§ mSMCDigestsMig <not set>

mSMQSignCertificates TRUE

mSMQSignCerificate... <not set>
ma MNP Allow Dialin <nit set >
maMPCallingStation!D  <not set>

Figure 66 - mSMQSignCertificates Post Modification

4.9.3 Building the Detections

4.9.3.1 Detection with Event IDs 5136 and 4624

index=main ((EventCode=5136 AND LDAP_Display_Name=mSMQSignCertificates) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM"))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| join type=outer Logon_ID

[ search (EventCode=5136) OR (EventCode=4624)

| stats count by Logon_ID, Account_Name, Source_Network_Address

| table Account_Name, Logon_ID, Source_Network_Address ]
| table _time, EventCode, Mod_Account, Source_Network_Address , Class, DN, Logon_ID,
Type, LDAP_Display_Name, Value
| where len(Class)>0

_lime = EventCode = # Mod_Account = & Source_Metwark_Address = # Class = Fa

i
=
[N}
[*¥]
]
=
(=1}
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5136 head. chef 18.8.2.6 computer
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Figure 67 - Detection with Event IDs 5136 and 4624 (1)
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[ # Logon_ID = # Type = 3 LDAP_Dizplay_Mame 5~

CN=IMPOSTER-GRANOLA , CM=Computers , DC=BREAKFASTLAND, DC=LOCAL Bx 182062 Information miMQSignCertificates
Active Directory Domain Services
Value Added

CN=IMPOSTER-GRANOLA, CN=Computers , DC=EREAKFASTLAND, DC=LOCAL Bx 182062 Information miMQSignCertificates

Active Directory Domain Services

Value Deleted

Figure 68 - Detection with Event IDs 5136 and 4624 (2)

4.9.3.2 Detection with Event IDs 5136, 4624, and 4662

index=main ((EventCode=5136 AND LDAP_Display_Name=mSMQSignCertificates) OR
(EventCode=4624 AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Value=if(EventCode==5136,mvindex(Value,-1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name, Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0bject_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additional\s+))"
| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table _time, Mod_Account, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Value, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by _time, Changed_Value, Logon_ID

tirne = Changed_Velue = # Legon_ID = # walues{hccessMask) = 4 valsesiClass) =~ valuses(DN] = o walues(LDAP Display_Name] =
023-06-05 17:12:08 <Binary® 0298850 D20 conputar CN=IMPOSTER-CRANOLA, CN=Computers, DC=BREAKFASTLAND , DC=LOCAL mSM)Signlertificates
2023-96-05 17:17:08 <Binary® @<EEE4T Bx20 computer CN=IHPOSTER-GRANOLA, CN=Computers, DC=BREAKFASTLAND  D{=LOCAL mSM)Signlertificates
2023-96-05 17:25:59 <Binary> 0x170E0E 820 computar CN=IMPOSTER-GRANOLA, CN=Computers, DC=BREAKFASTLAND , DC=L0OCAL mEM)Signlertificates
2023-96-05 17:26:30 <Binary> 8182052 820 computar CN=IMPOSTER-GRANOLA, CN=Computers, DC=BREAKFASTLAND  D{=L0OCAL mSM)Signlartificatas

Figure 69 - Detection with Event IDs 5136, 4662, and 4624 (1)

Walue =

<Binary>

<Binary>
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Figure 70 - Detection with Event IDs 5136, 4662, and 4624 (2)

4.9.4 Utilizing POC Script for Object Modification

As stated earlier, we can also utilize HarmJ0y’s POC script to modify this attribute, and the
previously built detection will pick it up.

PS5 C:\a219057e! Taedf 69d32e04c0f1874f-783ac0851923F98975573b5392af9be0226ae539> New-ADPayload -Path C:\Users\head.chef\Desktop\malicious.ps1l -TriggerAccount IMPOSTER-GRANOLAS -Verbose
VERBOSE: Paylo stored in 'msMQSignCertificates’ parameter for CN=IMPOSTER-GRANOLA,CN=Computers,DC=BREAl STLAND, DC=LOCAL

SleepSeconds EncodedPayload TriggerScript

60 S030yFdQ8kjNycIXCMBvykIRVAIA sal a New-Object;$DC=([ADSI]'LDAP://RootDSE").dnshostname; $0C="";while($True) {Start-Sleep 60;S$S=[adsisearcher][adsi]"6C://$DC"; $5.Filter="(&(d

Figure 71 - POC Script Attribute Modification

4.10 MSMQ-Digests

4.10.1 Background

The mSQMDigests attribute stores an array of corresponding 16-byte hexadecimal digest
strings of an MD5 hash of the certificate stored within the mSMQSignCertificates attribute.

4.10.2 Modifying the Attribute (Attack)

Likely due to the reliance on mSMQSignCertificates, we were unable modify this attribute
successfully with PowerMad.

PS C:\a219057e9d2faedf69d32e04c0f1874F-783ac085192398975573b5392af9be0226ae539> Set-MachineAccountAttribute -Attribute mSMQDigests -Value '5330334F79466451386B6A4E79636(58"
cmdlet Set-MachineAccountAttribute at command pipeline position 1
Supply values for the following parameters:

MachineAccount: IMPOSTER-GRANOLA
[-] Exception calling "SetInfo” with "0" argument(s): "A constraint violation occurred.

Figure 72 - Failed PowerMad Modification

However, we were able to modify the mSMQDigests attribute through ADUC with a 16 byte
value pulled from the hexadecimal string to trigger the change to the attribute.
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Figure 73 - Modifying mSMQDigests Through ADUC

4.10.3 Building the Detections

4.10.3.1 Detection with Event IDs 5136 and 4624

index=main ((EventCode=5136 AND LDAP_Display_Name=mSMQDigests)
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND

Account_Name!="SYSTEM"))

OR (EventCode=4624

| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID,-1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))

| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address

| table _time,

Type,

| table Account_Name, Logon_ID, Source_Network_Address ]
Mod_Account, Source_Network_Address ,

EventCode,

LDAP_Display_ Name, Value

| where

_tirme =

2023-06-14 14:37

2023-06-1

2023-p5-14 1

4

14:5T:

31:27 5136

len(Class)>0

EventCode = »

7:37 5136

a7 5136

Mod_Account =~

head. chef

head. chef

head. chef

Source_Metwork_Address S

F4

Class = s’

computer

computer

computer

DM =

Class,

CH=IMPOSTER-GRANOLA, CN=Compu

DN,

ters, IC=EREAKFASTLAND , DC=LOCAL

CN=IMPOSTER-GRANOLA, CN=Computers, DC=BREAKFASTLAND , DC=LOCAL

CN=IMPOSTER-GRANOLA , CN=Computers , DC=BREAKFASTLAND  DC=LOCAL

Logon_ID,
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Figure 74 - Detection with Event IDs 5136 and 4624 (1)

Legon_ID = # Type = & LOwdP_Display_MName = # Walue =

Bx4BATI] Information meM{Digests <Binary>
Active Directory Domain Services
Yalue Added

Bxd4BAT] Information meMDigests Binary=
Active Directory Domain Services

Valus Deleted
BxdBAT] Information mEM{Digests “Binary>

Active Directory Domain Services
Valus Added

Figure 75 - Detection with Event IDs 5136 and 4624 (2)

4.10.3.2 Detection with Event IDs 5136, 4624 and 4662

index=main ((EventCode=5136 AND LDAP_Display_Name=mSMQDigests) OR (EventCode=4624
AND Account_Name!="*$" AND Account_Name!="ANONYMOUS LOGON" AND
Account_Name!="SYSTEM") OR (EventCode=4662 AND Access_Mask=0x20))
| eval Logon_ID=if(EventCode==4624,mvindex(Logon_ID,-1), mvindex(Logon_ID, -1))
| eval Mod_Account=if(EventCode==4624,mvindex(Account_Name, -1),
mvindex(Account_Name, -1))
| eval Changed_Value=if (EventCode==5136,mvindex(Value,-1), mvindex(Value, -1))
| join type=outer Logon_ID
[ search (EventCode=5136) OR (EventCode=4624)
| stats count by Logon_ID, Account_Name, Source_Network_Address
| table Account_Name,Logon_ID, Source_Network_Address ]
| join type=outer Logon_ID
[ search index=main Account_Name!=*$ EventCode=4662 Access_Mask = 0x20
| eval Props=Properties
| eval AccessMask=Access_Mask
| eval ObjectType=0bject_Type
| eval ObjectName=0bject_Name
| rex field=Message "(?<Object_Properties>(?ms)(?<=)Properties:(.*?)(?
=Additionall\s+))"
| table Account_Name, Logon_ID,Props,AccessMask,ObjectType, ObjectName,
Object_Properties]
| table _time, Mod_Account, Source_Network_Address , Class, DN, Logon_ID, Type,
LDAP_Display_Name, Changed_Value, AccessMask, Props, Object_Properties
| where len(Class)>0
| stats values by _time, Changed_Value, Logon_ID
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023-96-14 14:57:27 <Binary> Qxdfati ox20 computar Ch=IMPOSTER-GAANOLA, CN=Computars, DC=BREAKFASTLAND, DC=LOCAL

2823-96-14 14:57:37 <Binary> DxdbAT Bx20 computar CH=IMPOSTER-GRANOLA, CH=Computars, DI=EREAKFASTLAND, DC=LOCAL

Figure 77 - Detection with Event ID 5136, 4662, and 4624 (2)

5 Conclusion

As you may have noticed, many of the queries use the same 'template query', where the only
value changed in the query is the attribute that we have modified. This template query can
be used to track changes for most AD attributes. Feel free to experiment with it, perhaps by
adding multiple attributes to a single detection (e.g., track samAccountName, description,
and displayName all in the same query) or by changing the joins/table columns to customize
the table view to what’s going to be most valuable for your environment and detection needs.

Also, note that this post is mainly dealing with modifications to objects of a computer, and we
didn’t do much in terms of modifying user objects. That said, in most cases, as long as Class
is not specified as computer, detections built using Event ID 5136 will still pick up on changes
to user objects. However, in cases where we used Event ID 4742, ensure you switch the
Event ID in question to 4738 (a user object was modified).

This blog would not have been possible without help from the following people:
Charlie Bromberg (@_nwodtuhs)
Jonathan Johnson (@jsecurity101)

Jim Sykora (@jimsycurity)

Kevin Clark (@GuhnooPlusLinux)
And finally, stayed tuned for our third and final part of this blog series.
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Thanks for reading!

6 References

https://www.thehacker.recipes/ad/movement/dacl

PowerMad References:

https://github.com/Kevin-Robertson/Powermad

https://stackoverflow.com/questions/39226518/filtering-only-second-account-name-in-
windows-event-log-using-a-regex

Windows Events:

https://learn.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4662

https://learn.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4624

https://learn.microsoft.com/en-us/windows/security/threat-protection/auditing/event-5145

https://learn.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4742
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https://learn.microsoft.com/en-us/windows/win32/adschema/a-samaccountname
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https://learn.microsoft.com/en-us/windows/win32/adschema/a-description

Display-Name:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-displayname

User-Account-Control/AccountDisbled:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-useraccountcontrol

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/useraccountcontrol-

manipulate-account-properties

DNS-Host-Name:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-dnshostname
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Ms-DS-Additional-Dns-Host-Name:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-msds-additionaldnshostname

User-Parameters:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-userparameters

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-ada3/8710a141-a607-
4b14-9d7c-f6370bffob96

Alt-Security-ldentities:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-altsecurityidentities

https://www.riskinsight-wavestone.com/en/2021/06/microsoft-adcs-abusing-pki-in-active-
directory-environment/#section-3-4

https://specterops.io/wp-content/uploads/sites/3/2022/06/an_ace_up_the_sleeve.pdf

https://wald0.com/?p=179

https://labs.withsecure.com/tools/sharpgpoabuse

https://eladshamir.com/2023/01/25/RODCs.html

https://www.rapid7.com/blog/post/2023/06/02/metasploit-weekly-wrap-up-12/

MSMQ-Sign-Certificates:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-msmgsigncertificates

https://blog.harmj0y.net/powershell/command-and-control-using-active-directory/

ttps://gist.github.com/HarmJ0y/a219057e9d2faedf69d32e04c0f1874f

MSMQ-Digests:

https://learn.microsoft.com/en-us/windows/win32/adschema/a-msmqdigests
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