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Intro

The Sysmon ProcessAccess event has been used in threat hunting_ and detection efforts in
order to alert on techniques such as process injection and credential access.

According to the Sysinternals website, the Sysmon ProcessAccess event reports when a
process opens another process, an operation that’s often followed by information queries or
reading and writing the address space of the target process.

Johnny Johnson’s research into which APIls map to Sysmon events shows us that the
Sysmon ProcessAccess event gets its information from the ntopenprocess™ and
"NtAlpcOpensenderProcess Windows APls.

We can also look at the Sysmon Community Guide for an explanation of the various fields
contained in the Sysmon ProcessAccess event as well as a sample configuration file
containing rules that correspond to this event.

A particular field of interest for this blog post is the CallTrace field, which, according the
Sysmon Community guide, includes the DLL and the relative virtual address of the

functions in the call stack right before the open process call.

Very interesting indeed and leads to the question of whether we can extract any detection
value out of this field.

With this in mind, the purpose of this blog post is to look at the above question and take a
deeper dive into the Sysmon CallTrace field in order to demonstrate how it can be used for
both writing Sysmon rules as well as hunting for particular TTPs.

Before diving in, it is important to note that hunting within the Call Trace field is not a brand
new concept, Andrey Skablonsky presented on the topic for Zero Nights 2019. This
presentation served as the inspiration for this blog post.

Methodology

A sample Sysmon Process Access event can be found here:
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?
eventid=90010 — taking a look at the CallTrace field, we see values like
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C:\Windows\SYSTEM32\ntdll.d11+a5594 and " C:\Windows\system32\KERNELBASE.d11+1e865 —
these are the relative virtual addresses of the functions contained within the call stack at the
time that the ProcessAccess event occurred.

In order to extract value from these events and make them readable to humans, we need a
way to look up these addresses and translate them to their corresponding functions.

There are probably numerous ways to accomplish this task, however, for the purposes of this
post, WinDbg and Process Monitor will be used.

Using WinDbg, we need to either start the process we need to monitor via the debugger or
start the process first and then attach a debugger to it. After doing so, a breakpoint needs to
be set on the CreateUserProcess API call: bp ntdlli!zwCreateUserProcess
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B A& E ModlLoad: @@ee7ffe 95438800 @@eR7ffe 95576888  C:\Windows\System32\Windows.StateRepositoryPS.dll
al ModLoad: eeee7ffe” 8a410000 Beea7ffe’ 8a58e00@  C:\Windows\System32\TaskFlowDataEngine.dll

MName Value InstructionOffset  ReturnOffset FrameOffs, ModLoad: e@ee7ffe” 3f580000 peee7ffe 8fa2200@  C:\Windows\System32\cdp.dll

ModLoad: e@ee7ffe” Jef2eeee eeea7ffe’9f@5cesd  C:\Windows\System32\dsreg.dll

(3184.1fa@): C++ EH exception - code e@6d7363 (first chance)

Parameters 0 (3184.1fa8): C++ EH exception - code eB6d7363 (first chance)

Attributes OxTHeaT0021d6  OxTHeaTO8f585 0x57022¢ onecorecom\combase\dcomrem\preventrundownbias.cpp(1310)\combase.dl]!0@067FFEAT54302C: (caller: B@OA7FFEA7SA

B ModlLoad: @@es7ffe” 937a800@ veee7ffe 937bosea :\Windows\SYSTEM32\uspi@.dll
ModLoad: @@e@7ffe ob2ceeoe oeee7ffe 9b2ddeee :\Windows\SYSTEM32\MPR.DLL
ModlLoad: @@e87ffe” 4b656808 ©eeAT7ffe 4bbl266a \Program Files\Microsoft Office\root\Officel6\gfx.dll
ModLoad: @@ee7ffe” 87ccesoe Beea7ffe’ 87cecesd \liindows\SYSTEM32\srpapi.dll
ModLoad: @@ee7ffe” 3e5a0600 Beea7ffe lededosn \Program Files\Common Files\Microsoft Shared\VBA\VBA7.1\VBE
ModlLoad: @@ee7ffe” 83f3eeee veee7ffe 89225000 \Windows\SYSTEM32\UIAutomationCore .DLL
ModLoad: ©8000008" 61650800 ©EEAOEEE 61722000 \lindows\SYSTEM32\MSVCR186.d11
ModLoad: e@ee7ffe” 8daleeee ©eea7ffe’ 8dadeesd \Windows\system32\dataexchange.dll
ModLoad: eeee7ffe” Seb2eeee eeea7ffe’ Sedbiese \Program Files‘\Common Files\Microsoft Shared\VBA\VBA7.1\VBE
ModLoad: @@eee19f c16e6600 0080919 c17660608 \Program Files\Common Files\Microsoft Shared\VBA\VBA7.1\1@3
ModLoad: @@e87ffe” 895ceB08 BOBOT7ffe 89520088 \llindows\System32\wshom.ocx
ModLoad: @@ee7ffe” 87aseeee eeea7ffe’ 87a8besa \liindows\System32\ScrRun.d1l
ModLoad: eaee?ffe‘gcmeaae @eea7ffe’ Sc242008 \ProgramData\Microsoft\Windows Defender\platform\4.18.2011.

Pt e weehf 7ffe” adell008 :\Windows\SYSTEM32\gpapi.dll
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KERMELBASE!CreateProcessinternalW + Oxfdc
KERMELBASE!CreateProcessW + 0x66
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AppVIsvSubsystems64!VirtualizeCurreniThread + 0xa983
AppVIsvSubsystems64!VirtualizeCurreniThread + Oxa22da
AppVlsvSubsystems64!VirtualizeCurreniThread + 0x0af3e
AppVIsvSubsystems64!VirtualizeCurrentThread + 0xObb&T

wshom!CreateNewProcessW + 0x91

1 wshom!CWshShell:Exec + 0x280
OLEAUT22!DispCallFuncAmd64 + 0x7f
OLEAUT22!DispCallFunc + 0x226

[Oxd OLEAUT32ICTypelnfol:Invoke + 0x395
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wshom!CDispatch:invoke + Oxb9
wshom!CWshEnvProcessilnvoke + Oxdd
VBET!rtcErrObj + Ox5adTc

Locals | Watch Threads | Stack | Breakpoints

The screenshot above illustrates a debugger running, in this case attached to the
WINWORD.exe process, with the breakpoint highlighted above it.

2/15


https://docs.microsoft.com/en-us/sysinternals/downloads/procmon

The "Stack" window shows us the same values as would be found in the CallTrace field of
the Sysmon ProcessAccess event, however, we can see that WinDbg has translated the

function calls for us.

The Process Monitor "Stack Summary" can also be used to translate call trace values:

|
Stack traces during trace:

|| Mame % Court Time %Time  Location Module Offset Path -
e 00.00000% 00002669  100.00000% <Al> <Al> 0D <All>

[ U procdump6é.exe 00.00000% 0.0002663  100.00000% procdumpEd.exe procdumpE4.exe(760} 0D C:\Users'administrator’Desktop'p!

£ U PillserThresdStart + (21 00.00000% 0.0002663  100.00000% RlUserThreadStart + (k21 el i * ~\Windows\System32\rtdl dl
= U Base Threadinit Thunk + Bx14 00.00000% 0.0002669  100.00000% Base Threadinit Thunk + Bx14 kemel32dl (% 12694 Yindows System3z\kemel32.c
1 U procdumpbd sxs + 512694 1634923 00000052 1.34830% procdumphd xe = k12654 procdumpE exs rs addministrator Desktop pi
- U PssCaptureSnapshat = Oele 1£3492% 00000052 1.34830% PesCapiureSnapshot + Dile KemelBase.dl (Oxdeb7e

=1 U PssMCaptureSnapshot + 0c114 163492% 00000052  154330% PesNiCaptureSnapshot + el 14 rtdlldi — v 5y stem 32 rd] dl

£ U PsshtwakSnapshot + x60s 1634927 00000052  1.94830% PssNeWakkSnapshot + Ox6le il (1113964 sindows:Systemaz el il
= g ?‘S:::::DT;I;;P;CE“ ] i@l Event Properties - Event 10, Sysmon G X -
= K MQueryinfornationFracess + (491 l.ex
B K loGQueryFleDosDeviceName Ok | CS"er2! | Details -
= K loQueryFileDosDevice Name + O lex
= K loQueryFileDosDeviceName +| Process accessed: lex
5 K lofCalDriver + 0¢55 E:\_erNam::ot;)c:giqsl“]ea;dazggaogia'gm,terhnique_name:Credential Dumping,function_name=PssCaptureSnapShot Lex

clime: of Pl 13308,
S K FDecodeParameters ¢ | o b cessGUID: {26d732db- Tebd-Sfed-1501-00000D002400} 3
& K FtDecodeParametet o, o ocessid: 9760 oL
8 K FtDecodeParam SourceThread|d: 3848 FL
K FitDecodePa Sourcelmage: C:\Users\administrator\ Desktop\procdump6d.exe FL
= U procdumpBd exe + (12722 TorgetProcessGLID: {26d732db-Tebd-5fed-1601-DD00D000200} ol
= U procdumpb4 exe + (x12a38 TargetProcessld: 6304 \pl
51 U procdumpé sxe + 012528 Targetimage: C:\Windows\system32\lsass.exe e
51 U procdump6A exe + G310 GrantedAccess: Ox1 FFFFF 2
= 1 MiniDumpWiteDump + 627 CallTrace: CE\W\ndows\SYSTEMSZ\nth.d\H9:954|C:\Wmduws\SYSTEMSZ\nth.dH+1BEFU\C:\Wmdows\SystemBF_\KERNELq||+ des?elc: kd
= i " \Users\administrator\ Desktop\ procdump6d. exe-+ 12694|CA\Windows\ System32\KERNEL32.DLL + 1 7034|C:\Windews\SYSTEM:

5 U dbgeare.di + (6222 1. dll+4d0d" Ed
[ U MiniDump ReadDump Stream + Desa30 . & Fd
= U MiniDumpReadDump Stream + raaf Ed
[ U MiriDump ReadDump Stream + 0854 & &
= U MiniDumpReadDump Stream + 0x84d ed
[ U MiniDumpReadDumpStream + O Ed
= U MiniDumpReadDumpStream + Ok ed
B U GetFieVersionlnfol + Dxlc Bas
@ U GetFileVersioninfoExW + 0f Bas

In the screenshot above we can see the PssCaptureSnapshot function address in both the
Process Monitor window as well as the Sysmon ProcessAccess CallTrace field.

Those who are more proficient in reverse engineering may have more comprehensive and
automated ways of translating these function calls. For a reversing newbie like myself
however, the methods above worked as — at the very least — a proof of concept.

At this point, we now know what the Sysmon ProcessAccess CallTrace field is and we also
know how to translate the function calls contained within this field.

We can now look at a few examples of how this data can be used within the Sysmon
configuration file.

Before doing so however, it must be noted that the location of these function calls will most
likely change depending on what Windows version is being used. For this post, Windows 10
20H2 Build 19042.685 was used.

Credential Dumping — MiniDumpWriteDump

A common technique for dumping credentials is using the MiniDumpWriteDump function

With the following Sysmon config snippet:
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<CallTrace condition="contains"

name="technique_1id=T1003.001, technique_name=Credential

Dumping, function_name=MiniDumpWriteDump">C:\Windows\SYSTEM32\dbgcore.DLL+6cfb</CallTr
ace>

We can alert on this specific function call.

As a test, we can use procdump to dump the LSASS process:

C:\Users\administrator\Desktoppprocdump.exe -accepteula -ma lsass.exe lsass.dmp

ProcDump v18.8 - Sysinternals process dump utility
Copyright (C) 2009-2020 Mark Russinovich and Andrew Richards
Sysinternals - www.sysinternals.com

[12:33:33] Dump 1 initiated: C:\Users\administrator\Desktop\lsass.dmp
[12:33:33] Dump 1 writing: Estimated dump file size is 57 MB.
[12:33:33] Dump 1 complete: 58 MB written in 8.1 seconds

[12:33:33] Dump count reached.

Event Properties - Event 10, Sysmon

C:\Users\administrator\Desktop> General | Details

Process accessed:
RuleMame: technigue id=T1003.001 technigue na
Dumpi
UtcTime: 2021-01-01 17:33:33.256
SourceProcessGUID: {26d732db-5ced-5fef-d505-00000000200}

SourceProcessld: 8700

SourceThread|d: 8348

Sourcelmage: C:\Users\administrator\Desktop\procdumptd.exe

TargetProcessGUID: {26d732db-7cal- 5fed-000-000000002fD0}

TargetProcessld: 824

Targetimage: C:\Windows\system32\|sass.exe

GrantedAccess: Ox1FFFFF

CallTrace: C:\Windows\SYSTEM32\ntdIl.dll+ 9c474|C:\Windows\SYSTEM32\ntd|l.dll+ d77fa|C:
\Windows\Systern32\KERNEL32.DLL+ 1decc| C:AWindows'\ System32\KERNEL32.DLL+ 2655¢| C:
\Windows\SYSTEM32\dbgcore. DLL+99b1|C:\Windows\SYSTEM32\dbgcore. DLL+ 179b5|C:\Windows
,%.DLU 11425|CA\Windows\SYSTEM32\dbgcore DLL+6222| C\Wind ows\SYSTEM32
[dbgcore.DLL+BefbiC:\ Users\administrator' Desktop' proc dump@d.exe+ 13110| C:\ Users\administrator
\Desktopprocdumpbd. exe+ 12b45|ChUsers\administrator\ Desktop'\procdump64. exe+ 12a65|C\Users
‘administrator\Desktoph\procdumptd. exe+12722|C:\Wind ows\System32\KERNEL32.DLL+ 17034|C:
\Windows\SYSTEM32\ntdIl.dll+4d0d1

e=Credential

Credential Dumping — PssCaptureSnapShot

Taking a look at another example, we can run procdump with the -r flag which uses the
PssCaptureSnapshot function rather than MiniDumpWrite.

We can use the following Sysmon config snippet to alert on this:
<CallTrace condition="contains"
name="technique_1id=T1003.001, technique_name=Credential

Dumping, function_name=PssCaptureSnapShot">C:\Windows\System32\KernelBase.dll+de67e</C
allTrace>

And taking a look at the event generated:
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C:\Users\administrator\Desktop>procdump.exe -accepteula[-T |-ma lsass.exe lsass.dmp

ProcDump v10.8 - Sysinternals process dump utility
Copyright (C) 2009-2028 Mark Russinovich and Andrew Richards
Sysinternals - www.sysinternals.com

[12:37:11] Dump 1 initiated: C:\Users\administrator\Desktop\lsass.dmp
[12:37:11] Dump 1 writing: Estimated dump file size is 55 MB.
[12:37:11] Dump 1 complete: 56 MB written in ©.2 seconds
[12:37:11] Dump count reached.

Event Properties - Event 10, Sysmon

o General  [Detail
C:\Users\administrator\Desktop> <A

Process accessed:

RuleMame: technique_id=T1003.001 technigue_name=Credential
Dumping,function_namm

UtcTime: 2021-01-01 17:37:11.240

SourceProcessGUID: {26d732db-5dc7-5fef-d205-000000002f00}

SourceProcessld: 3076

SourceThread|d: 5892

Sourcelmage: C:\Users\administrator\ Desktop'procdumptd.exe

TargetProcessGUID: {26d732db-268d-5fed-aa01-000000002f00}

TargetProcessld: 7940

Targetimage: C:h\Windowshsystern32\lsass.exe

GrantedAccess: 0x 1FFFFF

CallTrace: C:\Windows\SYSTEM32\ntdll.dll+3c9534|C:\Windows\SYSTEM32\ntdll.dll+ 113af0| C:
\Windows\SystemB:\Users\administrator\Desktop\procdumpﬁd.a&
12694 C:\Windows\ System 3\ KERNEL3Z. DLL+ 17034| CAWindows\SYSTEM32\ntdIl.dll+ 4d0d1

The two above examples cover a few credential theft TTPs, which, as stated in the
Sysinternals documentation, is one of the primary use cases for the Sysmon ProcessAccess
event.

Using the data contained within the CallTrace field, we can extend the functionality of this
event a little bit.

Let’s continue on with the examples and look at a few Office Macros TTPs.

We’'ll be using the awesome "Generate Macro" test provided by Red Canary as a base for
the following Macro tests: https://redcanary.com/blog/testing-initial-access-with-generate-
macro-in-atomic-red-team/

WMI Execution

Given the following macro:

Sub Calc()

Set objwWMIService = GetObject("winmgmts:
{impersonationLevel=impersonate}!\\.\root\cimv2")

Set objStartup = objWMIService.Get("Win32_ProcessStartup")

Set objConfig = objStartup.SpawnInstance_

Set objProcess = GetObject("winmgmts:root\cimv2:Win32_Process")

errReturn = objProcess.Create("calc", Null, objConfig, intProcessID)
End Sub

Combined with the following Sysmon config snippets:
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<CallTrace condition="contains" name="technique_id=T1047, technique_name=Windows
Management

Instrumentation, function_name=ProviderExecMethod">C:\Windows\SYSTEM32\framedynos.d1l1l+
2b496</CallTrace>

<CallTrace condition="contains" name="technique_id=T1047, technique_name=Windows

Management
Instrumentation, function_name=CWbemProviderGlueExecMethodAsync">C:\Windows\SYSTEM32\f

ramedynos.dll+2cb3e</CallTrace>

We can alert on the function calls used for WMI process execution:

Process accessed:

RuleMame: technique_id=T1047 technigue _name=Windows Management
Instrumentation,function_names ProviderExechMethod
UtcTime: 2021-01-01 17:42:50.767
SourceProcessGUID: {26d732db-7caa-5fed-oa00- 000000002100}

SourceProcessid: 4192

SourceThreadld: 2632

Sou rcelmagel C:AWindowshsystem32\whem\wmipryse.exe I

TargetProcessGUID: {26d732db-5f1a-5fef-f305- 00000000200}

TargetProcessld: 1596

Targetlmage: Ch\Windows\systern32\calc.exe

GrantedAccess: (w1FFFFF

CallTrace: CAWindows\SYSTEM32\ ntdll.dll+%d8ad| T\ Windows System 3NKERMELBASE. dll+ 32d 2 c| T\ Windows
" Systern32\KERMELBASE. dll+7a023| CA\WindowshSystem32AKERMEL3 2, DLL+1db20| T\ Windows\system32whbern
Lcimwin32.dll+48ead| ChWindows\system32wbemicimwin32.dll+4badc| CA\Wind owshsystem 32\ whbern
cimwin32.dil+48b2 JC N ind oy sterndlanbent cimnainad diLe 850 Ch Windows\ system3 2 whbem
2cb3e|ChWindows\systermadiwhbemiwmiprvse.exe+ [Udat|LiWindows\system32\whemwmiprese exe+ 108df|C:
"Windows\System32\RPCRT4.dll+ 78963| C:\Windows\System32\RPCRT4. dll+ 1 c873| CA\Wind ows'\Systern 32
‘combase.dll+b384c|CAWindows' System 324 RPCRT4. dll+ 5addb| T\ Wind ows\Systermn 32\ combase.dll+ 91e73| C:
Windows\System32\combase.dil+ 91 bfe|CA\Windows\ System3 2 combase.dll+ b9356| S Windowsh Systermn 32
‘combase.dil+21a13|CAWindows\Systern 32\ combase.dll+ ad 7fd| C\Windows\Systern 32\ combase.dll+ 77aa8| C:
\Windows'\Systern32\combase.dll+f3958

Note that in this case, the parent process for calc.exe is wmiprvse.exe and not

WINWORD.exe as this particular macro breaks the typical ‘Word spawns a process’ lineage.

The Sysmon config above that alerts on the ProviderExecMethod function call will also fire if
WMI is used to launch processes in other ways, such as PowerShell, and is not limited to
macro executions:
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreé

PS5 C:\Users\administrator> Invoke-WmiMethod win32_process i = notepad.exe

{2 Event Properties - Event 10, Sysmen
--GENUS

--CLASS : __PARAMETERS General Details

__SUPERCLASS

__DYNASTY : __PARAMETERS Process accessed:

__RELPATH . RuleMame: technique_id=T1047 technigue_name=Windows Management

v . Instrumentation,function_name_

—RADRE BTV SCOUNTES UtcTime: 2021-01-01 17:47:00.915

--DERIVATION : SourceProcessGUID: {26d732db-7caa-Sfed-6600-000DDDOD2FO0}

__5ERVER H SourceProcessld: 4192

__NAMESPACE . SourceThread|d: 8632

i Sourcelmage]C\Windows\system3\wbemwmiprvse.exe

—_PATH : T B
argetProcess! 3 [ }

ProcessId : TargetProcessld: 692

ReturnValue € Targetlmage: C:\Windows\system32\notepad.exe

PSComputerName . GrantedAccess: 0x1FFFFF

CallTrace: C\Windows\SYSTEM32\ntdIl.dll+9d8ad| C:\Windows! Systern32\KERMELBASE. dll+32d2c| C:\Windows
" System3I2AKERNELBASE. dll+ 7a3023|C:\Windows\ System32\KERMEL32.DLL+1db20|C:\Windows\systern32\whbem
heimwin32. dil+48eald|C \Wlndows\system32\wbem\c|mwm32 dil+4badc|CAWindows\system32\whbem
heimwin32.dll+48b2 e B 59f| CAWindows\system32\wbem

. o e . = eimwin32.dil+4971 C \Wlndows\S‘r’STEMﬂ\framed)rnos dII+ 2b496[C:\Windows\SYSTEM32\framedynos.dll+
PS C:\Users\administrator 2ch3e|ChAWindows\systemadwbemiwmiprvse.exe+ SWindows\system32\wbem\wmiprvse exe+ 108df|C:
“Windows\System324RP CRT4.dll+ 78963| C:\Windows' System32\RPCRT4. dll+ 1c873| C:\Wind ows\ System32
combase.dll+b384c|C:\Windows\System32\RPCRT4.dl 1+ 5addb| C:\Wind ows\System 32\ combase.dll+ 91e73|C:
“Windows\System32\combase. dll+91bfe| C\Windows\System32\combase.dll+ b9336|CAWindows\System32
‘combase.dll+21a13|C:\Windows\System 32\ combase.dll+ ad 7fd| C:\Windows\System32\ combase.dll+ 77aa8| C:
‘WindowshSystem32\combase. dll+f3938

Wscript.Shell

Let’s continue on with our examples and look at the WShellexec function which is another
popular execution technique, looking at the following macro code:

Sub Auto_Open()

Set WshShell = CreateObject("WScript.Shell")

Set WshShellExec = WshShell.Exec("cmd.exe /c calc")
End Sub

We can alert on the WSShellExec function with the following config snippet:

<CallTrace condition="contains any"

name="technique_id=T1059.005, technique_name=Command and Scripting

Interpreter, function_name=WSHellExec">C:\Windows\System32\wshom.ocx+c8a0;C:\Windows\S
ystem32\wshom.ocx+c39d</CallTrace>
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Process accessed:

RuleMame: technique_id=T1059.005 technigue_name=Command and Scripting

Interpreter, function_name=W5HellExec

UtcTime: 2021-01-01 17:51:15.559

SourceProcessGUID: {26d732db-6112-5fef-2006-000000002£00}

SourceProcessld: 6428

SourceThrea ghdimdiads

Sourcelmage C\Program Files\Microsoft Office\Rooth Office18\EXCEL.EXE

TargetProcess 1

TargetProcessld: 3368

Targetimage: CVWindows\SYSTEM32\cmd.exe

GrantedAccess: (e 1FFFFF

CallTrace: C\Windows\SYSTEM32\ntdll.dll+9d2ad| C:\Windows\System 32 KERMNELBASE. dll+ 32d2c| &\ Windows

" Systern32NKERMELBASE. dll+ 76516| &\ Windows\ System 32N KERMEL32.DLL+ 1 cbb4| CAProgram Files'\ Microsoft Office

"Root' Office1 6\ AppVisvSubsystermstd. dll+ dB64e| C:\Program Files\Microsoft Office\Root' Officelt

YAppVlsvSubsystemsed. dil+ d7883| C\Prograrm Files\Microsoft Office\Root\ Office16

"-.Ap p‘urls'.rSubS],rstem sed.dll+d21da|C: ‘aPrngram F|IES\M|crusuﬂ Ofﬁce‘aRonﬁGfﬂcﬂ &
; 16 pp‘u’leuhsy:temsBd dll+d1ad7

SWindows\Sy's Em?rE\CILEAL.I'I?rE dll+f585(|C:
\Wmdowsﬂystem EEiwshom l:r::x+e'l}f:9|C \Wlndows\S}rstemﬂl‘awshom ocx+26ad|C:A\Program Files\Commeon Files
“Microsoft Shared\WBA\WBAT. IN\WBET.DLL+ 2de4d0|CAProgram Files\Common Files\Microsoft Shared\WBANVBAT.
YWEBET.DLL+38eb2b|C:\Program Files\Commen Files\Microsoft Shared\VBA\WVBAY. \VBET.DLL+39020a|C:\Program
Files\Common Files\Microsoft Shared\VBA\WBAT. VWBEY.DLL+38284| T\ Windows\System32\OLEAUT32. dll+ 1ed 9| C:
"Windows\System 32\OLEAUT3Z. dIl+ 121d6|C\Program Files\Common Files\Microsoft Shared\VEA\WBAT. NWVEBET.DLL+
11075e|C:\Program Files\Common Files\Microsoft Shared\WVBA\WBAT WVEBET.DLL+1d1d19

ShellExecute

Similar to Wscript.Shell, ShellExecute can also be used to launch processes via Office
Macros, taking a look at the following macro code:

Function ShellExecuteVB()

Dim objShell

Set objShell = CreateObject("Shell.Application")

Call objsShell.ShellExecute("notepad.exe", "", "", "open", 1)
End Function

And the following config snippet:

<CallTrace condition="contains" name="technique_1id=T1059.005, technique_name=Command
and Scripting

Interpreter, function_name=CSShellExecute_ExecuteAssoc">C:\Windows\System32\SHELL32.d1l
1+9b5bd</CallTrace>

<CallTrace condition="contains" name="technique_1id=T1059.005, technique_name=Command
and Scripting

Interpreter, function_name=CSShellExecute_DoExecute">C:\Windows\System32\SHELL32.d1ll+a
e3b9</CallTrace>

Gives us the following results:
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Process accessed:

RuleMame: technique_id=T103%.005 technigue namgzgginmand and Scripting
Interpreter, function_name=C55hellExecute Executefssoc

UtcTime: 2021-01-01 17:58:13.906 3

SourceProcessGUID: {26d732db-62b1- 5fef-3d06-000000002f00}
SourceProcess|d: 5080

SourceThread|d: 168

Sourcelmage: ChProgram Files\Microsoft OfficelRoot' Office 18\ WINWORD.EXE
TargetProcessGUID: {26d732db-62b5- 5fef-4606-00000000200}

TargetProcessld: 8792

Targetlmage: CAWindows\System32\notepad.exe

GrantedAccess: 0x 1FFFFF

CallTraces CAWindows\SYSTEM 32\ ntdll.dll+%d8ad| C\Windows\ Systern 32\ KERMELBASE. dll+32d2c|C:
L Windowsh System 32 KERNELBASE. dll+ 7651 6| C:A\Windows\ System32AKERMEL32.DLL+ 1 cbbd|C:
“Program Files\Microsoft Office\Root' Office1 8% AppVIsvSubsysternstd.dll+ d364e|C:hProgram Files
“Microsoft Office\ Rooth Office18\AppVisvSubsystemsed. dil+ d7883|C\Program Files\Microsoft Office
"Rooth Officel B\ AppVisvSubsysternstd.dll+ d81da|C:h\Program Files\Microsoft Office'\Root\ Officelt
YAppVisvSubsystemnsed.dil+ d0e3e|C\Program Files\Microsoft Office'\Root\Officel6
"AppVisvSubsystemstd.dil+ d1a87|CAWindows\ SYSTEM32\wind ows.storage.dll+ 1a0d3d| CA\Windows
YWSYSTEM 32 windows.storage.dll+ 1 3d60c| CAWindows\ SYSTEM32\windows.storage.dll+ 158ddd
"Windows\SYSTEM32windows.storage.dll+ 15770b| C\Windows\SYSTEM 32\ wind ows.storage.dll+
15738d| CAWindows\SYSTEM3\windows.storage.dll+ 1 5c435| CA\Wind ows\ SYSTEM32
“windows.storage.dll+158bac|C: \Wlnduws‘aS‘f‘STEME‘sE\wmdows storage.dil+ 'I Sdb'.-"'.-"||: WWindows

¥
17034)C: W'u"l ndnws‘aﬂ‘r’STEM 32vntdll.dll+4d0d1

As with some of our previous examples, this function call is not unique to Office macros and
will fire whenever the particular function is called, the screenshot below illustrates the same

event firing for a sct scriplet executed via regsvr32:
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C:\Users\administrator\Desktop\Tests>type test.sct
<?XML version="1.8"?>
<scriptlet>
<registration
progid="TESTING"
classid="{A1112221- -0000-3000-00ODAGBDABFC}" =
<script language="JScript"=>

<! [CDATAL
var foo = new ActiveXObject("wScript.Shell") |Run("calc.exe");
11>
</script>
</registration>
</seriptlet>
C:\Users\administrator\Desktop\Tests>regsvr32 /s /i test.sct

C:\Users\administrator\Desktop\Tests> :

General Details

Process accessed:

RuleName: technique_id=T1059.005 technique_name=Command and Scripting

Interpreter, function_name= C55hellExecute_ExecuteAssoc

UtcTime: 2021-01-01 17:55:34.607

SourceProcessGUID: {26d732db-6216- 5fef-2f06-00000000200}

SourceProcessld: 10060

SourceThreadld: 520

Sourcelmage: C:A\Windows\system32\regsvrid.exe

TargetProcessGUID: {26d732db-6216-5fef-3006-000000002f00}

TargetProcessld: 6112

Targetlmage: C\Windows\System32\calc.exe

GrantedAccess: D 1FFFFF

CallTrace: C:A\Windows\SYSTEM32\ntdIl.dll+9d8ad|C:\Windows\System 32\ KERNELBASE. dll+32d2c|CA\Windows
\System32\KERMNELBASE.dll+ 76516|C:\Wind ows\System32\KERMEL32.DLL+ 1cbb4] C:\Windows\SYSTEM32
‘windows.storage.dil+1a0d3d|C:A\Windows\SYSTEM32\windows.storage.dil+15d60c|C:\Windows\ SYSTEM32
‘windows.storage.dll+158dd4|C:\Windows\5YSTEM32\windows.storage.dll+ 15770k | C:\Windows\S¥STEM32
‘windows.storage.dll+15738d|C:\Windows\SYSTEM32\wind ows.storage.dll+15c435]C:A\Windows\SYSTEM32
‘windows.storage.dil+158bac|C:\Windows\SYSTEM32\windows.storage.dll+ 15db77|C:\Windows\ System32
\SHELL32.dll+9b3bd|C:\Windows\System32\SHELL32.dll+ae3b%| C:\Windows\System32\SHELL32.dl1+ 78c6d|C:
\Windows\System32\shcore.dll+2d999| C:\Windows\System32\KERMNEL32. DLL + 17034] C:\Windows\SYSTEM32
nitdll.dil+4d0d1

Special shout out here to @spottheplanet and ired.team which were used as a reference for
some of the techniques discussed here.

OpenProcess — Office Application

Looking at the final example, we can use our methodology of looking at function calls and
combine that with Sysmon Rule Groups, the below example looks at an Office product calling
the CreateProcessW function which in my example was used to alert on a VBA RunPE
macro:

<Rule groupRelation="and" name="technique_id=T1059.005, technique_name=Command and
Scripting Interpreter, function_name=CreateProcessW">

<SourcelImage condition="contains">C:\Program Files\Microsoft
Office\Root\Officel6</SourceImage>

<CallTrace
condition="contains">C:\Windows\System32\KERNELBASE.d11+76516</CallTrace>
</Rule>
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Putting it Together

2] Event Properties - Event 10, Sysmon

General Details

Process accessed:

RuleMame: technique_id=T1039.005 technique_name=Command and Scripting
\nterpreter,functloﬂ_name

UtcTime: 2021-01-01 18:06:27.155

SourceProcessGUID: {26d732db-649e- 5fef-4b06-000000002f00}

SourceProcessld: 7272

SourceThreadld: 1796

Sourcelmage: C\Program Files\Microsoft OfficetRoot\ Office 1BAWINWORDLEXE

TargetProcessGUID: {26d732db-64a3-5fef-5306-000000002f00}

TargetProcessld: 5280

Targetlmage: C:\Program Files\Microsoft Office\root\Office16\WINWORD.EXE

GrantedAccess: O 1FFFFF

CallTrace: C:\Windows\SYSTEM32\ntdIl.dll+Sd8ad| C:\Windows\Systern32\KERMELBASE.dll+ 32d2¢|C:
[Windows\System32\KERNELBASE.dil+76516]§:\Windows\ System32\KERNEL32. DLL+1cbb4|C:\Program Files
\Microsoft Office\Root\Office 16\ AppVisvSubsystemns6d.dil+ d864e|C:\Program Files\Microsoft Office\Root
\Office16\AppVisvSubsystemns6d.dll+ d7883|C:\Program Files\Microsoft Office\Root\Office16
\AppVisvSubsysternstd.dll+d81da|C\Program Files\Microsoft Office\Root\Office16
\AppVlsvSubsystemsbd.dll+ d0968|C:\Program Files\Microsoft Office\Root\Office1f
\AppVlsvSubsystemst4.dil+ d1737|UNKNOWN(00000208932CCA3A)

(=13

The config snippets outlined above followed the naming convention used by Olaf Hartong'’s
Sysmon Modular project with an added field called function name — if we send this data to a

SIEM like Splunk, we can then do a bit of data massaging like so:

| eval RuleNameSplit = split(RuleName,",")

| eval technique_name=mvindex(RuleNameSplit, 2)

| eval function_name=split(technique_name, "=")

| eval function_name_only=mvindex(function_name, 1)

And if we combine this with a simple stats command:

index=sysmon

| eval RuleNameSplit = split(RuleName,",")

| eval technique_name=mvindex(RuleNameSplit, 2)

| eval function_name=split(technique_name, "=")

| eval function_name_only=mvindex(function_name, 1)
I

stats values(function_name_only) BY Sourcelmage,TargetImage

We can get a nice view of the functions called by the tests we went through above:

Sourcelmage = Ed Targetimage =

C:\Program Files\Microsoft Office\Root\Officel16\EXCEL.EXE :\Windows\SYSTEM32\emd. exe

o

o

:\Program Files\Micresoft 0ffice\Root\Officel&\WINWORD.EXE

o

o

0ffice\Root\Of ficel6\WINWORD. EXE

A

:\Program Files\Microsoft :\Windows\System32\notepad. exe

a

a

:\Users\administratori\Desktop\procdump&4.exe :\Windows\system32\lsass.exe

5]

:\Windows\system32\regsvr32.exe

o

:\Windows\System32\calc.exe

o

:\Windows\system32\wbem\wmiprvse.exe

o

:\Windows\system32\calc.exe

o

:\Windows\system32\notepad.exe

a

:\Windowshsystem32\wbem\wmiprvse. exe

:\Program Files\Microsoft 0ffice‘\root\Officel6\WINWORD.EXE

values(function_name_only) =
WSHellExec

CreateProcessW
CsshellExecute_ExecuteAssoc

MiniDumpWriteDump
PssCaptureSnapshot

CsshellExecute_ExecuteAssoc
ProviderExecMethod

ProviderExecMethod
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https://twitter.com/olafhartong
https://github.com/olafhartong/sysmon-modular

Conclusion

The aim of this post was to highlight how the data contained within the Sysmon
ProcessAccess CallTrace field can be translated and used to aid detection and hunting
efforts.

The efficacy of this technique is somewhat blunted by the fact that the addresses of the
function calls will change with Windows OS and software updates, combined with the manual
process involved in translating the addresses into function names. However, despite these
barriers, the use of translated function calls in the CallTrace field may be able to help with
Sysmon configuration file tuning, especially when used in Sysmon RuleGroups. In addition,
extracting additional context from data already being generated is also an added benefit.

Additional utility can also be extracted from these events when paired with other Sysmon
telemetry such as ImageLoads and ProcessCreate events.

Appendix — Sample Sysmon Config Used for Post

For the purposes of this post, a bare-bones configuration file was used. If you want to tinker
around with these events, feel free to test the following configuration. However, please
consider this configuration as untested in a production environment:
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<Sysmon schemaversion="4.40">
<HashAlgorithms>*</HashAlgorithms>

<CheckRevocation/>
<EventFiltering>
<RuleGroup name="" groupRelation="or">
<CreateRemoteThread onmatch="include"></CreateRemoteThread>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<ImagelLoad onmatch="include"></ImageLoad>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<ProcessCreate onmatch="include"></ProcessCreate>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<FileCreateTime onmatch="include"></FileCreateTime>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<NetworkConnect onmatch="include"></NetworkConnect>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<ProcessTerminate onmatch="include"></ProcessTerminate>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<DriverLoad onmatch="include"></DriverLoad>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<RawAccessRead onmatch="include"></RawAccessRead>
</RuleGroup>
<RuleGroup name="" groupRelation="or">

<ProcessAccess onmatch="include">

<CallTrace condition="contains"
name="technique_id=T1047, technique_name=Windows Management
Instrumentation, function_name=ProviderExecMethod">C:\Windows\SYSTEM32\framedynos.d1l1l+
2b496</CallTrace>

<CallTrace condition="contains"
name="technique_id=T1047, technique_name=Windows Management
Instrumentation, function_name=CWbemProviderGlueExecMethodAsync">C:\Windows\SYSTEM32\f
ramedynos.dl1l+2cb3e</CallTrace>

<CallTrace condition="contains any"
name="technique_id=T1059.005, technique_name=Command and Scripting
Interpreter, function_name=WSHellExec">C:\Windows\System32\wshom.ocx+c8a0;C:\Windows\S
ystem32\wshom.ocx+c39d</CallTrace>

<CallTrace condition="contains"
name="technique_1id=T1059.005, technique_name=Command and Scripting
Interpreter, function_name=CSShellExecute_ExecuteAssoc">C:\Windows\System32\SHELL32.d1l
1+9b5bd</CallTrace>

<CallTrace condition="contains"
name="technique_1id=T1059.005, technique_name=Command and Scripting
Interpreter, function_name=CSShellExecute_DoExecute">C:\Windows\System32\SHELL32.d1ll+a
e3b9</CallTrace>

<Rule groupRelation="and" name="technique_id=T1059.005, technique_name=Command
and Scripting Interpreter, function_name=CreateProcessw">
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<SourcelImage condition="contains">C:\Program Files\Microsoft
Office\Root\Officel6</SourceImage>

<CallTrace
condition="contains">C:\Windows\System32\KERNELBASE.d11+76516</CallTrace>
</Rule>

<CallTrace condition="contains"
name="technique_id=T1003.001, technique_name=Credential
Dumping, function_name=MiniDumpWriteDump">C:\Windows\SYSTEM32\dbgcore.DLL+6cfb</CallTr
ace>

<CallTrace condition="contains"
name="technique_id=T1003.001, technique_name=Credential
Dumping, function_name=PssCaptureSnapShot">C:\Windows\System32\KernelBase.dll+de67e</C
allTrace>

</ProcessAccess>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<FileCreate onmatch="include"></FileCreate>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<RegistryEvent onmatch="include"></RegistryEvent>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<FileCreateStreamHash onmatch="include"></FileCreateStreamHash>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<PipeEvent onmatch="include"></PipeEvent>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<WmiEvent onmatch="include"></WmiEvent>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<DnsQuery onmatch="include"></DnsQuery>
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<FileDelete onmatch="include"></FileDelete>
</RuleGroup>
</EventFiltering>
</Sysmon>
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