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Analysis of Backdoor.WIN32.Buterat

Lat61 Threat Intelligence Team : @ 9/9/2025

Introduction:

Backdoor malware is a covert type of malicious software designed to bypass standard authentication mechanisms
and provide persistent, unauthorized access to compromised systems. Unlike conventional malware that prioritizes
immediate damage or data theft, backdoors focus on stealth and longevity, enabling attackers to control infected
endpoints remotely, deploy additional payloads, exfiltrate sensitive information, and move laterally across networks
with minimal detection.

The Buterat backdoor is a notable example of this threat class, known for its sophisticated persistence techniques
and adaptive communication methods with remote command-and-control (C2) servers. First identified in targeted
attacks against enterprise and government networks, Buterat commonly spreads through phishing campaigns,
malicious attachments, or trojanized software downloads. Once executed, it disguises its processes under legitimate
system tasks, modifies registry keys for persistence, and uses encrypted or obfuscated communication channels to
avoid network-based detection.

Preliminary Information About Sample:

MD5: 5d73aad06259533¢238f0cdb3280d5a8

SHA-1: 6a1c418664fe5214c8e3d2f8f5020e1cb4311584

SHA-256: f50ec4cf0d0472a3e40ff8b9d713fb0995e648ecedf15082a88b6e6f1789cdab
Imphash: 3a1c6ade174e0b7afaa15737bba99cab

Compiler: Borland Delphi

Static Analysis:
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M Exeinfo PE - ver0.0.3.1 by AS.L - 645 sign 2012.05.18 - X

File : 5d73aad06259533c238f0cdb3280d528.exe Wir ()
Entry Point :  00010ADE oo = EPSection: CODE e | -] EME
File Offset: 0QOOFEDE FirstBytes: 55,8B.EC.BS.0E - S| Plug
Linker Info : 2,25 SubSystem : windows GUI [abait|
File Size :  oooAAA2sh < Overlay:  [DO092028 Options
Image is 32bit executable RES/OVL:1/85% 1992 Exit
Borland Delphi { 2.0 - 7.0 ) 1992 - www.borland.com , Overlay : 64432 =

Lamer Info - Help Hint - Unpack info 31ms.

Mot packed , try disassemble OllyDbg { www.ollydbg.de ) or WD32dsm @

Figure 1: Static Analysis using Exelnfo PE tool

type (2) size (bytes) file-offset « . v value (7668)
ascii 4 DO0OFFOD hEhs
ascii 4 0xDDD1 1FBT hhid
ascii 4 O0001203C hiis
ascii 4 00012087
ascii 4 000012400
ascii 4 D001 242C
aseii 4 uDDD12FDA
ascii 4 O000130F3
ascii 4 00013180
ascii 4 O:000131DE
4
cryptocode
ascii n DODNIIEC 6-0-0-0-0-6-00 0
ascii 3 000013484 SubeHEUS Gy VXTE 553552 SADF defsdf
ascii n 000013580 B bbb bbb bbbt bbb bbbttt bbbt bbbttt bbb bbbttt bbbttt ettt bbbt btbtb bbbttt tos

ascii 16 000013668 [fv/e/a/ ¥/ e/P/t/ o/ cles/s/A

ascii 75 0xD00136€8 +ToliepegogedeCogemstearnet

ascii 9 Gx0D01373C M/ /e/mi/o

ascii 142 000013748 L el /U ndm, Jifallip, [l ol OIS Pel eV ol 1111 i
ascii 47 OxDOD13840 [ w0V ATV gl [P T
ascii ns OuDDDNIBEC feitly

ascii (] OxD001396C f

ascii 159 00013984 VL WL el VP o/t o) /8B
asci kel 0xD0013A5C +esereprisatsgePeoregegeesitMegemeger

ascin 65 00013480 it/ e/t

ascil &8 CxDO013AFC [fed[al{ilid

ascii 5 O00013C84

ascii 23 O00013C8C Runtime error _at 00000000

ascii 16 D0D13CAC 0 T8OMBCDEF

ascii 4 000013062 L

ascii 4 00001307C %'d

sl 7 OD00144FD Istreat

asci 135 0014588 GetStongTypeEx

ascii 13 ODOOTASET Getlocalelnfo

Figure 2: Encrypted and Obfuscated strings

A preliminary static analysis reveals that the sample contains some strings which are encrypted or obfuscated to hide
the execution flow. These hidden strings may contain API calls for executing or downloading malicious files on the
infected PC.

Dynamic Analysis:
Victim PC
Gets
lq1LgG.exe
*—When Executed P ' "j\Drops*@‘Drops‘)[j‘_}]——Omps‘)@ Drops“E‘
Sample.exe amhost.exe bmhost.exe cmhost.exe dmhost.exe
Connects
To

http://ginomp3.mooo.com/

Figure 3: Execution Flow diagram
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0 -39

00410AD 9 BBEC
00410ADE B2 0B0O0D0O0O0D
00410AED 6A 00
00410AEZ &4 00
O0410AE4 49

00410AES ~ 75 F9
00410AET 51

00410AES 53

00410AED 56
D0410AEA 57

0O0410AEB B8 800A4100
00410AF0D E8 3B4DFFFF
D0410AFS BE DB6A4100
O0410AFA 33C0

004 10AFC 55

004 10AFD 68 BF3F4100
00410802 E4:FF320
00410B05 6418920
00410808 68 01010000
00410B0D 68 40684100
00410812 &4 00
00410814 ES8 434EFFFF
00410819 BE8 44694100
00410B1E BA 40684100
00410823 B3 01010000
00410828 E8 4338FFFF
00410B2D 8D55 EC
00410B30 Al 44694100
00410835 E8 BEFEFFFF
00410B3A 8B55 EC
00410B3D B8 48694100
00410842 E8 OD36FFFF
00410847 68 EO6A4100

Figure 4: Address of Entry Point

Entry point for the sample is at 0x00410AD8. So the user code execution starts at this address as shown in the above

push ebp

mov ebp,esp

mov ecx,B

push 0

push 0O

dec ecx

jne sd73aado6259533c238f0cdb3280d5a8. 410AE0
push ecx

push ebx

push esi

push edi

mov eax,5d73aad06259533c238T0cdb3280d5a8. 410A80
call 5d?3aad062595331:2381‘Dcdb3230d5a3 405830
mov esi,5d73aad06259533c238T0cdb3280d5a8. 416AD8
HOF eax,eax

push ebp

push 5d73aad062539533c238T0cdb3280d5a8. 413FBF
push dword ptr [eax]

mov dword ptr eax] ,esp

push 101

push 5d73aad06259533c238F0cdb3280d5a8. 416840
push 0O

call <JIMP.&GetModuleFileNameA>
mov eax,5d73aad06259533c238T0cdb3280d5a8. 416944
mov edx,5d73aad06259533c238T0cdb3280d5a8. 416840
mov_ecx,101

call sd73aad0e259533c238F0cdb3280d5a8. 404370
Tea edx,dword ptr ss:[ebp-14]

mov eax,dword ptr ds:[416944]

call sd73aad0e259533c238F0cdb3280d5a8. 4109F8
mov edx,dword 14

mov eax,sd E] 232c238T0cdb3280d5a8. 416943
call 5d?3aad06259533:238f0cdb3230d5a3 404154
push 5d73aad06259533c238T0cdb3280d5a8. 416AED

OptionalHeader.Addr essOfEntryPoint

ecx:EntryPoint, 0B: 'Y

ecx:EnTryPoint
ecx:EntryPoint
esi:EntryPoint
edi:EntryPoint

esi:EntryPoint

edx:EntryPoint
ecx: EntryPoint

edx:EntryPoint

edx:EntryPoint

Ife/ /AT fefajd/cy

ffo/n/tie/x/t"

figure.
AL F459410El mov eax,dword ptr [4169F4]
8B4 mov eax,dword ptr" : [eax+28]:EntryPoint
D305 DD6A41DD add eax,dword ptr :[4164D
A3 ABGA4100 mov dword ptr d; [uma] eax
8D55 AB 1ea edx dwurd -5 edx:EntryPoint
B8 B0464100 D SBSHHC 8f0cdb3280d5a8. 414680 W4146B0: S/ ///// /111717117144
A4F| ciﬂ] 5d?}aadoszs9533(233f0(db3250d568 40E3F4
B8B45 AB mov_eax,dword ptr ss:|fel
E8 4COGFFFF caﬂh 5d?}aadoszs9533(233f0(db3250d568 40459C
push eax
Al 38684100 mov eax,dword ptr ds:[416838]
50 push eax
E8 101AFFFF call <imp. &GEtPPD(AddPEss)
A3 94694100 mov dword ds: [416994] , eax

68 F8694100
AL A4694100
50 pus|
FF15 94694100

B8 FC464100
E8 7SA4FFFF

EB 1506FFFF
5 push
Al 38684100

50 pus|
EB D919FFFF

A1 A2694200

I;igure 5: Obfuscated API caIIs

Some Obfuscated API calls:

e SetThreadContext

push EG_JBade’EES
mov eax,dword ptr

€all dword ptr d
EDES A4 Tea edx,dword ptr
mov_eax,5d73aad0&25
call sd73aad06259533
8845 A4 mov_eax,dword ptr Eebp-sCl

Ea17 S0 S and0eos 95 3563 870cdb3280ds 8. 40455C

Ly g dword ptr ds:[416838]
h e.
Eall <ome.aseterocaddresss

ptr ds: [416998] , sax
moy eax,dword ptr ds:[4169a4]

A3 98694100 mov dword

238F0cdb3280d5a8. 4169F8
[4169A4]

16934]

bp-sCll edx: EntryPoint
C238F0CAD3280d5a8. 3146FC | 2146FC: "Ry //// /1 /111111
sfnmb;zsonsan 40E3F4

This API provides attackers with precise control over thread execution, enabling them to hijack existing threads
without creating new ones or altering the process entry point. Such capabilities make it a preferred choice for stealthy
payload delivery, thread injection, and evasion of lightweight behavioural detection mechanisms.

e ResumeThread

Resumes a thread whose info has been edited and changed by an attacker.

Files dropped during infection:

C:\Users\Admin\amhost.exe
¢ C:\Users\Admin\bmhost.exe
¢ C:\Users\Admin\cmhost.exe
C:\Users\Admin\dmhost.exe
C:\Users\Admin\lgL1gG.exe
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. 30 Objects 12/4/2024 10:46 PM File folder

[25] Contacts 127472024 10:46 PM File folder
[ Desktop 4/24/2025 12:59 PM File folder
E] Documents 12/4/2024 10:46 PM File folder
; Downloads 2/4/2024 11:09 PM File folder

. Favorites 2/4/2024 10:46 PM File folder
& Links 12/4/2024 10:46 PM File folder
J'! Music 12/4/2024 10:46 PM File folder
@ Onelrive 127472024 10:48 PM File folder
= Pictures 127472024 10:48 PM File folder
#P Saved Games 12/4/2024 10:46 PM File folder
7 Searches 12/4/2024 10:47 PM File folder

Videos 2/4/2024 10:46 PM File folder

. amhost.exe 8/11/2025 4:20 AM Application 64 KB
. bmhost.exe 8/11/2025 4:20 AM Application 131 KB
[85] cmhost.exe 8/11/2025 4:20 AM Application 171 KB

B dmhost.exe 8/11/2025 4:20 AM Application 24 KB
-4 IgL1gG.exe 8/11/2025 4:20 AM Application 172 KB

Figure 6: Files Dropped during infection

Network Activity:
3’ D Sﬁ ginomp3.mooo.com X —+ _ o ~
C A Notsecure | ginomp3.mooo.com o M e B - 9

Looks like you're not connected to the internet

Let’s get you back online!

ERR_INTERMET_DISCONMECTED

Troubleshoot

Want to play a game while you wait? =2 Launch game

Figure 7: Sample trying to contact a suspicious link

Infection Prevention and Remediation:
What are the Technical Controls?

¢ Endpoint Protection:

o Use up-to-date anti-malware and antivirus software to detect and remove threats like Backdoor.Buterat.
¢ Network Monitoring:

o Implement tools and practices to monitor network traffic for suspicious connections. The malware

connects to a remote C2 server at http://ginomp3.mooo.com/, which can be flagged as malicious activity.
e Firewall & IDS:
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o Configure your firewall to block unauthorized access and use an Intrusion Detection System (IDS) to

monitor for suspicious network activity.
e System Integrity Monitoring:

o Monitor for unexpected file creation or modifications, such as the dropping of amhost.exe, bmhost.exe,

cmhost.exe, dmhost.exe, and IgL1gG.exe in the C:\Users\Admin directory.
e Application Control:

o Employ application control or allowlisting to prevent the execution of unauthorized or suspicious

executables. This can stop the dropped files from running and further infecting the system.
e Obfuscation & Encryption Detection:

o Be aware that the malware uses encrypted or obfuscated communication channels and hides its
processes under legitimate system tasks to avoid detection. Use security solutions with behavioural
analysis to identify unusual activity that may indicate the presence of this malware, even if its files are not
detected by signature-based methods.

Employee Training & Awareness:

¢ Phishing campaigns: The Buterat backdoor commonly spreads through phishing campaigns and malicious
attachments. Educate employees on how to identify and avoid suspicious emails and attachments.

« Malicious Downloads: The malware can also spread through trojanized software downloads. Users should only
download software from trusted, official sources.

Incorporating Point Wild Product Protection:

Point Wild has a platform called Lat61 that unifies its security solutions, providing a framework for defense against
threats like Backdoor.Buterat. The Lat61 Threat Intelligence Team at Point Wild actively tracks malware, its methods,
infrastructure, and motivations.

Conclusion:

The Backdoor.Win32.Buterat malware demonstrates a highly stealthy and persistent infection methodology designed
to maintain long-term unauthorized access to compromised systems. By leveraging encrypted strings, obfuscated API
calls like SetThreadContext, and sophisticated thread manipulation techniques, it effectively bypasses standard
behavioural detection mechanisms. Its ability to drop multiple payloads and establish communication with remote
command-and-control (C2) infrastructure further amplifies its threat potential, enabling attackers to execute arbitrary
commands, exfiltrate data, and deploy additional malicious components.

Given its advanced persistence and evasion tactics, timely detection and remediation are critical to preventing
prolonged compromise. Security teams should implement network monitoring for unusual outbound traffic, file
integrity checks, and memory analysis to identify injected threads and unauthorized processes. Proactive threat
hunting, combined with updated signatures and behavioural detection rules, is essential to minimize exposure to
Buterat and similar backdoor threats.

What are the Indicators of Compromise (I0Cs)?
Hashes:
f50ec4cf0d0472a3e40ff8b9d713fb0995e648ecedf15082a88b6e6f1789cdab
c5cdb87162f6e9162a92b461909a3624547e0ec8b9ffe36c2150ec5f78ce 1164
6d57ce74d2af2192a533127c658cad041a75f3210c9c9c66c27f9822c0a0b091
2d72cf5e200110f5d7566944 1abe053be11d11768038f68860706dff54fc6beb
73999153156¢f5707c2cb88beabc577a7abdc7ba2b62369fdb03cdc26f42e963
86f5a5bb4153ae4b4b2129f112534638cb15527c28b0a771e4fd8ba8870daf77
Network:

Command and Control (C2) Server: http://ginomp3.mooo.com/
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