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A customer discovered through telemetry that their program was failing with the error code
ERROR_KEY_DELETED when they try to set a value in the registry. What does this error mean?

When you open a registry key, you get a handle, and that handle refers to the key you
opened. If somebody deletes that registry key, your handle remains a valid handle, but all
operations on it fail with ERROR_KEY_DELETED. The only thing you can do with the handle is
close it.

The registry allows a key to be deleted despite there being open handles to it because the
inability to lock someone out of the registry is a feature, not a bug. The deletion succeeds,
and all existing handles are now told, “Sorry, that key no longer exists.”

Note that if somebody creates a new key with the same name as the deleted key, that does
not revive the deleted key. The new key is a different key that just happens to have the same
name as the deleted yet. It’s not the same key. (It shouldn’t be considered the same key
because the security descriptor on the new key may not be the same as the security
descriptor on the old key.)

In the customer’s case, the program opened the registry key when the program started and
kept it open until the program ended. There is no code in the program to delete the key, so
my guess is that what happened is that the user opened regedit and manually deleted the
key, perhaps in a well-intentioned but misguided attempt to reset all settings to their defaults.
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