Detect Mortis Locker Ransomware With YARA Rule

mdlcode.github.io/malware analysis/Mortis-Locker-YARA-Rule/

January 10, 2024

Overview

Mortis Locker is a ransomware that was first discovered on 29 September 2023 by
@MalGamy12.

Mortis Samples
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https://m4lcode.github.io/malware%20analysis/Mortis-Locker-YARA-Rule/
https://twitter.com/MalGamy12

I'll use these samples in my yara rule. (You can download them from Triage)

a5012e20342f4751360fd0d15ab013385cecd2a5f3e7a3e8503b1852d8499819
b6a4331334al16af65c5e4193f45b17c874e3eff8dd8667fd7ch8c7a570e2a8b9
c6df9cb7c26e€0199106bdcd765d5b93436T373900b26F23dfc0O3b8b645c6913fF
dac667cfc7824fd45f511bba83ffbdb28fa69cdeff0909979de84064ca2e0283

Loading samples with pestudio

Let’s open the samples in pestudio to find some common strings

| found some here

psl
1y
shs
spl
5Ys
.hta
WpK
key
misi
pdb
recycle.bin
config.msi

windows.old

TRERDTVIE T
Ch\Users\Admin\source\reposiMortis\Release'\ MortisLocker.pdb
KERMELZ2 4|

ADVAPI32.dII

SHELL32.dll

@kernel32.dIl

mscoreedll

IThis program cannot be run in DOS mode,
2)([>=
Qo;

bad cast

bad locale name
falze

true
ios_base:badbit set
ios_base:failbit set

ios_base:eofbit set

.......

.deskthemepack

diagcab

diagcfg
e

el

Jdcns

Jdcs

Jdx

Jmod

mpa

Jmsstyles

rci

Loading samples with IDA pro
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https://tria.ge/

Let’s go to IDA and search for common bytes.

| found some common bytes

. text:00403DCO 5 FUNCTION CHUNK AT .text: . text 08402700
. text :80483DCO 5 FUNCTION CHUNK AT .text: . text:084027A0 ; FUNCTION CHUNK AT .text:0e4
L text: e . text:004027A0 5 FUNCTION CHUNK AT .text:@84
. text :@eag3DCO ; __unwind { // _main_SEH . text:084027A0 ; FUNCTION CHUNK AT .text:ee4
. text:@04430C0 55 push  ebp . text:084027A0

. text:00443DC1 8B EC mov ebp, esp 5 __unwind { // _main_SEH

. text:@B443DC3 6A FF push  @FFFFFFEER push ~ ebp
.text:00443DC5 68 FD SE 42 @0 push  offset _main SEH EC mov ebp,
. text:@B443DCA 64 AL @8 B2 88 B0 mov cax, large fs:@ FF push  @FFFF
. text:004430De S0 push  eax AB 47 42 0B push  offse
. text:@@443DD1 83 EC 18 sub esp, 1oh Al 00 00 00 00 mov eax,
. text:@64430D4 Al 18 90 43 B8 mov eax, __security_cookie push  eax

. text:004430D9 33 C5 xor eax, ebp EC BC 00 BB 60 sub esp,
. text:@B443DDE B9 45 FO mov [ebptvar_16], eax 10 30 43 68 mov eax,
. text:00443DDE 56 push  esi s xor eax,
. text:@B443DDF 57 push  edi 45 Fo mov [ebp+
. text:00443DE0 S0 push  eax push  esi

. text:@B443DEL 8D 45 F4 lea eax, [ebptvar C] push  eax

. text:00443DE4 64 A3 90 00 00 00 mov large fs:@, eax a5 Fa lea eax,
. text D as 2 lea eax, [ebp+var_1C] A3 00 00 0D 0O mov large
. text:@B483DED C7 45 EC @0 B8 88 80 mov [ebptvar_14], & push  16h

. text:00403DF4 @F 57 CO Xorps  xmm@, xmme . text:064827CE BF 57 CO xorps  xmm@,
. text:8B483DF7 58 push  eax .text:084927D1 C7 45 C4 00 60 00 0O mov [ebp+
.text:00403DF8 66 OF D6 45 E4 movq  [ebptvar_1C], xmm@ . text:864027D8 68 BA B4 43 0 push  offse
. text:@8483DFD ES CE FB FF FF call  sub 483908 .text:0849270D 8D 4D B4 lea ecx,
sopaooy . text:084027E0 C7 45 (8 60 68 00 0O

LText: i 0 oy -
et i arge
. text:084050F8 5 FUNCTION CHUNK AT .t
ot st . text:00404240 argy = dword p1
B B . . . text: 00484248 envp = dword pt
L text: - 5 _unwind { // _main_SEH
‘text:08485pFO 55 push  ebp EEKE: BaRaszaa
-tan:ms F1BE EC i whep, i . text: 00404240 3 FUNCTION CHUNK AT .text
. text:08485pF3 6A FF push  BFFFFFFFFh ‘:E:f“ “';ﬁ 3 FUNCTION CHUNK AT .text
.text:08405pF5 68 55 F2 42 00 push  offset main SEH ten:“ e [55a i ind { // main SEH
. text:80405PFA 64 A1 06 00 00 BB mov eax, large fs:8 et 090 § —meiind { /f main
‘text:00405000 50 push  eax - text:00400240 55 push el
B ) . text:80484241 88 EC mov et
.text:08405h01 83 EC 34 sub esp, 3ah
. . . text:0a40243 6a FF push @i
.text:0e405hed Al 50 60 44 BB mov eax, __ security_cookie
| et 001008 33 05 . g . text:08404245 68 35 99 42 98 push o
o . text:0040424A 64 AL 00 G0 G0 GO mov e
.text:08405heB 89 45 FO mov [ebptvar_l10], eax
: ¥ i e .text:0840f250 50 push e
.text:08405hoE 56 push  esi
toxt .06405h0F 20 s _text:084ef251 83 EC 4C sub e:
i Ly .text:00404254 AL 10 B0 43 00 mov &
.text:08405p10 8D 45 Fa lea eax, [ebptvar C]
= . text:08a0f259 33 5 xor e
.text:88405013 64 A3 88 88 BB BB mov large fs:@, eax
heh s : . .text:00404258 89 45 Fo mov [«
.text:oed0sRla Ba 1C C1 43 0p | mov ecx, offset Name ; "SeBackupprifieze extenioliiE se N ¢
. text:@@4B5A1E EB 5D FB FF FF call  sub_s@s2s@ [ P =
= . text:0040f25F 57 push e
. text:06405423 84 CO test  al, al ectioatlaen. 5o it
.text:08405A25 OF 84 73 1 00 B0 jz 1loc_a@589E g Ly !
N . . text:@0404261 8D 45 F4 lea e
. text:88405428 BY 48 C1 43 88 mov ecx, offset aSerestoreprivi estorePrivilege i a6 ks 6ar 0. 02100 5
. text:00405A30 E8 4B F8 FF FF call  sub 485280 'ten'“ or 2 "'°"h by
. text:884@5435 84 (B test  al, al .tEKt: C or 57 o P
. text:@8405A37 OF B4 61 01 00 00 jz loc_485B9E 'ten:“ 9 SeF (o 4% Birod voloy 4o xorps  x
. text:@8485A3D BY 68 C1 43 66 mov ecx. offset aSetakeownershi : "sBakeOunershioprivileee o |- FEXE10848 s [

Let’s see our final yara rule.

Yara Rule

rule Mortis_Locker {
meta:
description = "Detect Mortis Locker ransomware"
author = "@M4lcode"
date = "2024-1-10"
hashi "ab012e20342f4751360fd0d15ab013385cecd2a5f3e7a3e8503h1852d8499819"
hash2 "b6a4331334al16af65c5e4193f45b17c874e3eff8dd8667fd7cbh8c7a570e2a8b9"
hash3 "c6df9chb7c26e€0199106bdcd765d5b934361373900b26F23dfc03b8b645c6913 "
hash4 "dac667cfc7824fd45f511bba83ffbdb28fa69cdeff0909979de84064ca2e0283"
strings:
$s1 = "\\MortisLocker.pdb" ascii
$s2 = {65 8B EC 6A FF 68 ?? ?? 42 00 64 Al 00 00 00 00 50 8? EC}
$s3 = ".Mortis" ascii
condition:
uintl16(0®) == Ox5A4D and 2 of them
or all of them

Testing Yara Rule

It works!
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FLARE-VM Wed 01/10/2024 11:21:25.53

C:\Users\M4lcode\Desktop+>yara64.exe -r mortis.yar C:\Users\M4lcode\Desktop

Mortis_Locker C:\Users\M4lcode\Desktop\b6a4331334aleafe5c5e4193f45b17c874e3eff8dd8667fd7cb8c7a570e2a8bs
Mortis_Locker C:\Users\M4lcode\Desktop\a5012e20342f4751360fd@d15ab@13385cecd2a5f3e7a3e8503b1852d8499819
Mortis_Locker C:\Users\M4lcode\Desktop\c6df9cb7c26e0199106bdcd765d5b934361373900b26123dfc@3b8b645c6913T
Mortis_Locker C:\Users\M4lcode\Desktop\dac667cfc7824fd45f511bba83ffbdb28fac9cdeff0909979de84064ca2e283

FLARE-VM Wed 01/10/2024 11:21:48.99
C:\Users\M4lcode\Desktop+>

Thanks For Reading :)
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