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1. Overview

Zloader, a notorious banking trojan also known as Terdot or Zbot. This trojan was first
discovered in 2016, and over time its distribution number has also continuously increased.
The Zloader’s code is said to be built on the leaked source code of the famous ZeuS
malware. In 2011, when source code of ZeuS was made public and since then, it has been
used in various malicious code samples.

Zloader has all the standard functionality of a trojan such as being able to fetch information
from browsers, stealing cookies and passwords, capturing screenshots, etc. and for making
analysis difficult, it applies advanced techniques, including code obfuscation and string
encryption, masking Windows APIs call. Recently, CheckPoint expert published an analysis
of a Zloader distribution campaign whereby the infection exploited Microsoft’s digital
signature checking process. In addition, Zloader has also recently partnered with different
ransomware gangs are Ryuk and Egregor. This can indicate that the actors behind this
malware are still looking for different ways to upgrade it to bypass the defenses. Here is the
ranking of Zloader according to the rating from the AnyRun site:

Glabal rank Week rank Month rank 10Cs

2/ A/ oY 1NNE2
34 44 50 l0eh

Source: https://any.run/malware-trends/zloader

Most recently, multiple telecommunication providers and cybersecurity firms worldwide
partnered with Microsoft’s security researchers throughout the investigative effort, including
ESET, Black Lotus Labs, Palo Alto Networks’ Unit 42, and Avast. They took legal and
technical steps to disrupt the ZlL oader botnet, seizing control of 65 domains that were used
to control and communicate with the infected hosts.

In this article, we will provide detailed analysis and techniques that Zloader uses, including:

e How to unpack to dump Zloader Core DILI.
o The technique that Zloader makes difficult as well as time consuming in the analysis
process.
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e Decrypt strings used by Zloader by using both IDAPython and AppCall methods.

e Apply AppCall to recover the Windows API calls.

e Process Injection technique that Zloader uses to inject into the msiexec.exe process.

e Decrypt configuration information related to C2s addresses.
e How Zloader collects and saves information in the Registry.
o The Persistence technique.

The analyzed sample used in the article:
034f61d86de99210eb32a2dca27a3ad883f54750c46cdecdfcc53050b2f716eb

2. Unpacking Zloader Core DII

First, check the sample with Nauz File Detector:

C:\Users\REM\Desktop! 1b4eb327a40a 14acdafan2 7125563056

Directory

* PE32

Operation systemn: Windows([95)[286, 32-bit, DLL]
Sign tool Windows Authenticode(2.0)[PECS £#7)

= Onwerlay: Binary =

Certificate: Windews Authenticode[20)[PKCS #7] EulfFuzrd Lid

By collecting and combining information about sections from Exelnfo, entropy in DIE as well

Signature izt

Marme of sgnes

1 | 1b4eb3272400190c42f2627125063056 Pru‘ 1

v Rearsvesan V| [ General| Digtal Signatures .SE*'-"L“‘T}' ] Details | Previows l.,.le.-mngl

[hgest agarithm Times amp

shal

Monday, March 20, 2...

Details

as the size of the DLL file, we can confirm that this DLL is packed:

Nr Wirtual o...
01 ep 00001000
oz QD000

03 i O0O4CD00
04 rs ODLCIO0D
s QD1 ECO0

Wirtual s...
DOEAS20
00000380
00179610
0002407
nonoueaAc

RAW Da...
CO0D100D
(D02 R0
CO0=EADD
11400
D1 EG204

RAW size
ODMAS0D
00000
OD17SAND
O00Z4EQD
QUOHCTD

Flags

40000040
2000040

Name First bytes (hex)

et TR 74 727551 F2E4 BE
Jrdata OF &0 DD 00 AD &0 0D 00 C1
Jdata 66 44 73 68 30 5A 44 4D 56
JEIT O 00 00 00 00 00 00 00 0=
selor O A0D0TAN0 T 00 D000 23

Fir...
{t.

K.
fD...

L|

sedt, Stats
Viery not pedked - 82,0726 % FEROD
Very not padked - 35,5460 % ZEROD
Very not pcked - 63.0079 % ZEROD

.. Notpacked - 168114 % ZERO
.. Crypted maybe - 9,700% % FERO
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Status Offset

= = Refnad
not packed(44%:) 00000000 00128518

Save Save diagram

Regions
Offset Size Entropy Status
(DOO000 00001000 0.59396 not packed PE Header
DOD1000 D004 260 1.E1E7E not packed Section(D]]"texdt']
D004 LG DO000400 414863 not packed Section(1)[.rdata"]
0004 bald 0017500 33H1M not packed Section(2)[".data']
D0lel400  DO024e00 GELETD packed Section(3)[".rere’]
O0lef200 0000000 660136 packed Section(d)[".reloc’]
O0lefed)  D000ATLIE 742024 packed Owerlay

| | 1b4eb327a4 | .

| General |&gﬁal Signalures [ Secunty | Details ] Previous Versions

1bdeb32Vadlal4acdafab2 125063056

Typeof fle: He

Description:  Tbdeb327a4la14ac4afab271 25063056

Location Calsers\REM\Desktop

Size 1.0 MB (2,000,152 bytes]

Size on disk: 151 MEB (2,002 944 bytes)

For unpacking, use x64dbg to load DIl file, set a bp NtAllocateVirtualMemory. Then,
modify the breakpoint’s condition as follows:
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Syntax

C++

_ke-r'nel_:.-ntr-_'.r NTSYSCALLAPT NTSTATUS Htall
[in] HANDLE ProcessHandle,
[in, owt] PVOID *BaseAddress,
[in] ULONG PTR ZeroBits,
[in, out] PSIZE T Regionsize,
Jim] ULONG AllecationType,
[in] ULONG Protect

Type | pddress
Software

Hodule sl abel JException

< Fakebd27 ahBaibackaFad 27125063056 . d11 . EntryPoink:
<kelipeld2.dll._ResumeThreadStubBl>
<kerniliz.dll._CreateProcessInternalWEsgs
<kernelf?.dll. WriteProcessHemarystub@2ok
<ntdll.di _ZwhllocateUirtual Hemor pi2

Ii ¢4 e 15 | == 38208848

Command Text:

Command Condition:

_ il cracaef it el i Ll B heonetiE_d1L
g subsmatlc saalgdis

UArTiia ] HesRdar gl 50

Rddress Hadule /Lt L L xcepl ban | state Sunnary

SoFtware ——
TEFINIEF doernel¥E.dll._RessseTheesdstua:
TERRIECE B N L Firata P ocens Dt o rnal W »

TEFADTAR Ry e LEE .11 Wi bePr ocessHema r y s belic i

TTEIFAER Catdll .11 ._2wAllecstelirbealFe sorparss ] |'I'IE!|'I'EI | [esp+1E]==Diga00Ln .

Following the allocated memory regions, after the 3rd hit, the core DIl of Zloader will be
unpacked:
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ENTryalan [

Dump this DIl to disk, the file has MD5:

[ 23 zloader_core_dllbin
. D05 Header
D05 stub
. NT Headers
P signature
P File Header
P Optional Header
' Section Headers
Sections
et
=t EP g BE70
% .rdata
o .data
t L reloe

Disasm: text

General | D05 Hdr | File Hdr

WELT
KERMEL32.dll
LISER3Z. dll
02 dil

KERMELIZ.dN [ 1B entries ]

Call via

3. Anti-analysis

Name Oirclinal
CleseHandle

CrreateFile’

Dhel b

DeleteFileid
GetFileAttribute...
(GetlastError
GethoduleHan...

FabDrme assbdaus

| s W -]
"m e m

Optional Hdr | Secton Hdrs

B BaseReloc,

Bound? OriginalFirstThun  TirmeDateStanp

FAlSE
FalSE
FALSE

Original Thunk  Thunk

i
LI
0

Farwarder

To consume time of the analyst, Zloader uses meaningless functions, or rewrites functions

that look very complicated but only to perform simple tasks such as AND, OR, XOR, ADD,

SUB, etc.

For example, a function that does a meaningless task, however it can cause a delay in

execution in a sandbox environment:
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esi
edi

BCBE41ADh + Bxan) * BU41ADh + @x2D) & {((g_BCBBULLADR < Bx1d)
* [g_DCBBYUIADH + 0
temi

([g_&Cagduiibh + & ({g eCapuulanh == @=1g]
tmpl » [g_BCRAdiADh +

i
CONAE WCHAR &

HOC hde;
+ (nunl & numd]) | senl & nund) & (eand + (eusl & nusa)))

T = Forl Eer Arg NiTh_FSII3BSA0OREUIASCAS) £ sub 10B0SLO8CNuRY, hdc) &

(v & &)
Eith _IFE1E

= {numl % {num2 + 8x45) + ({numl & (nund + Bx4E
¢ (numl * Cnuml #

- numl};

4. Decrypt wide string

4.1. Use IDAPython

All strings that the core DLL uses are encrypted. The wide string decoder function will take
two parameters as input:

o First parameter: the address containing the encrypted string.
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o Second parameter: the address where the string is stored after decoding.
- tawt: 16BBEDFT B,
 TexT: 1088EDFA
{ text: 1DBBEERR E : decstring
| text: 1B8BEEDL offset mord_lB828d4FB ; encString
{ tawt: 1006EERR
TexXT: L eaEElG
text:1BMOEERE P 7 calls,
-tent: 16BBEERE
Ltext: 1688EEAF % calls:
text: 1DBBEELR
-text:1BBBEELS
-text:1BBBEELS
text:1088EELA
text: 1BBBEELD '
-text: 1BBBEELF '] short loc_l88B8EEST
Ltext: 1688EELF

The pseudocode at the f_zl_decrypt_wstring decryption function looks confusing, but if we
look closely, the function performs a simple xor loop with the decryption key is “PgtriPF-
2ft0j000x"“:

dec_char = sg_PgtrIPFIftojemn:;
LOWORD{dec_char) = #encStrimg * dec_char;
wdacsString = dec_char;

C 1 _woRD}dec_char )

ptr_decstring;

val_Bx28 = f_zl_sub_argl_from_ar2{e, 9=FFE8);
{ (unsigned _intlelf_zl_sub_argl from_ar2(8, val_8=36 — dec_char) = &=8Fu )
{
{ Cunsignad intlédec_char > axDu )

= X200,
{ !_bitvest{&v11l, dec_char) )

}
1
wal_8wS1TCRESs = F_¥1_wor_abg_with_6cFg33308A(E=ATEFRE3A)

1w fozl_add_argl_with_arg2({i + 0=<6EB371AL, val_Bx917CBEGE);
enc_char = ptr_encString[i];
xor_key_val = g PgtrIPF2ft0jeeox[i % ex11];

tmpl = ~xor ey _val & f_7l_xor_mith_8x3BSA(6xTCI6)

tmp2 = f.zl_and_argl with_arga{xor_Wey_val, 0xB893); |
ptr_gecstring = decsStiring;

-

dec_char = enc_char * xor_key_val

dac_char = tmpl | tmpad:
pEroenesteing = encString;

LOWORD(dec_char) = enc_char * dec_char * @=47sC;
dac5tring[1] = dec_char;
{ [{_WORD)dec_char )
{
ptr_decString;
¥
t
ptr_sncstring;

Based on the above pseudocode, the python code that performs decryption as follows:




detf decryptlenc_str):

dec_str =
i=80

for ¢ in enc_str:
dec_str += chr{ord(c) ~ ord(xor_key[i % 8x11]))
i+=1

return dec_str.rstrip( '‘\x08")

With the help of IDAPython, we can automate the whole process of string decoding and add
annotations at the decryption functions in IDA for further analysis. The entire python code is
as follows:

idautils, idec, idaapi, ida_search, ida_bytes, ida_aute
xor_key

def read_enc_string(addr):

enc_str

data = idc.get_bytes(addr, idc.get_item_size(addr))
i range(8, len(data), 2):
enc_str datali]

enc_str

 decryptlenc_str):

dec_str
s

c enc_str:
dec_str chr{ord(c) * ord(xor_key[i = 8x11]])
1 1

dec_str.rstrip(

decrypt_string(func_addr):

args_1 = idaapi.get_arg_addrs(func_addr)[e]
enc_data_addr = idc.get_operand_value(args_1, 8]
enc_str = read_enc_string(enc_data_addr)

decrypt{enc_sir)

main():

seg_mapping = {idc.get_segm_name(x): (idc.get_segm_start(x), idc.get_segm_end(x)) idautils. Segments(]}
start = seg_mappingl 1[e

end = seg_mapping[ 101]

pattern

addr = ida_search.find_binary(start, end, pattern, 16, idc.SEARCH_DOWN)

func_addr = idaapi.get_funcladdr).start_ea

print( {}'.format{hex(func_addr)])

uref idautils, XrefsTolfunc_addr);

xref_addr = xref.frm
ida_bytes.is_code(ida_bytes.get_full_flags(xref_addr)):
dec_str = decrypt_string{xref_addr)
print( {
ide.set_cat(xref_addr, dec_stwr, 8)

}'.Format{dec_str, hex(xref_addrl))

__name__ :
ida_aute.auto_wait()
lainEl




The results before and after the script execution will make the analysis easier:

wrefs bo F_d_decrypd_wstring

Diwrection

il 1l 1 i

il I

il D

A (e (e i [ [ [ T

ol [ i [

11

(v e e e e (e (e (&

=]
-1
3

=

Dt
Down
Dt
Domn
Dirmn
Digrmmn
Dan
Dan
Doan
v
Dimn
[hrmm
[Digrmm
Dioan
Digram
Dovan
[hmm
Dirmm
Dy
Diram
Diran
Diram
Dhorain
Diram
Dhoraim
Diram
Diram
Dirmm
Dhoram
Dioran
Dhrain
Dioran
Dhram
Diram
[hram
Diram
Diran
Dherain
Diram
Dieram
Diran
Diram
Dizram
Dizran
Dieram

Digram

Tep Address

W W WWWWWWWWNWAWWEWEWAWEEWEWEUEUEWEEUWEEEEEEEEETWEEEEWEEEEE W W W

st HOOOSEG0- A4
ui_ MOS0 1B
g TICRE 0 00
Sl MOmGIFD-
TG DEHD =
Pl MO0 41
ol P&
st MRS -,
i ML,
#_zl_relesie_to_c.
#_z2_releste_to_c.
i_zl set_persste
#_7l_set_persshe
subs_H00FT N+ TE
izl replece_file
s 0T 1470+4
sl W01 D412

§_zl et victim_
ol W00 2 B0 B
ool W01 290+
s W0 3030
w01 3080
wulb_ M 3CAEI

N SRI0- 76
R HE L]
Ml 16F30. IE
BT 6D 30
MO1a560 16
EO1150 53
b MH91F0BR
sty MO A=
§_rl_recunie v,

by MOES30+ 1B
wub_ MHEC OO

v MEEC OO

§ el covate_ o o

§_#l read _conbe...

il comats_a

call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
ol
call
call
call
el
ol
call
ol
call
call
call

call

. aall
. aall

. sl

call
call
call
call
call
call
call
call
call
call
call
call
call

call

-y

L | ']
1_zl_decrypt_vesting
1 2l decrypt_wstning
1_zl_decrypt_westing
1.zl decrypt_wstring
1zl decrypt_wstning
121 decrypt_wstring
1zl decrypt_wesinng
1_zl_decrypt_wsting
421 decrypt_westring
1_zl_decrypt_westing
1_21_decrypt_westring
4_zl_decrypt_wstnng
{_zl_decrypt_vestring
1_zl_decrypt_wesinng
1_zl_decrypt_vestring
{_z2l_decrypt_wstring
_zl_decrypt_wstiing
1_zl_deirypt_weinng
{_zl_decrspt_wstring
1_zl_deirypt_wesinng
{_z|_decrypt_wsdning
1_zl_decrypt_wetiing
4_zl decrypt_westnng
_zl_decrypt_wetiing
1_zl cerrypt_wstnng
4_zl decrypt_wstring
1_zl cherrypt_wstnng
1zl decrypt_wsting
2| decrypt_wtring
1_zl_decrypt_wednng
2| dermypt_wtring
4_zl cerrypt_wediing
2l decrypt_wstiing
4_zl checrypt_wediing
4_zl_decrypt_wndring
4_zl checrypt_wediing
1_zl decrypt_wading
i ol decrypt_wetring
i_zl decrypt_wntiing
1 ol decrypt_wetring

i_zl decrypt_wntiing
1 ol decrypt_wtiing
1 _cl decrypt q
1zl decrypt g
1 el decrypt 4
1_el_decrypt s ']
1

ol cdecrgpt y

[

4.2. Use IDA AppCall

Before

= wrefstnf_zl_dacrpt_wetring

Direction

Fyp Adgdeess

sub._1 O+ |

sub_ 100+ AL cal
sub_ 10085+ 1E cal
sub_TOMM 5+ 20 cal
sub_T0080H-.. cal
sub_TOEEOHHGS cal
sub_ 1047 cal
sub_TEHCASD .. cal
sub_1000CAS0H.. cal
sub_ T00CCTO.  cal
f_2l_relezbe o c.. cal
f_al_relezbe o c.. cal
f_zl_set_persiste.. cal
f_zl_set_persiste.. cal
sub_100F270+TE cal
f_zl_replace file., cal
sub_ 1001 1470+9F cal
sub_ 1001 1040+ 12 cal
f_zl_get_vickm_.. cal
f_zl_get_victiom_.. cal
f_zl_gek_victim_.. cal
f_2l_get_vickim_.. cal
f zl_get_wickim_,, call
f_al_gek_wiction_.. call
sub_ 1001 3590- B cal
sub_100TI690- ., cal
sub 1000 SCE L eall
sub_ 1001 3CEN,, cal
sub_ 1000 ICEEL, cal
sub 1001 3CER ., cal
sub_10014500+,.. cal
sub_ 10014500+, cal
sub_10015340+,.. cal
sub_ 10015600+ 76 cal
sub_ 10016350+ 984 cal
sub_1001EF I+ 3E cal
sub_10017160+30 cal
sub_1001EARD- 13 cal
sub_ 10019150+ 58 cal
sub_ 100191 FI+E9 cal
sub_1001AI0D .. cal
F ol recurive v, cal
sub_1001R530-13 cal
sub 10IRCCL.,  cal
sub OIBCC.  cal
F sl create or d.. cal

Tl swad ce

sl _create

i,
f_o_decrypt_wetrig “Hes™ s

f_ol_decrypt_wstrng "%

f_o_decrypt_witring “Hs™ s

f_o_decrypt_wstring “Hes

f_al_decrypt_wstrivgg SoétwarsyMicrosotts

f__decrypt_wetring SebeowiyPrankege

f_ol_decrypt_sstrineg

f_o_decrypt_wetring SoftwarsiMicraosafty

f_ol_decrypt_sstringg SoftwaretMicroscft\Windows\ Curment¥ersion' Run
f_o_decrypt_wstring .di

f_o_decrypt_wetring Softwarebicrosofi Windows' Cumentierson' Aun
f_o_decrypt_wstring regrerdiee /5 s

f_d_decrypt_wetrmg Prowidier eve

f_d_decrypt_wstrireg tmg

f__decrypt_ wetring Softwareibicroscé

f_o_decrypt_wetrimg Softwarsibicrosof i Windows\ Cumentierson' Aun
f_o_decrypt_wetring UHEKNIDWH

f_d_decrypt_wetring SoftwareibMicroscf{i Windows NTWumentVersion
f_d_decrypt_wstrineg InstaliDate

f_d_decrypt_wetrng DagrtalProductld

f_d_decrypt_ wetrimeg Sor_ SO

f_o_decrypt_wetrimegg INWALID_ BOT_ I

F_ol_decrypt_sstrineg _

F_o_decrypt_wetring Softwareibdicroscf

Fil_decrypt_wetrirer e

f_d_decrypt_wetrimg dI

f_d_decrypt_ wetring e

o _decrypt_wstring »>

F_rl_decrypt_watrimg C:\Windows\ Systermfipps\”

f_rl_drcrypt wstring Micmnsoft Micmsnftfdge

f_r_decrypt_ wetrimegr _

fo_desrpt_wstring 0

F__decrypt_ wetrimgr S (ML NRRWHE LW

f_d_decrypt_ wetring SoftwareiMicroacty

F__decrypt_ wrtring Software'Microncfy

Frl_ e rypl_webrimes |

Frl_dies ryp_watrime; SoftwareMicroneft

F_r_decrypt_ wytrimg %

f_rl_des rypt_watring trmp

F_r_decrypt_ wyiring ©

fol_des gl _wtring \*

F_rl_decrypl_wlring temp

o _diecrypt_wnitrimg Woa WllB

Pl decrypt_watring data.txt

ol diecrypl_wilring Imp et

After

ol desrypt walriceg trnp et

If you don’t have time to dig into the decryption implementation of the function, or when the

algorithm is too complex, we can use IDA’s useful feature known as AppCall, to help decrypt

the data. Basically, Appcall is a mechanism used to call functions inside the debugged

program from the IDA debugger. Before applying AppCall, the first thing is to given a function
with a correct prototype. For example, the function f_zl_decrypt_wstring has the following

protoype:

wchar_t *__cdecl f_zl_decrypt_wstring(wchar_t *encString, wchar_t *decString);

Note again that in order to use AppCall, the program must be debugged. As shown below,
IDA is stopping at the breakpoint set at DIIEntryPoint:
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1TZATCUTE ; BOOL _ stdcall DLLEntryPoint(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserved)
1 T2ATCHTE public

PT2ATCYTE proc near

S T2ATCHTE

fT2ATCUTE hinstDLL= dword ptr
T2ATCHTE +d on= dword ptr
:T2ATCYTE LpReserved= dword ptr

: T2ATCUTE

:T2ATCUTE

PT2ATCYTL

TT2ATCYTS FdwReason],

T TIATCUTT 5 short Loc_T2ATCABE
CT2RTCUTT

1 T2ATCYTO [ +hinstD

T TIATCYTC g- zl base_addr,
:T2ATCUEL suh_T2AB8266

Then execute the below python script to decode and add comments related to decoded
strings at the functions:

ide, idaapi, idautils

def decrypt_n_comment(func, Func_name):

uref jdautils. XrefsTo(idc.get_name_ea_simple(func_name)):

print( {:88xX}" . format (xref.frm))
string_ea = search_inst(xref.frm,
string_op = idc.get_operand_value(string_ea, @)

buf = idaapi.Appcall.buffer( 128)

ras = func(string_op, buf)
type(res.decode( 13 str:
print( {:88X) (}".format(string_op, res.decode(
Exception [-H

print( {}*.format(el))

dide.set_cmt(xref.frm, res.decodel ), idc.SN_NOWARN)

print{ )

def search_inst(ea, inst):

Trua:
idc. print_insn_mnem(ea) inst:
ea
ea = idc.prev_head(ea)

FUNC_NAME
PROTO {:5) . Format{FUNC_NAME)

decrypt_function = idaapd. nppcall proto(FUNC_NAME, PROTO)
d dec

The final result should be similar to the image below:




[=]1 Decrypted strisg at 734%6FA 1t Seftmape\Hicrosoft Udindaes Current Vepsdon ' Jun

5. Decrypt ansi string

5.1. Use IDAPython

Besides the function to decode wide strings, Zloader also uses the function to decode ansi
strings. This function also accepts two arguments:

o First parameter: the address containing the encrypted string.
o Second parameter: the address where the string is stored after decoding.

, Lebptvar_su]
; decString
offset byte_loe2aCla : :-n-:s:ring

7 calls,

calls:

Similar to the above f_zl_decrypt_wstring function, the pseudocode of the
f_zl_decrypt_string function looks quite messy, but it still uses an xor loop to decrypt with
the decryption key still “PgtrlPF-2ftOj000x":
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= f_zl_return_8x@_if_argl_not_equal_argl(dec_char,
( dec_char < @x20 || vi1 &1 )

{ Cunsigned _ imta)ds

dec_char = encString[i] * g_PgtrIPF2ft0jee0x[BxFFFFFFEF
ptr_encstring = d i
decstring[i+] =

( !dec_char )

{
ptr_sneString
1
}
pEE_SReString = encString;

ptr_encString

ptr_encString;

Here is the full python code to automate the whole process of decoding strings and adding
comments at functions:
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idautils, idc, idaapi, ida_search, ida bytes, ida_awto
xor_ley

def read_enc_string{addr):

enc_str = ide.get_bytes{addr, idc.get_item_size(addr))
enc_str

decrypt{enc_str):

qqc_str

1 o
c enc_str:
dec_str (o ) © ord(xor_Wey[i = ex11]))
i 1
dec_str.rstrip(

decrypt_string (Ffunc_addr) :

args_1 = idaapi.get_arg addrs{func_addrl[a]
enc_data_addr = idc.get_operand afargs_1, @)
anc_str = read_snc_string(enc_data_addr)

decrypt (enc_str)

f main():
Sgg_mapping {ide.get_segm_name(x): (ide.get_segm_start(x), ide.get_segm_and(x])
start = seg_mapping[ ]
end = seg_mapping[ 1[1]
pattern
addr = ida_search.find_binary(start, end, pattern, 16, idc.SEARCH_DOWH)
fune_addr = idaapi.get_func(addr).start_sa
print( (}'.format(hex({func_addr))])

wref idautils. XrefsTo(func_addr):
xref_addr xref.frm
ida_bytes.is_code(ida_bytes.get_full_flags(xref_addr)]:
dec_str = decrypt_string(xref_addr)
print( (} {}'.format(dec_str, hex(xref_addr)))
ide.set_cmt(xref_addr, dec_str, @)
_name__ 2
ida_aiito.auto_wait()
main

The results before and after the script execution

idautils. Segments()}
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To use AppCall, same as above, need to define correctly the prototype for the

f_zl_decrypt_string function as follows: char *__cdecl f_zl_decrypt_string(char

*encString, char *decString);

Slightly modified the script used for decoding the wide strings above:
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ide, idaapi, idautils

def decrypt_n_comment(func, Ffunc_name):

xref jdawtils.XrefsTo(idc.get_name_ea_simple(func_name)):

print( { } . format(xref.frm))
string_ea = search_inst(xref.frm,
string_op = idc.get_operand_value(string_ea, 8)

buf = idaapi.Appcall.buffer( 128)

res = func(string_op, buf)
type(res.decodel i)
primt( { {}*.format(string_op, res.decode(
Exception [-H

print( {}" .format{e))

ide.set_cmt(xref.frm, res.decode('as SN_NOWARN)

print{ ]

def search_inst(ea, inst):

True:
ide.print_insn_mnem{ea) inst:
ea
ea = idc.prev_head(eal

FUNC_NARE
PROTO {-3} . format (FUNC_NAME)

decrypt_function = idaapi.Appcall.proto(FUNC_NAME, PROTO)
decrypt_n_comment(decrypt_function, FUNC_NAME)

SReed, TS0

fFraan byts 71010538

[REELS endp

yx S54SR S = RALC DE FGET IR RRDRDAST

6. List of DlIs used by Zloader
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In the list of strings decrypted by the f_zl_decrypt_string function above, there is a string
after the decryption that is quite meaningless. Going to this address, after diving into it |
noticed that the first parameter passed to the function is an array containing the addresses of
the encrypted strings. Based on the corresponding index value of the array will access the
address containing the corresponding encrypted string:

laa [etp+de tr] 1 { Fzl_and_ex(wll, Cwal_B<BASREADS cRARBERDE] * STES 53 3
piish e _STF 11

ey g pEE_ane_dlL_sEe[abasu] § @ gte 3 22 411 _mame s FOELDSSERRE DRI oy _pe_whe_dLl_serd[arg d11_indec], dec_ite):
call i —evh 3 ¥_sl_skrepylv3l, mz_dllname, BeE

Going to the g_ptr_enc_dll_str array (renamed above) will see a list of addresses as shown
below:

gptr_enc_dll_str| dd aeesel byte_ 100 10Ul

t| byte_Le20EFR
byte_LeS20BT1
byte 18820688

te_ Lealersl
yte_LeBJEFSS

L] byte_ 18829148
t| byte_18826Fan

£ byt ;
Byte_ 18820350
byte_ledlhaaD
byte 1880AFE
t| byte_lealedDng
| byta_Llealeuns
t| byte_18636uba
byte. 18826503

Modify the script to decode the specific DIl strings, the results obtained when executing the
script are as follows:
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To summarize, we have a list of indexes corresponding to the DLLs that Zloader can use to
retrieve the addresses of APIs:

g_ptr_enc_dll_str dd offset byte_10020uD0

Index DIl Name

10

11

12

kernel32.dll
user32.dll
ntdll.dll
shiwapi.dll
iphlpapi.dli
urlmon.dll
ws2_32.dll
crypt32.dll
shell32.dlI
advapi32.dll
gdiplus.dll
gdi32.dll

ole32.dll

t byte_l18G28EF%9

byte_186628871

t byte_1o620508

byte_lea282Fe

t byte_le8828F82

byte_lea2erss
byte_18026F5C
byte_le628FAL
byte_186283A8
byte_16626F8D
byte_lea2e5C2
byte_16626473

't byte_l18a28422
t byte_1e828C96

byte_106028FT5
byte_18428CT78
byte_l8028FG68
byte_lea28360

t byte_1882844D

byte_10620AF8
byte_18628408
byte_lea2edDe
byte_106204D6

t byte_le628503

» hernel3d.dll
¢ user32.dll

; ntdll.dll

: shlwapi.dll
i iphlpapi.dil
: urlmon.dll

: ws2_32.d11

; cryptil.dll
: shell32.d11
+ advapi32

: gdiplus.dll
; gdi3z.dll

: ole32. dll

: psapi.dll

; cabinet.dll
: imagehlp.dll
; netapii2.dll
+ wtsapiiz.dll
i mpr.dll

; wininet.dll
; usereny.dll
i kernel3l.dll
: kernel3a.dll
; hernel3d.dll
; berypt.dll
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13
14
15
16
17
18
19
20
21

7. Dynamic APIs resolve

psapi.dll
cabinet.dll
imagehlp.dli
netapi32.dll
wisapi32.dli
mpr.dll
wininet.dll
userenv.dll

berypt.dll

Similar to other advanced malware... Zloader will also get the address of API function(s)
through searching by pre-computed hash value based on API function name.

As shown in the above figure, the f_zl_resolve_api_func_ex function takes two parameters:

16818629E

lagle2Ay
:leal1a2A9
:188182AB
:100182AB
;18818280
:188182E3
:ledlezes
:188182BE
:1861682BF
:188182C5

g _zl_base_addr

578]

pre_api_hash

; arg_dll_index

; nsize
+ LpFilename
; hModule

(1): The first parameter is dll_index. Based on this parameter, the function will decode
the name of the corresponding DI, then call the LoadLibraryA function to get the base

address of this DII.
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sz_dll_name = f_z1_decrypt_string((&g_ptr_enc_dll_str)[arg_dll index], dec_str);
f_zl_strepy(lpLibFileName, sz_dll_name, @xFFFFFFFF);

1
J

L

hModule = LuadLibrafyA{lpLibFileName};
C 'hModule )

{

{
LABEL_18;

(2): The second parameter is pre_api_hash. This parameter is the pre-computed hash
of the API function name. The function f_zl_resolve_api_func_ex will call
f_zl_resolve_api_func to retrieve the corresponding API address:

retrieve_apil_addr:
api_addr = f_zl_resuluelapi_#hn:[thduLe, pre_api_hash);
( api_addr )

The pseudocode at the f_zl_resolve_api_func function as follows:

[ r0f zl _return_@we_if_argl_neot_equal_arga{c, @) & 1) )
ptr_api_name = dll_base_addr + func_name_rva;

convert APL name to lomercase

Lomer_casa(
argl_fromargaie, 1);

[ F_zl_calc_hash_gxlisz_apl_name, B=FFFFFFFF) = praapiohash )

- conpare caleulated hash to pre_hash

rt_dir_va-*RNusbarifdames )

sddr = CF_#1_add_argl with_arg2{*{&d1l_base_sddr[spdrdinalsThl] & export_dir_va-=+&ddress0fFunctions) & BeTUCH298
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The entire pseudocode of the function that performs the hash calculation by the API function
name is as follows:

caloed_|
for ¢ Ln fume_ 2
caleed_hash = [calced_hash =
f calced_hash & mask:
calced_hash [{{calced_hash L} == Bx18) ~ @B BAFD | ~0xE25188F0 & ({calced_hash & mask} == 8x158)) = (calced_hash
“ calced_has nask
return culceﬁ_hnsh Bxtfffff

Results when using the above function to find API functions corresponding to hash values
hash 0OxFDA8B77, 0xB1C1FE3, 0x8ADF2D1:

With all the above analysis results, it is possible to write an IDAPython script to recover all
the APIs that Zloader uses. However, to avoid having to dig into Zloader’s hashing algorithm
for each analysis, here | will use AppCall to do this task. The python code that uses AppCall
is as follows:
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ide, idaapa, idautils

def resolve_n_comment(func, fFunc_name):

yref idautils.XrefsTo(idc.get_name_ea_simple(func_name), 8):

xref_addr = xref.frm

print( { 1" . format(xref_addr])
argl_ea = idaapi.get_arg_a (xref_addr)[6]
module_index = idc.get_operand wvalue(argl_ea, @)
arg?_ea = idaapi.get_arg_addrs{xref_addr)[1]
pre_api_hash = idc.get_operand_value(arg?_ea, @)

module_index - @ pre_api_hash LH

print ( {:88X}". at(module_index))
print ( { format(pre_api_hash))
addr = funcimodule_index, pre_api_hash)

Exception e:
print( (}*.formatle))

api_name = idaapl.get_debug_names(idaapi.cvar.inf.minEA, idaapi.cvar.inf.maxEA)
print ( [}®.format(api_name[addr]))

ide.set_cmt(xref_addr, *{:}".format(api_name[addr].replace( - 1),8)
set_emt_api call(xref addr, "{:}".format(api_name[addr] .replace(" ", i)

print( h]

def set_cat_api_call({addr, api_name):

curr_addr = addr
address_plus_58 = addr + 56
curr_addr address_plus_58:
curr_addr = ide.next_head{curr_addr)
idc.print_insn_mnem(curr_addr) idc.print_operand(curr_addr, @8):
ide. set_cmt(curr_addr, api_name, idaapi.SN_NOWARN)

FUNC_MNAME
PROTO {:5] Format (FUNC_NAME)

resolve_fumction = idaapi.Appeall.proto(FUNC_NAME, PROTO)
resolve_n_comment(resolve_function, FUNC_NAME)

Note, Zloader has many areas of code that call to the f_zl_resolve_api_func_ex function,
but there will be areas of code that do not have any reference to it and that area has not
been defined as a complete function. Therefore, to be able to run the above script, it is
necessary to create functions for those first. The final result after executing the script will be
as follows:

; pra_apd_hash
i arg.dll index
;i hernel3l!GetModuleFileNanek

[

Azl _baso_sdde
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However, as shown in the figure there are still places where the API function can’t be
recovered, that's because Zloader has performed the previous calculation of the dll_index
and pre_api_hash values and saved them in the register. After that, call the
f_zl_resolve_api_func_ex function:

i inval

i module_indax

8. Process Injection Technique

Zloader, when executed, will inject Core DIl into the msiexec.exe process. The whole
process is as follows:

Use the CreateProcessA API function to create the msiexec.exe process in the
SUSPENDED state.
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CreateProcessA = f_zl_resolve_api_func_ex(e
[ CreateProcessA(e, sz_mslexec.exe, B, ¢ B, B, &StartupInfo, &ProcessInformation) )

| a | ] rundi32 exe 1064 108 MB  REM-POWREM Windows host process

Get SizeOflmage value of Zloader DIl being loaded by rundll32.exe/regsvr32.exe.
Use the VirtualAllocEx API function to allocate new memory inside the msiexec.exe
process:

Wirtual AlLecEx] rmation. hProcess, B, F1_s$ire of_image,

Allocate heap memory, copy the entire contents of the DIl into this heap:

( zl_payload_buf_in_msiexec )

g_zl_payload_buf_in_msiexec = zl_payload_buf_in_msiexec;
z1l_base_addr_in_msiexec = zl ad_buf_in_msiexec:
f_zl_wchar_strcpy(sz_msiexec wsz_zl_dll_path);

f_zl_wstrepy_ex(sz_msiexec
f_zl_free_heap_ex(sz_msiexec.e

ZL dll content_in_heap = f_z1l_memcpy_ex(zl_base_addr, zl_size_of_image);
f_zl_update_image_base(zl_dll _content_in_heap, zl_base_addr);
f_zl_perform_base_relocation(Zl_dll_content_in_heap, zl_base_addr_in_msiexec);

Generate a random number and use it to encrypt the entire payload stored in the heap:
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s#ptr_rand_num = f_zl_generate_random_number();

_size_of_image )

rand_num = #ptr_ran d_num H

{
byte_val = «2l_dll_content_in_heap;
templ = f_zl_and({@x7d, ~byt L);
f_z1l_and(
or{rand_num,

rand_num;

n-heap = (temp2 & @x7
val_bxa = r_zl_xor_arg_with_BxFol33E5AL0%
+z1l_dll_content_in_heap;

= f_zl_xo

(8] Hex View-1 1% Hiex View -2 :‘ dl Hex, Viswe-3 1E HE e -

encrypted D11
in allocated
heap

FXNOWH DDEZBAED: dabuglle:unk EISRED

Use the WriteProcessMemory API function to write the entire encrypted payload from
the heap to the previously allocated memory in the msiexec.exe process:
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NumberofByteswWritten = @;
WriteProcessMemory = f_zl_resolve_api_func_ex(®,

{ WriteProcessMemory(
ProcessInformation.hProce
z1l_base r:u'l-'l'-' in nm"
z1_dll

Ooaa0000 ET 3% B da 1b £2 T2 da 1= h7 f4 da 18 A2 T4 d2 WP...b...b...0.. -
go0000l10jla 62 £4 da l1la &2 fd da 52 672 £4 da 1la A2 f4 da .b...b..Th.._b..
00000020)1a 62 £f4 da la €2 f4 da la 62 £4 da la 62 f4 da .b...b...b...Db..
00000030)1a 62 £f4 da la 62 f4 da la 62 £4 da 62 62 f4 da .b...b...b..bb
Q0000020414 7d 4= d4 la d6 fd 17 3b da 5 96 47 43 ad b2 .IN.....;....C..
Qo000050Q73 11 d4 aa &2 3 IC 98 b2 Fessllosalosalsess
0o0o00ed)ae 42 96 bf 3a 2d a7 fa nB..z...z..."
00000070477 O0d 90 bEf 34 6 63 f0 da w...4F..J"..Vc |
QoQo080022 B2 T8 B la G2-I6 b ".X..b...bB...D.. 1
Go0000090)11 &3 aa o3 la Bi ] ad fd da oL B...b..
000d00ad)ea ag £f4 da la 72 f£4 da la 62 £4 da la 62 fd da j....r...b...b.. f
000000b0)la 72 £4 da la €0 £4 da lc 62 £4 "-: la 62 f4 da .r... " ...b...D..
poooooenfle 62 £4 da la 65 Fﬂ""_].'p ed| Dlhisvwritten .b...6....... f.. i
ooooo0dofla 62 £4 da 18 e Yy — e h...bo. Dol lT i
o00000e0|ia 62 ed da la fl— 3 |J‘ ‘tcfkj:fgf:[l ulh;:?.b._.r._.b.._b..
000000£0)1a 62 f4 da la r’.E L msi E..'\EC brocess’ da .b...b...n..Jb 1
Qooo0100)la 62 4 da la &2 !'-'m BT Jasreeae-pd da .b...b...b...D ]
00000110)1la 62 £f4 da la &2 f4 da la 32 f6 da 8e 6a f4 da .b...b...2. 1 I
00000120)1a 62 £f4 da la &2 f4 da la 62 f4 da la 62 f4 da .b...b...b...b..
00000130)1a 62 f4 da la €2 f4 da la 62 £4 da la 62 f4 da .b...b...b...Db
00000120 1la 62 4 da la 62 4 da la 62 4 da la 62 4 da .b...bB...B...b.. i

OO0150 ke 72 f6 da 22 &2 4 da la 62 £4 da la a2 f4 da .r...b._.b...b.. i
00000160)la 62 £f4 da la &2 f4 da la 62 f4 da la 62 f4 da .b...b...b...b.. |
00000170034 16 91 a2 €e €2 f4 da 35 Eb £5 da la 72 f4 da 4...nb..5....r.. |
000018041 BE IS5 da la &6 4 da la 62 4 da 1la 62 f4 da ..... [...B...bB..
00000190 la 62 £f4 da 3a &2 fd ba 34 10 20 bb 62 03 f4 da .b..:b..4..:N::-
000001a0f42 71 £4 da la €2 fé da 1la 76 £4 da la Bc £5 da Bg...b...w...... 15
Lalalalalalh Sl B £n £A e MTa £ &4 E 1 - €N &£A8 bda Ea £a A O T S T T

He-=ad Wirite Go o... [ 15 h-:l.tpg PEr Fow - SAwE, L, ] Closs J

Continue to use the VirtualAllocEx API function to allocate a second memory region
has size of region are 66 bytes in the msiexec.exe process. This memory region will
be used to decrypt the entire encrypted DIl above. Update the STARTUPINFO
structure created by the CreateProcessA function before, the data here are the
assembly code that will be used to decrypt the encrypted DII. Then, call the
WriteProcessMemory function to write the updated contents of STARTUPINFO to the
newly created memory region.
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Finally, use the GetThreadContext, SetThreadContext, ResumeThread or
CreateRemoteThread API functions to execute the msiexec.exe process. At this
point, the entry point executed at msiexec.exe will be the memory region that
containing the code to perform the decrypting mission:

—resolve_api_func_mxld, @

After decrypting the entire Zloader DII, it will jump to the RVA address of 0xF270 (File
offset: 0xE670) to execute the main tasks of the malware:
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9. Decrypt Zloader config

The configuration info of the Zloader has been encrypted and stored in the .rdata section.
The decrypt function takes two parameters are the encrypted configuration data and the key
used to decrypt:

Leulate_Bith_token_user_i

_ageat_ftrl)

int wé;
int wT;

int wi:

ita = F_2l_allocate_heap

Bl = H

i ax

datalzl_enc_c2_cfg, 9_Fl_enc_c2_cfg, o

y_Llen = f_zl_strlen{g_rcu_k
Fozl_Rcu_dekrypt (g_rcu_key, rc

[272]); [esp+8h] [ebp=-118h]

f_71_rcd_HSA(red_kay, ©
fF_zl_rcd_PRGALz1 _anc
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With the analyzed results, we can use IDAPython code below to perform the decoding:

idautils, idc, ida_search

def rcicryptidate, key):

0 ord(key[i % len(key]])) %= 256
box[i], box[x] = bex[x], box[i]

out = []
char data:
x {x 1) 256
vy = [y + boxulx]) = 256
box[x], box[y] = box[y], box[x]
out, append( ord{char) * box[(box[x] + box[yl) = 25611}

. jein{out)

af read_all_bytes(addr):

enc_cfg = ide.get_bytes(addr, ide.next_head(adds) - addr)
enc_cfg

f maing):
" seg_mapping = {idc.get_segm_name(x}: (idc.get_segn_start(x), idc.get_segm_end(x)) X idautils. Segments()}
start = seqg_mapping[ a]
end = seg_mapping[ 1[1]
pattern
addr = ida_search.find_binary(start, end, pattern, 16, idec.SEARCH_DOWN)
print{ {1} .Format{hex(addr))]

rc_key_ap = ide.get_operand_value(addr, @)
rct_key = idc.get_bytes(rcd_key_op, idc.get_item_size(rci_key_op)).rstrip(

enc_cfg_op = idc.get_operand_value(idc.next_head(addr),8)
enc_cfg = read_all_bytes{enc_cfg_opl

dec_cfg = n t{enc_chg, rci_key)
efg_items Lter{None, dec_cfg.split(b 1
print ( (}' Format{cfg_items[1].lstrip(bk 3D
print ( [1'.format{cfg_items[2].lstrip(b 173
print ( b
item cfg_items:
item = item.lstrip(h
item:
print ( item)
len(item)
print C [}*.format(iten]}

Result after executing the script:
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|+'| larget address found at @xaTaddlL

[+] Bot name: 9992us

[+] Bot ID: 9892us

[+] Zloader C? address:
https: ffasdfghdsajkl.com/gate.php
https:/flkjhgfgsdshja.comfgate.php
https:/fkjdhsasghjds.com/gate.php
https: / /kdjwhgejqwiij.com/gate . php
https://fiasudjghnasd.com/gate . php
https://daksjuggdhivd.comigate. php
https://dkisuvaggdjhna.com/gate . php
https://eigwuggejgw. com/gate. php
ht ||;1'.:_a'f:|||uj_§|_;w_i||||mq.-: n:'-l.-ln"t;..a'. e.php
https://fdjshggadas].com/gate.php

[+] Embedded RC4 key: 83dSae3@aBbd934a23bba70@756aa5eq

10. Collect and save configuration in Registry

When first executed, Zloader will collect information about the victim including
volume_GUID, Computer_Name, Windows version, Install Date, create random folders

at %APPDATA%, generate a random registry key at
HKEY_CURRENT_USERSoftwareMicrosoft, then encrypt all relevant information and save

it in the created registry:

gn a1l path];
ate_rasdos_folders_and_stere_info_is_registrylwsz_zl_dll_path

® f_z1_reselwe_apl_fase_ ol

[ 'L:'l.lln:r_\.";rt_ntu_crntr_rurﬂﬂ;rigistrj_md_:mi:try_r-llu.|'::"..'-'.-'.'- im_ctx) 1

The information stored in the registry is similar to the following:

29/35



File Edit View Favortes Help
Lo ImgBurn -
JetBrains
McAfee
Microsoft

Mame

e

ab] (Default)
8] gwehhud

REG_5Z

REG_EIMARY

[ata

(walue not set}

39 cd 6F 2d al 92 19 51 ab...

I Active Setup
Py ActiveMovie
b dw ASF Stream [re

] i bmghcn

o calc
4 Command Prc
bl CTF 1

To decrypt the data stored in the above Registry, use the decoded embedded RC4 key

above. With the support of CyberChef, we can easily decrypt data as follows below:

Recipe Oam a8 Input “,::I :::? + Oz B =
el & o 29 cd &F 2d al 9e 19 31 ab a7 da £ &7 &9 ab 77 f9 bE av 4F 32 eb5 ab a0 <% 85 92 b4 18 25 52
19 23 f4 39 8o do 81 o3 ee &b 19 02 ab &2 6d aa oF 60 6f o Ye cf 9@ af ge 90 oo o2 Al 2F B
R — 18 f5 oo 2 BT 36 &d T2 b8 T3 1= Of 7O 2e ab &7 S8 11 29 &9 be af 7B 31 f& Fo 8F fF &d 1a df
B1d5ac10a0bd 1422 thia? FOTS 60250 uTEe = Bb eb dc 1 cd 20 48 d9 F@ 35 5% b2 @5 sa Se Fb fooed 66 @3 37 52 13 s bd @b 26 52 68 32 8
¢ ap a2 Af Y6 cd 53 B 28 @1 b oef Sd 55 ec 18 29 62 34 45 d1 23 53 B0 b2 @a Ta 1a 16 ¢9 Sa
gt format hotrast Format 11 dd F1 B3 da F9 A2 16 F4 15 45 BF eb oF % 62 Se of ad 18 61 ab 94 Te Ba 25 bS 42 81 43 F2
Hex Latin1 ce 2d 4a 1T 65 Ya 92 B5 36 40 eh @5 89 59 d6 18 3e af 6F se o9 26 £ 87 b5 64 aa 4 9b 6d b2
ch oed ba S8 4o 85 ©F d2 FU8 1b & B4 fa 26 IF S0 T e 2b 1F 2a 1a 01 &f 31 3 T4 6d 65 D A=
B RY Ae ZE A B0 AL Fooed L 95 B0 Aa FA bt a8 sl 2F oo ek F1 BT da Fd all ke 0F Ar &8 al
SLAFL: 126 tise: o
« Todtay (12 Sutput i e @ @ -
A, My k.. +%]. 18 anich, b
K ik S .
ko Sevpy LT U J I 0 T Rifimali, JHORICD
E Camom (18 o P, . Ef=B200C, . ESe Ouw. ol W, _9aTndg. (= IvF. . -D.x, 0. . 06, .
b Seqoyf L ENTEE AR BETn BCH, BFPA, BN |, 0k N0 KED ik | KRG ARG L Reydin
E Wexn R RTApEAAdle . LT BLL 0 gvE L Ll THAE T L 55
ki Qekf -
b Gooss GOF s dRsE A, AL, GExitekhiysbu.dllo. el Qelkfyanquidet, oksuk, .. ooy 0. WE0TVE 100U
L ‘Weam 5 ceLdEhvegipeiosu. imada, . ..., .. Ceesyoa locazele tou. oo L ..., Weai'avka
L Wepeen -;ﬁ-'ﬁ.n A e Gizoaph yPdaanli . rar, | e Gegay iz sy wlra. oLl LEEEER
& Lhanhwo /1
b Gt

11. Persistence technique

Zloader reads the entire contents of the core DIl from disk into the memory region, then
writes to a random dll in a directory created above at % APPDATA%:
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psz_random_dl] F return_struc_valua( Li_path);
f_zl_create_f dll_path, ws ' tr_zl_cloned_payload, pa

&pplate » Foaming » Gait

g with wddlig =

Create persistence key at
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionRun:

{ f_zl_set_persistence_at_run_key_wrap() ]

Bax
_WORD »ptr_extension_pos;
; ; th{2ea];
[51]: a4 2h]
sp+288h] [ebp-FBh]

cstring);
, WSZ_Rin

{ £_21_decrypt_cfg_in_registry_and_build_file_path(2, wszFilePath) )

MCT * || Mame Type flatz
BEG S aluc not e
REG_5S regaur el e 5 ChLlsers i RERDAp plat o\ Eaamimg ' Geed vk hingebo.dll

12. References

Tran Trung Kien (aka m4n0w4r)
Malware Analysis Expert
R&D Center — VinCSS (a member of Vingroup)
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(12 20/05/2022

[RE027]_China-based APT Mustang_Panda might still have continued their attack activities
against organizations in Vietnam

At VinCSS, through continuous cyber security monitoring, hunting malware samples and
evaluating them to determine the potential risks, especially malware samples targeting
Vietnam. Recently, during hunting on VirusTotal’s platform and performing scan for specific
byte patterns related to the Mustang Panda (PlugX), we discovered a series of malware
samples, suspected to be relevant to APT Mustang Panda, that was uploaded from Vietnam.
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(3 09/11/2021

[EX008]_The exploit chain allows to take control of Zalo user accounts

While using the Zalo application, one of the popular chat applications in Vietham today
(According to statistics from Wikipedia, since May 2018, Zalo has reached 100 million users),
the Threat Hunting team from VinCSS LLC discovered some security vulnerabilities that
allow the attacker to form an exploit chain to take control of Zalo accounts.

(s 27/10/2021

[REO25] TrickBot ... many tricks
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https://blog.vincss.net/re025-trickbot-many-tricks/

1. Introduction First discovered in 2016, until now TrickBot (aka TrickLoader or Trickster) has
become one of the most popular and dangerous malware in today’s threat landscape. The
gangs behind TrickBot are constantly evolving to add new features and tricks. Trickbot is
multi-modular malware, with a main payload will be responsible for loading other plugins [...]

(3 10/08/2021

[EX007] How playing_ CS: GO helped you bypass security products

Many of us love to play games, and as offensive security engineers, we also want to learn
about how game studios are dealing with cheaters. We have observed that cheaters have
used vulnerable graphic drivers to bypass anti-cheat mechanisms from several gaming
cheating forums. In some cases, the cheaters tried to install vulnerable driver versions onto
their computers, then exploited the vulnerability to read and write the game process’s
memory with the kernel privileges.
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(e 03/07/2021

[REO023] Quick analysis and removal tool of a series of new malware variant of Panda group
that has recently targeted to Vietnam VGCA

Through continuous cyber security monitoring and hunting malware samples that were used
in the attack on Vietnam Government Certification Authority, and they also have attacked a
large corporation in Vietham since 2019, we have discovered a series of new variants of the
malware related to this group.
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