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[RE022] Part 1: Quick analysis of malicious sample
forging the official dispatch of the Central Inspection
Committee
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24/05/2021
Through continuous cyber security monitoring, VinCSS has discovered a document
containing malicious code with Vietnamese content that was found by ShadowChaser
Group(@ShadowChasing1) group. We think, this is maybe a cyberattack campaign that was
targeted in Vietnam, we have downloaded the sample file. Through a quick assessment, we
discovered some interesting points about this sample, so we decided to analyze it. This is
the first part in a series of articles analyzing this sample.

File Name: Thông cáo báo chí Kỳ họp thứ nhất của Ủy ban Kiểm tra Trung ương khóa
XIII.docx
SHA-
256: 6f66faf278b5e78992362060d6375dcc2006bcee29ccc19347db27a250f81bcd
File size: 23.51 KB (24072 bytes)
File type: Office Open XML Document

https://blog.vincss.net/re022-part-1-quick-analysis-of-malicious-sample-forging-the-official-dispatch-of-the-central-inspection-committee/
https://twitter.com/ShadowChasing1/status/1395274704366145539?s=20
https://1.bp.blogspot.com/-OyCkuk3lIrw/YKsCK8QbtwI/AAAAAAAACbk/ZHXt9P8vE2QkjNcRW2J5hb39G4orOvY4ACNcBGAsYHQ/s779/image1.png
https://www.virustotal.com/gui/file/6f66faf278b5e78992362060d6375dcc2006bcee29ccc19347db27a250f81bcd
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Extracting this .docx file and examining the extracted .xml files, we discovered that
this .docx file was created and modified on Kingsoft Office software, which is a popular word
processing and document creation in China.

We found KSOProductBuildVer = 2052-11.1.0.10228. Search by this value, we guess it
could be Kingsoft Office 2019 version.

Continue analyzing file with olevba tool:

With olevba’s results, it can be seen that this document applies Template Injection technique.

The advantage of this technique is that when the user open the file, it will automatically
download the Main.jpg file from the address hxxp://45[.]121[.]146[.]88/Apricot/Main.jpg.
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Up to the time of our analysis, the Main.jpg file is still downloadable:

Main.jpg is an RTF file:

According to our analysis experience, these RTF files are often used to exploit vulnerabilities
in Equation Editor. Check the file with rtfobj:

https://1.bp.blogspot.com/-HGbQYL1Qerc/YKsIcR3w_gI/AAAAAAAACcI/58_w-si-nyYiaeBhyiaAWPfBmD-4rVcaACNcBGAsYHQ/s523/image6.png
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https://1.bp.blogspot.com/-h0Uon7NM7I4/YKsItK47H5I/AAAAAAAACcY/lQAttwyp7IMa-BhDksFgAVma0FaaPg5sgCNcBGAsYHQ/s925/image8.png
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Based on the results in above picture , we can determine that when executing
the Main.jpg file, it will drop the 5.t file into the %Temp% directory, through exploiting the
vulnerability in the Equation Editor to execute the shellcode, and then decode 5.t and
execute this file. At this point, there are two methods to decode 5.t:

Method 1: use rr_decoder.
Use rtfobj to extract 5.t.

Use rr_decode.py for decoding to get payload:

Method 2: Let’s the malware to perform its task by opening the RTF file, it will decrypt
the 5.t payload and create a scheduled task to execute this file:

https://1.bp.blogspot.com/-2fx6dneVDdw/YKsI0MNPeJI/AAAAAAAACcc/K7X1qbhFsmQpSUBnL8TiTgqY6PHQnXMOgCNcBGAsYHQ/s819/image9.png
https://github.com/nao-sec/rr_decoder
https://1.bp.blogspot.com/-f1X7wk9vnKs/YKsJTR4wEvI/AAAAAAAACcs/Ry3MsOUU5fIEQMvQ5FfJHcF5Jx4i-Z96ACNcBGAsYHQ/s673/image10.png
https://1.bp.blogspot.com/-psz30LtsH_M/YKsJZGt7clI/AAAAAAAACcw/uzjMSafXM0swFe6sTEqWr1xx-vh5ycGvACNcBGAsYHQ/s553/image11.png
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Check the decrypted file
(d198c4d82eba42cc3ae512e4a1d4ce85ed92f3e5fdff5c248acd7b32bd46dc75), this is a dll
file with the original name Download.dll. This file has only one exported function which
is StartW:

Through examining the Download.dll file, we see it was built with Visual Studio 2019, linker
version 14.28. TimeDateStamp at build time is Thursday, 01.04.2021 01:59:48 UTC. This
value is consistent in TimeDateStamp in FileHeader and Debug Info, type ILTCG.

https://1.bp.blogspot.com/-fdSP7FxCplQ/YKsJdgmQCGI/AAAAAAAACc0/hptyoejofy41WdoDHgqQkHjt4hCxMA_ugCNcBGAsYHQ/s937/image12.png
https://www.virustotal.com/gui/file/d198c4d82eba42cc3ae512e4a1d4ce85ed92f3e5fdff5c248acd7b32bd46dc75
https://1.bp.blogspot.com/-lDiYzH-CPqs/YKsJmJwMA7I/AAAAAAAACc4/7m4ifo3XT0U-YU15tGx4PKdTpUpp5geuQCNcBGAsYHQ/s581/image13.png
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RichID information identified that the version of Visual Studio 2019 that the hacker is using is
16.8. The current version of Visual Studio 2019 is 16.9(.6).

During the analysis of this Download.dll file, we discovered indicators of the same code
base, reused from a previous campaign of an APT Panda group that was targeted in
Vietnam. The decoy document of that campaign is Dt-CT-cua-TTg.doc. Dt-CT-cua-
TTg.doc file is also an RTF file, which also takes advantage of Equation’s bug to execute
shellcode and drop the first stage payload. For more information please read here.

In the next part, we will analyze Download.dll file in detail, showing the similarities in the
source code in this file and other PE files in the later payloads of the above campaign
analysis.

Truong Quoc Ngan (aka HTC)

https://1.bp.blogspot.com/-zdsC_QVKIZs/YKsJyhqYxmI/AAAAAAAACdE/WeefBPDAjJsX-i3QXC6iMry6sZ-D8asRgCNcBGAsYHQ/s614/image14.png
https://1.bp.blogspot.com/-UlxfY5Q7pYI/YKsJ507-SUI/AAAAAAAACdM/Vt595rOMYIsoXD6Vass_eQbsYN70aETDACNcBGAsYHQ/s509/image15.png
https://www.virustotal.com/gui/file/52aa0924797e3600d9a2d2f9f55526358aba19bcc25b5d22c98ce05d2b6cfc25/detection
https://medium.com/@sp1d3rm4n/apt-covid-19-v%C3%A0-nh%E1%BB%AFng-m%E1%BA%A3nh-%C4%91%E1%BB%9Di-61f224ee26cf
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Tran Trung Kien (aka m4n0w4r) 

Malware Analysis Expert

R&D Center – VinCSS (a member of Vingroup)
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20/05/2022

[RE027] China-based APT Mustang Panda might still have continued their attack activities
against organizations in Vietnam
At VinCSS, through continuous cyber security monitoring, hunting malware samples and
evaluating them to determine the potential risks, especially malware samples targeting
Vietnam. Recently, during hunting on VirusTotal’s platform and performing scan for specific
byte patterns related to the Mustang Panda (PlugX), we discovered a series of malware
samples, suspected to be relevant to APT Mustang Panda, that was uploaded from Vietnam.
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25/04/2022

[RE026] A Deep Dive into Zloader – the Silent Night
Zloader, a notorious banking trojan also known as Terdot or Zbot. This trojan was first
discovered in 2016, and over time its distribution number has also continuously increased.
The Zloader’s code is said to be built on the leaked source code of the famous ZeuS
malware. In 2011, when source code of ZeuS was made public and since then, it has been
used in various malicious code samples.

https://blog.vincss.net/re026-a-deep-dive-into-zloader-the-silent-night/
https://blog.vincss.net/re026-a-deep-dive-into-zloader-the-silent-night/
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27/10/2021

[RE025] TrickBot … many tricks
1. Introduction First discovered in 2016, until now TrickBot (aka TrickLoader or Trickster) has
become one of the most popular and dangerous malware in today’s threat landscape. The
gangs behind TrickBot are constantly evolving to add new features and tricks. Trickbot is
multi-modular malware, with a main payload will be responsible for loading other plugins […]

https://blog.vincss.net/re025-trickbot-many-tricks/
https://blog.vincss.net/re025-trickbot-many-tricks/
https://blog.vincss.net/re023-quick-analysis-and-removal-tool-of-a-series-of-new-malware-variant-of-panda-group-that-has-recently-targeted-to-vietnam-vgca/
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03/07/2021

[RE023] Quick analysis and removal tool of a series of new malware variant of Panda group
that has recently targeted to Vietnam VGCA
Through continuous cyber security monitoring and hunting malware samples that were used
in the attack on Vietnam Government Certification Authority, and they also have attacked a
large corporation in Vietnam since 2019, we have discovered a series of new variants of the
malware related to this group.


18/03/2021

[RE021] Qakbot analysis – Dangerous malware has been around for more than a decade
QakBot (also known as QBot, QuakBot, Pinkslipbot) is one of the famous Banking Trojan
with the main task to steal banking credentials, online banking session information, or any
other banking data. Although detected by anti-virus software vendors since 2008, but util
now it’s still operating and keep continuously maintained by the gangs behind it. Qakbot
continuously evolves by applying advance or new techniques to evade detection and avoid
reverse analysis, making analysis more difficult. In recent reports, it could be used to drop
other malware such as ProLock, Egregor ransomware.
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