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How fair are SRW locks, particularly when there are both
readers and writers?
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A customer wanted to know about the order of lock acquisition in the SRWLOCK  functions.

They note that the documentation says,

There is no guarantee about the order in which threads that request ownership will be granted
ownership; SRW locks are neither fair nor FIFO.

They were worried about starvation. For example, suppose thread 1 acquires in shared

mode,¹ and then thread 2 requests exclusive access (and therefore waits). Now thread 3

requests shared access. Will it acquire immediately (since shared mode is available), jumping

ahead of thread 2? If readers can jump ahead of writers, then does this mean that thread 2

could be starved out indefinitely if the lock is popular with readers?

As with the other Windows synchronization objects, they do not guarantee fairness.

Removing the fairness guarantee avoids lock convoys. That said, SRW locks aren’t

aggressively unfair either. If shared readers arrive when there is a waiting writer, they will

queue up behind the writer, which generally avoids the problem of readers starving out a

writer.

The unfairness comes into play when the last reader exits the lock while there is a waiting

writer. At that point, the exclusive waiter is woken so it can acquire the lock, but in the time

between the last reader exits and the exclusive waiter acquires, a totally unrelated thread

might come in and steal the lock. This behavior is unfortunate, but it’s necessary in order to

avoid a lock convoy.

The good news is that even though there is occasional unfairness, there is unlikely to be

persistent unfairness. In order for a thread to steal the lock, it needs to hit the tiny window

where the lock is available. In practice, a thread is unlikely to be this lucky repeatedly.

Eventually, its luck will run out, and it will find that the lock is already acquired, at which

point it queues up behind the exclusive writer and will not be able to steal the lock any more.

https://devblogs.microsoft.com/oldnewthing/20170705-00/?p=96535
https://msdn.microsoft.com/library/windows/desktop/aa904937(v=vs.85).aspx
http://joeduffyblog.com/2006/12/14/anticonvoy-locks-in-windows-server-2003-sp1-and-windows-vista/
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Reminder: This article discusses implementation details which are not contractual. The

behavior may change at any time.

¹ In SRW lock parlance, a shared lock acquirer is often called a “reader” and an exclusive lock

acquirer is often called a “writer”.
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