Malware development trick - part 36: Enumerate process
modules. Simple C++ example.

@ cocomelonc.github.io/malware/2023/09/25/malware-trick-36.html

3 minute read

Hello, cybersecurity enthusiasts and white hackers!

int listModul

HANDLE mod;
MODULEENTRY32 me32;

Input

Devices

mod = CreateToolhelp32Snapshot(TH32CS_SNAPMODU (i
> = mspaint.exe (872) Properties
mod INVALID_HANDLE_VALUE I | | | =
P — >, ~ General | statistics | performance [ Threads | Token | Modu
printf("CreateToolhelp32Snapshot error :

19 Name Base address Size  Descriptic
mspaint.exe 0xff320000 638 MB Paint
advapi32.di Ox7fefecal... 876kB  Advancey

. apisetschema.dll Ox7feff730.. 4kB  ApiSet S
me32.dwSize (MODULEENTRY32) ; dbeatg.dl Oxfefefdn. 612k8 COM+Ce
MQdUI ‘ZFl mﬂd, me32)) { comctiz2.dil Ox7fefbeao. L95MB  User Exp|
comdig32.dl Ox7feffict 608kB  Common

Handle(mod) ; yptbase.di OxFefdas0.. 0k8 Base s

1: cryptsp.dil Ox7fefccp.. 928 Cryptogr|
€_1250.NLS 0x1a0000 68 kB
€_1251.NLS 0x 130000 68 kB
C_1253.M5 0x240000 eske

intf ("modules found:\n"); C2EeNE OH1G0000 - 6818
i . . . N [ 0x1d40000 156 KB
intf("name\t t base address\t\t\tsize\n dwmapi.dl Ox7fefosTD. %6k Mcrosoft
intf( evidl Ox69840000 12448
gdi32.dl Ox7feffs: 412kB  GDI Clier
L GdPlus.dl 0x7fefbaso.. 2.08MB  Microsoft
printf s #101 t @d\n imm32.di ox7effsfo. 18416 Mult-Usel
kernel32.dil 0x772f0000 L12MB  Windows|
KernelBase.dl Ox7Pfefd650.. 428kB  Windows|
KernelBase.dl. mui 0x3380000 768 kB Windows|
locale.ns 0x60000 412k8
Ipk.dil Ox7fefess0, 56kB  Language
mfcs2u.dl 0x7feeees. 1.31MB  MFCDLL
MFC42u.dll.mui 0x 130000 32kB MFCDLL
int main(int ar char
int pid = 0;
pid = findMyProc(argv[1]); T >
intf( s%d ! pld - EEEESS found at P CPU Usage: 1.65% Physical memory: 458,65 MB (35.13%]
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PS C:\Users\SysusersDesktopsresearchy2623-89-25-naluare—trick-36>

September 25, 2023

6688763

126976

pid 0

listModulesOfPro pid);
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Today, this post is the result of my own research on another popular malware development
trick: get list of modules of target process.

Let’s say we created successfully DLL injection to process. How to check if DLL in list of

modules of our process?
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win7-x64 [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

1™ Process Hacker [Sysuser-PC\Sysuser] | = H [=] H 13 \ EWmdows PowerShell
Hacker View Tools Users Help
% Refresh i} Options | 8 Find handlec arDllc (Crel i) fal

Processes | Services | Metworic | O (! mspaint.exe (872) Properties

S
PID =
o

Name | General | Statistics I Performance | Threads I Token | Modules |Memury | Environment | Handles I GPU I Cummant‘

277 Isass.exe

Base address Size Description

mspaint.exe ff320000 638 MB Paint
advapi32.dl Ox7fefecal... 876 kB  Advanced Windows 32 Base...
apisetschema. dll O Tfeff730... 4kB  ApiSet Schema DLL
dbcatg.dil Ox7fefefdD... 612kB COM+ Configuration Catalog
comct32.dll oxFfefbca0... 1.95MB User Experience Controls Li...
comdlg32.dll Ox7fefficO... 608kB Common Dialogs DLL
cryptbase. dll 0x7fefd260... 60kB Base cryptographic AP DLL
caryptsp.dil O Tfefocon... 92kB  Cryptographic Service Provi...
C_1250.MLS 0x1a0000 68 kB
C_1251.MLS 0x130000 68 kB
C_1253.NLS 0240000 68 kB
C_1256.ML5 0x 160000 68 kB
C_950.NLS 0x1d40000
dwmapi.dll OxFefbe70...
evil.dl 0x63840000

= b odiz2.di OxTFef670...

I taskhost.exe GaPlus.dll 0x7fefbasn. .
4 /& explorer.exe imm32.dl Ox7feffef0...

# VBoxTray.exe kernelz2.di 0x772f0000
KernelBase.dll ox7fefdssa...
KernelBase. dll.mui 0x3330000
mspaint.exe locale.nls Ox60000

[ SearchIndexer.exe Ipk.di Ox7fefess0...
[ wmpnetwk.exe mfcsau.di Ox7feseed...

[T Ism.exe MName
4[5 csrss.exe
B conhost.exe
_m winlogon.exe
[ svehost.exe
4[5 svchost.exe
[ audiodg.exe
487 sychost.exe
[ dwm.exe
[ svchost.exe
[ svchost.exe
[ svchost.exe
577 spoolsv.exe

[m77 svchost.exe Microsoft Desktop Window ...

GOI Client DLL

Microsoft GDI+

Multi-User Windows IMM32 ...
Windows NT BASE API Clien...
Windows NT BASE AP Clien...
Windows NT BASE API Clien...

[X] powershell.exe

1% ProcessHacker.exe
Language Pack

MFCDLL Shared Library - Re...
MFCDLL Shared Library -Re...

MFC42u.dll.mui 0x130000
[ svchost.exe

CPU Usage: 4.71%  Physical me:

practical example

sear
isearch~2821-87-29 -proce

search~2821-09-29-proce
search~2B821-89-29-proce

searchn2821-A9-29-proce

309AM |
ops/mn ||

| 6 B Right Ctrl

] L)

First of all, we just use one of the methods to find target process PID. For example | used

this one:

2/13


https://cocomelonc.github.io/malware/2023/05/26/malware-tricks-30.html

typedef NTSTATUS (NTAPI * fNtGetNextProcess)(
_In_ HANDLE ph,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE Newph
)

int findMyProc(const char * procname) {
int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function address
fNtGetNextProcess myNtGetNextProcess = (fNtGetNextProcess)
GetProcAddress(GetModuleHandle("ntd1l1l.d11"), "NtGetNextProcess");

// loop through all processes
while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, O, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (1lstrcmpiA(procname, PathFindFileName( (LPCSTR) procName)) == 0) {
pid = GetProcessId(current);
break;

return pid;

Then, just use Module32First and Module32Next functions from Windows API.
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// function to list modules loaded by a specified process
int listModulesOfProcess(int pid) {

HANDLE mod;
MODULEENTRY32 me32;

mod = CreateToolhelp32Snapshot(TH32CS_SNAPMODULE | TH32CS_SNAPMODULE32, pid);
if (mod == INVALID_HANDLE_VALUE) {

printf("CreateToolhelp32Snapshot error :(\n");

return -1;

me32.dwSize = sizeof (MODULEENTRY32);
if (!Module32First(mod, &me32)) {
CloseHandle(mod);
return -1;

}

printf("modules found:\n");
printf("name\t\t\t base address\t\t\tsize\n");

====\n");
do {
printf ("%#25s\t\t%#1011x\t\t%#10d\n", me32.szModule, me32.modBaseAddr,
me32.modBaseSize);
} while (Module32Next(mod, &me32));
CloseHandle(mod);
return 0;

As you can see, the code is a bit similar to the PID search logic with
CreateToolHelp32Snapshot, Process32First and Process32Next.

So, the full source code is looks like this (hack.c):
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/*
* hack.c - get the list of modules of the process. C++ implementation
* @cocomelonc
* https://cocomelonc.github.io/malware/2023/09/25/malware-tricks-36.html
*/
#include <windows.h>
#include <stdio.h>
#include <winternl.h>
#include <tlhelp32.h>
#include <shlwapi.h>
#include <psapi.h>

#pragma comment(lib, "ntdll.1lib")
#pragma comment(lib, "shlwapi.lib")

typedef NTSTATUS (NTAPI * fNtGetNextProcess)(
_In_ HANDLE ph,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE Newph

)i

int findMyProc(const char * procname) {
int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function address
fNtGetNextProcess myNtGetNextProcess = (fNtGetNextProcess)
GetProcAddress(GetModuleHandle("ntdl1l.d11"), "NtGetNextProcess");

// loop through all processes
while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, 0, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (1lstrcmpiA(procname, PathFindFileName( (LPCSTR) procName)) == 0) {
pid = GetProcessId(current);
break;

}

return pid;

// function to list modules loaded by a specified process
int listModulesOfProcess(int pid) {

HANDLE mod;
MODULEENTRY32 me32;

mod = CreateToolhelp32Snapshot(TH32CS_SNAPMODULE | TH32CS_SNAPMODULE32, pid);

if (mod == INVALID_HANDLE_VALUE) {
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printf("CreateToolhelp32Snapshot error :(\n");
return -1,

me32.dwSize = sizeof (MODULEENTRY32);
if (!'Module32First(mod, &me32)) {
CloseHandle(mod);
return -1;

printf("modules found:\n");
printf("name\t\t\t base address\t\t\tsize\n");

====\n");
do {
printf ("%#25s\t\t%#1011x\t\t%#10d\n", me32.szModule, me32.modBaseAddr,
me32.modBaseSize);
} while (Module32Next(mod, &me32));
CloseHandle(mod);
return 0;

int main(int argc, char* argv[]) {

int pid = 0; // process ID

pid = findMyProc(argv[1]);

printf("%s%d\n", pid > @ ? "process found at pid = " : "process not found. pid =",
pid);

if (pid !'= 0)

listModulesOfProcess(pid);
return 0;

You can use this code to check if a DLL is in the list of modules of the target process.

demo

Let’s go to see this logic in action.
Compile it:

x86_64-w64-mingw32-g++ -02 hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -lshlwapi

) - [~/hacking/cybersec_blog/meow/2023-09-25-malware-trick-36]
6_64-wb4-mingw32-g++ hack.c hack.exe

In file included from hack.c:8:

/usr/share/mingw-w64/include/winternl.h:1122:14: ‘void RtlUnwind(PVOID, PVOID, PEXCEPTION_RECORD, PVOID)' redeclared without dllimport a
ttribute: previous dllimport ignored [ ]

1122 | VOID NTAPI (PVOID TargetFrame,PVOID TargetIp,PEXCEPTION_RECORD ExceptionRecord,PVOID ReturnValue);

—( ) - [~/hacking/cybersec_blog/meow/2023-09-25-malware-trick-36]
L¢ 1s

total 48

-rwxr-xr-x 1 cocomelonc cocomelonc 41472 Sep 25 12:37 hack.exe

-rw-r--r-- 1 cocomelonc cocomelonc 2142 Sep 25 12:36 hack.c




Then, open target process in the victim’s machine:

win10-1903 (unmod-reg) [Running] - Oracle VM Virtual Box

File Machine

Documents Settings
Best match

-/, Paint
E Desktop app

Apps
Paint

ry :
E Paint 3D Desktop app
Search suggestions
jo paint - See web results Open

Run as administrator

Open file location

Pin to Start

Pin to taskbar

£ paini

)

b S &M E T ¥ @ B Right Ctrl
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win10-1903 (unmod-reg) [Running] - Oracle VM VirtualBox

Input De Help

Hacker View Tools Users | G2l mspaint.exe (6580) Properties

| % Refresh 43 Options
= P | e Environment Handles GPU Comment

Processes  Services Network [ General Statistics Performance Threads Token Modules Memary

Mame

"~
[55] svchost.exe Mame Base address Size  Description

[ svchost.exe mspaint.exe 0x7ff7a2c.. 956 kB Paint
AcGenral.dll 0x7ffac173... 376 kB Windows Compatibility DLL
advapi32.dil Ox7ffacesf... 652kB  Advanced Windows 32 Base...
apphelp.dl Ox7ffach47... 572kB Application Compatibility Clie...
2 atithunk.dll Ox7ffa4cf4... 52kB  atithunk.dil
[ rundii32.exe beryptprimitives..,  0x7ffacdeg... 516 kB Windows Cryptographic Pri...
[55] svchost.exe cfgmar32.dil Ox7ffaceld... 296 kB Configuration Manager DLL
~ [55] MsMpEng.exe dbcatag.dl Ox7ffacede. .. 648 kB COM+ Configuration Catalog
W MpCopyhAccelel | combase.dll 0x7ffa6f36...  3.21MB  Microsoft COM for Windows
[55] MisSrv.exe comct32.dll 0x7ffa5e77...  2.52MB User Experience Controls Li...
[E] suchost.exe comdig32.dll 0x7ffacfas... 828kB Common Dialogs DLL
[ erdscn CoreMessaging.dl  0x7ffadaed... 848 kB Microsoft CareMessaging DIl
' CoreUlCompon...  O0x7ffaga4b... 3.16 MB Microsoft Core UI Compane...
[&
e cryptsp.dll Ox7ffagelc... 92kB  Cryptographic Service Provi...
[E=] fontdrvhost.exe C_1250.NLS 0%1223352,.. 68 kB
(5] csrss.exe C_1251.MLS 0x122334e.., &3 kB
~ 57 winlogon.exe C_1253.NL5 0x1223354... 68 kB
[] fontdrvhost.exe C_1254.NLS 0x1223350... 63 kB
[ dwm.exe C_1256.NL5 0x122334c... 63 kB
dwmapi.dll Ox7ffasbbl... 180 kB Microsoft Desktop Window ...
efswrt.dl 0x7ffasd9s... 860 kB Storage Protection Windows...
gdiz2.dl 0x7ffasfas... 152kB GDI Client DLL
gdiz2full. di 0x7ffacd37... 1.58MB GDI ClientDLL
GrliPlus. ol Nx7ffad515.. 1.A4 MR Mirrnsnft GNT+

[8:] svchost.exe
[ svchost.exe
~ [8] suchost.exe

~ 1 explorerexe
@ SecurityHealthSystray,

Ll VBoxTray.exe
mspaint.exe

1% ProcessHacker.exe

CPU Usage: 100.00%  Physical m|

And just run our hack.exe

.\hack.exe mspaint.exe
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win10-1903 (unmod-reg) [Running] - Oracle VM VirtualBox

File Machine View Input Devi elp

+t Cor

-platform

found
found:

ucrtba
beryptPrimiti

£ Type here to search
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fProcess(int

HANDLE mod;
MODULEENTRY32 me32;
win10-1903 (unmeod-reg) [Running] - Oracle VM VirtualBox
mod CreateToolhelp32Snapshot (TH32CS_SNAF File Machi De Help
(mod INVALID HANDLE VALUE) {
printf("CreateToolhelp32Snapshot error r

RecyWindo
3 tion. ALl right

-
(MODULEENTRY32) Hacker View Tools Users Help
od, &me32)) { 3 3 % Refresh {3 Options | # Find handles orDLLs 54% System informatiq

P S T

mspaint.exe (6380) Properties

Environment Handles GPU
General Statistics Performance Threads Token Modules

rintf("modules found:\n"); ntdll Name Base address Size Description
printf("name\t\t\t base a C mspaint.exe 0x7f{722c10000 956 kB Paint

r l nt f a AcGenral.dl 0x7ffa61730000 376 kB Windows Compatbility Dl
advapiz2.di 652kB  Advanced Windows 32 B:
8 dl 2 apphelp.dll 572kB  Application Compatibility
printf ("w#2 \ te a atithunk.dl 5218

beryptprimitives. 516kB  Windows Cryptographic

cfamar32.di 2% k8
dbeatq.dil 648 kB
combase.dll 0x7ffa6f360000 3.21MB
comcti32.dll 0x7ffa5e 770000 2.52MB  User Experience Controlg
comdig32.dl 0x7fa6f960000  828kB  Commen Dialogs DLL
CoreMessaging. dil 0x7ffa6aedo0on 848kB Microsoft CoreMessaging|
CoreUICompan. .. 0x 7263400000 3.16MB  Microsoft Core UL Compol
cryptsp.dil 0Ox7ffabe2c0000 92kB  Cryptographic Service Pri
C_1250.NLS

int main(int char*-argv[]) {
int pid
pid
printf("ss
pid
listModule

Microsoft Desktop Windof

FIFIFRIRIRIRIRT
EE R

GDI Client DLL
Ox7FFa6d370000 DI Client DLL
O TFEA45 150000 Microsaft G+

12:46 PM
2023

£ Type here to st
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win10-1903 (unmod-reg) [Running] - Oracle VM VirtualBox

Input Devices Help

Corpo
-platform Po ud . 6 i

Hacker View Tools

Users  Help

‘?g Refresh 223 Options | #8 Find handles or DLLs =% System informatio

B

Matwade el

2! mspaint.exe (6380) Properties

Environment
General Statistics

Handles
Performance

Threads

GPU
Token Modules

MName
mspaint.exe
AcGenral.dl
advapi32.dl

Base address
0x7ff7a2c10000
0x7ffa6 1730000
0x7ffa6e8fl000

Size
956 kB
376 kB
552 kB

apphelp.dll
atithunk.dil
beryptprimitives. ..
cfgmgr32.dll
I.Jcrl'tl?a ! dbcatg.dil
bcryptPrimit combase.dll
comct32.dll
comdlg32.dll
CoreMessaging.dll
CoreUICompon...
cryptsp.dil
C_1250.NLS
C_1251.NLS
C_1253.NLS
C_1254.NLS
C_1256.NLS
dwmapi.dll
efswrt.dll
gdiz2.dl
gdi32full dl
GiPls. dll

0x7ffacb470000
0x7ffa4cf40000
0x7ffabde30000
0x7ffate 1d0000
0x7ffabe4e0000
0x7ffa6f360000
0x7ffa5e770000
0x7ffa6fo60000
0x7ffa6aed0000
0x7ffa654b0000
0x7ffate2c0000
0x12233520000
0x122334e0000
0x12233540000
0x12233500000
0x122334c0000
0x7ffadbb 10000
0x7ffa5d960000
Ox7ffa6fa30000
0x7ffa6d370000
e 7Ffa451 50000

572kB
52kB
516 kB
296 kB
543 kB
3.21MB
2.52MB
328 kB
343 kB
3.16 MB
92 kB
68 kB
68 kB
63 kB
63 kB
68 kB
180 kB
360 kB
152 kB
1.58 MB

Description

Paint

Windows Compatibility DI
Advanced Windows 32 B
Application Compatibility
atithunk.di

Windows Cryptographic
Configuration Manager D)
COM+ Configuration Cal
Microsoft COM for Windol
User Experience Controls
Common Dialogs DLL
Microsoft CoreMessaging
Microsoft Core UI Compol
Cryptographic Service Pr

Microsoft Desktop Windo:
Storage Protection Windg
GDI Client DLL

GDI Client DLL

Mirrnsnft GRT+

O Type here to search

Also, check with DLL injection logic:

LT ¥

6 0 Right Ctrl
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File Machine View Input

2l mspaint.exe (872) Properties

Devices

Help

| General | statistics | Performance | Threads | Token | Modul

Mame
mspaint.exe
advapiz2.dil
apisetschema. dll
dbcatg.dil
comct32.dll
comdig32.dll
cryptbase.dl
cryptsp.dll
C_1250.NLS
C_1251.NLS
C_1253.NLS
C_1256.NLS
C_950.HLS
dwmapi.dl
evil.di

Base address
oxfi320000
Ox7fefecan...
ox7feff730...
Ox7fefefdo...
Ox7fefbcao...
Ox7feffic...
ox7fefd2s0...
0x7fefcado...
O 120000

O« 180000
0x240000

0% 160000
0x1d40000
Ox7fefbs70...
(0x69840000

Size

6.38 MB

87 kB
4kB
612kB
1.85MB
608 kB
60 kB
92kB
68 kB
68 kB
68 kB
68 kB
196 kB
96 kB
124kB

adi32.dll
GdiPlus. dil
imm32.dl
kernel32.dl
kernelBase. di
kernelBase. dil.mui
locale.nls

Ipk. dll

mfc42u.dil
MFC42u. dll. mui

Ox7fefter0...
0x7fefbasn...
Ox7effaf,..
0x772f0000
ox7fefdsso...
0x3380000
0x60000
ox7fefesn...
Ox7feesed...
0130000

412kB
2,08 MB
184kB
1L12MB
428 kB
768 kB
412kB
56 kB
1.31MB
32kB

Descriptis
Paint

Advance,
ApiSet Si
COM+ Ci
User Exp|
Common
Base ary)
Cryptogr|

Microsof

GDI Cliery
Microsofy
Multi-Use]
Windows|
Windows|
Windows|

Languag
MFCDLL
MFCDLL

|| [T svchost.exe

4

CPU Usage: 0.83% Physical memory: 468 MB (35.92%)

win7-x64 [Running] - Oracle VM VirtualBox

B Windows PowerShell

nspaint .
ntdll.
kernel32.
KERHELBASE.
ADUAPI32 .
msucrt .
sechost.

uxtheme .
MSFTEDIT .
GRYPIBASE.
CLEBCatQ.
UIRibbon .
CRYPTSP.
rsaenh.
RpthRBmutq.

sti.d

wiatrace.
dumapi .
UIRibbonRes.
msxmle .
oleacc.
evil.

PS C:\Users\SysusersUesKtop \research zZuii oy 25 Mmalware Crick—3o6-

base address

Meow from evil dii!

Bxf £ 320008
Bx7741 8008
Bx772f BA0A
Bx7fef d6506600
Bx7fefecad@fi
Bx7?f ef ehBAEAA
Bx?f efec?0060
Bx7f ef fA70000
Bx7fef f6 70000
Ax771f BAAA
i’f ef e 9768808
?f ef echBBBA
?feeee 0000
?fef 260000
?f ef 47480608
?f ef 35 hBOAA
?feff1chBnA
?f ef £470000
7f ef hc BBOAA
£ efdcHBBRA

Bx7fef f6f AAAA
Bx7fefed8nng
Bx750haana

Bx7f ef hEBAEAA
Bx7f ef haaBBBA
Bx7f ef h40BEAA
Bx7fefd2600600
Bx7fef ef dAAAA
Bx7f eed 700000
Bx7f ef ccHBAAA
Bx?f ef c708808A
Bx7fef d350000

a
Bx7f ef bt 70008
Bx 73 £ 70008
Bx7f ef 97c0000
Bx7f ef 5580000
Bx69840008

6688768
1748992
1175552

438272

20480060
14188352

2031616
344064
126976

3:36 AM
9/25/2023 | |
B oS #HEL" ¥ &8 Right Ctrl

=5

As you can see, everything is worked perfectly! =*..A=

Keep in mind that this code may have limitations and dependencies on specific Windows
APls. Additionally, it relies on the process name for identification, which may not be unique.

This trick is used by 4H RAT and Aria-body in the wild.

| hope this post spreads awareness to the blue teamers of this interesting malware dev
technique, and adds a weapon to the red teamers arsenal.

Find process ID by name and inject to it
Find PID via NtGetNextProcess

4H RAT

Aria-body

source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://attack.mitre.org/software/S0065/
https://attack.mitre.org/software/S0456/
https://cocomelonc.github.io/pentest/2021/09/29/findmyprocess.html
https://cocomelonc.github.io/malware/2023/05/26/malware-tricks-30.html
https://attack.mitre.org/software/S0065/
https://attack.mitre.org/software/S0456/
https://github.com/cocomelonc/meow/tree/master/2023-09-25-malware-trick-36
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