AV engines evasion techniques - part 5. Simple C++
example.

@ cocomelonc.github.io/tutorial/2022/03/22/simple-av-evasion-5.htm
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4 minute read

Hello, cybersecurity enthusiasts and white hackers!

[ ] win7-x86 (malware-test) [Running] - Oracle VM VirtualBox

mc [cocomelonc@kali]: ™...2-malware-av-evasion-5 X cocomelonc@kali: © File Machine View Input Devices Help

PDWORD fAddr = (PDWORD) ( (LPBYTE)h + i |ERs ) ) [= ==
PDWORD fNames = (PDWORD) ((LPBYTE)h + [JF° % ##22-a3-2i-naluare-av-evasions> dir
PWORD fOrd = (PWORD)((LPBYTE)h + img Directory: Z:\2022-83-22-nalware-av—evasion—5

for (DWORD i = 0; i < img edt->Addres Laseieitel] Length Hane

LPSTR pFuncName = (LPSTR) ((LPBYTE)h S/3s sass '3iaY b 182 ieaw-cop

3,25/2022  3:@89 PM 13824 neow.exe

3/25/2022  4:34 PM 39936 hack.exe

. . 3/24-2822 12:58 PM 169 myhash.py

if (calcMyHash(pFuncName) == Hash 3/,25/2022  4:11 PN 1680 hack.cop
printf(“"successfully found! %s - |M. ;. s622-53-22-naluare-av-ouasio NN

g return (LPVOID) ((LPBYTE)h + fAddr [fausssssiy}ly foundt MessegeBod —

}

return nullptr;

int main() {
HMODULE mod = LoadLibrary("user32.dll
LPVOID addr getAPIAddr(mod, 170366¢
printf ("0 n", addr);
fnMessageB myMessageBoxA = (TnMess g : = ; — T
myMessageBoxA (NULL, "Meow-meow!","=". 3= S / = = RO ||
return 0;

" NORMAL | 100% In :51/5]

This post is a result of my own research into another AV evasion trick. An example how to
bypass AV engines in simple C++ malware.

hashing function names

This is a simple but efficient technique for hiding WinAPI calls. It is calling functions by
hash names and it’s simple and often used in the “wild”.

Let’s look all at an example and you’ll understand that it’s not so hard.

standard calling

Let’s look at an example:
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#include <windows.h>
#include <stdio.h>

int main() {
MessageBoxA(NULL, "Meow-meow!","=A, A="  MB_OK);
return 0,

}
Compile:

1686-w64-mingw32-g++ meow.cpp -0 meow.exe -mconsole -I/usr/share/mingw-w64/include/ -
s -ffunction-sections -fdata-sections -Wno-write-strings -Wint-to-pointer-cast -fno-
exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermissive

eronc. g Omne n 0 OLU L, ot . u gy e

-[~/projects/hacking/cybersec_blog/2022-03-22-malware-av-evasion-5]
g++ meow.cpp meow. exe

In file included from /usr/share/mingw-w64/include/windows.h:70,

from meow.cpp:1:
/usr/share/mingw-w64/include/winbase.h:1066: "InterlockedCompareExchangePointer"
1066 | #define InterlockedCompareExchangePointer _ InlinelnterlockedCompareExchangePointe

|

In file included from /usr/share/mingw-w64/include/minwindef.h:163,

from /usr/share/mingw-w64/include/windef.h:9,

from /usr/share/mingw-w64/include/windows.h:69,

from meow.cpp:1:
/usr/share/mingw-w64/include/winnt.h:2279: this is the location of the previous defi
2279 | #define InterlockedCompareExchangePointer(Destination, ExChange, Comperand) (PVOID
InterlockedCompareExchange ((LONG volatile *) (Destination), (LONG) (LONG PTR) (ExChange), (
PTR) (Comperand))

—( )-[~/projects/hacking/cybersec_blog/2022-03-22-malware-av-evasion-5]
—_ '\_

total 68K

-rwxr-xr-x 1 cocomelonc cocomelonc 14K Mar 25 15:09 meow.exe

-rw-r--r-- 1 cocomelonc cocomelonc 102 Mar 25 15:09 meow.cpp

-rwxr-xr-x 1 cocomelonc cocomelonc 40K Mar 25 11:09 hack.exe

and run:
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win7-x86 (malware-test) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

M £ Windows PowerShell

PS Z:%2022-83-22-—maluare—av—evaszion—5> _“hack.exe
successfully found? MessageBoxA — 178366976
~l8x?7?37eall
“@PS Z:~2822-83-22-—malware—av—evasion-5> dir

Dirvectory: Z:%2022-03-22-—malware—av—evasion—5

LaztWriteT ime Length Hame

324,
325/ Meow . cpp
3,25/ Meow . exe
3247 hack.exe
3/24/ mnyhash.py
324/ hack.cpp

PE: Z:%2022-83-22-—malvare—av—evasion—5» .“meow.exe

Meow-rmeow!!

o' # W 2= ¥ 6 0 Right Ctrl

As expected, it’s just a pop-up window.
Then run strings:

strings -n 8 meow.exe | grep MessageBox

)-[~/projects/hacking/cyber
8 meow.exe grep MessageBox

) - [~/projects/hacking/cyber

As you can see, the WinAPI function are explicitly read in the basic static analysis and:

3/13



L)

File Machine View

Input

win7-x86 (malware-test) [Running] - Oracle VM VirtualBox

Devices

Help

E PE-bear v.5.5.3 [£:/2022-03-22-malware-av-evasion-5/meow.exe]

File Settings View Compare

Info

4 E meow.exe
DOS Header
@ D0s stub
NT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 FE text
= EP = 8C0
.data
.rdata
.eh_fram
.bss
Jidata
.CRT
itls
reloc

35 3. . . e e e e

"

X
=)

= LI

o] 4
1E00 &C 653 &2 &7 63
1E10 &C &C 5F 5F
1Ez0 &1 &D 5F &9
1E20 &8 732 85 TZ
1E40 oo oo oo 3D
1ES0 &l 65 77 21

1mEn AA Qn an An

5F
69
oo
&1
ZE 5E
oo oo

A_AQ An 2n

AA AN AR AR AR

rdata

| General | DOSHar

File Hdr

Optional Hdr

Section Hdrs

& Imports

+ 4+ B

Offset
2800
2814
2828

MName

KERMEL32.dlI
msvert.dll
USER32.dlI

=

Fune. Count
15
25
1

OriginalFirstThun TimeDate
7050
7090
TOF8

KERNELZ2.dll [15 entries ]

Call via Name

100 Daletariti-alt

Ordinal

Original Thunk
I1e0

Thunk

visible in the application’s import table.

hashing

3:46 PM

< % W ah)
< 5 3/25/202 |

8 0KES S mE N 60 Right Ctr

Now let’s hide the WinAPI function MessageBoxA we are using from malware analysts. Let’s

hash it:

# simple stupid hashing example

def myHash(data):
hash = 0x35

for 1 in range(@, len(data)):

hash += ord(data[i]) + (hash << 1)

print (hash)
return hash

myHash("MessageBoxA")

and run it:

python3 myhash.py
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—$ python3 myhash.pﬁ
17036696

practical example

What's the main idea? The main idea is we create code where we find WinAPI function
address by it's hashing name via enumeration exported WinAPI functions.

First of all, let’'s declare a hash function identical in logic to the python code:

DWORD calcMyHash(char* data) {
DWORD hash = 0x35;
for (int 1 = 0; i < strlen(data); i++) {
hash += data[i] + (hash << 1);
}

return hash;

Then, | declared function which find Windows API function address by comparing it's hash:

static LPVOID getAPIAddr(HMODULE h, DWORD myHash) {

PIMAGE_DOS_HEADER img_dos_header = (PIMAGE_DOS_HEADER)h;

PIMAGE_NT_HEADERS img_nt_header = (PIMAGE_NT_HEADERS)((LPBYTE)h + img_dos_header -
>e_lfanew);

PIMAGE_EXPORT_DIRECTORY img_edt = (PIMAGE_EXPORT_DIRECTORY) (

(LPBYTE)h + img_nt_header-

>0ptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_EXPORT].VirtualAddress);

PDWORD fAddr = (PDWORD)((LPBYTE)h + img_edt->AddressOfFunctions);

PDWORD fNames = (PDWORD)((LPBYTE)h + img_edt->AddressOfNames);

PWORD fOrd = (PWORD)((LPBYTE)h + img_edt->AddressOfNameOrdinals);

for (DWORD i = 0; i < img_edt->AddressOfFunctions; i++) {
LPSTR pFuncName = (LPSTR)((LPBYTE)h + fNames[i]);

if (calcMyHash(pFuncName) == myHash) {
printf("successfully found! %s - %d\n", pFuncName, myHash);
return (LPVOID)((LPBYTE)h + fAddr[fOrd[i]]);

}
3

return nullptr;
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The logic here is really simple. first we go through the PE headers to the exported functions
we need. In the loop, we will look at and compare the hash passed to our function with the
hashes of the functions in the export table and, as soon as we find a match, exit the loop:

/]
for (DWORD i = 0; i < img_edt->AddressOfFunctions; i++) {
LPSTR pFuncName = (LPSTR)((LPBYTE)h + fNames[i]);

if (calcMyHash(pFuncName) == myHash) {
printf("successfully found! %s - %d\n", pFuncName, myHash);
return (LPVOID)((LPBYTE)h + fAddr[fOrd[i]]);

}

3
7

Then we declare prototype of our function:

typedef UINT(CALLBACK* fnMessageBoxA)(
HWND  hwnd,
LPCSTR 1lpText,
LPCSTR lpCaption,
UINT  uType

);
and main():

int main() {
HMODULE mod = LoadLibrary("user32.d1l1l");
LPVOID addr = getAPIAddr(mod, 17036696);
printf("ex%p\n", addr);
fnMessageBoxA myMessageBoxA = (fnMessageBoxA)addr;
myMessageBoxA(NULL, "Meow-meow!",6"=A, A="  MB_OK);
return 0,
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mc [cocomelonc@kali]: ™

L

..2-malware-av-evasion-% X elonc@ ~/pr.../cocomelonc.github.i cocomelonc(a

)-[~/projects/hacking/cybersec_blog/2022-03-22-mal

hack.cpp — “fprojects/hacking/cybersec_blog/2022-03-22-malwa
Edit View Selection Find Packages Help

x

PWORD fOrd ( PV )) ((LPBYTE)h img edt -AddressOfNameOrdinals);

(DWORD 1 = 0; 1 < img_edt--AddressOfFunctions; i++) {
LPSTR pFuncName (LPSTR) ((LPBYTE)h fNames[i]);

calcMyHash (pFuncName) myHash) {
printf("successfully found! %s - %d\n", pFuncName, myHash);
VOID) ((LPBYTE)h + fAddr[fOrd[i]]);

int main() {
HMODULE mod LoadLibrary("user32
LPVOID addr getAPIAddr(mod, 17
printf ("Ox%sp\n", addr);

The full source code of our malware is:
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/*
* hack.cpp - hashing Win32API functions. C++ implementation
* @cocomelonc
* https://cocomelonc.github.io/tutorial/2022/03/22/simple-malware-av-evasion-5.html
*/
#include <windows.h>
#include <stdio.h>

typedef UINT(CALLBACK* fnMessageBoxA) (
HWND  hwnd,
LPCSTR 1lpText,
LPCSTR lpCaption,
UINT  uType

):

DWORD calcMyHash(char* data) {
DWORD hash = 0x35;
for (int i = 0; i < strlen(data); i++) {
hash += data[i] + (hash << 1);
}

return hash;

static LPVOID getAPIAddr (HMODULE h, DWORD myHash) {

PIMAGE_DOS_HEADER img_dos_header = (PIMAGE_DOS_HEADER)h;

PIMAGE_NT_HEADERS img_nt_header = (PIMAGE_NT_HEADERS)((LPBYTE)h + img_dos_header -
>e_lfanew);

PIMAGE_EXPORT_DIRECTORY img_edt = (PIMAGE_EXPORT_DIRECTORY)(

(LPBYTE)h + img_nt_header -

>0ptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_EXPORT].VirtualAddress);

PDWORD fAddr = (PDWORD)((LPBYTE)h + img_edt->AddressOfFunctions);

PDWORD fNames = (PDWORD)((LPBYTE)h + img_edt->AddressOfNames);

PWORD fOrd = (PWORD)((LPBYTE)h + img_edt->AddressOfNameOrdinals);

for (DWORD i = 0; i < img_edt->AddressOfFunctions; i++) {
LPSTR pFuncName = (LPSTR)((LPBYTE)h + fNames[i]);

if (calcMyHash(pFuncName) == myHash) {
printf("successfully found! %s - %d\n", pFuncName, myHash);
return (LPVOID)((LPBYTE)h + fAddr[fOrd[i]]);

}
3

return nullptr;

int main() {
HMODULE mod LoadLibrary("user32.d11");
LPVOID addr getAPIAddr(mod, 17036696);
printf("ex%p\n", addr);
fnMessageBoxA myMessageBoxA = (fnMessageBoxA)addr;
myMessageBoxA(NULL, "Meow-meow!",6 "=A, A="  MB_OK);
return 0;
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demo

Let’s go to compile our malware hack . cpp:

1686-w64-mingw32-g++ hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-w64/include/ -
s -ffunction-sections -fdata-sections -Wno-write-strings -Wint-to-pointer-cast -fno-
exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermissive

) - [~/projects/hacking/cybersec_blog/2022-03-22-malware-av-evasion-5]
-g++ hack.cpp hack.exe

In file included from /usr/share/mingw-w64/include/windows.h:70,
from hack.cpp:6:
/usr/share/mingw-w64/include/winbase.h:1066: "InterlockedCompareExchangePointer" reddq
1066 | #define InterlockedCompareExchangePointer  InlinelInterlockedCompareExchangePointer

In file included from /usr/share/mingw-w64/include/minwindef.h:163,
from /usr/share/mingw-wé64/include/windef.h:9,
from fusr/share/mingw-w64/include/windows.h:69,
from hack.cpp:6:

/usr/share/mingw-w64/include/winnt.h:2279: this is the location of the previous definiti
2279 | #define InterlockedCompareExchangePointer(Destination, ExChange, Comperand) (PVOID) (
InterlockedCompareExchange ((LONG volatile *) (Destination), (LONG) (LONG PTR) (ExChange), (LONG

PTR) (Comperand))

—( ) - [~/projects/hacking/cybersec_blog/2022-03-22-malware-av-evasion-5]
Lg 1s

total 48

-rwxr-xr-x 1 cocomelonc cocomelonc 40448 Mar 25 11:09 hack.exe

-rw-r--r-- 1 cocomelonc cocomelonc 1652 Mar 25 11:03 hack.cpp

and run:

.\hack.exe

9/13



nc [cocomelonc@kali]:™...2-malware-av-evasion-5 %

cocomelonc@kali: ~

fAddr = (PDWORD) ((LPBYTE)h + i
fNames = (PDWORD) ((LPBYTE)h +
fOrd = (PWORD) ((LPBYTE)h + img

PDWORD
PDWORD
PWORD

< img edt->Addres

for (DWORD i = 0; i
= (LPSTR) ((LPBYTE)h

LPSTR pFuncName

if (calcMyHash(pFuncName) == myHash F

printf("successfully found! %s -
return (LPVOID)((LPBYTE)h + fAddr
}
}

return nullptr;

nt main() {

HMODULE mod = LoadLibrary("user32.dll
LPVOID addr getAPIAddr(mod, 1703669

printf("0x n", addr);

i win7-x86 (malware-test) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Windows PowerShell
PS Z:\.2022-83-22-maluare—av—evasion-5> dir

Directory: Z:\2822-B3-22-malware—av—evasion—5

Mode LastWriteTime Length Name

3,24,2022
3,25.,2022
3,25,/2022 e
3-25/2822 4:3
3,24,2622 12:5@ PM
3,25,2022 4:11 PH

1682 meow.cpp
13824 meow.exe
39936 hack.exe

169 myhash.py

1680 hack.cpp

PS Z:\2822-83-22-maluare—av—evasiol
successfully found? MessageBoxA — |

Bx7737eall Meow-meow!

\j\|§|

fnMessageBox
myMessageBoxA (NULL,
return 0;

n_s

"Meow-meow!",

File Actions Edit View

me [cocomelonc@kali]: ~...2-malware-av-evasion-5 X

il

Help
cocomelonc@kali: ~

PDWORD fAddr = (PDWORD) ((LPBYTE)h + i
PDWORD fNames = (PDWORD)((LPBYTE)h +
PWORD fOrd = (PWORD)((LPBYTE)h + img
for

(DWORD i = < img edt->Addres

(LPSTR) ((LPBYTE)h

0; i
LPSTR pFuncName =

if (calcMyHash(pFuncName)
printf(“successfully found! %s
return (LPVOID)((LPBYTE)h + fAddr
}

return nullptr;

nt main() {

HMODULE mod LoadLibrary("user32.dll
LPVOID addr getAPIAddr(mod, 170366¢
printf("0x%p\n", addr);

fnMessageBoxA myMessageBoxA = (fnMess

n_n

myMessageBoxA (NULL,
return 0;

"Meow-meow!",

NORMAL

myMessageBoxA = (fnMess

<R i)
Boxg &I S ¥ G0 Right Ctrl

17} win7-x86 (malware-test) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

E Windows PowerShell
[PS Z:\2022-B3-22-maluare—av—evasion—5> dir

Directory: Z:\2822-@3-22-malvare—av—evasion—5

LastWriteTime

3/24-2022
3,25-2022
3,25-2022
3,25,2022
3,24,2022
3,25,2022

Length Name

git
182 meow.cpp
13824 meow.exe
39936 hack

1

PS Z:\2022-83-22-maluare—av—evasic|
successfully foundt MessageBoxA — |

Bx7737eall Meow-meow!

100% In :51/51

As you can see, our logic is worked!!! Perfect :)

What about strings?

strings -n 8 hack.exe | grep MessageBox

100% In :51/5
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cocomelonc{@kalr:

)-[~/projects/hacking/c
hack.exe grep "MessageBox"

)-[~/projects/hacking/c
8 hack.exe grep MessageBox

)-[~/projects/hacking/c

win7-x86 (malware-test) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

E PE-bear+0.5.5.3 [Z:/2022-03-22-malware-av-evasion-5/hack.exe]
File Settings View Compare Info

4 [ hack.exe | X =
DOS Header g

@ Dosstub
4 MT Headers 8Cco0 3C DO J0 00 00 00 OO0 00 00 00 00 74 DS aa

Signature 8C10 z4 D1 Qo 00 00 00 00 00 00 00 00 0o

File Header 8C20 18 D& 00 74 D1 00 00 00 00 00 00 00 00 0o

Optional Header 8C30 00 00 00 00 00 00 00 00 00 00 00 OC D2 oo

Section Headers 8C40 24 D2 00 3C D2 00 00 4A D2 00 00 5A D2 0o

4 Sections 8C50 6E Dz 00 82 DZ 00 00 94 D2 00 00 A6 D2 0o

cen £3 N7 AN AN NE DT AN N FR DT OA A0 RR NG aa an
4 ﬁ et

& 7 8 % A B CDE F

L

= EP =8C0 | General | DOSHdr | FileHdr | Optional Hdr | Section Hars Imports Baki|
.data &
rdata
.eh_fram Offset Name Func. Count Bound? OriginalFirstThun TimeDate!
.bss 8C00 KERNEL32.dlI 19 FALSE DO3C 0

Jidata 8C14 mswvert.dil 37 FALSE DOEC 0

CRT
tls
reloc

&
&
*
*
*
=
&

4

KERMNEL32.dll [19 entries ]

Call via Name Ordinal Original Thunk  Thunk Forwar
Delatalriticald nane nanc F

ST )
8 0E & mES T 60 Right Ctr

¥ maste

If we delve into the investigate of the malware, we, of course, will find our hashes, strings like
user32.d11l, and so on. But this is just a case study.

Let’s go to upload to VirusTotal:
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& C o O 8 = virustotal.com i

KaliLinux §8 KaliTools = KaliDocs ] KaliForums X Kali NetHunter Exploit-DB Google Hacking DB j| OffSec @ GitHub

Z d33210e3d79629d3465b2a0cec0c490d2254fa1b9a2fd047457bd9046bc0ece a W]
=
4 (D) 4 security vendors and no sandboxes flagged this file as malicious
d33210e3d7f9629d3465b2a0cec0c490d2254fa1b9a2fd047457bd9046bcOeece 39.00 KB 2022-03-25 10:53:09 UTC
hack.exe
peexe
X \/
DETECTION DETAILS BEHAVIOR COMMUNITY
Cylance (D) Unsafe Cynet (@ Malicious (score: 100)
lkarus (1) TrojanWin32.Meterpreter SecureAge APEX (D) Malicious
Acronis (Static ML) (¥) Undetected Ad-Aware &) Undetected
AhnlLab-V3 (&) Undetected Alibaba () Undetected

https://www.virustotal.com/gui/file/d33210e3d7f9629d3465b2a0cec0c490d2254fa1b9a2fd04
7457bd9046bc0eee/detection

So 4 of 65 AV engines detect our file as malicious
Notice that we evasion Windows Defender :)

But what about WinAP!I functions in classic DLL injection?
| will self-research and write in a next post.

In real malware, hashes are additionally protected by mathematical functions and additionally
encrypted.

For example Carbanak uses several AV engines evasion techniques, one of them is
WinAPI call hashing.

| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

pe file format
Carbanak
source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://www.virustotal.com/gui/file/d33210e3d7f9629d3465b2a0cec0c490d2254fa1b9a2fd047457bd9046bc0eee/detection
https://en.wikipedia.org/wiki/Carbanak
https://cocomelonc.github.io/tutorial/2021/10/31/windows-shellcoding-3.html
https://en.wikipedia.org/wiki/Carbanak
https://github.com/cocomelonc/meow/tree/master/2022-03-22-malware-av-evasion-5
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