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Hello, cybersecurity enthusiasts and white hackers!
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This post can be read not only as a continuation of the previous ones, but also as a separate

post. This one is overview of PE file format.

PE file

What is PE file format? It's the native file format of Win32. Its specification is derived
somewhat from the Unix Coff (common object file format). The meaning of “portable
executable” is that the file format is universal across win32 platform: the PE loader of every
win32 platform recognizes and uses this file format even when Windows is running on CPU

platforms other than Intel. It doesn’t mean your PE executables would be able to port to other

CPU platforms without change. Thus studying the PE file format gives you valuable insights

into the structure of Windows.

Basically PE file structure looks like this:
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The PE File Format is essentially defined by the PE Header so you will want to read about
that first, you don’t need to understand every single part of it but you should get an idea
about it’s structure and be able to identify the parts that are most important.

DOS header

PE file basic structure

DS header

DOS stub

PE header
{NT header)

Section table

Sections

text

.data

N[

DOS header store the information needed to load the PE file. Therefore, this header is

mandatory for loading a PE file.

DOS header structure:
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typedef struct _IMAGE_DOS_HEADER { // DOS .EXE header

WORD e_magic; // Magic number

WORD e_cblp; // Bytes on last page of file

WORD e_cp; // Pages in file

WORD e_crlc; // Relocations

WORD e_cparhdr; // Size of header in paragraphs
WORD e_minalloc; // Minimum extra paragraphs needed
WORD e_maxalloc; // Maximum extra paragraphs needed
WORD  e_ss; // Initial (relative) SS value

WORD e_sp; // Initial SP value

WORD e_csum; // Checksum

WORD e_ip; // Initial IP value

WORD e_cs; // Initial (relative) CS value

WORD e_lfarlc; // File address of relocation table
WORD e_ovno; // Overlay number

WORD e_res[4]; // Reserved words

WORD  e_oemid; // OEM identifier (for e_oeminfo)
WORD e_oeminfo; // OEM information; e_oemid specific
WORD e_res2[10]; // Reserved words

LONG e_lfanew; // File address of new exe header

} IMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER;

and it is 64 bytes in size. In this structure, the most important fields are e _magic and
e_l1fanew. The first two bytes of the header are the magic bytes which identify the file type,
4D 5A or “MZ” which are the initials of Mark Zbikowski who worked on DOS at Microsoft.
These magic bytes define it as a PE file:

kaligkali =xdump -C exit.exe

00000000
Q0000010
00000020
000000830

00BRB0LO

PpRRROSe F f is program canno
QpBRRR6D t be run in DOS
0D00RB70 F

00000080

0000R090

e 1fanew - is at offset 9x3c of the DOS HEADER and contains the offset to the PE header:
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@ PE-bear v0.5.4 [C:/Windows/Systemn32/calc.exe] EI@
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Signature 10 B8 00 00 00 00 00 OO0 OO0 40 00 00 OO0 OO0 OO0 00 OO0
File Header 20 00 00 OO 00 OO OO0 OO 00 OO0 OO0 OO OO OO0 OO0 00 OO0
OptiDI"IE| Header 20 00 00 00 00 00 OO0 DE OO0 OO0 OO0
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o reloc 0 Magic number 5A4D
2 Bytes on last page of file 90
4 Pages in file 3
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8 Size of header in paragraphs 4
A Minimurmn extra paragraphs needed 0
C Maximum extra paragraphs needed FFFF
E Initial (relative) 55 value 0
10 Initial 5P value BS
12 Checksum 0
14 Initial IP value 0
16 Initial (relative) C5 value 0
18 File address of relocation table 40
1A COwerlay number 0
1C Reserved words[4] 0,000
24 OEM identifier (for OEM information) 0
26 OEM information; OEM identifier specific 0
28 Reserved words[10] 0000000000
g 3C File address of new exe header D&

DOS stub

After the first 64 bytes of the file, a dos stub starts. This area in memory is mostly filled with
Zeros:

@) PE-bear v0.5.4 [C:/Windows/Systemn32/calc.exe] EI@
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@ DOs stub 01 2 3 45 67 8 % ABCDTEF
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Signature 50 &3 73 20 TO 72 &F &7 T2 &1 &D 20 &3 &1 &E E &F
File Header &0 74 20 62 &5 20 TZ 75 GE 20 &% £E 20 44 4F 53 20
Optional Header 70 6D &F 64 &5 ZE OD 0D OR 24 00 00 00 00 00 00 00
Section Headers 80 0B 73 RE 53 4C 12 CB 00 4C 12 CB 00 4C 12 C8 00
4 Sections 30 45 6 5D 00 45 12 C8 00 4C 12 C9 00 D8 13 C8& 00
s B text a0 45 6 SB 00 &D 12 CB8 00 45 &A 4B 00 57 12 C8 00
=) EP = 1216C BO 45 A 4C 00 CE 12 CB 00 45 &A 5C 00 40 12 C8 00
o .data co 45 A 55 00 40 12 CB 00 52 &9 &3 &8 4C 12 C8 00
o rsrc Do 5 0 04 00
o reloc EO 00 01
FO 0o
100 01
110 0o

1an o

PE header

This portion is small and simply contains a file signature which are the magic bytes PE\0\0 or
50 45 00 00:
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It's structure:

typedef struct _IMAGE_NT_HEADERS {
DWORD Signature;
IMAGE_FILE_HEADER FileHeader;
IMAGE_OPTIONAL_HEADER32 OptionalHeader;
} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;

Let’'s take a closer look at this structure.

File Header (or COFF Header) - a set of fields describing the basic characteristics of the file:

typedef struct _IMAGE_FILE_HEADER {
WORD Machine;
WORD NumberOfSections;
DWORD TimeDateStamp;
DWORD PointerToSymbolTable;
DWORD NumberOfSymbols;
WORD SizeOfOptionalHeader;
WORD Characteristics;
} IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER;

E7 4C 00
05 00 00
01 00 00
00 00 00
01 00 00
0cC 00 02
10 00 00
00 00 00
05 00 38
00 00 00
05 00 38
00 00 00
03 00 40
00 00 30

an nn nn
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DWORD e32_winreslen
WORD  e32 devid
WORD  e32_ddkver

IMAGE_VXD_HEADER, *PIMAGE VXD HEADER

_MAC
poppack.h

struct _IMAGE_FILE_HEADER

WORD Machine

WORD NumberofSections

DWORD = TimeDateStamp

DWORD  PointerToSymbolTable

DWORD = NumberOfSymbols

WORD SizeOfOptionalHeader

WORD Characteristics
IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER

TMAGE_ _FTLE_HEADER

IMAGE_|
IMAGE_FILE_E

TER AL
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DE
E0
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8
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General | DOSHdr | Rich Hdr
Name Value
Machine ldc
Sections Count 4
Time Date Stamp 4cef979d
Ptr to Symbol Table |0
Nurm. of Symbols 0
Size of OptionalHeader| 0
Characteristics 102

2
100

Meaning

Intel 386

4

Saturday, 20112010 09:40:45 UTC
0

0

224

File is executable (i.e. no unresolved externe...
32 bit word machine.

Optional Header - it's optional in context of COFF object files but not PE files. It contains

many important variables such as AddressOfEntryPoint, ImageBase, Section Alignment,
SizeOfImage, SizeOfHeaders and the DatabDirectory. This structure has 32-bit and 64-bit
versions:
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typedef struct _IMAGE_OPTIONAL_HEADER {

//

// Standard fields.

//

WORD
BYTE
BYTE
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

//
// NT
//

DWORD
DWORD
DWORD
WORD
WORD
WORD
WORD
WORD
WORD
DWORD
DWORD
DWORD
DWORD
WORD
WORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

IMAGE_DATA DIRECTORY DataDirectory[IMAGE_NUMBEROF_DIRECTORY_ENTRIES];

} IMAGE_OPTIONAL_HEADER32, *PIMAGE_OPTIONAL_HEADER32;

Magic;
MajorLinkerVersion;
MinorLinkerVersion;
SizeOfCode;
SizeOfInitializedData;
SizeOfUninitializedData;
AddressOfEntryPoint;
BaseOfCode;

BaseOfData;

additional fields.

ImageBase;
SectionAlignment;
FileAlignment;
MajorOperatingSystemVersion;
MinorOperatingSystemVersion;
MajorImageVersion;
MinorImageVersion;
MajorSubsystemVersion;
MinorSubsystemVersion;
Win32VersionValue;
SizeOfImage;
SizeOfHeaders;
CheckSum;

Subsystem;
DllCharacteristics;
SizeOfStackReserve;
SizeOfStackCommit;
SizeOfHeapReserve;
SizeOfHeapCommit;
LoaderFlags;
NumberOfRvaAndSizes;
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struct IMAGE OPTIONAL HEADER

Magic

SizeOfInitializedData
SizeOfuUninitializedData
AddressOfEntryPoint
BaseOfCode

DWORD
DHORD
DWORD
WORD

BaseOfData

ImageBase

SectionAlignment
FileAlignment
MajorOperatingSystemVersion

TERMINAL

Jekyll Feed: Generating feed for posts

---done in 1.9739438 seconds.

Here | want to draw you attention to TMAGE DATA DIRECTORY:

typedef struct _IMAGE_DATA_DIRECTORY {
DWORD VirtualAddress;

DWORD Size;

} IMAGE_DATA_DIRECTORY,

*PIMAGE_DATA_DIRECTORY;

@ PE-bear v0.5.4 [C:/Windows/System32/calc.exe] (= E=R ===
File Settings View Compare Info
4 [m calcexe % = B N
DOS Header 2
DOS stub 01 2 3 4 5 6 7 8 %3 ABCODE F
4 NT Headers FO OB 01 09 00 00 2E 05 00 00 A& O& 00 00 00 00 00
Signature 100 &C ZD 01 00 00 10 00 00 00 20 05 00 00 00 00 01
File Header 110 00 10 00 00 00 0Z 00 00 O& 00 O1 Q0 0O& 00 01 00
OptiDHE‘HEEﬂEf 120 0& 00 01 00 00 00 00 00 00 00 OC Q0 00 04 00 00
Section Headers 130 30 BD OC 00 02 00 40 B1 00 00 04 00 00 20 00 00 | fal
4 Sections 140 00 00 10 00 00 10 00 00 00 00 00 00 10 00 60 00
a ﬁ text 150 00 00 00 00 00 00 00 00 FC 1A 05 00 54 01 00 00
=) EP = 1216C 160 00 S0 05 00 98 27 06 00 00 00 00 00 00 00 00 0O
o data 170 00 00 00 00 00 00 00 00 00 CO OB 00 3C 38 00 0o | [N
e 180 44 3C 05 00 38 00 00 00 00 00 00 00 00 00 00 00 | R
e reloc 150 00 00 00 00 00 OO 00 00 00 00 00 00 a0 00 00 oo | [
10 30 04 03 00 40 00 00 00 70 02 00 00 54 01 00 0O | =i
1BO 00 10 00 00 30 06 00 00 78 1A 05 00 40 00 00 00
Disasm | General | DOSHdr | RichHdr | FileHdr | OptionalHdr | SectionHdrs | iy
Dffset Name Value Value -
Fo Magic 108 NT32 E|
F2 Linker Ver. (Major) 9 0
F2 Linker Ver. (Minor) 0
F4 Size of Code 52600
Fa Size of Initislized Data BAGOD
FC Size of Uninitialized Data 0
100 Entry Point 1206¢
104 Base of Code 1000
108 Bass of Dats 52000
1€ Image Base 1000000
L 8 110 Section Alignment 1000
e o 1128 PM
\_i",'./] = L ks @ = IR e o g al

@ &0 E E 9] @ @rohtcr

it's data directory. Simply it is an array (16 in size), each element of which contains a
structure of 2 DwWORD values.

Currently, PE files can contain the following data directories:

Export Table

Import Table

Resource Table
Exception Table
Certificate Table

Base Relocation Table
Debug

Architecture

Global Ptr

TLS Table

Load Config Table
Bound Import

IAT (Import Address Table)
Delay Import Descriptor
CLR Runtime Header
Reserved, must be zero

As | wrote earlier, | will consider in more detail only some of them.
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Section Table

Contains an array of IMAGE_SECTION_HEADER structs which define the sections of the PE file

such as the .text and .data sections. IMAGE_SECTION_ HEADER structure is:

typedef struct _IMAGE_SECTION_HEADER {

BYTE
union {

} Misc;
DWORD
DWORD
DWORD
DWORD
DWORD
WORD
WORD
DWORD

} IMAGE_SECTION_HEADER,

Name [ IMAGE_SIZEOF_SHORT_NAME];

DWORD
DWORD

PhysicalAddress;
VirtualSize;

VirtualAddress;

SizeOfRawData;

PointerToRawData;
PointerToRelocations;
PointerToLinenumbers;
NumberOfRelocations;
NumberOfLinenumbers;
Characteristics;
*PIMAGE_SECTION_HEADER;

and consists of 9x28 bytes.

Sections

After the section table comes the actual sections:

o @ PE-bear v0.5.4 [C:/Windows/System32/calc.exe] ol ===
T _NAME File Settings View Compare Info
4 [ calc.exe A% 31 B O
-TION_HEADER DOS Header 8
. fer 0 1 2 3 45 6 7 8 % ABCODE F
BYTE Name[ IMAGE_SIZEOF_SHORT_NAME Ml DOS stub
e - NT Headers 400 €8 04 82 73 08 57 88 72 29 Al BC 73 83 DD 90 73 h . . =
. . Signature 410 4% 1E 82 73 00 00 00 00 7A 41 E3 &D 00 00 00 00
DWORD Pr:|_\151call-!ddress File Header 420 F3 AR 82 75 DD AE 82 75 DE CB 82 75 DO EC 81 75 | [l
DUWORD Vvirtualsize Opti | Head 430 19 5F 82 75 BC 77 82 75 06 BC 82 75 Bl EA 82 7§
Misc ptional Header
Section Headers 440 AF 95 82 75 CD AZ 82 75 55 70 83 75 4E 73 82 75
i 1Address & a & 2 a
DWORD  Virtua 4 [Sections 450 E7 5F B2 75 AF BE 82 75 6D 1F B2 76 12 1C 82 7
DHORD  SizeOfRawData a B tent 460 A ED 81 75 33 2D 83 75 AE 2D 83 75 B1 D 81 7
DWORD  PointerToRawData = P = 1216C 470 €4 6Z B1 75 25 61 B2 75 F5 33 82 75 44 7B 82 7
DWORD  PointerToRelocations data 480 S1 78 Bz 75 00 00 00 00 C8 46 C7 77 8D 46 C7 77 | NelPd
DWORD  PointerTolLinenumbers o i 490 E7 48 C 47 O0E € CC 48 C 212
o "“'“E"“:“El“at;“"s o reloc Disasm: tet | General | DOSHdr | RichHdr | FileHdr | Optional Hdr | Section Hars | 9k
WORD Number0fLinenumbers
DWORD +
IMAGE_SECTI A i SECTION_HEA Name Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptr te Reloc.  Num. of Reloc
> text 400 52E00 1000 52CA1 60000020 0 0
IMAGE : > .data 53200 4200 54000 40C0 (0000040 0 0
> rsrc 57400 62800 59000 62798 40000040 0 0
> .reloc B9CO0 3C00 BCO00 3B3C 42000040 0 0
« i
Raw & X Virtual
'%ggﬁi Tted] %C Tted]
a0 L G466 o |
G PP
TERMINAL g
Jekyll Feed: Generating feed for posts il = zen ~Trelocl 280 Toreloc
-..done in 1.0485321 seconds.
= = 12:00 AM
=l & ks = B

Applications do not directly access physical memory, they only access virtual memory.

Sections are an area that is paged out into virtual memory and all work is done directly with
this data. The address in virtual memory, without any offsets, is called the Virtual Address,
or VA for short. In other words, the Virtual Addresses (VAs) are the memory addresses that
are referenced by an application. Preferred download location for the application, set in the
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ImageBase field. It is like the point at which an application area begins in virtual memory.
And the offsets RVA (Relative Virtual Address) are measured relative to this point. We can
calculate RVA with the help of the following formula: RVA = VA - ImageBase. ImageBase is
always known to us and having received VA or RVA at our disposal, we can express one
through the other.

The size of each section is fixed in the section table, so the sections must be of a certain
size, and for this they are supplemented with NULL bytes (00).

An application in Windows NT typically has different predefined sections, such as . text,
.bss, .rdata, .data, .rsrc. Depending on the application, some of these sections are used,
but not all are used.

dext

In Windows, all code segments reside in a section called . text.

.rdata

The read-only data on the file system, such as strings and constants reside in a section
called .rdata.

.I'src

The .rsrc is a resource section, which contains resource information. In many cases it
shows icons and images that are part of the file’s resources. It begins with a resource
directory structure like most other sections, but this section’s data is further structured into a
resource tree. IMAGE_RESOURCE_DIRECTORY, shown below, forms the root and nodes of the
tree:

typedef struct _IMAGE_RESOURCE_DIRECTORY {
DWORD Characteristics;
DWORD TimeDateStamp;
WORD MajorVersion;
WORD MinorVersion;
WORD NumberOfNamedEntries;
WORD NumberOfIdEntries;
} IMAGE_RESOURCE_DIRECTORY, *PIMAGE_RESOURCE_DIRECTORY;

.edata

The .edata section contains export data for an application or DLL. When present, this
section contains an export directory for getting to the export information.
IMAGE_EXPORT_DIRECTORY structure is:
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typedef struct _IMAGE_EXPORT_DIRECTORY {
ULONG Characteristics;
ULONG TimeDateStamp;
USHORT MajorVersion;
USHORT MinorVersion;
ULONG  Name;
ULONG  Base;
ULONG NumberOfFunctions;
ULONG NumberOfNames;
PULONG *AddressOfFunctions;
PULONG *AddressOfNames;
PUSHORT *AddressOfNameOrdinals;
} IMAGE_EXPORT_DIRECTORY, *PIMAGE_EXPORT_DIRECTORY;

Exported symbols are generally found in DLLs, but DLLs can also import symbols. The main
purpose of the export table is to associate the names and / or numbers of the exported
functions with their RVA, that is, with the position in the process memory card.

Import Address Table

The Import Address Table is comprised of function pointers, and is used to get the addresses
of functions when the DLLs are loaded. A compiled application was designed so that all API
calls will not use direct hardcoded addresses but rather work through a function pointer.

Conclusion

The PE file format is more complex than | wrote in this post, for example, an interesting
illustration about windows executable can be found on the Ange Albertini’s github project
corkami:

11/12


https://github.com/corkami/pics/blob/master/binary/pe101/README.md

| ANGE ALBERTINI
PE™ 4 windows executable walkthrough - CORKAMCOM

HEXADECMAL DUMP ASCI DUMP FELDS VALUES EXPLANATION
DISSECTED PE o 8 o a8 O R = —
6666 00 ae-ge 00 00 Be-80 80 BB B¢ el fmen L) OFFSETOF BEFEIENS |
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' "
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€@ ee 80 oe-ge e 68 0x200 WHERE SECTNS SHOWLD START ONFLE. 2
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e g data 03000 0600 DATA ReAd. WRITE
@ o 01 CTon A szous

X 220,
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SMPLEEXE

X86 ASSEMBLY EQUIVALENT C CODE
CODE push 0
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\\\ 70 28 49 9868 09 FF 15-68 20 48 80 p-8.J. -h.g. call [0x402070) ~messagesox(D, Wello'world!","a simple PE executable’, 0):
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T s e
\ 44 20 60 66-90 00 00 00-00 60 66 00 .. | !
. 3 MR SR oaurmtermersn.an [—0.e0uordE pres onons
80760 60 60 . £ oxe068——— ox20ac, 0" 0X 2068 WLL PORT T
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\ 616 ~4C 26 89 0-80 09 80 BB ageBOXA.L......
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a simple PE executa...

Hello world!
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| This is a practical case for educational purposes only.

PE bear

MSDN PE format

corkami

An In-Depth Look into the Win32 Portable Executable File Format

An In-Depth Look into the Win32 Portable Executable File Format, Part 2
MSDN IMAGE_NT_HEADERS

MSDN IMAGE_FILE_HEADER

MSDN IMAGE_OPTIONAL HEADER

MSDN IMAGE_DATA_DIRECTORY

Thanks for your time, happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://github.com/hasherezade/pe-bear-releases
https://docs.microsoft.com/en-us/windows/win32/debug/pe-format
https://github.com/corkami/pics/blob/master/binary/pe101/README.md
https://docs.microsoft.com/en-us/archive/msdn-magazine/2002/february/inside-windows-win32-portable-executable-file-format-in-detail
https://docs.microsoft.com/en-us/archive/msdn-magazine/2002/march/inside-windows-an-in-depth-look-into-the-win32-portable-executable-file-format-part-2
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-image_nt_headers32
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-image_file_header
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-image_optional_header32
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-image_data_directory

