Windows shellcoding - part 1. Simple example
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Hello, cybersecurity enthusiasts and white hackers!
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examplel.asm — ~[projects/cybersec_blog/2021-10-26-windows-shellcoding-1 — Atom

examplel.asm
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E Windows PowerShell
PS C:S\Usershtest\Documents> etaddr.exe
[KERNEL32 addre in memory: e80008
i i : Bx76ed214f
76FBe5fd

PS C:sUsershtest:\Documents} .“run.exe IJ Caleulator E = @
PS C:sUsershtest\Documents> View Edit Help

| Speakers: Muted |
72eM |
= a077200

In the previous first and second posts about shellcoding, we worked with linux examples.
Today my goal will be to write shellcode for windows machine.

testing shellcode

When testing shellcode, it is nice to just plop it into a program and let it run. We will use the

same code as in the first post (run.c):
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/*
run.c - a small skeleton program to run shellcode

*/
// bytecode here
char code[] = "my shellcode here";

int main(int argc, char **argv) {

int (*func)(); // function pointer
func = (int (*)()) code; // func points to our shellcode
(int) (*func)(); // execute a function code[]

// if our program returned © instead of 1,
// so our shellcode worked
return 1,

first example. run calc.exe

First, we will write something like a prototype of the shellcode in C. For simplicity, let's write
the following source code (exit.c):

/*

exit.c - run calc.exe and exit

*x/

#include <windows.h>

int main(void) {

WinExec("calc.exe", 0);
ExitProcess(0);

As you can see, the logic of this program is simple: launch the calculator (calc.exe) and exit.
Let’'s make sure our code actually works. Compile:

1686-w64-mingw32-gcc -0 exit.exe exit.c -mconsole -lkernel32

kali@kali:~[pr...-shellcoding-1 ® mc [kali@kali]..-shellcoding-1

kaligkali 1686-wb4-mingw32-gcc -0 exit.exe exit.c -mconsole -lkernel32
kaligkali 1
total 268

=rWXr-xr-x kali 100447 Oct : exit.exe

=-rw-r—r— kali 122 Oct H exit.c

-IWXI-XI-X kali 100041 Oct 2 run.exe

Wl —T— kali 522 Qct z run.c

-rw-r—r— kali 1122 Oct z examplel.asm

=TWXr=XT-X kali £516 Oct : examplel

=I'W-r—r-— kali 576 Oct : examplel.o

=TWXT=XT'=X kali 38912 Oct : getaddr.exe

=rw-r—r-— kali 550 Oct : getaddr.c

kaligkali

Then run in windows machine (Windows 7 x86 SP1):

\exit.exe
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E Windows Powershell
PS C:slsersstestsDocuments? dip

Directory: C:irxlsersstest Documents

LastWriteT ime Length

2.6 11:83 Practical Malware Analysis Lab=s
18277 4:=38 1A?266R8 avin sawe
18272~ ?:36 188447 exit.exe
18-.277 2:35 AN JBTLE geTtaddr.exe
18-14~ 2:31 728986 PracticalMalwarefAnalysis—Lahs.?
2.8~ 3:37 AN 184692923 PracticalMalwarefAnalysis—Lahs.e
18-27/ P22 PH 1868841 run.exe

PS C:sUsersstestsDocuments> .“exit.exe | Calculator EI = @
View Edit Help

PE C:slUsersstestsDocuments>

So everything is worked perfectly.

Let’s now try to write this logic in assembly language. The Windows kernel is completely
different from the Linux kernel. At the very beginning of our program, we have #include
<windows.h>, which in turn means that the windows library will be included in the code and
this will dynamically link dependencies by default. However, we cannot do the same with
ASM. In the case of ASM, we need to find the location of the WinExec function, load the
arguments onto the stack, and call the register that has a pointer to the function. Likewise for
the ExitProcess function. It is important to know that most windows functions are available
from three main libraries: ntd11.d11, Kernel32.DLL and KernelBase.d1l. If you run our
example in a debugger (x32dbg in my case), you can make sure of this:
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S¥ exit.exe - PID: 3492 - Module: ntdll.dil - Thread: Main Thread 1416 - x32dbg [ (23]
File View Debug Tradng Plugins Favouribtes Options Help Jul 1 2021 (TitanEngine)
SE =0 *s 9§ *twl o= #LH# LB

B cru | | log | [ Notes I ® Breakpoints I [ Memary Map | [l call Stack | = SEH | || seript I & symbals | <% Source | & Refsl |’
Allocating message stack. .. -~
Initizlizing global script variables...

Registering debugger commands. ..
Registering GUI command handler. ..

Registering expression functions...

Registering format functions. ..

Begistering Script DLL command handler. ..

Starting command loop. ..

Initialization successful!

Loading plugins. ..

Handling command line. ..
"C:hwUsershtesthDownloadsxweddbgirelease’\n32\x32dbg.exe™

Syscall indices loaded!

Error codes database loaded!

Exception codes database loaded!

NISTRIUS codes database loaded!

Windows constant database loaded!

Reading notes file...

File read thread finished!

Debugging: C:\Users\test'\Documents\exit.exe

Database file: C:WUsers'\test'\Downloads'x&ddbgirelease'\x3Z\dbexit. exe. dd3z

Process Started: Do C:\Usersh\testhDocumentsi\exit.exe
"CiwUsershtesthDocumentsi\exitc.exe™
argw[0] : C:\Usershtest'Documentshexit.exe

Breakpoint at 00401 {TLS Callback 1) set!

Breakpoint at TL5 Callkack 2Z) set!

Breakpoint entry breakpoint) set!

DLL Loaded: AZWWindowsh\System3Z'\ntdll.d1l1l

DLL Loaded: ZWWindowshSystem3Z2hkernel3Z .d11

DLL Loaded: :AZWWindowsh\System32Z\FernelBase.dll

DLL Loaded: C:\Windows\System32'\msvert.dll

System breakpoint reached!

m

finding function’s addresses

So, we need to know the winExec address in memory. We’'ll find it!
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/*
ge
(E
*/
#1
#1i

in

This program will tell you the kernel address and the winExec address in kernel32.d11.

taddr.c - get addresses of functions
xitProcess, WinExec) in memory

nclude <windows.h>
nclude <stdio.h>

t main() {

unsigned long Kernel32Addr; // kernel32.dll address
unsigned long ExitProcessAddr; // ExitProcess address
unsigned long WinExecAddr; // WinExec address

Kernel32Addr = GetModuleHandle("kernel32.d11l");
printf("KERNEL32 address in memory: 0x%08p\n'", Kernel32Addr);

ExitProcessAddr = GetProcAddress(Kernel32Addr, "ExitProcess");
printf("ExitProcess address in memory is: 0x%08p\n", ExitProcessAddr);

WinExecAddr = GetProcAddress(Kernel32Addr, "WinExec");
printf("WinExec address in memory is: 0x%08p\n", WinExecAddr);

getchar();
return 0,

Let’'s compile it:

1686-w64-mingw32-gcc -02 getaddr.c -o getaddr.exe -mconsole -I/usr/share/mingw-
w64/include/ -s -ffunction-sections -fdata-sections -Wall -fno-exceptions -fmerge-

al

1l-constants -static-libstdc++ -static-libgcc >/dev/null 2>&1

kali@kali:~/pr...-shellcoding-1 B mc [kali@kali].-shellcoding-1

kaligkali i686-wb ingw32
s -ffunction-sections -fdata-sections -Wall -fno-exceptions -fmerge-all-constants -static-libstdc+ -static-libgcc >/dev/null 2>&1
kaligkali 1s -1t
total 268
-rwxr-xr-x 1 kali kali 38912 Oct 27 2@:
-rw-r—r— 1 kali kali 707 Oct 27 20
x 1 kali kali 100447 Oct 27
— 1 kali kali 122 Oct 27 19
x 1 kali kali 100041 Oct 27 19
— 1 kali kali 522 Oct 27 19
=T — 1 kali kali 1122 Oct 27 19
-ruxr-xr-x 1 kali kali 4516 Oct 27 19
-rw-r—r— 1 kali kali 576 Oct 27 19
kaligkali

and run in our target machine:

A

getaddr.exe

-02 getaddr.c -o getaddr.exe -mconsole -I/usr/share/mingw-w6é/include/ -
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E # exit.exe - PID: 3492 - Module: ntdil.dIl - Thread: Main Thread 1416 - :32dbg
File Debug  Tracing Favourites Options Help Jul 1202
DE S0 ¥TH 9§ Tl e @ # fx

View Plugins

B8 cru | Log ‘ L1 Motes | # Breakpoints | [ Memary Map | =

Allocating message stack _ .
Initializing global script variables. ..
Registering debugger commands. ..
Registering CUI command handler...
Begistering expression functions...
Registering format functions.
Registering Script DLL command handler. ..
Starting command loop. ..
Initialization successful!
Loading plugins...
Handling command line. . .

"C:\Users'test\Downloads'xf4dbgirelease\x32\x32dbg.exe™

Syscall indices loaded!
Error codes datzbase loaded!
Exception codes database loaded!
NISTATUS codes datzbase loaded
Windows constant datsbase loaded!
Reading notes file...
File read thread
Debugging: C:\Users\test\Documents\exit exe

. Database file: C:\Usersh\test\Downloads‘\x€4dbgirelease\x3Z\db

finished!

L] Process Started: C:\Users\test\Documents\exit.exe

5 Windows PowerShell

PS C:islUsersstest\Documents> dir

Directory: GC:slUsersstestsDocuments

LastWriteTime
2/6/2012
18-27,2021
18272821
18-27/2821
18142821
2/8-,2012
18-27.,2821

C:=\lse est Documents>

18469293

Length Hame

tical Malware Analysis Lahs

182668 arwin.exe
100447 exit.exe

38912 getaddr.exe
928986 PracticalMaluarefAnal:
PracticalMaluarefnal
run.exe

1B8a41

-sexit.exe

G:xlse “Document -Sgetaddr.exe
[KERNEL32 i Bx76e8000A
ExitProcess s in memory is: Bx76ed214f
WinExec add: memory is: Bx76fB@eSfd

PS C:slUsersstest“Documents>

"C:\Users\test\Documentshexit.exe"
argv([0]: C:\Users\test\Documents\exit.exe
Breakpoint at 004017 (TLS Callback 1) set!
Breakpoint at TLS Callback 2Z) set!
Brezskpoint at entry breakpoint) set!
DLL Loaded: 77 Windows\System32\ntdll.dll
h DLL Loaded: Windows\System3Z\kernel3Z.dll
DLL Loaded Windows\System3z\KernelBase dll
© DLL Loaded: C:AWindows'\System3Z\msvert.dll
System breskpoint reached!

E3E

Now we know the addresses of our functions

address correctly.

assembly time

(5]

Pro Tl 5 =) 70 A5 FAR AR T e

. Note that our program found the kernel32

The winExec () function within kernel32.d11 can be used to launch any program that the

user running the process can access:

UINT WinExec(LPCSTR 1lpCmdLine, UINT

uCmdShow) ;

In our case, 1pCmdLine is equal to calc.exe, uCmdShow is equal to 1 (SW_NORMAL).
Firstly convert calc.exe to hex via python script (conv. py):

# convert string to reversed hex
import sys

input =
chunks =
for chunk in chunks[::-17:

print (chunk[::-1].encode("utf-8

sys.argv[1]

kalimkali
@x6578652e

@=636c6163
kaligkali

Then, create our assembly code:

[input[i:i+4] for i in range(O, len(input), 4)]

") .hex())

conv.py

calc.exe
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X0r ecx, ecx ;
push ecx ;
push ©x6578652e ;
push 0x636c6163 ;

mov eax, esp ;

; UINT WinExec([in] LPCS

inc ecx ;
push ecx ;
push eax ;

mov ebx, Ox76f0e5fd ;
call ebx

zero out ecx

string terminator O0x00 for '"calc.exe" string
exe. : 6578652e

clac : 636c6163

save pointer to "calc.exe" string in ebx

TR 1pCmdLine, [in] UINT uCmdShow) ;

uCmdShow = 1

uCmdShow *ptr to stack in 2nd position - LIFO
lpcmdLine *ptr to stack in 1st position

call winkExec() function addr in kernel32.dll

To put something in Little Endian format, just put the hex of the bytes in as reverse

So, what about ExitProcess function?

void ExitProcess(UINT uE

xitCode);

It's used to gracefully close the host process after the calc.exe process is launched using

the winExec function:

; void ExitProcess([in]
Xor eax, eax ;
push eax ;
mov eax, 0x76ed214f ;
jmp eax ;

So, final code is:

UINT uExitCode);

zero out eax

push NULL

call ExitProcess function addr in kernel32.dll
execute the ExitProcess function
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; run calc.exe and normal exit

; author @cocomelonc

; nasm -f elf32 -o examplel.o examplel.asm
; 1d -m elf_1i386 -0 examplel examplel.o
; 32-bit linux (work in windows as shellcode)

section .data

section .bss

section .text

global _start ; must be declared for linker

_start:
XOr ecx, ecx
push ecx
push 0x6578652e
push 0x636c6163

mov eax, esp

; UINT WinExec([in] LPCS

inc ecx
push ecx
push eax
mov ebx, Ox76f0e5fd
call ebx

4
4
4

4

; void ExitProcess([in]

Xor eax, eax
push eax

mov eax, 0x76ed214f

jmp eax

Compile:

!
4
4

4

zero out ecx

string terminator 0x00 for '"calc.exe" string
exe. : 6578652e

clac : 636c6163

save pointer to "calc.exe" string in ebx

TR 1pCmdLine, [in] UINT uCmdShow) ;

uCmdShow = 1

uCmdShow *ptr to stack in 2nd position - LIFO
lpcmdLine *ptr to stack in 1st position

call winkExec() function addr in kernel32.dll

UINT uExitCode);

zero out eax

push NULL

call ExitProcess function addr in kernel32.dll
execute the ExitProcess function

nasm -f elf32 -o examplel.o examplel.asm
1d -m elf_i386 -0 examplel examplel.o
objdump -M intel -d examplel
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kaliakali asm -f elf32 -o examplel.o examplel.asm
kaliakali 1d -m elf_i386 -o examplel examplel.o
kaliakali objdump -M intel -d examplel

examplel: file format elf32-i386

Disassembly of section .text:

08049000 <_start>:

8049000: c9 ecx,ecx
8049002: ecx

8049003: 65 78 65 @=6578652e
8049008: 61 6c 63 @=636CH163
8e4900d: eax,esp
804900f: i ecx

8049010: ecx

8049011: eax

8049012: e5 f@ 76 ebx,@=x76f@e5fd
8049017: ebx

8049019: eax,eax
804901b: eax

804901c: 21 ed 76 eax,0=x76ed214f
8049821: ] | eax

kaliakali

Then, let’s go to extract byte code via bash-hacking and objdump again:

objdump -M intel -d examplel | grep '[0-9a-f]:'|grep -v 'file'|cut -f2 -d:|cut -f1-6
-d' '"|tr -s ' "|tr '"\t"'" ' '|sed 's/ $//g'|sed 's/ /\\x/g'|paste -d '' -s |sed
s/N/"/"|sed 's/$/"/g'

kali@kali:~/projectsfcybersec_blogf2021-10-26-windows-shellcading-1
File Actions Edit View Help
kali@kali:~/pr...-shellcoding-1 ® mc [kali@kali]...-shellcoding-1
kaligkali
objdump -M intel -d examgle | grep '[0-9a-f]:' -v ‘file
cut -f2 —d' ( JIAN S 's/ $//8"|s

ed 's/ /\\x/g'|paste |sed 's/*/"/"|sed 's/$/"/g’
"\x31\xc9\x51\x68\x2e\x65\x78\x65\x68\x63\x61\x6c\x63\x89\xe@\xhl\x
51\ x50\ xbb\xfd\xe5\xfO\x76\xff\xd3\x31\xc@\x50\xb8\x4f\x21\xed\x76\
xff\xed"

kaliakali

So, our bytecode is:

"\X31\xc9\x51\x68\x2e\x65\x78\x65\x68\x63\x61\x6c\x63\x89\xe0\x41\x51\x50\xbb\xfd\xe5
AXTFO\NX76\xTF\Xxd3\x31\xcO\x50\xb8\x4f\x21\xed\x76\xff\xe0"

compiled as ELF file for linux 32-bit because we are only using nasm to translate the
opcodes for us

Then, replace the code at the top (run.c) with:
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/*

run.c - a small skeleton program to run shellcode

*/

// bytecode here

char code[] =
"\Xx31\xCc9\x51\x68\x2e\x65\x78\Xx65\x68\x63\x61\x6C\Xx63\x89\xe0\x41\x51\x50\xbb\xfd\xe5
AXTFONX76\XTFFAXxd3\x31\xcO\x50\xb8\x4f\x21\xed\x76\xff\xed";

int main(int argc, char **argv) {

int (*func)(); // function pointer
func = (int (*)()) code; // func points to our shellcode
(int)(*func)(); // execute a function code[]

// if our program returned 0@ instead of 1,
// so our shellcode worked
return 1,

Compile:

1686-w64-mingw32-gcc run.c -0 run.exe

kali@kali:~/pr...-shellcoding-1 @ mc [kali@kali]..-shellcoding-1

kaligkali i1 W3 CC run.c -0 run.exe

kalimkali
total 272
~IWAT-XI'-X
=IWXT=XI'=X
-rwW-r—r-—
~IW-T==T1=—
-rW-r—r-—
=IWXI=XI=X
-rwW-r—r-—
=IWXI=XI'=X
-rwW-r—r-—
=IW=F==1=—
kali@kali

kali 100041 i run.exe

kali 4516 I examplel
kali 576 : examplel.o
kali 1118 H examplel.asm
kali 202 : conv.py

kali 38912 : getaddr.exe
kali : getaddr.c
kali : exit.exe
kali : exit.c

kali : run.c

e S S

And run:

.\run.exe
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run.c — ~/projects/eybersec_blog/2021-10-26-windows-shelleading-1 — Atem
File Edit View Selection Find Packages Help

run.c

P G:nlUsershtest\Documents? dir

char code[] "\ X 1 Directory: C:iUsersstestDocuments

J Calculator EE@

nt main(int argc, char **argv) { 9/6/9012 s View Edit Help
nt (fune) 0 i
T
func (int (*)()) code; i/ﬂ/%g%i
B/14~
(int) (*func)(); 1%%;%35%
B

PS5 G:slUsershtest \Documents? .“\run.exe
P G:wlUsershtest Documents?

Fully charged (100%)
maapm |
10/27/201 |

SIS

(n: & & 0] El i G & @ right el

The calc.exe process runs even after the host process dies because it is it's own
process.

So our shellcode is perfectly worked :)
This is how you create your own shellcode for windows, for example.

But, there is one caveat. This shellcode will only work on this machine. Because, the
addresses of all DLLs and their functions change on reboot and are different on each
system. In order for it to work on any windows 7 x86 sp1, ASM needs to find the addresses
of the functions by itself. | will do this in the next part.

This is a practical case for educational purposes only.

WinExec

ExitProcess

The Shellcoder’s Handbook
my_intro to x86 assembly
my_nasm tutorial

linux shellcoding_part 1
linux shellcoding part 2
Source code in Github

Thanks for your time, happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://cocomelonc.github.io/tutorial/2021/10/03/malware-analysis-1.html
https://cocomelonc.github.io/tutorial/2021/10/08/malware-analysis-2.html
https://cocomelonc.github.io/tutorial/2021/10/09/linux-shellcoding-1.html
https://cocomelonc.github.io/tutorial/2021/10/17/linux-shellcoding-2.html
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