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Russia-nexus actor targets Ukraine

17/24/2024

Recently an email was forwarded to Virustotal, appearing to show a ukr.net sender spoofing “Headquarters Police
Department” (TonosHe ynpaeniHHA noniuii), targeting a government organization related to the Ukrainian economy.

Detection takeaways:

1. the zip attachment was only 341 bytes, and the underlying attachment was even smaller at 134 bytes
2. these very small sizes may bypass filters analysts or tools use to weed out junk files

Bipg koro: "TonosHe ynpaBnaiHHa noniyii" <viddkhpoliceRukr.net>
Komy: < Qukr.net>

Tema: TepmiHoBO!

DaTta: 23 nunHa 2024, 12:17:44

[lo6oBe 3BepeHHa TYHM 23.07.2024

Osakyio

Figure 1: email spoofing a Ukrainian police org

Attachment sha256 tran:
TepmiHoBo_23 07_2024.zip €16926a74f8d30b4086057241edc46e88bb0cf675ff5b5ced93eab54ea2b4e26 (urgently 23 0
TepMmiHoBo_info_23_07_2024.html 9e49db0eb920e130c0393a87c96434b9f0257025584cf546f623¢c1cb0b074333 (urgently info_z

Figure 2: attachments to email

The initial HTML was very small, 134 bytes, and was simply a redirect to an external site.

<IDOCTYPE html>
<html>
<meta http-equiv="refresh"content="0;url=http://uasystdoc.com/login/doc.html">
<body>
</body>
</html>

Figure 3: simple redirect, perhaps to prevent anti-spam detection

The page content is the below, and one can notice that it's a phishing page for ukr.net, a Ukrainian webmail service.
This service is a frequent target for Russia-nexus threat actors.
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Figure 4: UKR credential phishing
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The doc.html page contains a numerous amount of sig-able artifacts to find similar phishing pages. Signatures need
not be written on malicious content to be effective. In the below example, the <head lang="uk"> is unusual.
lang= is typically inside a <html1> tag instead of <head>, but when you can combine this with other indicators, two
weak signals can become a strong signature.

<!DOCTYPE html>
<html class="js desktop">

<head lang="uk">
<title>CucTema enekTpoHHoro </title>
<meta content="text/html; charset=UTF-8" http-equiv="Content-Type">
<meta content="width=device-width, initial-scale=1" name="viewport">
<link rel="stylesheet" href="css/bundle.css">
<link rel="icon" href="images/favicon.ico">
<script src="js/bundle.js"></script>

</head>

Figure 5: snippet of doc.html

landing pages sha256

doc.html efd54e566767de3e35597dae60d317b388460ffc2b3231bd4897b254863835¢cc
index.html 5d93ee6f0f4e88d06f384a84ec4401100ec6b1d01062af23acebd3f314379be0
file1.html 5b694114129846328da15d79e2bc6adb19f887e86ae8f0abc6d9572a8b88e431

Figure 6: associated landing pages

Examining the landing pages, we can notice the credentials will be POST'd to a PHP script and then redirected.

CMM L LU W AU U MY IIM A A b bk b JY vApunioauv Ltuiyu e

data—expanded-class="dynalist__title_expanded">3aBaHTaXuTn ¢ain</button>
<ul class="dynalist__content-list" style="display: none;">
<1i class="dynalist__content-item">

<div class="cm96uGWL">
<form class="_27e9pAZr" method="POST" action="php/dl8.php">
<div class="XC54guCS">
<div class="mJOT30Qua _32TpACVe _1mUfXaVE">
<p class="_3wUI4tC9">
<label for="id-text-field-8">IMAa ckpWHbkW</label>

</p>

<div class="E5@1nyie">

Figure 7: Analysts raise an eyebrow at “dI8”

After the credentials are sent, the PHP script redirects us to a decoy that might be interesting to a Ukrainian target.
When analysts see “dI8.php”, they typically wonder what may live at “dl1.php”, “dI2.php”, etc.
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Figure 8: decoy content after credentials are entered

After looping through dI[0-9].php, we can harvest a number of other interesting decoy files as well as IOCs.

dl.php 82.221.139][.]200/login/php/1308_8711629.html
di2.php 82.221.139[.]200/login/php/zrazok.pdf
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dI3.php 82.221.139[.]200/login/php/organizations_kharkiv_2021_12_03-1.xIsx
dl4.php 82.221.139][.]200/login/php/47 .pdf

dI5.php 82.221.139[.]200/login/php/tsu-sbu-vid-13042023-131-site.doc
dI6.php ukainua[.Jcom/login/php/d534990-20240427 .pdf

dI7.php ukainual.Jcom/login/php/Dod_2Zvit_pro_kons_III_kvartal_2021_.pdf
dI8.php uasystdocl.Jcom/login/php/Dod_2Zvit_pro_kons_|IIl_kvartal_2021_.pdf

Figure 9: credential gathering and decoy redirecting scripts
A sampling of the decoy content is show below.

zrazok.pdf 47 .pdf d534990-20240427.pdf

e e

3PAZOK 3ASIBH

Tro e nimns MIHICTEPCTBO OFOPOHH YKPATHI
S Eo Y P P HAKA3
— Binnoniauo o crarri 10 3axony Yapainu “Ilpo Cayby Gesnexn Yapaiun’, noanene

erarti 19 axouy Yapaiau “llpo 2anoSiramua xopynuir’, Meroxosorii ynpawnisin
KopymuiuuH pisHKaNH, SaTBCPIKCNO] Hakason HALIOLILIONO reTeTsa 3 nuTaiy
sanoiramus kopynuii six 28 rpyms 2021 poxy Ne 83021, sapeccrposamn y
Misicrepersi toctuuii Vipain 17 aiororo 2022 poxy 3 Ne 219/37555, 3 metoio
ouiiopams KopynuifuMx pusicis a1 perauowiewns Hwosipuocti sumenis
Kopynuiiuu Ta OB’ S3aHX 3 KOpynUiCio npaBONOpyLEN, cHiBpoSiTukKaMH CryKGH

2024
6141961

3ASBA Beanekn VKpaii, BCTAHOBICHHA NIPHINH, YMOB Ta HACHIKIR MOAIHBOTO BUHHCHHA Tipo sateepyuxenns 3uin to Monoskenns npo Bifickkono-
raxax mpamomopyioet, = vexo= smasy ionynzs sasoyin vouTposR cpeeuseas aiapcsiy excucpTusy » 3opoianx Cuax Vipaiaut
1 SATOGiraAx poRAisals KopymIIAAX PR,
Tlporuy oGparis ucHe S MPEACTABHWKA TPOMAICAKOCTI 10 CXIALY HoMiLefcKol HAKA3YIO.

1. Tlposccu ouimmosari Kopynuiiux puswkis y aisnsnoeri CayGu Gesniexn
Vpaiity dopuari cavoouisionaiis,

Hazaio 5101y ua o6poBiky | BHXODHCTARHY MOX NEPCOHMTSHX AamIX 2. 3ursepuru Toxoxeuus npo poGouy rpyny 3 ouimosamns xopynuifuux
simosio 0 3axony Vipaiku [po 3AXHCT MeCORTHANX MR Ta n Geaner ik, 1O AOKACTECA.

ONpIIO e BITOMOCTEN CTOCORHO MeES X KAISTIZATA 10 CKIANY NoiLielichol
Kowicil wa odpiimony caitri Kifscsiol sickkof pa.

inpossinia LiewTpansioro  ynpansisis

2023 poxy mazae KawmezaTypH s

BRIIOYCHHA 10 CKIALY POGONOI TPYIH 3 OUiNIOBANNA KOPYMUHHHX pHSHKIB Y

Tixraepipsyio nocosipricrs Razasol Mo ingopMaLil & NONGHIX MO0 sixnsocti CiiyxGu Gesnexs Vipain (1ani — PoGota rpyma), AKi 5a 10¢a1010 MalOTS

oKyMerTax. 6y e ke sactymnKin Xepiaikin wix niaposiaia, A0 Totomoro YAk
suyrpiuoi Gesnest CB Vipaiun.

4. Hasamunxy Vopasrinus wsacuoxil is sacoSamu sacosol indopuail Ta

Teperix noxywenTis, 1o aoxaoTses 10 3053 rpowazcexicrio Anapary Tonosu CiyG Gesniexit Ykpaii sabesnenir:

We misHille HACTYNHORO POGOHOTO WA BIA AATH NIANMCANNS I1HOFO HAKNY
Vipaiun;

sucoivIcns  iNGOpMALT PO MOKWNBCTL  MOZAMIA BpOXCTABIAKAN

— somiumix cropin » crpor 3

(meno)  Quissm) (pix) riamme woro nakisy Kanawaaryp s skmouenss 20 cxaaay PoGOuOl rpyms wieom
rm—— pecy: inside@

Figure 10: three of the decoy files from the table above, showing Ukrainian themes

A quick pivot to passivedns through our community account at silentpush shows many likely related domains, shared
in our github.

ask silentpush what domains are resolving to 82.221139.200

" Q

Hurray! | found something to share with you:
Y osor

DOMAIN FIRST SEEN LAST SEEN
ukenlog.com 2024-06-19 13:44:42 2024-07-03 06:03118
ukrsett.com 2024-06-19 13:44:43 2024-07-2219:10:15
ukrsets.com 2024-06-1113:4510 2024-07-22 23:30:22
uasetukr.com 2024-07-0213:42:25 2024-07-23 04:14:13
uasystnet.com 2024-06-19 17:57:37 2024-07-23 13:42:30
uasystdoc.com 2024-07-20 13:43:16 2024-07-23 13:42:31
Items per page: 10+ 1-10 of 31 >

13

A | | Type or askme something

Figure 11: passive dns for 82.221.139[.]200

Lastly, pivots on the layout of the phishing page, combined with negating legitimate infrastructure, will lead to similar
phishing campaign.

Phish I0Cs

ukrnet Tlonepeaxents ipo
i

changepassword-ukr[.Jnet/desktop/security/login/

38963b61113b7b88e3fce30539e63b4745f8d91f8e2577b6597a09648b105733
Figure 12: UKR.NET.pdf

ukrnet Tonepesmesatn npo Geanery

accounts.ukr-reset[.Jemail/login/

2f1f4b077b6fc40d8f0c995e80657448478a08acdf0e33ee2b73602bda62270c
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Phish I0Cs

Robpuit pens!
et ::::.1",",',."ili':.lflf'.f;:fni:iilm accounts.ukr-mails].net/login
T e 853f21ba%a8a362a9bafca82046b70b8c23baB45359e6949847 116c1485d0c2f
oo oo ebnonsesre. Tireseaims s 88
aKKkayHTy, 1406 He 6yTh 3a610K0BaHUM.

anminicTpauin ukr.net

Figure 13:
MonepepxeHHsi.pdf

-ukrnet

RoGpuit nemb!
Bianpasnnemo Bam nonepeaxenHs npo Geanexy
OWTOBOI CKPUHLKM.

3 Baworo o6nikosoro 3anucy nomivena nigospina accounts.kv-u kr[,]net/logi n/

o xpant snmamsrcuma s €159886a173f021b345ad152ad84beed3ac39b6a7455805c255f38d7b4c9434c

NOWTOBOT CKPUHBKM 3AIACHIOBANACcA PO3CHAKa AMCTIB

axTue:

3 MOPYWIEHHAM YMOB YTOAN NPO BUKOPHCTAHHA
enexTponHoi nowTH.
¥ 38'A3Ky 3 UMM Balua NOWITOBA CKPMHLKA Yepes 3
RO6M Gyae 3abnokosana. MiaTeepaite ocyn a0
aKKayHTY, W06 He 6yTH 3a67I0KOBAHUM.
3 nosaroto,

agminicrpauin ukr.net

Vendor Threat Actor name
Google Cloud Security (neé Mandiant) UNC3707
You? Get in touch for blog pre-releases!

Figure 14: Other validated vendor names for this actor

Our github provides a download to the raw samples mentioned in the blog, as well as the indicators.
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