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APT Group DarkPink Exploits WinRAR 0-Day to Target Multiple
Entities in Vietham and Malaysia
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Overview

NSFOCUS Security Labs has been continuously monitoring the newly discovered WinRAR 0-day vulnerability, CVE-
2023-38831. It has come to our attention that the advanced persistent threat group known as DarkPink has recently
begun exploiting this vulnerability to target government entities in Vietnam and Malaysia.

In this round of attack activities, DarkPink attackers have incorporated the CVE-2023-38831 vulnerability into their
existing attack processes, making several enhancements to their attack tactics, which has significantly increased their
success rate.

This report will analyze DarkPink’s enhanced attack process and tactics.

Introduction to DarkPink

DarkPink, also known as Saaiwc, is a newly identified APT group confirmed in January 2023. The organization
initially became active in mid-2021 and primarily targets entities in the Asia-Pacific region. Their main targets include
diplomatic, military, and various industries in countries such as Cambodia, Indonesia, Malaysia, the Philippines,
Vietnam, Bosnia and Herzegovina, and others. DarkPink’s primary method of attack involves spear-phishing,
delivering their homemade Trojan programs, TelePowerBot and KamiKakaBot, through email to conduct network
espionage activities.

Baits Used by DarkPink

In this recent cyberattack campaign, DarkPink employed various baits, all in the form of PDF files, which were placed
within WinRAR vulnerability files to entice users to open and view them. One of these baits is named
“VanBanGoc_2023.07.10. TT 03 FINAL”, a legal document bearing the letterhead of the Vietnamese Ministry of
Foreign Affairs, as shown in the figure below:
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BO NGOAI GIAO CONG HOA XA HOI CHU NGHIA VIET NAM
Bic lip - Tw do - Hanh phic

S6: 03 023/TT-BNG
He Noi, ngéy 77 thang J-ndm 2023

THONG TU
Vi vide th chive gidi quyét cong tac linh s

Céin cit Ludt Co quan dai di¢n miede Cong hoa xd hji chi nghia Viéi Nam o
mede ngodd 56 33/2009/0H12 ngdy 18/6/2009;

Céin o Ludt siva doi, b6 sung mot $6 didu ctia Lugt Co quan dai dién mude
Cong hoa xd hoi chii nghia Viét Nam & nwde ngodi sé 19/2017/0H14 ngay
2140172007;

Cén cti Ludt Ban hanh van ban quy pham phap lugt 56 80/2 045/QH 13 ngay
22/6/2015, Ludt sira doi, bo sung mot 56 didu cua Ludt Ban hanh vin ban guy
phan phdp lidt 58 63/2020/0H14 ngay 18/6/2020;

Can cir Nghi dinh 56 81/2022/ND-CP ngay 14/10/2022 ctia Chinh phii quy
dinh chive ndng, nhiém vu, quyén han vé co cdu t6 chire etia Bé Ngoai giao;

Theo dé nghi ciia Cue truong Cue Lanh sie,

B6 trucmg B Ngoai giao ban hanh Thing ne hiedng dan vide 16 chiic giai
q:.rye"r cdng tac ldanh s

CHUONG I
CAC QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh va di twgng ap dung

1. Théng tr ndy quy dinh viéc td chire gidi quyét cong tic lanh sy tai Cue
Linh sy, S¢ Ngoai vu Thanh pho H6 Chi Minh, Vin phong Bé va cac Co quan
dai dién ngoai giao, co quan dai dién lanh sy, co quan khic duge uy quyén
thyre hién chitc ndng lanh sur cha Viét Nam 0 nude ngodi (sau ddy goi 13 Co quan
dai dién).

2. Théng tw nay 4p dung ddi véi don vi, ca nhin thye hién cong tic lanh s tai
Bo Ngoai giao va tai Cor quan dai dién.

Figure 3.1 The bait file “VanBanGoc_2023.07.10. TT 03 FINAL”

Another bait is named “Uy ban Chirng khoan Nha nuwéc théng bao tuyén dung cong chire ndm 2023” (Announcement
from the State Securities Commission for the recruitment of civil servants in 2023). This file originates from the State
Securities Commission of Vietham, as shown in the figure below:
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Cin cur Quyel dinh s6 1747/Qb-BTC ngay 14/08/2023 cua Bo trudng B
Tai chinh vé viée phé duyét Ké hoach tuyén dung cong chirc Uy ban Chimg khoén
Nha nuée (UBCKNN) nam 2023, UBCKNN théng bdo vé viéc to chirc tuyen
dung cng chirc vao lam viéc tai co quan UBCKNN theo chi tiéu nam 2023 nhw
sau:

1. CHI TIEU, VI TRI TUYEN DUNG:
(Chi tiéu luyen dung cong chirc UBCKNN nim 2023 14 34 chi tiéu (Bang

chi tiét chi tiéu tuyén dung edng chirc tng vai tieng vi tri viéc lam theo Phu luc so
01 dinh kém).

IL. PIEU KIEN, TIEU CHUAN PANG KY DU TUYEN:

1. Diéu kién chung

1.1. Ngudi c6 di cic diéu kién sau déy khéng phén biét dén tde, nam nir,
thanh phan xa héi, tin ngwdng, ton gido duge ding ki du tuyen cong chirc:

a) C6 mét quénc tich 12 qudc tich Viét Nam;

b) P 18 tudi trer 1én;

¢) Co don du tuyéu; ¢6 1y lich rd rang;

d) C6 vain bing, chimg chi phi hop:

d) C6 phim chit chinh tri, dao die tdt;

¢) P stre khoe dé thyc hién nhiém vy;

g) Cic diéu kién khac theo yéu céu cta vi tri du tuyén,

1.2. Nhimg nguéi sau diy khéng duoge ding ky du tuyén cong chire:

a) Khdng cur trd tai Viét Nam;

b) Mét hodic bj han ché ning lyc hanh vi din su;

¢) Dang b truy ciru trdch nhi¢m hinh sy; dang chép hanh hoge d chép hanh
xong ban dn, quyét dinh ve hinh sy ctia Toa dn ma chua dugc xda 4n tich; dang bi
ap dyng bién phap xir ly hanh chinh dua véo co sé cai nghién bat buge, dua vao
co s& gido duc bat bude.

2. Piéu kién, tiéu chufn ey thé v& van bing chuyén mén, kinh nghi¢m
chng tac va trinh d§ ngoai ngir, tin hoc

e

Figure 3.2 The bait file “Uy ban Chirng khoan Nha nwéc thong bao tuyén dung cdng chirc nam
2023”

Another bait is named “TTBC sb 37 v& Quy BOG quy 112023” (Document No. 37 regarding the BOG Fund in the
second quarter of 2023). This document is news information released by the Ministry of Finance of Vietham regarding
the Petroleum Price Stabilization Fund (BOG), as shown below:
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BOQ TAI CHINH

THONG TIN BAO CHI

Ha Ngi, ngay 13 thang 9 nam 2023

Tiép tuc thirc hién nguyén tic cong khai minh bach trong diéu hanh
gia xang déu theo quy dinh tai Nghi dinh so 83/2014/ND-CP ngay 03/9/2014
va Nghi dinh 95/2021/ND-CP ngay 01/11/2021 (sita d5i, b sung) ciia Chinh
phit vé kinh doanh xang dau, B$ Tai chinh cong khai théng tin vé tinh hinh
trich lip. s dung va lii phat sinh trén sé6 dw Qu¥ Binh 6n gia xang diu
(Qui BOG) Quy II/2023.

1. 56 du Qui BOG dén hét ngay 31/3/2023: 5.640.34 ty ddng:
2. Téng s6 trich Qui BOG trong Quy IT nim 2023 (tir ngay 01/4/2023 dén
hét ngay 30/6/2023): 1.779.2 ty déng;

3. Téng s6 sir dung Quy BOG trong Quy II nim 2023 (tir ngay 01/4/2023
dén hét ngay 30/6/2023): 5,91 ty dong:

4. Lai phat sinh trén s6 dv Qui BOG dwong trong Quy IT nim 2023: 323
ty déng:

5. Lii vay phat sinh trén s6 di Qui BOG im trong Quy II nidm 2023: 2.09
tj déng;

6. $6 du Quy BOG dén hét ngay 30/6/2023: 7.424.7 ty déng:

(Chi tiét trich chi, sir dung quy ctia cdc thwong nhdn ddu moi Quy II/2023
dinh kém)

BTC

Figure 3.3 The bait file “TTBC s6 37 vé Quj BOG quy 112023”

There is another bait file named ‘Keputusan Permohonan Mendapatkan Perkhidmatan Penceramah Luar Untuk
Program Anjuran Kementerian Pertahanan’ (Decision on the Application to Obtain External Speaker Services for the
Ministry of Defence’s Organized Program). This is also a government document with the letterhead of the Department
of Strategic Planning and Policy of the Malaysian Ministry of Defence, as shown in the figure below:
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MEMO
BAHAGIAN DASAR DAN PERANCANGAN STRATEGIK
KEMENTERIAN PERTAHANAN

Ruj. Kami: MOD.500-6/1/2 JLD.62 ( 32 ) Tarikh : I Jun2023
Ruj. Tuan: Tel. : 03-40125010

| KEPUTUSAN PERMOHONAN MENDAPATKAN PERKHIDMATAN
. PENCERAMAH LUAR UNTUK PROGRAM  ANJURAN

| TAJUK KEMENTERIAN PERTAHANAN
BILANGAN 6 TAHUN 2023 -
' Salinan:
| DARIPADA | KPSU (P)
| - ) | Fail
KEPADA Seperti Senarai Edaran
Dengan hormatnya saya diarah merujuk perkara tersebut di atas.
2. Dimaklumkan bahawa, keputusan permohonan mendapatkan perkhidmatan
penceramah luar yang dikemukakan oleh pihak tuan/puan adalah seperti
di Lampiran A.
.8 Sehubungan itu, kerjasama pihak tuan/puan adalah dipohon untuk:

i. Memaklumkan kepada penceramah bahawa sesi ceramah mereka

akan dirakam; dan
i. Rakaman sesi ceramah akan digunakan untuk ulangan/pembelajaran
kendiri/secara atas talian.

Sekian, terima kasih.

“MALAYSIA MADANI"
“BERKHIDMAT UNTUK NEGARA"
“PERTAHANAN NEGARA TANGGUNGJAWAB BERSAMA”

Saya yang menjalankan amanabh,

bfp =F 6O
(EDDY SAHRIZAN BIN RUSLI)

Figure 3.4 The bait file “Keputusan Permohonan Mendapatkan Perkhidmatan Penceramah Luar Untuk Program
Anjuran Kementerian Pertahanan”

It's evident that the primary targets of DarkPink’s current attack campaign are the governments of Vietnam and
Malaysia. The bait files used in this campaign follow the group’s consistent approach of using genuine-looking
government documents to enhance the deception of the baits. Coupled with the newly used WinRAR vulnerability
exploitation, this makes it difficult for victims to detect that they have fallen victim to an attack.

Attack Process of DarkPink in this Campaign

In this campaign, DarkPink employed an enhanced process that combines their classic attack methodology with the
exploitation of the CVE-2023-38831 vulnerability, as shown below:
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Figure 4,1 Main attack process of DarkPink in this campaign
Vulnerability Exploitation Phase

The CVE-2023-38831 vulnerability exploitation file constructed by DarkPink is as follows, including a PDF bait file and
a folder with the same name:

anBanGoc 07.10. zip (evaluation copy’
i vanBanGoc_2022.07.10. TT 02 FINALzip (evaluati )

File Commands Tools Faverites Options Help

B E0me \®© 0 8 &5

Add  Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T |m VanBanGoc_2023.07.10. TT 03 FINALzip - ZIP archive, unpacked size 12,480,095 bytes

Name Size Packed Modified CRC32
VanBanGoc_2023.07.10. TT 03 FINAL.pdf 2023/9/18 11:50
|:]§VanBanGoc_2023.0?.10. TT 03 FINAL pdf 7,103,463 6,263,540 2023/9/18 11:50 C3105B21

Figure 4.2 Vulnerability exploitation file constructed by DarkPink

Inside the folder, there are two files: one is an exe program with the same name as the PDF bait file, and the other is
a library file named ‘twinapi.dil’:
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% vanBanGoc 2023.07.10. TT 03 FINALzip (evaluation copy)

File Commands Tools Favorites Options Help

B E0Ome \®© 0 8 &

Add  Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T |m VanBanGoc_2023.07.10. TT 03 FINALzip\VanBanGoc_2023.07.10. TT 03 FINAL.pdf - ZIP archive, unpacked

Name Size Packed Modified CRC32
%] twinapi.dll 249,856 125,779 2023/9/18 11:50 9343E9CF
mVanBanGoc_2D23.D?.1D. TT 03 FINAL.pdf .exe 5,126,776 2,284,493 2023/9/18 11:50 60EDO743

Figure 4.3 Contents of the folder within the vulnerability exploitation file

When a user attempts to open the PDF bait file in a lower version of WinRAR, the CVE-2023-38831 vulnerability
exploitation is triggered, leading to the execution of the exe program within the folder.

Trojan Deployment Phase

In fact, the exe program executed when triggered by CVE-2023-38831 is the Windows system application
explorer.exe. During its execution, it attempts to load the twinapi.dll file located in the same directory, creating a side-
loading exploitation attack pattern.

The twinapi.dll is a loader-type Trojan specially developed by DarkPink for this campaign. The main function of this
Trojan is to extract a portion of data from the PDF bait file, decrypt one of the embedded PE files, and inject it into the
parent process.

=(_OQWORD =){{char =)ukey + 7) = BxB8E059BASSS346124uibtl;
*ukey = Bx248COD1224151D4DiGh;

v26 = 1i64;

for {( i = @i64; i *= Bx5C200; i += 2i64 )

*((_BYTE *)ubuf + i) "= *((_BYTE *)ukey + OxFFFFFFF1 = (i 7 OxF) + i);
*{{_BYTE *)ubuf + i + 1) "= =(( BYTE *)ukey + OxFFFFFFF1 * (u26 / BxF) + i + 1);
u26 += 2i64;

H

Figure 4.4 XOR Decryption Logic in the Loader Trojan

The loaded PE file is DarkPink’s typical loader-type Trojan program, TelePowerDropper, which ultimately implants the
remote control Trojan program, TelePowerBot, on the victim’s host.

Analysis of Techniques and Tactics Used by DarkPink

Given that in this campaign DarkPink has continued to employ its previously used attack approach, this report will
focus on the techniques and tactics that have been newly added or modified by the APT group this time.

Execution — User Execution — Malicious File
CVE-2023-38831 Exploitation

In this attack campaign, the most significant change in DarkPink’s tactics and techniques is the transformation of the
initial malicious file into a CVE-2023-38831 vulnerability exploitation file.

In previous attack campaigns, DarkPink attackers used ISO files as the initial bait, hoping that victims would directly
run the executable file with a disguised filename after opening the ISO file, thereby triggering the entire execution
process. A typical bait used by DarkPink in previous attack campaigns is shown in the figure below:

43160_Informasi_Penawaran_Pelatihan_Spanish_language_and_Mexican.pdf 3,354 KB

43160 _Informasi_Penawaran_Pelatihan_Spanish_language_and_Mexican.pdf.exe 1,878 KB

I_ MSVCR100.dll 1KB
Hidden Files

Figure 5.1 Typical bait file used by DarkPink in previous attack campaigns

This is a classic method of disguised execution, but its drawback lies in exposing the executable file extension,
making it challenging to deceive vigilant victims.

In this attack campaign, the CVE-2023-38831 vulnerability significantly enhances the deception of the initial malicious
file. Victims trigger the attack process when viewing the malicious file with WinRAR software, as shown in the figure
below.
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File Commands Tools Favorites Options Help

B@Ea0me \® 0 E

Add  Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T |m Pismao_ishodjashhee_61301-1_8724 ot 27_09_2023_Rassylka_Ministerstva_promyshlennostizip - ZIP archive, unpacked size 815,781 bytes

Name Size Packed Modified CRC3:Z

Pismo ishodjashhee 61301-1 8724 ot 27 09 2023 Rassylka Ministerstva_promyshlennosti.pdf 2023/9/29 10...
Il_'lépismo_ishodjashhee_ﬂ30'1—1_8?24_ot_2?_09_2D23_Rassy|ka_Ministerst\ra_promyshlennosti.pdf I 811,338 802,896 2023/9/29 10.. CADTE

Double-clicking this pdf file causes exploit execution
Figure 5.2 Vulnerability exploitation bait used by DarkPink in this campaign

Unless they have a certain understanding of this vulnerability, victims have almost no defense against this attack
method, greatly increasing DarkPink’s success rate in this campaign.

Persistence — Event Triggered Execution — Changing Default File Association
Malicious code triggered by amv files

In this attack campaign, DarkPink attackers gained the ability to run malicious cmd commands stably on the victim’s
host by modifying the default opening method for specific files. The specific implementation of this technique involves
two steps.

First, DarkPink’s TelePowerDropper Trojan creates the following set of registry entries:

REG_openkey HKEY_CURREMT_USER
REG_openkey HKEY_CURRENT_USERMEnvironment

REG_setval HKEY_CURRENT_USER\Environment\ TKS

REG_setval HKEY_CURRENT_USERMEnvironment\IDS

REG_mkkey HKEY_CURRENT_USERMSoftware\ Classes\.amv

REG_mkkey HKEY_CURRENT_USERMSoftware\ Classes\.amv

REG_setval HKEY_CURRENT_USER\Software\ Classes\.amwh,

REG_mkkey HKEY_CURRENT_USER)Software! Classes\amvfilehshellopen\command
REG_mkkey HKEY_CURRENT_USERMSoftware! Classes\amvfile'shellopen\command
REG_mkkey HKEY_CURRENT_USER\SOFTWARE

REG_mnkkey HKEY_CURREMNT_USERMSoftware\ Classes

REG_mkkey HKEY_CURRENT_USERM\Software!\ Classes\amwfile

REG_mkkey HKEY_CURRENT_USERM\Software\ Classes\amfilehshell

REG_mkkey HKEY_CURRENT_USER\Software! Classes\amvfile\shell\open

REG_mkkey HKEY_CURRENT_USERSoftware! Classes\amvfile'shellopen\command
REG_setval HKEY_CURRENT_USERMSoftware! Classes\amvfile'shellopen\command',
REG_setval HKEY_CURRENT_USER\Software\ Classes\amvfile\shell\open\commandiamv
REG_setval HKEY_CURRENT_USER\Software\ Classes\amvfile\shell\open\command\Delegatebxecute

Figure 5.3 Registry entries created by TelePowerDropper

:’" . EUDC || Name Type Data

b~ Identities 38| (Default) REG_SZ amvile
> Keyboard Layout

b1 Network

b || Printers

4| Software

s 7-Zip

. AppDatalow
| AvastAdSDK
. Classes

m

, htm
, .html

Figuré 5.4 Figure 1.1 Registry key values set by TelePowerDropper (A)

With this configuration, when Windows attempts to open .amv files, it triggers the malicious code in the registry
entries (See the abuse of DelegateExecute in the next section for the triggering method).

In the second step, the TelePowerDropper Trojan creates an empty file named ‘Tsys.amv’ in the system’s Startup
directory. This way, when the system starts up, it attempts to open this .amv file, triggering the subsequent execution
process of the TelePowerBot Trojan.
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172 Task Manager
File Options View

Processes Performance App history Startup  Users Details Services

MName Publisher Status Startup impact

BT Everything voidtools Enabled Medium

57 Java Update Scheduler Oracle Corporation Enabled Medium

57 Skype Skype Disabled Mone

BT TSys.amwv Enabled Not measured

Figure 5.5 Startup items set by TelePowerDropper
Compared to previous attack processes, the enhancements in this campaign primarily focus on two key aspects.

Firstly, DarkPink changed the file type for the execution trigger from ‘.abcd’ to ‘.amv,” reducing the likelihood of
discovering DarkPink attack traces through a file extension search. Secondly, the improvement is seen in the specific
triggering method, where DarkPink directly sets the startup file to trigger the execution instead of the previous method
of writing cmd code in the registry’s UserInitMprLogonScript entry. This change also reduces the likelihood of
discovering DarkPink attack traces by searching specific registry entries.

The enhancements to this attack technique aim to remove the characteristics of the technique exposed previously.
Defense Evasion - File or Information Obfuscation — Command Obfuscation
Splitting Registry Key Values

Another improvement by DarkPink in this campaign involves UAC bypass and Windows Defender evasion through
the use of the DelegateExecute logic in the registry.

The TelePowerDropper Trojan used by DarkPink in this campaign creates the following registry key values under
“HKEY_CURRENT_USER\Software\Classes\amvfile\shell\open\command\”.

MName Type Data
REG_SZ Scriptrunner.exe -appvscript powershell "DeviceCredentialDeployment;sal amv ((gal iT7)[1]);[System....
ab | amwy REG_SZ JikgeDV4fTd1 KyomaipL WzcdNWAZPDY/OmirZmctVz0ADEQEQBEBCwEY GltgCgcPGGpmakRwaxBa(...

ab|DelegateExecute  REG_SZ

Figure 5.6 Registry key values set by TelePowerDropper (B)

The key difference in the key values written by the new TelePowerDropper Trojan in this campaign is the splitting of
the malicious code that was originally all written into the Default value, and the use of Scriptrunner.exe as the
launcher.

Additionally, the TelePowerDropper Trojan creates a key named ‘DelegateExecute,” causing the Windows system to
first check this key value when handling amv files before proceeding to execute the malicious command located
under Default.

These changes make it more difficult to detect malicious code in the registry, and when combined with the CVE-2023-
38831 vulnerability exploitation, they successfully bypass checks by Windows 10’s UAC and Windows Defender in
practice.

1 C\Windows\system32\Scriptrunner.exe

Figure 5.7 Actual execution result of this technique

Conclusion

The recent attack campaign launched by DarkPink shows that the WinRAR vulnerability CVE-2023-38831 has
attracted great interest from APT groups. Since the disclosure of CVE-2023-38831, it has quickly become a favorite
among various hacking groups, including APT groups. This was due to its one-click activation, compatibility with
WiInRAR software, ease of constructing the vulnerability, and effectiveness in facilitating phishing attacks. Using this
vulnerability file as an attachment significantly increases the success rate of phishing attacks, and the difficulty in
managing and updating WinRAR makes it challenging to eliminate the impact of this vulnerability exploitation.
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Currently, the primary policy for defending against CVE-2023-38831 should focus on enhancing endpoint detection
and response (EDR) capabilities. NSFOCUS Security Labs has observed various variants of CVE-2023-38831
vulnerability files, indicating that attackers are working on ways to reduce the detection rate of these files. It is
expected the ongoing battle between cyberattacks and defense related to CVE-2023-38831 will persist.
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