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As our readers know from our investigation into Hainan Xiandun Technology Development Company, the

Intrusion Truth team have become quite adept at spotting a fishy front company when we see one.

Typically, these are ‘companies’ with a generic-sounding ‘technology’ name and a minimal online

presence. They often post adverts on university websites looking for graduates with offensive cyber skills
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and, very importantly, foreign language expertise. The language of the adverts is vague, and often
recycled from other, similar adverts posted online. The front companies provide contact details which just
don’t seem to add up — such as numbers shared by other businesses. So, when we began investigating
Wuhan Xiaoruizhi Science and Technology Company, it soon became clear that we were onto a winner.

We started with a 2017 job advert posted by the School of Computer and Information Engineering, Hubei
University.
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Looking for a number of software and system development engineers, Wuhan Xiaoruizhi describes itself
as working in the ‘network security field’, and being vaguely located ‘near Wuhan Optics Valley’.
Prospective applicants should be proficient in C and C++, scripting languages such as python, JavaScript
and php, as well as IDA and OD. They should be familiar with automated testing processes, and web
frameworks. Oh, and they must be au-fait with vulnerability mining. In fact, vulnerability mining is so
important to Wuhan Xiaoruizhi, in this small university flyer, it is mentioned no less than three times.

A further search of Wuhan Xiaoruizhi reveals another advert posted on a university jobs site — the
College of Foreign Languages at Huazhong Agricultural University. This time, Xiaoruizhi is looking for
English majors to become analysts who will be responsible for ‘information collection, processing and text
editing’ in Chinese and English.
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Xiaoruizhi gives us an introduction to the company, which is committed to providing ‘information
processing, industry research and big data analysis’ for customers, which include ‘relevant government
departments’. We also get to know more about the company’s ‘ethical research and consulting team’,
‘win-win approach’ and its ‘concept of integrity-based innovation’. Only the company isn’t that innovative
— nor does it have much integrity: such wording appears to be a word-for word copy of a description from
another company’s job advert in Shenzhen. Shenzhen Prothinker Consulting.
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Shenzhen Zhongsheng Zhike Information Consulti... (" +ollow ]

Shenzhen Professional service 20-99 people
Shenzhen Zhongsheng Zhike Information Consulting Co., Ltd. 2019 Campus Seminar

. A Zhongnan University of Economics
M. and Law

Venue: Recruitment Hall, 1st Floor, We
2021-11-04 1518

Time: 2016-11-30 09:30

Introduction

Time: 09:30 on November 30

Venue: Recruitment Hall, 1st Flocr, Wentan Building

1. Introduction to the unit

Shenzhen Prothinker Consulting Co., Ltd is a local consulling company established with the support of relevant government depariments, dedicated to providing information consulting, industry research, social
survey, large-scale Dala analysis and processing services, customers cover relevant government departments, institutions, commercial institutions, etc. Since its establishment, the company has adhered (o the
development concept of integrity-based. innovation and win-win, followed a rigorous, pragmatic. and enterprising professional attitude. and cultivaled an eficient, professional. experienced. and ethical research
and consulting team. A comprehensive information consulting agency from a perspective. At present, the company IS in a period of vigorous development, and it undernakes a wide range of business, which is
widely praised by cooperative departments and supported by all sectors of society

2. Recruitment positions

(1) Analyst (Junior, intermediate, advanced)

Job Responsibilities

1. Responsible for word analysis and processing research, topic selection and thematic planning

2. Undertake corresponding research topics according to personal professional background and work needs;

3. Collect information and data related to the subject, and conduct analysis and judgment;

4. Write relevant analysis reports

Specific requirements

1. Have relevant analylical work experience

2. Bachelor degree or above, majors in Chinese, intemational politics, international relations, journalism, English, law, and philosophy are preferred

3. Have good English expression and writing skills, and the certificate level is not lower than CET-6;

4. Have a cutting-edge media perspective, strong writing skills and keen insight,

5. Strong logical thinking, analytical judgment and organizational skills

6. Basic computer operation ability

7. Responsible, proactive, strong leaming ability, able to bear certain pressure,

8. Integrity, flexibility, good teamwork spirit and interpersonal communication skills

Number of recruits. 10

Basic salary. 6000-8000 yuan/month

Annual salary of more than 120,000

Shenzhen Prothinker

So what is it about Shenzhen Prothinker Consulting that got Wuhan Xiaoruizhi so inspired? Well, funnily
enough, Shenzhen Prothinker was also on the lookout for English speakers with interests in politics, and
graduates with computer-related majors. Hmm. Unfortunately, the website for Prothinker is now defunct.
However, there is still some information out there on Baidu about the company. The legal representative
of Shenzhen Prothinker was a Huang Ruohang, and the address for the company is listed as Room

2511, 25th Floor, Oriental Science and Technology Building, Science and Technology Park, Yuehai Street,
Nanshan District, Shenzhen.

Welfare treatment ]
1. Provide various job-related fraining opportunities:
2. Five insurances and one housing fund
3. Annual physical examination
4. Holiday allowance;
5. Enjoy fen days of paid annual leave (including sickness and personal leave) every year after one year of regulanzation
6 Regular group activities and travel
7. Attendance award, quarterly award, project award and year-end award are nol included
8. Provide flexible salary increase channels according to individual efforts
3. Contact information
Tel: 0755-22677019
Fax: 0755-86717474
Email: hri@prothinker.com.cn
Website: www.prothink.com.cn
Address. Room 2511, 25ih Floor, Oniental Science and Technology Building, Science and Technolody Park, Yuenhai Street, Nanshan Disirict, Shenznen

A search for “Huang Ruohang” (Chinese characters given below) showed that Huang Ruohang was also
listed as the executive director for Shenzhen Zhongan Domain Technology Company. And as
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‘coincidences’ would have it, Shenzhen Zhongan Domain Technology Company was also once located

on the 25t Floor of the Oriental Science and Technology Building in Nanshan District Shenzhen.
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Baidu found 64 related results for you search fool

Huang_Ruchang- Shenzhen Zhongan Domain Technology Co., Lid.- L
egal Representative/Executivel/...

- Movember 28, 2021 Huang Ruchang Profile; Huang Ruohang |, as the |
=toso——.--—- egal representative of Shenzhen Zhongsheng Zhike Information Consult
ing Co., Lid. and other shareholders, as Shenzhen Zhongsheng Zhike |
s ® = nformation Consulting Co._, Lid. and other shareholders, as Shenzhen £
hongan Network Domain Technology Co., Lid., Shenzhen Zhongsheng
Zhike Information

O Aigcha Badu screenshot

Huang Ruchang_Character Library Viewpoint China

December 13, 2012 Viewpoint China > People Library > Huang Ruchang Huang Ruohang Huan
g Ruohang , 21st Century Business Herald reporier. Titke book 7?7 7? Mo opinions for the month

opinian china com.cn/person_G64 Baidu screenshot

Huang Ruohang

Aigicha provides you with Huang Ruohang's personnel relationship information inquiries in 2021,
including corporate information related to the positions of legal persons, shareholders, executive
5, elc_, s0 that you can quickly understand Huang Ruohang s relationship information. For more i
nformation about Huang Ruchang 's relationship, go to Aigi. Enterprise check

O Aigicha Baidu screenshot

g Co., Ltd. - Legal Representative/...

On January 22, 2022, Huang Ruchang served as the legal representalive of Shenzhen Zhongsh
eng Zhike Information Consulting Co., Lid. and other shareholders, Shenzhen Zhongsheng Zhike
Information Consulting Co., Lid. and other shareholders, and Shenzhen Zhongsheng Zhike Infor

mation Consulting Co., Ltd. and other executives. While updating...

@ Aigicha Baidu screenshot

[ Huang Ruohang, ] Gratitude, with you all the way_Tianxiangtang_Sin
a Blog

Movember 27,2009 Mo matter how gorgeous the colors are, it will be pale next to you, no matier
how difficult the journey is, it will be fun because of your company, no matter how gorgeous the w
ords are, | can't express my gratitude to you, Ren Shihui As ime goes by, you only get more and

more engraved in my memory.
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Shenzhen Zhongan Domain Technology Company appears to be also known, according to its
branding, as ZIONSEC. ZIONSEC describes itself as providing ‘advanced solutions for national security
issues such as national defense and intelligence’ to ‘help the dream of a powerful country’.
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Sounds...suspicious.

Let’s park the shenanigans in Shenzhen for now and return to Wuhan. Who actually works at the
Xiaoruizhi Science and Technology Company and what do they do? Unfortunately, this technology

company doesn’t have its own website, but we do have the name of the manager, Deng Zhiyong.
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Contact information

company 2nd Floor, No. 16, Torch Road, Miaoshan Development Zone, Jiangxia District, Wuhan, Wuhan
address manager: Deng Zhiyong

Manager 13627291137 Not verified, for reference only, delete number

phone e-mail: yongyan772@sohu.com

Postal Code: 430000

Deng is an interesting character. Aside from holding official titles at no less than three (!) government-
affiliated organizations, (Director of the Foreign Exchange Center, Ministry of Science and Technology
China; Director of the Hubei Wuhan China/Russian Technologic Cooperation Center; Chief of Department
of Steelworks Management Administration, Dongxi, Wuhan) our friend Deng also seems to have a thing
for Russian lasers.

Cooperation in the field of  Ministry of Industry and Hubei Province, Project

laser technologies. Innovation of the Nizhny

Development of scientific and Novgorod Region Donghu Innovation under
technological cooperation Technopark development.
in the field of industrial Batenin Viadimir Ivanovich

chemistry, photoelectromes  (831) 419-43-16 *86 2767880061

and production of laser lamps.

By IJ@ solu. com
Location of the project: Administration of the city of Hubel Center for Sino-
Nizhny Novegored region. Sarov, Nizhay Novzorod Ruszian Scisnce and
region Technology Cooperation
Golubev AV, contact person: Deng
LZhiyvong

(33130)977-73

Tel: +B6-13627291137
d'l.ll'llﬂ i H-dl'l'l sar.m

Email:

vongvanT72@sohu.com

We will return to this in a later article. It's a wild ride.

A phone number which seems to be linked to Mr. Deng also seems to be used by both a construction
company and a ‘business information consulting company’. Quite the diverse business empire.
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Page 2 of about 37 results (0.25 seconds)

https://www.kanzhun.com » gongsi - Translate this page  }

[ Wuhan Xiaoruizhi Technology Co., Ltd.] -kanzhuan.com
Email: 405749590 @@gg.com. Company size: less than &0 people. Wuhan Xiacruizhi Technology

Co., Lid. is a limited liability company. It has been deeply engaged in scientific research and. ..
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Wuhan Tehao Business Information Consulting Co., Ltd.- Change rec
ord- Aigicha
1 t 1 1 Email; 405749590@qq.com Official Website;- Add
HEII ress: East of Dongmen Road, East Lake Development Zone, Wuhan Cit
— y, south of South Ring Railway, west of Guanshan 2nd Road, north of Mi
ddle Ring Road, Contemporary Science and Technology Park (Huaxia E
ntrepreneurship Center ) No. 5 and No. 6, 4th Floor, Building 2, Building
1, 2, and 3 Introduction: Wuhan Tehao Commercial
© Aigicha

Wuhan Wende Construction Co., Ltd.
E-mail: 405749580@ gq.com Online QQ consultation: Postal code: 430000 Industrial and comme
rcial information and basic information

www 11467 com/giye/2694 75, htm

Wuhan Wende Construction Co., Ltd. 2015 Annual Report Enterprise
Annual Report Query-Tianyancha

E-mail 405749530@0gq com Whether there is a website or online store No corporate communicat
ion address Whether the company has investment information or buying equity in other companie
s Mo shareholder and capital contribution information No

Tlanyancha

Wuhan Tehao Business Information Consulting Co., Ltd.

Email: 405749590@0qq com Online QQ Consulting: Postal Code: 430000 In
dustrial and Commercial Information and Basic Information Legal Person Name: Wuhan Tehao B
usiness Information Consulting Co., Lid. Main business products: Trade, business information co
nsulting (not

www 11467 comigiye/465800. . him

So, to summarize, we have a sketchy-looking company in Wuhan looking for vulnerability-miners and
foreign language experts and linked to a phone number shared between many businesses. Lacking some
imagination, the company decides to borrow language used by another sketchy-looking company in
Shenzhen, which in turn appears to have some quite considerable overlap with an info-sec company
dedicated to national defense and intelligence work. We also have government clients, a CEO with official
PRC government titles, and a bonus link to a shifty hacking school.

You know the drill by now. If it walks like a duck and quacks like a duck.... (should we get that printed on
merch?).

Beyond this, Wuhan Xiaoruizhi hasn’t given us much to go on. So, it was time to take our search to the
dark web.

Bingo.
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