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A year of wiper attacks in Ukraine

:2/24/2023

ESET Research
24 Feb 2023 - 11:30AM

ESET Research has compiled a timeline of cyberattacks that used wiper malware and have occurred since Russia’s
invasion of Ukraine in 2022

This blogpost presents a compiled overview of the disruptive wiper attacks that we have observed in Ukraine since
the beginning of 2022, shortly before the Russian military invasion started. We were able to attribute the majority of
these attacks to Sandworm, with varying degrees of confidence. The compilation includes attacks seen by ESET, as
well as some reported by other reputable sources like CERT-UA, Microsoft, and SentinelOne.
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Note: Approximate dates (~) are used when the exact date of deployment in uncertain or unknown. In some cases,
the date of discovery or (in the case of non-ESET discoveries) the date of publication of the attack is used.

Pre-invasion

Among numerous waves of DDoS attacks that had been targeting Ukrainian institutions at the time, the WhisperGate

malware struck on January 14t 2022. The wiper masqueraded as ransomware, echoing NotPetya from June 2017 —
a tactic that would also be seen in later attacks.

On February 23", 2022, a destructive campaign using HermeticWiper targeted hundreds of systems in at least five

Ukrainian organizations. This data wiper was first spotted just before 17:00 local time (15:00 UTC): the cyberattack

preceded, by only a few hours, the invasion of Ukraine by Russian Federation forces. Alongside HermeticWiper, the
HermeticWizard worm and HermeticRansom faux ransomware were also deployed in the campaign.

Invasion and spring wave

On February 241 2022, with the Ukrainian winter thawing away, a second destructive attack against a Ukrainian
governmental network started, using a wiper we have named IsaacWiper.
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Also on the day of the invasion, the AcidRain wiper campaign targeted Viasat KA-SAT modems, with spillover outside
of Ukraine as well.

Another wiper, initially disclosed by Microsoft, is DesertBlade, reportedly deployed on March 18t 2022 and again

around March 17t

HermeticWiper (Microsoft calls it FoxBlade) around March 10th, 2022, HermeticRansom (Microsoft calls it SonicVote)

, 2022. The same report also mentions attacks using wipers from the Hermetic campaign, namely

around March 171, 2022, and an attack around March 241, 2022 using both HermeticWiper and HermeticRansom.
CERT-UA reported on its discovery of the DoubleZero wiper on March 17t 2022,
On March 14th, 2022, ESET researchers detected an attack using CaddyWiper, which targeted a Ukrainian bank.

On April 18, 2022, we detected CaddyWiper again, this time being loaded by the ArguePatch loader, which is
typically a modified, legitimate binary that is used to load shellcode from an external file. We detected a similar
scenario on May 16th, 2022, where ArguePatch took the form of a modified ESET binary.

We also detected the ArguePatch-CaddyWiper tandem on April 8th, 2022, in perhaps the most ambitious Sandworm
attacks since the beginning of the invasion: their unsuccessful attempt to disrupt the flow of electricity using
Industroyer2. In addition to ArguePatch and CaddyWiper, in this incident, we also discovered wipers for non-Windows
platforms: ORCSHRED, SOLOSHRED, and AWFULSHRED. For details, see the notification by CERT-UA, and our
WelLiveSecurity blogpost.

A quieter summer

The summer months saw fewer discoveries of new wiper campaigns in Ukraine as compared to the previous months,
yet several notable attacks did occur.

We have worked together with CERT-UA on cases of ArguePatch (and CaddyWiper) deployments against Ukrainian
institutions. The first incident took place in the week starting June 20t 2022, and another on June 23", 2022.

Autumn wave

With temperatures dropping in preparation for the northern winter, on October 3, 2022 we detected a new version of
CaddyWiper deployed in Ukraine. Unlike the previously used variants, this time CaddyWiper was compiled as an x64
Windows binary.

On October 5, 2022, we identified a new version of HermeticWiper that had been uploaded to VirusTotal. The
functionality of this HermeticWiper sample was the same as in the previous instances, with a few minor changes.

On October 111, 2022, we detected Prestige ransomware being deployed against logistics companies in Ukraine and
Poland. This campaign was also reported by Microsoft.

On the same day, we also identified a previously unknown wiper, which we named NikoWiper. This wiper was used
against a company in the energy sector in Ukraine. NikoWiper is based on the SDelete Microsoft command line utility
for securely deleting files.

On November 111, 2022, CERT-UA published a blogpost about an attack using the Somnia faux ransomware.

On November 215t, 2022, we detected in Ukraine new ransomware written in .NET that we named RansomBoggs.
The ransomware has multiple references to the movie Monsters, Inc. We observed that the malware operators used
POWERGAP scripts to deploy this filecoder.

January 2023
In 2023 the disruptive attacks against Ukrainian institutions continue.
On January 18t 2023, we detected execution of the SDelete utility at a Ukrainian software reseller.

Another attack using multiple wipers, this time against a Ukrainian news agency, took place on January 17th 2023,
according to CERT-UA. The following wipers were detected in this attack: CaddyWiper, ZeroWipe, SDelete,
AwfulShred, and BidSwipe. BidSwipe is noteworthy, as it is a FreeBSD OS wiper.

On January 25t 2023, we detected a new wiper, written in Go and that we named SwiftSlicer, being deployed
against Ukrainian local government entities.
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In almost all the above-mentioned cases, Sandworm used Active Directory Group Policy (T1484.001) to deploy its

wipers and ransomware, specifically using the POWERGAP script.

Conclusion

The use of disruptive wipers — and even wipers masquerading as ransomware — by Russian APT groups, especially

Sandworm, against Ukrainian organizations is hardly new. Since around 2014, BlackEnergy employed disruptive
plugins; the KillDisk wiper was a common denominator in Sandworm attacks in the past; and the Telebots subgroup

has launched numerous wiper attacks, most infamously NotPetya.

Yet the intensification of wiper campaigns since the military invasion in February 2022 has been unprecedented. On a
positive note, many of the attacks have been detected and thwarted. However, we continue to monitor the situation

vigilantly, as we expect the attacks to continue.

For any inquiries about our research published on WeLiveSecurity, please contact us at threatintel@eset.com.

ESET Research also offers private APT intelligence reports and data feeds. For any inquiries about this service, visit

the ESET Threat Intelligence page
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