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Distributed Malware Exploiting Vulnerable Innorix: Andariel
eastston ⋮ ⋮ 2/15/2023

The AhnLab Security Emergengy response Center (ASEC) analysis team confirmed the distribution of malicious
codes targeting users of the vulnerable version of Innorix Agent. The secured malicious code tries to connect to the
C&C server through a backdoor.

https://asec-ahnlab-com.translate.goog/ko/47751/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=de&_x_tr_pto=wapp
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[Figure 1] Korea Internet & Security Agency Vulnerability Security Update Notice [1]

The Innorix Agent program that was exploited for distribution is a file transfer solution client program. The Korea

Internet & Security Agency (KISA) [1] published information about the vulnerability and recommended a security
update to INNORIX Agent 9.2.18.450 and 9.2.18.418 corresponding to previous versions. confirmed with 

https://translate.google.com/website?sl=auto&tl=en&hl=de&client=webapp&u=https://knvd.krcert.or.kr/detailSecNo.do?IDX%3D5622
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[Figure 2] ASD infrastructure detection log

The detected backdoor attempts to connect to the C&C server. Its main function is to collect and transmit information
on the user's PC, as well as to capture screens and create and execute files.

[Figure 3] ASD infrastructure detection report

The confirmed backdoor was a form with two external appearances, the form initially discovered was confirmed to be
developed in C/C++, and the recently detected sample was produced in .Net. There is no difference in function
between the two forms, and in some detection reports, it was confirmed that when registering malicious code in the
task scheduler, it uses the method of concealment by using the company name (AhnLab) in the task name.
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[Figure 4] Encoding and decoding routines

This malicious code classified as a backdoor uses data using the routine shown in [Figure 4] when receiving data,
and transmits data using the same method when sending data. Data is encrypted and transmitted through encoding
and decoding routines, bypassing packet-level monitoring, and can be seen as a feature of Andardoor based on its
diagnosis. The key value is 74615104773254458995125212023273 , which is the same as the XOR key value

specified in
the CISA report [2] written in 2017 .

Recently, the form of distribution as a vulnerability in software has been confirmed, so corporate users and general
users need to pay special attention. Vulnerable versions of software should be managed for use after updating.

[File Diagnosis]

Backdoor/Win.Andardoor.R558252
Backdoor/Win.Andardoor.C5381120
Backdoor/Win.Andardoor.C5382662

https://translate.google.com/website?sl=auto&tl=en&hl=de&client=webapp&u=https://www.cisa.gov/uscert/sites/default/files/publications/MAR-10135536-D_WHITE_S508C.PDF
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Backdoor/Win.Andardoor.C5382103
Backdoor/Win.Andardoor.C5382101

[IOC]

bcac28919fa33704a01d7a9e5e3ddf3f
1ffccc23fef2964e9b1747098c19d956
9112efb49cae021abebd3e9a564e6ca4
0a09b7f2317b3d5f057180be6b6d0755
0211a3160cc5871cbcd4e5514449162b
ac0ada011f1544aa3a1cf27a26f2e288
c892c60817e6399f939987bd2bf5dee0
6dd579cfa0cb4a0eb79414de6fc1d147
88a7c84ac7f7ed310b5ee791ec8bd6c5
e5410abaaac69c88db84ab3d0e9485ac
4.246.144[.]112:443
139.177.190[.]243:443
27.102.107[.]224:5443
27.102.107[.]234:8443
27.102.113[.]88:5443
27.102.113[.]88:21
109.248.150[.]179:443
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