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Cyber attack on the Ukrinform information and
communication system (CERT-UA#5850

In the Telegram channel "CyberArmyofRussia_Reborn" on 17.01.2023 at around 12:39, information was
published about the violation of the normal functioning of several elements of the information and
communication system (hereinafter - ICS) of the Ukrainian National Information Agency "Ukrinform".
At
the Agency's request, the Government Computer Emergency Response Team of Ukraine CERT-UA
initiated measures to investigate a cyberattack on January 17, 2023.
As of January 27, 2023, 5 samples
of malicious programs (scripts) were detected, the functionality of which is aimed at violating the integrity
and availability of information (writing files/disks with zero bytes/arbitrary data and their subsequent
deletion), namely:
CaddyWiper (Windows)
ZeroWipe (Windows)
SDelete (Windows)
AwfulShred (Linux)
BidSwipe (FreeBSD)
It was found that the attackers made an unsuccessful attempt to disrupt the regular
operation of users' computers using the CaddyWiper and ZeroWipe malicious programs, as well as the
legitimate SDelete utility (which was supposed to be launched using "news.bat"). At the same time, for
the purpose of centralized distribution of malicious programs, a group policy object (GPO) was created,
which, in turn, ensured the creation of corresponding scheduled tasks.
There are reasons to believe that
the intelligence stage of the ICS of the Ukrainian National Information Agency "Ukrinform" will be
conducted no later than 07.12.2022. It was established that the final stage of the cyber attack was
initiated on 17.01.2023, however, it was only partially successful, in particular, in relation to several data
storage systems.
In the process of research, an element of ICS was identified, with the help of which the
prerequisites for unauthorized remote access to the Agency's information resources were created.
Taking
into account the results of the study, we believe it is possible to state that the cyber attack was carried out
by the UAC-0082 (Sandworm) group, whose activities are associated with the Russian Federation.
It
should be noted that the mentioned Telegram channel, along with typical messages about DDoS attacks
and defaces, exclusively highlights the destructive activity carried out by the mentioned group.
Indicators
of compromise
Files: 

Indicators of compromise


Files:

cc213200daf4202e2454dc2c363db04f    

00782ccd65a1e03e3e74ce1e59e752926e0a050818fa195bd7e5a5b359500758    2022-12-

23 02:10:52 new.exe (CaddyWiper v3)


54e5773071b193e109cbacc82565c6a9    

e3bc3689f01fd431cd2ed368ae91eceaa7c465c2781fa7b7dc2ec9143a404f79    2022-10-

02 09:53:56 upd.exe (ZeroWipe)


6aa899b47596323da573fb218f3a8266    

301b248a8291df6c7f3565a3dac17ee69609f36ef474b4f20eebe134746a9cac    -  
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 news.bat

803df907d936e08fbbd06020c411be93    

e8eaa39e2adfd49ab69d7bb8504ccb82a902c8b48fbc256472f36f41775e594c    2020-11-

24 23:36:04 sdelete.exe (SDelete)


3a1070b882d6843fcfa9490c24700bd1    

246607235d560e90590dcf1b0507ab18de74afcc4429d8d5f3ba97eacc92d73f    -   r.sh 

(AwfulShred)


4a5863d34fc99e91af11dd7976c36c27    

66548ba6ca6d34b7d17e42ab2e1405db1c581a516e0b1a4942d373d6d5396ba4    -  

 audit.sh (BidSwipe)


Hosts:

powershell.exe -Enc 

JABQAHIAbwBnAHIAZQBzAHMAUAByAGUAZg[...]xADgALgB0AG0AcAAnAA==


powershell.exe -Enc 

JABQAHIAbwBnAHIAZQBzAHMAUAByAGUAZg[...]zADEAOAAuAHQAbQBwACcA


powershell.exe -Enc 

JABQAHIAbwBnAHIAZQBzAHMAUAByAGUAZg[...]5AEEAQgAuAGwAbwBnACcA


powershell.exe -Enc 

JABQAHIAbwBnAHIAZQBzAHMAUAByAGUAZg[...]2ADQALgBsAG8AZwAnAA==


$ProgressPreference="SilentlyContinue";copy 

C:\windows\system32\winevt\logs\Security.evtx C:\windows\temp\b8WTBWCoF5.log 

> 'C:\windows\temp\TS_4318.tmp'


$ProgressPreference="SilentlyContinue";copy 

C:\windows\system32\winevt\logs\Security.evtx C:\windows\temp\b8WTBWCoF5.log 

> 'C:windowstemp\TS_4318.tmp'


$ProgressPreference="SilentlyContinue";dnscmd /enumrecords %DOMAIN% . /type A 

/child > 'C:\windows\temp\BRN3C2AF47629AB.log'


$ProgressPreference="SilentlyContinue";hostname > 

'C:\VLOG\dd_vcredist_x86_20200324195140_001_vcRuntimeAdditional_x64.log'


icacls.exe C:\Windows\explorer.exe /deny *S-1-1-0:F


takeown /F C:\Windows\explorer.exe


C:\Users\new.exe


C:\VLOG\dd_vcredist_x86_20200324195140_001_vcRuntimeAdditional_x64.log


C:\Windows\SYSVOL\domain\Policies\{31B2F340-016D-11D2-945F-

00C04FB984F9}\MACHINE\news.bat


C:\Windows\SYSVOL\domain\Policies\{31B2F340-016D-11D2-945F-

00C04FB984F9}\MACHINE\upd.exe


C:\Windows\new.bat


C:\Windows\up.exe


C:\windows\temp\BRN3C2AF47629AB.log


C:\windows\temp\TS_4318.tmp


C:\windows\temp\b8WTBWCoF5.log


\\%DOMAIN%\SYSVOL\%DOMAIN%\Policies\{31B2F340-016D-11D2-945F-
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00C04FB984F9}\MACHINE\news.bat


\\%DOMAIN%\SYSVOL\%DOMAIN%\Policies\{31B2F340-016D-11D2-945F-

00C04FB984F9}\MACHINE\upd.exe


certutil (Process Name)


copy (Process Name)


dnscmd (Process Name)


hostname (Process Name)


icacls.exe (Process Name)


shutdown (Process Name)


takeown (Process Name)


Windows_Security_Update_HxW (Scheduled Task)


Windows_Security_Update_gMj (Scheduled Task)


Windows_Security_Update_xBQ (Scheduled Task)


/root/r.sh

/sbin/audit.sh


Network:

185[.]220.101.185   DE  @digitalcourage[.]de (TOR Relay: relayon1185)


185[.]220.102.244   DE  @digitalcourage[.]de (TOR Relay: Digitalcourage4ipea)


185[.]220.102.245   DE  @digitalcourage[.]de (TOR Relay: Digitalcourage4ipfb)


185[.]220.102.248   DE  @digitalcourage[.]de (TOR Relay: Digitalcourage4ip1b)


185[.]220.102.250   DE  @digitalcourage[.]de (TOR Relay: Digitalcourage4ip3a)


185[.]220.102.251   DE  @digitalcourage[.]de (TOR Relay: Digitalcourage4ip4a)


45[.]154.98.225 NL  @as210558[.]net (TOR relay: prsv)


77[.]91.123.136 NL  @stark-industries[.]solutions (TOR Relay: lePaysduDragon)


80[.]67.167.81  FR  @milkywan[.]fr (TOR Relay: arecoque1)


194[.]28.172.172    UA  @besthosting[.]ua (torguard[.]net; 

secureconnect[.]me)


194[.]28.172.81 UA  @besthosting[.]ua (torguard[.]net; secureconnect[.]me)


Graphic Images:
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Рис.1 CaddyWiper Decompiled Software Code Sample (v3)

Рис.2 Sample decompiled ZeroWipe code

Рис.3 An example of the program code of the "news.bat" file that launches the SDelete utility
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Рис.4 An example of the original and deobfuscated AwfulShred code

Рис.5 An example of scheduled task settings


